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1 Introduction 
Public Spots have become a hot topic. Many people speak about them, fewer
know what this term may imply. Moreover, many institutions or companies
want to set up Public Spots or offer components to set up a Public Spot. How-
ever, except for the simplest scenarios, a Public Spot installation consists of
more than one component, and all components (may they be software or
hardware) have to be tailored to work together properly. This document will
therefore first begin with a definition of a Public Spot and then outline which
components are typically needed for a Public Spot installation. The next sec-
tion will introduce the Public Spot enhancements built into the wireless access
points and WLAN controllers manufactured by LANCOM Systems. Finally,
some typical Public Spot configurations possible with these enhancements
will be shown. 

1.1 What is a Public Spot? 

A Public Spot is, principally, a device that provides network access at public
place, like a hotel or an airport’s hall. Since such places are locations with a
possibly large audience, Public Spot installations are often referred to as Hot
Spots. In contrast to e.g. cell phone systems, Public Spots do not have the tar-
get of achieving 100% coverage; they concentrate on ’interesting’ places that
promise a high potential demand for high-speed network access. Public Spots
have been made possible by the advances in Wireless LAN technology. Origi-
nally developed for wireless inhouse communication, they have also become
a way to provide high-speed network access at low cost, far lower than e.g.
with GSM/GPRS/UMTS/HSDPA networks if you are not in your own provider´s
network. Current state-of-the-art wireless LANs achieve a typical throughput
of about 25 Mbits/s, even more than UMTS/HSDPA, the current generation of
cell-based networks. In contrast however, wireless networks operate in unli-
censed frequency bands and the hardware has reached ’commodity level’. 

1.2 Components Needed 

In its simplest form, one could realize a Public Spot as a standard wireless
access point that connects mobile stations to an arbitrary internet access.
Installations like this are done from time to time by individuals without com-
mercial interest, however they lack two important aspects necessary for com-
mercially-operated Public Spots: 
6
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� An authentication instance that checks the identity of a client prior to
allowing network access. 

� An accounting mechanism that counts the traffic and/or online time of a
client, to allow later billing. 

Figure 1 depicts all components present in a typical Public Spot installation.
Note that though all components are drawn as separate instances, real instal-
lations may integrate some of these instances into one physical device. 

Figure 1: Sample Public 
Spot Installation 

Note that this setup has very much in common with a typical internet pro-
vider’s setup, consisting of clients connecting via a telephone line to Dial- In
Servers, which in turn connect to the ISP’s network infrastructure. Public Spot
installations therefore often use authentication and billing schemes similar to
the schemes used for dial-in setups, to ease integration into the existing infra-
structure of an ISP. 

1.3 Authentication Schemes 

Various authentication schemes for clients connecting to an access server
have evolved over time, and may possibly be used in a Public Spot installation
for performing the task of authenticating users before granting network
access. However, not all work equally well in a Public Spot environment. For
example, the Point- to-Point Protocol (PPP) has become a defacto standard
for authentication of dial- in clients. PPP provides a variety of authentication
schemes, including challenge-response procedures, and comes pre-installed
with most current operating systems. However, PPP’s primary function is to
establish connections over WAN interfaces, like ISDN interfaces or modems.
Wireless LAN interfaces however are handled by the operating system like
LAN interfaces (Ethernet, Token Ring etc.), and binding the PPP stack to a LAN
interface typically requires additional adapter layer software like PPPoE driv-
ers. A potential user might have to install such software before usage, will

CLIENT

ACCESS POINT ROUTER

INTERNET

BILLINGUSER DATABASE

ACCOUNTINGAUTHENTICATION
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have to reconfigure his/her system again when (s)he’s back at home or at
work, to use the wireless interface in a LAN again. A huge factor for Public
Spots is however the ease of use, which asks for a minimum of configuration
effort to use the Public Spot. Another possible authentication scheme that is
currently gaining ground is 802.1X/EAP. Though it is principally a generic
authentication scheme, it is especially suited for Wireless LAN clients. It pro-
vides a two-side authentication of a client and an authentication server (typ-
ically RADIUS-based), both via username/password entry and certificates, and
requires few changes to the access point itself. EAP gained acceptance in
enterprise’s LANs in the next time. As an additional obstacle, Microsoft
included EAP in Windows XP and Vista only, and users of older Windows sys-
tems depend on third-party software that has to be installed by the user.
Therefore, it might be an option for Public Spots in the future, but the current
user base is too small to make EAP the protocol of choice for Public Spots.
Summing up, an authentication scheme for Public Spots has to fulfil two main
criteria: 

� It must be possible to integrate it into existing ISP infrastructures, with a
minimum of addition to the existing core components. 

� It must be usable with client software already present on the users’
machines. 

The Open User Authentication is an authentication and accounting scheme
that was explicitly designed with these needs in mind, and is an optional piece
of software available for all wireless access points and WLAN controllers cur-
rently sold by LANCOM Systems. Its basic functionality will be introduced in
the next section. 
8
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2 The Open User Authentication Scheme 
The Open User Authentication Scheme (further referred to as OUA) is an
authentication/accounting scheme explicitly tailored for the use in wireless
LAN-based public spots. It is an optional part of the access point’s software
that is enabled by buying a key that enables these features in the AP’s feature
set. Contact LANCOM Systems for the exact conditions of buying such a key.
OUA’s basic approach is to extend the access point with a client-sensitive
packet filter, that lets traffic from the client pass or not, depending on the cli-
ent’s authentication state. The access point also includes components that
allow a client to authenticate itself and to account its traffic. Apart from a
driver for the wireless LAN interface and a standard Web browser, users do
not need any additional software components to use an OUA-based public
spot. In its simplest form, all necessary components lined out in Figure 1 are
located in the access point, since LANCOM Systems provides access points
with an integrated WAN interface and the access point can handle an internal
user database. Figure 2 depicts such a basic setup. 

Figure 2: Simple OUA 
Installation 

This would be a typical scenario for a small installation which has to handle
only a few users, is not part of a larger infrastructure and does not need any
accounting of traffic. Larger installations may consist of more access points
with transparent roaming to cover a larger area, and include centralised stor-
age of user account data and accounting information. Even in such a scenario,
the LANCOM solution may reduce the amount of components needed (Figure
3). 

2.1 Principle of Operation 

The establishment of an OUA-based user session takes place as follows: 

� The user’s machine performs a WLAN association with the access point
and obtains the necessary IP parameters (address, gateway, DNS server)
via DHCP. 

� The user opens a web browser and selects an arbitrary web page. 

ACCESS POINT

INTERNET

CLIENT
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Figure 3: Extended 
OUA Installation 

� The AP detects the HTTP access as such, stores the original URL requested
by the user and instead returns a login page to the user. 

� The user fills out the login page and submits it to the AP. 

� The AP verifies the login data entered by the user. Depending on result,
the user is either sent back to the login page or gets a ’start’ page that
acknowledges the successful login. This page also redirects the user to the
page that was originally selected. 

After successful login, the AP becomes ’transparent’ for this client, i.e. all traf-
fic sent or received by the client (identified by the MAC address of its WLAN
interface) is passed unfiltered. The AP keeps track of the amount of data
transferred to/from the client for the purpose of accounting. A session may
end in various ways: 

� OUA has the option of opening a small status pop-up window on the
user’s machine, which features an explicit logout button. 

� The AP regularly checks for the presence of the client, by sending dummy
test packets to the client. If these packets get lost for a configurable time,
e.g. because the user’s machine crashed or the user simply went away, the
session is terminated by the AP. 

� Accounts may be limited on a time or volume base. If such a limit is
reached, the AP terminates the session. 

� An administrator may manually terminate a session. 

Regardless which way a session was terminated, the AP will send out a proper
session end to the accounting server, if one was configured. After this, the AP
deletes the session completely in its internal tables. After giving a rough over-
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view of a session’s course, the individual steps of a session will be explored in
more detail: 

2.2 The Unauthenticated State 

Initially, every client that has associated with an AP operating in OUA mode is
in the unauthenticated state. In this state, the client only has very limited
access to the network located ’behind’ the AP. Since authentication is based
on normal TCP/IP mechanisms, some protocols have to be passed even for
unauthenticated clients: 

� The client has to configure its network via DHCP, therefore all DHCP-
related traffic (UDP port 67/68) is allowed. 

� When the user enters a URL into the browser, the browser will perform a
DNS lookup before the redirectable HTTP access occurs. Therefore, DNS
requests are allowed for unauthenticated clients. 

� Similarly to DNS, clients will want to resolve MAC addresses of gateways
and/or DNS servers by ARP. ARP is therefore also allowed for unauthenti-
cated clients. 

Among these services, DHCP and especially DNS carry a potential for misuse
–users could use such packets to tunnel payload data through the AP without
being authenticated or accounted. To address this problem, the AP offers a
configurable traffic limit expressed in bytes. As soon as the traffic for an
unauthenticated client reaches this amount, the client is blocked entirely–no
traffic from this client is forwarded any more, and the client remains in this
state until it gets removed from the APs internal tables (e.g. by the AP detect-
ing that the client is not present any more). 

2.3 Sources for User Authentication Data 

Depending on the size of a Hotspot setup, the sources for user authentication
data–i.e. the account names and the associated passwords–may either be
stored locally in the access point itself, or in a backend RADIUS server. Local
storage is an option when a setup is small and stand-alone, i.e. without an
external service that provides authentication and billing for a couple of sites.
A small hotel that has just a few access points and provides wireless access
on a per-day flat base might be an example for a site where user accounts
stored in the AP might be the right solution. On the other hand, maintaining
user accounts stored locally in an AP becomes more and more difficult the
more APs are used. A centralised authentication server is a better choice for
11
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large Hotspot setups, especially when it spans multiple sites and account
management is not done at the site itself. 

2.4 Supported Accounting Variants 

Except for the simplest Hotspot installation with flatrate billing, accounting is
another important functionality demanded from a Hotspot installation. The
LANCOM installation supports accounting in two variants: a simple syslog-
based variant, which probably serves more the desire to just log the resources
consumed by users, and a RADIUS-based solution, which is used in practice
by all larger installations. 
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3 Further Organisation of this Document 
After giving a rough overview of the the LANCOM Public Spot Solution, the
following sections will describe its components in detail. A general knowledge
about LANCOM devices and their principle of configuration is required; fur-
thermore, sufficient knowledge of the underlying protocols like RADIUS and
HTTP/HTML is assumed. 

LANCOM devices offer a couple of ways to configure the device. Throughout
the rest of this document, the ’expert way’ will be used, which provides full
access to all configuration options. This configuration may either be done by
the device’s command line interface (accessible via Telnet, Telnet over SSL,
SSH, the serial interface or the devices HTTP configuration).  

The LANCOM Public Spot Option was introduced with LCOS version 2.10, and
it has been continuously extended since then. This document describes all
features present in the latest LCOS version, which is 7.52 at the point of time
this document is being written. If you are using an older LCOS version, you
might be missing features mentioned in this document.
13
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4 Enabling User Authentication 
Before the Public Spot option can be used, it has to be enabled. This involves
the following steps: 

� enabling software feature 

� selecting LAN ports 

� selecting authentication scheme 

4.1 Enabling Software Feature 

As mentioned before, Public Spot is a software option that has to be enabled
by a (purchasable) key. In case the software option was not yet enabled, the
first step is to do so. For example, to enable a software option via LANconfig,
select the device and choose ’Device/Enable Software Option’ from the main
menu. A dialog as shown in figure 4 will pop up. Enter the key and press OK.
The device will reboot to enable the new software feature, and you are ready
to configure the Public Spot extensions. 

Figure 4: Enabling a 
Software Option 

4.2 Selecting LAN Ports 

Technically, the LANCOM Public Spot functionality is implemented as a filter/
redirector in the WLAN/LAN bridge, i.e. the software entity that normally real-
izes the transparent bridging between Ethernet and wireless ports, in accord-
ance to IEEE 802.1d. While the Ethernet interface is presented to the bridge
as such, a wireless interface is handled by the bridge as a number of virtual
ports working on top of the physical interface: 
14
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� The port named WLAN-n handles all traffic going to or coming from cli-
ents associated with this wireless interface. Furthermore, this is the only
active port when a wireless interface operates in client mode. 

� Ports named P2P-n-m handle traffic for so-called Point-2-Point con-
nections, i.e. two access points communicate with each other, e.g. to
bridge to LANs. 

� Ports named WLAN-n-m provide additional logical wireless networks for
mobile clients. They allow a single wireless interface to simulate multiple
logical networks, with different SSIDs and security settings. Description of
this feature (commonly referred to as ’MultiSSID support’) is beyond the
scope of this document, it should however be mentioned that this feature
is limited to newer 54 and 300 MBit LANCOM devices. 

The user is free to select to which ports the public spot filter shall be applied
to, and on which ports traffic shall flow freely. In a simple setup, the filter
would be applied to to the WLAN-n respectively WLAN-n-m ports, to force
mobile clients to authenticate. Note that on a device with MultiSSID support
or more than one wireless interface, one could enable public spot on only a
subset of the logical networks, and define another network as a ’service entry’
without public spot functionality, but protected by other security measures like
WPA. In a more complex setup with more than one access point, it might also
be desirable to enable public spot functionality on Point-2-Point links. The
software option then only has to be bought once for the ’central’ device, and
other access points are liked to the master via Point-2-Point links and act as
wireless repeaters. If the ’slave’ access points are connected via Ethernet, it
may even be useful to turn public spot on for the LAN interface. Enabling or
disabling of the public spot feature is done via a table located under 

Setup/Public-Spot-Module/Port-Table.

Just turn the Authentication-Necessary switches on or off. 

4.3 Selecting Authentication Scheme 

The OUA scheme allows for two authentication schemes: 

� Authentication just by user name and password, which is the dominant
variant in practice. 

� Additionally authenticate clients via their MAC address. This variant is
rarely used in practice, and will not be further discussed. Contact
LANCOM in case you are interested in it. 

The selection is done via the switch 
15
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Setup/Public-Spot-Module/Authentication-Mode

Select User+Password to enable OUA. You may now connect a client to the
device and try to open an arbitrary Web page. If OUA was set up correctly, you
should instead get a login page from the device that asks you to enter your
user Id an password. Of course, your next- important interest may now be how
to get beyond this login page, i.e. how to define user accounts. If you think
you can live with the default built- in login pages for the moment, you may
skip to section 7. Otherwise, you should read on how the login and other
pages are being made. 

4.4 Activating the authentication on a WLAN controller

On an WLAN controller, the authentication has to be activated:

Furthermore the LAN ports and VLANs, which shall be using the Public Spot,
must be selected: 
16
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5 Authentication Web Pages 
If you have seen the login page in the previous section, you will probably have
asked yourself which other pages the device may display. The best description
is probably a flow graph that includes all pages and how they are linked
together (figure 5). 

Figure 5: Flow of 
Public Spot 
Authentication 
Pages 

User selects original 
page

User enters 
correct data

Welcome Page Noproxy Page

Login Page Help Page

User enters 
incorrect data

Status Page Start Page Error Page

User selects 
logoff link

Logoff Page
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5.1 Possible Pages 

The first two pages (Welcome and Login page) are the pages a user gets redi-
rected to when (s)he wants to access the Internet. The distinction between a
welcome and a login page is purely cosmetical; some Hotspot providers wish
to ’welcome’ their users with a separate page that provides information about
the local service and how to to register with their service, while others prefer
the shortest possible way to full Internet access. The default pages built into
a LANCOM device do not include a welcome page, so a use directly gets the
login page. We will show later how to create a welcome page. After the user
account data has been entered, the device checks them for validity and either
displays an error page, which sends the user back to the login page, or the so-
called start page. This page acknowledges the user’s account correct login,
and loads the page the user originally intended to access (via a redirect func-
tion). Additionally, a small popup window is opened that holds the status
page. This page keeps the user informed about the current account data (e.g.
about the remaining time if the account is limited in some way). It also offers
a link to close the session and stop accounting. The status window is normally
small enough that it can be placed in a corner of the desktop without disturb-
ing normal operation. The remaining pages (help and noproxy) are isolated
pages not related to the remaining login flow. The noproxy page is displayed
whenever a user tries an HTTP connect on port 8080 instead of port 80. This
port is typically used in Intranets for a HTTP proxy. Since this proxy is config-
ured with a static IP address in the browser (we’re not aware of a way to con-
figure the HTTP proxy via DHCP...), the user wouldn’t be able to reach this
proxy anyway. The purpose of this page is just to instruct the user to disable
the proxy before (s)he can proceed. The help page is just a place holder for a
page that might give the user hints how to use the Hotspot service (register-
ing, where to get vouchers, etc.). The set of default pages built into LANCOM
device does not contain a help page. 

5.2 Default Pages 

As we have seen, LANCOM devices already contain a set of pages that were
designed to fulfil the basic needs of a Hotspot installation, namely: 

initial HTTP redirect 

� login/logout function 

� status display 
18
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They were deliberately designed to be simple, not to use any fancy features
like dynamic HTML, and just present the necessary elements as-is. On the plus
side, this assures that they will be displayable on virtually every browser,
including browsers on small hand helds and PDAs, but obviously they do not
provide the ’eye candy’ a Hotspot provider might desire, and many providers
would like to hide the fact what vendor’s hardware the installation is based
on (though we wouldn’t mind about getting credits...). The LANCOM Public
Spot Option therefore provides the capability to replace all or some of the
built- in pages with self-designed pages, either via a HTTP redirect or via tem-
plates and the device acting as an intelligent HTML preprocessor. In addition,
HTML templates can be loaded to the devices flash memory to realize simple
page designs without using an external HTTP server (see section 5.5). The fol-
lowing sections will describe how this is accomplished. 

5.3 Configuration of User-Defined Pages 

If the built- in pages shall be replaced by self-designed pages, they may either
be stored in the device’s file system or on an external server, which means the
device will download them via HTTP every time they are needed. Fancy HTML
pages may become rather large, and would go beyond the device’s local stor-
age capacities. Furthermore, a central storage and on-demand load has other
advantages: 

� Changes can be applied centrally. There is no need to apply them to each
device individually. 

� The server has the ability to provide dynamic pages, which change
their content depending on information provided by the device (we
will see later which information is available for the server). 

The location of these pages (i.e. their URLs) must be defined in a table located
under 

Setup/Public-Spot-Module/Page-Table

There are currently three protocols defined for these URLs:

� http://... : Fetch the page via HTTP from an external server. TCP Port over-
rides and user/password specifications are possible.

� https://... : Similar to HTTP, but use HTTP over SSL for an encrypted con-
nection.
19
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� file://... : Retrieve the template from the given file in the device’s local file
system. Any file may be used, but a couple of file names have especially
been reserved for the respective pages:

How these URLs are being used depends on the Type setting. For each page
the devices offers/uses, it is possible to individually select whether a user-
defined page shall be used or not. 

5.4 URL Placeholders 

The URLs specified in the page table are not just simple, constant strings. It is
allowed to put ’placeholders’ into the string, which will be replaced with the
actual parameters of the session when the device requests the HTML pages
from the server. Placeholders have a form similar to C format strings, e.g. a
percent sign immediately followed by a single, lowercase character. The fol-
lowing placeholders are defined: 

� %m Inserts the MAC address of the client, as a 12-digit hexadecimal
string with double colons as separation characters among the individual
bytes. 

� %o Inserts the URL of the web page the client originally requested, i.e.
the URL the client will be redirected to after successful login. 

� %n Inserts the device’s system name, i.e. the value configured under
Setup/Name. 

� %e Inserts the device’s unique serial number. 

� %l Inserts the device’s IP address, relative to the IP address of the client
that made the HTTP request. 

URL Page

file://pbspot_template_welcome Welcome Page

file://pbspot_template_login Login Page

file://pbspot_template_error Login Error Page

file://pbspot_template_start Start Page after login

file://pbspot_template_status Status Page

file://pbspot_template_logoff Logoff Page

file://pbspot_template_help Help Page

file://pbspot_template_voucher Voucher Page of add-user wizard
20
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� %a Inserts the device’s IP address, relative to the IP address of the server
that will be queried for the HTML page. This might e.g. give the server a
way to connect back to the device, in case the device fetches pages via an
Internet account with non-fixed IP addresses. Note that this option can
not provide a reachable address if the device itself is located behind
another router with activated address translation! Furthermore, this
placeholder is only supported if Template is used as page type. 

� %s In case the client connected to the device via a WLAN interface, this
placeholder will insert the WLAN SSID used in the network the client con-
nected to. This feature is especially interesting in conjunction with the
MultiSSID feature, since it enables the page server to deliver different
pages, depending on the network the client connected to. If the client is
connected via another access point that connects to the device via a
Point-2-Point connection, the SSID of the first WLAN will be inserted. The
placeholder will expand to an empty string if the client connected to the
device via an Ethernet port. 

� %% Inserts a single percent character. 

5.5 User-Defined Pages via HTTP Redirect 

In case the user-defined page is defined as a redirect page, the device’s oper-
ation is rather simple: Whenever it is required to deliver the respective page
to a client, it will expand te URL according to the rules given in the previous
section and will send an HTTP 307 (temporary redirect) response to the device,
with this URL as the new location. Redirection is mainly useful with the Wel-
come page, if all authentication is to be performed on an external gateway,
and allows to immediately redirect the client to this gateway. This feature is
often being used in conjunction with the external device control, described in
section 12. 

5.6 User-Defined Pages via Page Templates 

The other method is that the device itself opens a client HTTP connection via
the expanded URL, fetches the page, sends it through a built- in preprocessor
and delivers the result to the client. This preprocessing allows to insert ses-
sion-specific data and has the advantage that the page delivered by the back-
end server may be constant, thereby reducing the load on the backend server.
We will see later which preprocessing can be done by the device. The URL syn-
tax understood by the device’s built- in HTTP client is the syntax known from
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web browsers, however only a subset of what is known from a browser is sup-
ported: 

� User authentication is supported, in the typical user:password@host/
.... form. 

� The device is incapable of automatically resolving non-fatal HTTP errors
like redirects, so assure that an access to this page will directly return the
page. 

Usage of symbolic names for the server’s host instead of plain IP addresses is
supported,given DNS is properly configured. In many respects, this mecha-
nism could be regarded as a proxy mechanism that fetches HTML pages and
passes them on to the clients; however, it differs in the sense that the pages’
URLs are defined in the device and not by the client.

5.6.1 Auto-Fallback 

For every entry in the page table, is is possible to individually define whether
a fallback shall be used or not. This fallback only has a meaning if a page is
defined as a template, not as a redirect. While fetching a page via HTTP, a cou-
ple of errors may appear: 

� The DNS lookup for a host name may fail. 

� The TCP/HTTP connection to the server may fail. 

� The HTTP server may respond with an error code (like 404 if an invalid URL
was given). 

By default, the device will report such an error condition to the client, so the
user may decide to retry the operation–or to complain to the hot spot’s
administrator. Alternitavely, one may enable the Fallback option for a
page. This way, the device will display the built- in (fixed) page instead, which
may allow operation of the Hotspot to continue. 

5.6.2 Passed HTTP Attributes 

As mentioned above, the device may in some respects be seen as an HTTP
proxy that fetches login and status pages for the client. HTTP proxies are
obliged to keep certain HTTP attributes intact while forwarding a client
request, and so does the device when fetching pages: 

� The device will forward cookies between the client and the server, i.e.
cookie values sent by the device will reach the server and the server will
be able to set cookies on the client. Cookies are e.g. needed when the
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server delivers its pages based on ASP scripts, since ASP stores its session
id in a cookie. 

� The device will forward the User-Agent value provided by the client.
This allows a server to deliver different pages, based on the browser and
system platform on the client side. PDAs and mobile phones for example
call for web pages optimised for their small displays. 

� The device will insert an X-Forwarded-For line into the HTTP request to
report the device’s IP address. 

� The Web configuration of LANCOM devices generally regards a tag named
Accept-Languages provided by client browsers, and will try to match
the request to one of the languages provided by its internal message
tables (currently, only German and English). The selected language is
communicated to the server via another Accept-Languages tag, in the
hope that the server will provide a page in the appropriate language.
When the server delivers the page, the device will check for a Language
tag in the server’s response to see if the server was actually capable to
deliver a page in the requested language. If not, it will adapt the strings
used in template expansion (see next section) to the actual language of
the page. 

5.7 Page Template Syntax 

After retrieving a page from the server, the device will perform some transfor-
mations on page templates before the page gets delivered to the client. These
transformations replace pre-defined placeholder HTML tags with data
belonging to the client’s current session (e.g. the current resource consump-
tion in the status page). An HTML page delivered by the server could therefore
better be described as a template for an actual HTML page displayed in the
client’s browser. HTML syntax was chosen for the placeholders to allow edit-
ing of page templates without interfering with syntax sensitive HTML editors.
A set of sample page templates is available from LANCOM Systems. They are
not meant to be used in production systems, but instead to illustrate the use
of page templates, and provide a starting point for own creations. Over all,
there are three types of placeholder tags defined: 

� <pblink identifier>text </pblink>: Marks text as a clickable link
to identifier, typically to link to another page. Note that though </
pblink>is just an alias for </a>, such a ’symmetrical’ definition should
give less trouble with HTML syntax checkers. For example, the following
fragment defines a link to the help page: 
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Please click <pblink helplink>here</pblink>to get some
help.

� <pbelem identifier>: insert the item specified by identifier at this
place. For example, the following fragment display the user’s time asset: 

Session will be terminated in<pbelem sesstimeout> sec-
onds.

� <pbcond identifier(s)>code</pbcond>: Only insert code into the
page if all the identifiers are ’true’, i.e. numeric values are unequal to zero
and string values are not empty. Note that the current implementation
does not allow nested conditionals. Continuing the previous example, the
session timeout is only displayed if there is one (a session without timeout
internally has a session timeout of zero): 

<pbcond sesstimeout>Session will be terminated in <pbe-
lem sesstimeout>seconds.

</pbcond>

The following identifiers are currently defined. Note that not all identifiers are
supported for all statements, and that many identifiers are not available on all
pages.: 

5.7.1 APADDR 

valid for:<pbelem>
This identifier contains the access point’s IP address, as seen from the client’s
side. May be used for user-defined login forms, when the LOGINFORM ele-
ment is not used. 

5.7.2 HELPLINK 

valid for:<pblink>
This identifier contains the URL to the help page provided by the device. 

5.7.3 LOGINERRORMSG 

valid for:<pbelem>
This identifier delivers the reason for a failed user login. It is only valid when
used on the error page. 

5.7.4 LOGINFORM 

valid for:<pbelem>
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This identifier refers to the HTML form needed to type in the user’s name and
password. 

5.7.5 LOGINLINK 

valid for:<pblink>
This identifier contains the URL to the login page provided by the device. 

5.7.6 LOGOFFLINK 

valid for:<pblink>
This identifier contains the URL to the logoff page provided by the device. 

5.7.7 ORIGLINK 

valid for:<pbelem><pblink><pbcond>
This identifier contains the URL originally requested by the user prior to the
authentication process. In case it is unknown, this value is empty. 

5.7.8 REDIRURL 

valid for:<pbelem><pblink><pbcond>
This identifier holds a possible redirection URL contained in the RADIUS
server’s authentication response (if there was one). It is only defined for the
error and start page. 

5.7.9 RXBYTES 

valid for:<pbelem>
This identifier contains the amount of data so far received by the device from
the client in this session, expressed in bytes. It is zero for a station not logged
in. 

5.7.10 RXTXBYTES 

valid for:<pbelem>
This identifier contains the amount of data so far received by the device from
the client or sent to the client in this session, expressed in bytes, i.e. the sum
of TXBYTES and RXBYTES. It is zero for a station not logged in. 
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5.7.11 SERVERMSG 

valid for:<pbelem><pbcond>
This identifier holds the reply message contained in the RADIUS server’s
authentication response (if there was one). It is only defined for the error and
start page. 

5.7.12 SESSIONSTATUS 

valid for:<pbelem>
This identifier contains a textual representation of the current state of the cli-
ent relative to the device (i.e. authenticated or not). 

5.7.13 SESSIONTIME 

valid for:<pbelem>
This identifier contains the time passed since login took place, expressed in
seconds. It is zero for a client not (yet) logged in. 

5.7.14 SESSTIMEOUT 

valid for:<pbelem><pbcond>
This identifier contains the time, expressed in seconds, the session is still
allowed to be alive. The device will automatically terminate the session after
this time has passed. It is zero for a station not logged in, or for a session not
limited by time. 

5.7.15 STATUSLINK 

valid for:<pbelem><pblink>
This identifier contains the URL pointing to the logoff page provided by the
AP. Note that in case of <pblink>, a reference will be generated that auto-
matically opens a new browser window. 

5.7.16 TXBYTES 

valid for:<pbelem>
This identifier contains the amount of data so far transmitted by the device to
the client in this session, expressed in bytes. It is zero for a client not (yet)
logged in. 
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5.7.17 USERID 

valid for:<pbelem>
This identifier contains the user id used to start the session. It is not defined
(empty) in case the client is not (yet) logged in. 

5.7.18 VOLLIMIT 

valid for:<pbelem><pbcond>
This identifier contains the amount of data, expressed in bytes, the client is
still allowed to transfer before the device will terminate the session. It is zero
for a client not logged in, or for a session not limited by data volume. 

5.8 Graphics in User-defined Pages 

All but the simplest web pages contain images, which are fetched by the cli-
ent’s browser independent of the HTML page itself. In case of built- in pages,
the associated images are also stored inside the device, and the device auto-
matically adjusts access rights for still unauthenticated clients in a way that
the images will be loaded properly. However, in case of user-defined pages,
HTTP accesses from the client browser will be regarded by the device as nor-
mal Internet accesses, which would again be redirected to the welcome resp.
start page. To avoid this, care must be taken that servers providing images ref-
erenced in user-defined pages are also configured as Free Servers, i.e. serv-
ers that may be accessed freely also by unauthenticated clients, without traffic
being accounted to the client. See ’Free Servers’ → Page 42 for how to con-
figure a free server. Note that in case a user-defined page is defined as a redi-
rect, the server the client gets redirected to of course has to be defined as a
free IP address. 
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6 Sources for User Authentication Data 
In this section, we will describe how the device authenticates clients, i.e.
where user accounts consisting of a user name and a password may be stored.
There are principally two ways of authentication: locally via a table of
accounts stored in the device, and externally via a RADIUS server. Whenever
a user enters account data into a login form and submits it to a device, the
device first searches for the user name in the local table, and then tries to
check the account data via RADIUS. This allows for a global user database
with site-specific local accounts. 

6.1 Locally-defined User Accounts 

The simpler method for managing user accounts is to keep them in the device
itself. This method is feasible when there is no need for a site-crossing user
management, e.g. a local hot spot solution in a hotel or a cafe, and if the
number of access points is small, so managing the user accounts in all devices
can be done simultaneously via LANconfig’s group configuration function. 

For applications with multiple access points a WLAN controller can be used as
central public spot. Therefore even larger installations can be realised without
external RADIUS server. 

User accounts are stored in a table located under 

Setup/Public-Spot-Module/User-Table

The first two entries simply correspond to the user name and password that is
entered by a client at login time. The third value–MAC address–is only used
when the authentication scheme has been set to User+Password+MAC as
an additional authentication criteria. The Comment entry is an arbitrary string
and not further used by the device. The Providervalue is a reference into the
RADIUS provider table described in the next section. If this entry is non-empty
and corresponds with an entry in the provider table, the device will not locally
authenticate the client, but instead initiate RADIUS authentication and
accounting for this client. This feature is useful if there are ’exceptional’ users
for which the user-name-to-provider mapping described in the following sec-
tion does not work. The final field Expiry provides a simple mean for time-
limited accounts. Enter a combination of date and time into this field, and the
device will reject authentication for the account in question if this point of
time is in the past. Furthermore, it will cancel an active session if this point of
time is reached. Leave this field blank to allow a timely-unlimited account.
Note that the device needs a valid system time if such accounts are used–it
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will deny Internet access if no time is available. To provide a valid time infor-
mation, the NTP function has to be configured for the public spot device.
Expired accounts can be deleted automatically from the user list in the access
point oder WLAN controller. This avoids potential misuse, by users who might
try to power-cycle the device and make it loose its time information. 

6.2 Authentication via RADIUS 

As said, a local user table is handy for smaller accounts, but it reaches its limits
when user accounts shall be managed for a larger amount of devices (namely
when they are not located at the same site), or if the user base simply becomes
too large to be handled in the device’s internal table (which is currently limited
to 64 entries). 

LANCOM WLAN controllers provide a much larger internal user database. In
combination with deleting expired accounts there is no need for an external
RADIUS server in much cases, even if the RADIUS server provides enhanced
functions for time and volume accointing.

RADIUS is currently the generally accepted protocol base for providing such
larger user bases to access servers; originally developed for dial- in access
servers on telephone lines, its concepts fit very well also on Hotspot authen-
tication. In a complex provider network, the same user data base might be
used both for dial- in and Hotspot access. RADIUS servers and their access
parameters are stored in the table 

Setup/Public-Spot-Module/Provider-Table

We will see later why there may be more than one RADIUS server. In general,
a RADIUS server is specified by its IP address, the UDP port the RADIUS service
is bound to (typical ports are 1645 or 1812), and a so-called shared secret.
This is an arbitrary string that acts like a password for accessing the server;
only clients that know the shared secret can access the RADIUS server, since
the account password is hashed with the shared secret instead of being trans-
ferred in clear-text. In theory, the simplest possible RADIUS transaction just
consists of the device sending the entered account data (user name + pass-
word) to the RADIUS server and the RADIUS server responding with either yes
or no. RADIUS however provides an extension mechanism, which allows a
variable list of values (so-called attributes) to be appended both to RADIUS
requests and responses. We will discuss later which attributes a LANCOM
device sends to a RADIUS server in addition to the account data, and which
attributes will be honoured by the device in a RADIUS response. 
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6.2.1 Multiple Providers 

We have mentioned in the previous section that the provider table can hold
more than one entry. Scenarios are possible when a hot spot provides Internet
access for users from various providers, and these providers might have sep-
arate user databases, stored on separate RADIUS servers. How does the
device select which entry to use, given there is the choice of more than one?
Quite simple–then entry is deduced by checking the user name. Whenever the
device concluded that a user account is not stored in its local table, it will first
walk through the provider table, and check whether the name of one of these
entries is found in the user name. Think of user account names like John-
Doe@T-Online.de and you have an entry named T-ONLINE in the provider
table. In case this first search failed, the device will then search the table for
an entry with the reserved name DEFAULT. In case this entry does not exist
either, the first entry in the table is chosen. If that also fails, the provider table
is obviously empty, and the user authentication fails. Regardless in which way
the entry in the provider table was found, always the full user-name entered
by the client is transferred to the selected RADIUS server. Furthermore, the
selected entry is internally stored in as the selected provider for this session,
and will be used for optional RADIUS accounting (see below). 

6.2.2 Backup Chaining 

Internet Access Providers usually desire a very high level of availability, and a
common method to achieve this availability is to provide redundancy, in the
form of backup servers that may be queried when a query to the primary
server timed out, possibly because the primary server or one of the network
components on the way to this server failed. Provider demands in the number
of available backup servers vary wildly, therefore it did not seem feasible to
provide a fixed number of backup servers per entry in the provider table.
Instead, LANCOM devices provide a feature called backup chaining, i.e. two
or more entries in the provider table may be chained together to form a list of
RADIUS servers. The device will traverse the list of RADIUS servers until the
end of the list is reached (authentication failure due to server unavailability)
or a response from a server (either positive or negative) is obtained. Chaining
of entries is accomplished via the Backup field in the provider table. When-
ever a RADIUS request fails (i.e. times out), the device will check the backup
field, and continue to try the RADIUS server specified in the entry that is ref-
erenced by the backup name. Principally, this mechanism allows an arbitrary
number of RADIUS servers to be chained, and it allows multiple provider
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entries to use the same fallback server. This chain of backup servers is consid-
ered to be terminated if one of the following conditions occurs: 

� Querying a RADIUS server failed and the corresponding provider table
entry has an empty backup field. 

� Querying a RADIUS server failed and the corresponding provider table
entry has an invalid backup field, i.e. the entry referenced is not present
in the provider table. 

� Querying a RADIUS server failed and the corresponding provider table
entry refers to a entry that has already been used in the query process. This
way, endless RADIUS requests due to circular references are impossible,
and it is allowed to e.g. specify two RADIUS servers that reference each
other as backups, with the primary server being selected by the user
account name. 

When using RADIUS backups, keep a few things in mind: 

While the device queries the RADIUS server, the TCP/HTTP session to the client
browser is open, and the client will not wait eternally for a response. It might
be a good idea to modify the default number of RADIUS request retries and
the time period between retries, located under Setup/RADIUS-module. 

6.2.3 Transferred Attributes 

As mentioned before, a LANCOM device transfers far more than the user name
and password in a RADIUS request. RADIUS servers might choose to ignore
these additional attributes at all, or use all or a subset of these attributes.
Many of these attributes are also used by dial- in access servers and are
defined in the RADIUS RFCs as standard attributes; however, a few things that
might be important for Hotspot installations cannot be mapped to standard
attributes. LANCOM has chosen to provide these values as vendor-specific
attributes, marked with LANCOM’s enterprise id (2356): 

26 Vendor 2356(LCS) Id 2 MAC Address, in case the MAC address shall be
included in authentication. In contrast to the Calling-Station-Id, this value is
transmitted as a 6-byte binary string. It is only present when User+Pass-
word+MAC-Address has been chosen as the authentication model. 

8 Framed-IP-Address, the IP address the client has been assigned. 

31 Calling-Station-Id, gives the station’s MAC address in byte-wise hexadec-
imal notation with separators (nn:nn:nn:nn:nn:nn). 

5 NAS-Port, an integer number referring to the LAN interface the client con-
nected to. Numbers start with 1, and the order is the same as in the Port-
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Table. Note that more than one client may be connected to one LAN inter-
face at a time, so in difference to dial- in servers, port numbers are not unique
for clients. 

4 NAS-IP-Address, the IP address of the device. 

32 NAS-identifier, the configured name of the device. 

30 Called-Station-Id, the MAC address of the device itself. 

61 NAS-Port-Type = 19 for clients connecting via WLAN or 15 for clients con-
necting via Ethernet. 

5 Service-Type = Login(1). 

6.2.4 Honoured Attributes 

LANCOM devices parse the authentication response from a RADIUS server for
attributes they might process further. Most attributes however only have a
meaning in case the authentication response was positive, since they influ-
ence the way the following session is being handled by the device: 

18 Reply-Message, an arbitrary string from the RADIUS server that may trans-
port either a login failure reason or a user welcome message. This message
may be integrated into user-defined start or error pages via the LOGINERR-
ORMSG element. 

25 Class, an arbitrary octet string that may contain data provided by the
authentication/accounting backend. Whenever the device sends RADIUS
accounting requests, they will contain this attribute as-is. This attribute may
occur multiple times in the authentication response, e.g. to transport strings
longer than 255 bytes. The device will repeat all occurrences in accounting
requests, in the order they appeared in the authentication response. 

26 Vendor 2356(LCS) Id 1 traffic Limit, defines an amount of traffic, meas-
ured in bytes, after which the device will automatically terminate the session.
This value is useful for volume-limited accounts. If this attribute is missing in
the authentication response, no volume limit is assumed. A traffic limit of 0 is
interpreted as an account which is principally valid, however with a used-up
volume budget. The device will not start a session in such a case. 

26 Vendor 2356(LCS) Id 3 LCS-Redirection-URL, may contain an arbitrary
URL that is offered as an additional link presented for the user on the start
page. This may be the user’s start page or additional user account informa-
tion. 

26 Vendor 2356(LCS) Id 5 LCS-Account-End, defines an absolute point of
time, measured in seconds since Jan 1st, 1970 0:00:00, after which the
32



LANCOM Public Spot Implementation Guide

� Chapter 6: Sources for User Authentication Data

EN
account will become invalid. In case this attribute is missing, an unlimited
account is assumed. The device will not start a session in case its internal clock
has not been set, or the given point of time is in the past. 

26 Vendor 2356(LCS) Id 8 LCS-TxRateLimit, defines the maximum down-
stream rate in kbps. This restriction may be combined with the corresponding
Public Spot function.

26 Vendor 2356(LCS) Id 9 LCS-RxRateLimit, defines the maximum upstream
rate in kbps. This restriction may be combined with the corresponding  Public
Spot function.

27 Session-Timeout, which optionally defines a maximum duration of the ses-
sion, measured in seconds. In case this attribute is missing in the response, a
timely-unlimited session is assumed. A Session timeout of zero seconds is
interpreted as an account which is principally valid, however with a used-up
time budget. The device will not start a session in such a case. 

28 Idle-Timeout, which optionally defines a time period in seconds after
which the device will terminate the session if no packets were sent from the
client. This value overrides a possibly locally-defined idle timeout, defined in 

Setup/Public-Spot-Module/Idle-Timeout

85 Interim-Interval, defines the amount of time between subsequent RADIUS
accounting updates. This value is only honoured in case there is no accounting
cycle defined locally. 

Note that the LCS-Account-End and Session-Timeout attributes are mutually
exclusive, it does not make sense to include both in the response–there is only
one predefined end of the session. In case both attributes are included in a
response, the attribute that appears as the last one in the attribute list will
define the session’s time limit. 

6.3 Automatic User Login

In some cases, it might not be possible or desirable for a client to perform the
browser-based login procedure. Users might belong to a ’well-known’ group
of internal users, of the client’s device might not have the ability to perform
HTTP requests at all. In such cases, an automatic user login is provided, given
the client is a WLAN client. LANCOM APs support RADIUS-based MAC
address filter lists for WLAN clients, i.e. the AP can query a RADIUS server
whether a certain MAC address is allowed for association. Given the RADIUS
response is positive, and the following attribute

26 Vendor 2356(LCS) Id 7 LCS-PbSpotUserName
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is present, the RADIUS response is forwarded to the Public Spot module,
which will instantly enable full network access for this address. The given user
name is stored and used to determine a server for possible RADIUS account-
ing. All attributes mentioned in the previous section may also be present in
this RADIUS response, and will be used by the Public Spot module accordingly.
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7 Client Session Management 
Following a successful login, the client’s MAC address is internally being
marked as ’authenticated’, and the device becomes transparent for this MAC
address, i.e. no more redirections of HTTP requests will occur, until the client’s
session gets terminated. Currently registered clients and their state may be
looked up in a table located under 

Status/Public-Spot/Station-Table

The values in this table should be self-explanatory. A session may end due to
a couple of reasons. Reasons marked with [WLAN] are only possible in case
the client directly connected to the device as a wireless station; they are not
possible if the client connects to the device via Ethernet or a wireless Point-2-
Point link. 

7.1 User Logout 

After successful login, the user on the client side typically gets a popup win-
dow that keeps the user informed about the current session state. This win-
dow typically also contains a link that allows the user to terminate the session.
The corresponding RADIUS accounting termination cause is 1 (User Request). 

7.2 Admin Logout 

The device offers the administrator means to manually terminate a client ses-
sion. Two actions, located under Status/Public-Spot-Statistics,
allow termination: 

� Delete-Station expects the client’s MAC address as argument, writ-
ten a a simple 12-digit hexadecimal string without any separators. 

� Disconnect-User expects the user id that was used to start the corre-
sponding client session. User ids may be found in the Station table, in the
column Name. 

� Delete-values terminates all sessions. 

� Cleanup-Table only removes sessions that have not yet begun, i.e. ses-
sions which are in the pre-authenticated phase. 

The corresponding RADIUS accounting termination cause is 6 (Admin Reset). 
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7.3 Session Time Limit Reached 

In case a session timeout was defined by the RADIUS server for a session, the
device will terminate the session if the session time reaches this limit. The cor-
responding RADIUS accounting termination cause is 5 (Session Timeout). 

7.4 Session Volume Limit Reached 

In case a traffic limit was defined by the RADIUS server for a session, the
device will terminate the session if the sum of bytes transmitted to or received
from this client reaches this limit. The corresponding RADIUS accounting ter-
mination cause is 10 (NAS Request), since RADIUS currently does not a stand-
ard attribute or reason for volume limits. 

7.5 Idle Timeout Reached 

In case an idle timeout was defined for this session (either via local configu-
ration or via RADIUS), the device will terminate the session if it did not receive
any packets from the client for the given time. The corresponding RADIUS
accounting termination cause is 4 (Idle Timeout). 

7.6 Supervision [WLAN] 

LANCOM access points provide an option to actively supervise a client during
operation. This means that the access point regularly sends IEEE NULL data
frames (IEEE 802.x framing, DSAP=SSAP=0x00) to the client and checks
whether no transmission error occurred, i.e. the client sent an IEEE 802.11
acknowledge packet in response. If no responses were received for a minute,
the client is assumed to have ’disappeared’ for whatever reason, and the
WLAN association is terminated, which implicitly terminates the session. The
corresponding RADIUS accounting termination cause is 2 (Lost Carrier). 

7.7 WLAN Idle [WLAN] 

LANCOM access points will automatically disassociate wireless clients not
having sent anything for an hour, given that supervision is not enabled (see
above). This disassociation implicitly terminates a running session. The corre-
sponding RADIUS accounting termination cause is 4 (Idle Timeout). 
36



LANCOM Public Spot Implementation Guide

� Chapter 7: Client Session Management

EN
7.8 Forced Disassociate [WLAN] 

LANCOM access points provide an option to manually disassociate clients via
the menu option Status/WLAN-Statistics/Deassoc-station. This is
similar to a session termination by the admin, just a layer lower in the WLAN
stack. So the corresponding RADIUS accounting termination cause is also 6
(Admin Reset).
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8 Resource Accounting 
Besides user authentication, session accounting is the next-most- important
function of public hot spot gateways. Only the simplest setups with flatrate-
style billing do not need any accounting. LANCOM devices support account-
ing in two ways: simple syslog-based accounting, and the more sophisticated
RADIUS accounting. 

8.1 Syslog 

Syslog accounting is more meant to be a ’protocol’ of sessions that occurred
over time than a real accounting measure. It is the only way to log resource
consumption when a client was authenticated locally and not via RADIUS. In
contrast to RADIUS accounting, it does not support interim updates, i.e. only
one syslog message is sent at session end, containing the user name, the
transmitted and received bytes, and the overall session time in seconds. The
syslog messages are sent with facility LOG ACCOUNT, and level INFO. 

8.2 RADIUS Accounting 

RADIUS accounting is what you want when you really want to make billing
based on consumed resources. It is activated whenever a client was authen-
ticated via RADIUS, and the corresponding entry in the provider table also had
a non-zero IP address for the accounting server. Thereby, it is possible to use
different RADIUS servers for authentication and accounting. 

8.2.1 Request Types 

LANCOM devices will send different types of RADIUS accounting requests,
depending on the state of a client session: 

� An Accounting-Start is sent after successful authentication. 

� An Accounting-Stop is sent after session termination. 

� Interim-Updates may be sent during the session. 

There are two types of Interim-Updates: a first one is sent immediately after
the Start request, which is needed by some RADIUS servers to correctly start a
session in their internal database. Transmission of further Interim-Updates
depends on whether an Accounting Cycle has been defined for this session.
Such a cycle time, expressed in seconds, may either be defined locally, via the 

Setup/Public-Spot-Module/Accounting-Cycle
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menu option or may be reported to the device via the Interim-Interval
attribute of a RADIUS authentication response. Note that a locally defined
value takes precedence over a value requested by the RADIUS server, as
required by the RADIUS RFCs. 

8.2.2 Transferred Attributes 

The set of RADIUS attributes transmitted to a RADIUS server in an accounting
request is similar to the set of attributes transmitted in an authentication
request. However, additional attributes specific to accounting become
added.The following attributes are present in all RADIUS accounting requests:

1 User-Name, the name of the account that was used for authentication. 

4 NAS-IP-Address, the IP address of the device. 

5 NAS-Port, an integer number referring to the LAN interface the client con-
nected to. Numbers start with 1, and the order is the same as in the Port-
Table. Note that more than one client may be connected to one LAN inter-
face at a time, so in difference to dial- in servers, port numbers are not unique
for clients. 

8 Framed-IP-Address, the IP address the client has been assigned. 

25 Class, any class attributes the RADIUS authentication server sent in its
authentication response. 

30 Called-Station-Id, the MAC address of the device itself. 

31 Calling-Station-Id, gives the station’s MAC address in hexadecimal nota-
tion with separators (nn:nn:nn:nn:nn:nn). 

32 NAS-identifier, the configured name of the device. 

44 Session-Id, a string unambiguously identifying the station. It is composed
of the device’s MAC address, the time of login expressed in seconds since Jan
1st, 1970, 0:00:00, and a session counter locally maintained by the device. 

61 NAS-Port-Type = 19 for clients connecting via WLAN or 15 for clients con-
necting via Ethernet. 

In case of an accounting-stop request or an interim update, the request will
additionally include: 

42 Accounting-Input-Octets, the sum of all data bytes received from the client
during this session, modulus 232 . 

52 Accounting-Input-Gigawords, the upper 32 bits of the sum of all data
bytes received from the client during this session. 
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43 Accounting-Output-Octets, the sum of all data bytes transmitted to the cli-
ent during this session, modulus 232 . 

53 Accounting-Output-Gigawords, the upper 32 bits of the sum of all data
bytes transmitted to the client during this session. 

47 Accounting-Input-Packets, the number of data packets received from the
client during this session. 

48 Accounting-Output-Packets, the number of data packets transmitted to
the client during this session. 

46 Accounting-Session-Time, the total time of this client’s session, measured
in seconds. 

Note that if the session was terminated due to an idle timeout, the value will
be reduced by the idle timeout value. 

55 Timestamp, the point of time, measured in seconds since the Unix epoch,
when this accounting request was submitted by the device. This attribute is
only present if the device’s real time clock contains a valid value. 

Note that RADIUS accounting starts in the moment of successful authentica-
tion, i.e. data and time consumed by the client to authenticate with the device
is not being accounted in these values. See ’Traffic Limit’ → Page 43 for how
to limit data traffic in the phase before authentication. The final accounting-
stop request will (of course) also contain the Termination-Cause attribute (49).
See ’Client Session Management’ → Page 35 for a collection of possible ter-
mination causes. 

8.2.3 Honoured Attributes 

LANCOM devices currently do not honour any attributes in responses sent by
a RADIUS accounting server. 

8.2.4 RADIUS Accounting Backup 

RADIUS accounting backup is handled in exactly the same manner as RADIUS
authentication backup, i.e. the device will walk along the list of provider table
entries, beginning with the provider entry deduced during authentication, and
selecting the next entry to try via the Backup fields. The same caution does
apply as for RADIUS authentication: If you are using multiple backups, you will
probably have to reduce the timeout/try values of the RADIUS module to get
reasonable response times. Opposed to RADIUS authentication, the user’s
session will not stall during an accounting request, but running sessions con-
sume resources in the device. Especially, it is not meaningful if the number of
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backups, multiplied by the number of attempts per RADIUS server and the
timeout value, becomes longer than a possible accounting cycle for interim
update requests -requests could stack up... 
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9 Configuration Details and Features 
The following section will describe a couple of features provided by the
LANCOM Public Spot option that did not fit anywhere else. 

9.1 Free Servers 

In many public spot installations, definition of a Walled Garden is desired,
i.e. a set of web pages that can be accessed without having to log in; such
pages may include location info or help pages how to access the billed Inter-
net access. LANCOM access points do allow the definition of such pages; it is
accomplished by defining IP addresses of so-called free servers. Data flow
from or to the defined IP addresses is also allowed for (yet) unauthenticated
clients, and the traffic involved in this is not being accounted. The device con-
figuration provides to menu options to define these IP addresses, located in 

Setup/Public-Spot-Module

� Free-Server holds the address or name of the primary free server; 

� Free-Networks allows to define whole subnets of free IP addresses,
characterised by network address and mask. Note that entering a single
IP address in this table can be done by setting the network mask to
255.255.255.255. Alternatively the network names can be used to define
the free networks.

IP addresses configured via either of these menus are handled exactly the
same way concerning access by unauthenticated clients and accounting,
however the primary free server has a special function in case the device’s
built- in authentication pages are being used: 

9.1.1 Framed Entry Page 

In case a primary free server is defined, and no user-defined login page has
been defined via the page table, the login page will change its appearance to
a frameset, with the left (smaller) frame containing the login form, and the
right (larger) frame containing a web page, fetched from the primary free
server, and its exact location on the free server defined by the Server-Sub-
dir string. So, to fill the right frame, the device actually concatenates the
Free-Server and Server-Subdir values for a complete URL. This option
is primarily meant for simpler Hotspot installations that do not want to take
the burden of defining their own pages, but still want to offer site-specific
information to the client. This entry page for instance might provide new users
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a function to create a new user account, and once registration is completed,
the new account can immediately be used in the left frame which is still
present. 

9.2 Traffic Limit 

As was mentioned in the introduction, some protocols like ARP, DHCP, and
DNS are allowed for unauthenticated clients. This is a necessity born out of
the way how the login page is provided to a user, but especially DNS might be
a considered as a problem. There are known implementations that tunnel
arbitrary Internet traffic via DNS, and a malicious user might misuse DNS to
get a free Internet access without being billed for it. The LANCOM Public Spot
option provides a measure to reduce the risk and potential damage of such
misuse: located under 

Setup/Public-Spot-Module/Traffic-Limit

the administrator has the option to define a maximum amount of traffic a cli-
ent is allowed to generate in unauthenticated state. Once this limit is reached
and the client is still unauthenticated, this client gets blocked entirely, i.e. the
device will discard any data coming from this client. There is no way for the
client to get out of the state since it won’t be able to reach any login pages
either. This state remains until the client gets removed entirely from the Sta-
tion-Table, which may happen by an idle timeout or a LANCOM wireless
access point detecting that a wireless client is not present any more. By
default, this value is set to zero, which means that no limit is active. A proper
value for this limit depends on the local installation, mainly on the data vol-
ume generated by the login pages. One should allow at least 4..5 times the
size of the login pages, to leave a bit of headroom for failed login attempts. It
is not meaningful to lock out a user just because a password was mistyped
one or two times... 

9.3 Limiting WEBConfig Access 

The whole LANCOM OUA scheme depends on login pages via HTTPS or HTTP.
These pages are ultimately being provided by the device’s internal web server,
which is also being used to configure and supervise the device via a web
browser. The basic architecture of the internal web server rules that HTTP
access from the WLAN or any other ports with OUA activated must be enabled
read-write; the device first has to accept the HTTP request and can then
decide whether it is a login attempt from a client or something else. On the
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other hand, there is no need to expose the device’s Web configuration inter-
face to clients. Set the switch located under 

Setup/Config-module/Authentication-pages-only

to On, and the device will refuse access to all web pages except for the ones
needed for client login. This option further implicitly blocks Telnet or FTP con-
figuration access. 
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10 Blocking Data Transfer Among WLAN Cli-
ents 
Though it is not a feature restricted to Hotspot installations, a configuration
often mandatory for them is to block communication among wireless clients.
First of all, there is no need for this in an installation whose purpose is to pro-
vide Internet access, and second it is regarded as a (mild) security measure.
Users of Windows operating systems often accidentally leave network shares
open, and in a Hotspot installation, these shares would be exposed to other,
possibly malicious users. 

Blocking this traffic is devided into two parameters in LANCOM access points:

� Inter-SSID traffic

Depending on the application, it may be required that the WLAN clients
connected to an access point can—or expressly cannot—communicate
with other clients. Communications between clients in different SSIDs can
be allowed or stopped with this option. For models with multiple WLAN
modules, this setting applies globally to all WLANs and all modules.

Setup/WLAN/Inter-SSID-Traffic

By default, this switch is set to Yes, the default behaviour expected from
a wireless access point. If one changes this setting to locally-off, the
access point does not allow data to flow among stations associated to it.
This includes stations that are connected to different wireless LAN inter-
faces on a LANCOM device with more than one physical interface, like the
LANCOM L-315 Wireless. This switch provides an additional third value
named globally-off. In this setting, the access point monitors hando-
ver/association announces provided by other access points via IAPP (see
’WLAN Handover of Sessions Among Devices’ → Page 47) to build a table
of wireless clients currently connected to other access points in the same
network. Whenever it receives a packet from one of these clients via the
Ethernet interface, it will discard this packet instead of potentially for-
warding it to the wireless network. This effectively blocks two wireless cli-
ents from communicating via the Ethernet backbone. Note that since this
table of foreign clients is stored in volatile memory, and since the IAPP
handover information is only transmitted once after client association, the
table and the resulting filtering function may be imperfect. Administrators
who really want to enforce a strict no-communication policy among cli-
ents are urged to use a network setup that guarantees this, e.g. by using
intelligent switches and setting proper forwarding rules. 
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� Inter-station traffic

Depending on the application, it may be required that the WLAN clients
connected to an access point can—or expressly cannot—communicate
with other clients. Individual settings can be made for every logical WLAN
as to whether clients in this SSID can exchange data with one another.

Setup/Interfaces/WLAN/Inter-Station-Traffic
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11 WLAN Handover of Sessions Among 
Devices 
Whenever a site equipped with WLAN hot spots becomes larger, it is probably
necessary to deploy more than one access point to cover the whole area. One
option to set up such a site would be to use a central device as authentication
gateway and to enable the public spot option only on this device; all access
points operate as simple, transparent bridges and connect to this gateway via
an Ethernet backbone. Clients can freely roam among the access points since
all session information is kept in the central gateway. This variant however has
two drawbacks: 

� The central gateway is a single point of failure, and does not scale. Using
VRRP to build up a redundancy solution can reduce this risk.

� Roaming is necessary only when the public spot function is located in the
access points. Using a WLC, the authentication can be forwarded to the
central gateway. In this case, the roaming between access points is trans-
parent to the WLAN controller.

An alternative to such a centralised setup is to enable the Public Spot Option
in all access points. Authentication and page processing handling is thereby
distributed over all devices, and a single point of failure is eliminated. Since
the LANCOM Public Spot Option is implemented as a ’switchable’ transparent
bridge, there is no need for clients to acquire a new IP address after they
roamed to another access point, so open connections need not be terminated.
There is only one remaining point to solve: If a client that was authenticated
via one access point roams to another access point, it is desirable that the cli-
ent does not have to re-authenticate on the new access point. This means that
the authentication information has to be transported from the old to the new
access point. LANCOM access points implement a protocol called IAPP to
exchange information about roaming clients. Whenever a wireless client
decides to change to another access point, it has the option to inform the new
AP about which AP it was connected to before. This information, combined
with regular Hello packets on the Ethernet backbone, enable the new AP to
inform the old AP. The old AP will remove the client from its station table and
acknowledge the handover. If a client does not use a Reassociate packet for
connecting to the new AP, the new AP will send a handover request as a mul-
ticast on the backbone, instead of a directed packet to the old AP. This way,
handover will still work for such clients. From a WLAN perspective of view, the
main purpose of IAPP is to stop the old AP from bridging packets destined to
the client in its own radio cell–the client won’t hear them anymore, and due
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to the nature of the 802.11 frame exchange protocol, they would impact per-
formance of other client connections. In case of an enabled Public Spot
Option, the communication channel provided by IAPP is used to transport the
session information of wireless clients. Whenever an access point receives a
handover request for one of its wireless clients, and if it has a session record
for this client in its Station-Table, it will append state information about
this client to the requesting access point. This information includes: 

� The client’s current state (authenticated or not) 

In case the client is authenticated: 

�  The user name used for authentication 

� The amount of data traffic generated by the client so far 

� The client’s session time up to now 

� The client’s IP address 

� Possible session time and data volume limits 

� Possible idle timeout 

� In case RADIUS accounting was active for this session: 

� The entry in the Provider-Table used for RADIUS accounting, ref-
erenced by its name. 

� The accounting cycle used for interim-updates. 

After a handover, the old AP will terminate its session, i.e. in case of RADIUS
accounting, an Accounting-Stop request is sent to the RADIUS accounting
server. This is necessary since a RADIUS accounting server might use the NAS
identification to assign requests to a specific session, and would not be able
to match requests if packets for the same session come from different devices.
When an access point receives this information in a handover response, it will
instantly mark the client as authenticated and possibly start a new RADIUS
accounting session. Note that the new access point must have an entry in its
Provider-Table to be able to retrieve the information necessary for this.
The Public-Spot-specific part of a handover response is protected/authenti-
cated by a shared secret that must be configured under 

Setup/Public-Spot-Module/Roaming-Secret

This is a security measure meant to protect against forging handover
responses. As long as this secret is not configured, an access point won’t add
the aforementioned information to a handover response, and the client has to
go through the authentication process on the new access point again. 
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12 A Cross Reference of Configuration/Status 
Menu Points 
This appendix lists all menu points involved in configuring and managing the
Public Spot Option, with references to the sections that describe these menu
points: 

12.1 Setup/Public-Spot-Module 

� Authentication-Mode → Page 16

� User-Table → Page 28

� Provider-Table → Page 29

� Free-Server → Page 42

� Server-Subdir → Page 42

� Traffic-Limit-Bytes → Page 43

� Page-Table → Page 19

� Free-Networks → Page 42

� Accounting-Cycle → Page 38

� Idle-Timeout → Page 33, → Page 33

� Roaming-Secret → Page 48

� Port-Table → Page 15

� Communication-Port → Page 48

12.2 Status/Public-Spot-Statistics

� Station-Table → Page 35, → Page 35

� Delete-Station → Page 35

� Disconnect-User → Page 35

� Cleanup-Table → Page 35

� Delete-values  → Page 35
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