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Preface
Thank you for your confidence in us!

The IPSec encryption in the LANCOM VPN Option also allows enterprise-crit-
ical data to be transferred over the Internet or wireless LANs. Extremely rigor-
ous encryption and authentication checks guarantee the full security of your
data. Further, LANCOM Quality of Service functions enable the prioritization
of certain data streams, such as those required for Voice over IP.

The cost savings from VPN solutions in comparison with leased lines are enor-
mous. And LANCOM VPN offers this economic advantage for all of the various
scenarios of networking for branch offices, sites and teleworkers. This means
that external sites have full and seamless access to all features of the intranet.
Access to servers and databases, network printers, forming work groups, the
connection of VoIP PBXs, and even videoconferences via DSL/VPN. 

LANCOM VPN contains the IPSec extensions LANCOM Dynamic VPN and
Dynamic DNS. These enable VPNs to be operated even at low-cost standard
connections that have dynamic IP addresses. Connections can be actively
established at any time to external locations that use dynamic IP addresses.
With Dynamic VPN, this is even possible where the remote site is not “always
on”. Along with data transfer over the Internet, LANCOM VPN can also be
used for encryption in wireless LANs.

 LANCOM products undergo continuous development. For precise
information about their features and for the latest version of the LCOS
operating system, please visit the LANCOM website.

Security settings

To maximize the security available from your product, we recommend that you
undertake all of the security settings (e.g. firewall, encryption, access protec-
tion) that were not already activated when you purchased the product. The
LANconfig Wizard 'Security Settings' will help you with this task. Further infor-
mation is also available in the chapter 'Security settings'.

We would additionally like to ask you to refer to our Internet site
www.lancom.eu for the latest information about your product and technical
developments, and also to download our latest software versions.
3
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This documentation was created by …

... several members of our staff from a variety of departments in order to
ensure you the best possible support when using your LANCOM product.

Should you find any errors, or if you would like to suggest improvements, ple-
ase do not hesitate to send an e-mail directly to: 
info@lancom.eu

 Our online services www.lancom.eu are available to you around the
clock if you have any questions on the content in this manual, or if you
require any further support. The area 'Support' will help you with
many answers to frequently asked questions (FAQs). Furthermore, the
knowledgebase offers you a large reserve of information. The latest
drivers, firmware, utilities and documentation are constantly available
for download. 
In addition, LANCOM Support is available. For telephone numbers
and contact addresses for LANCOM Support, please refer to the enc-
losed leaflet or the LANCOM Systems Web site.

 

Information symbols


Very important instructions. Failure to observe these may result in damage.


Important instruction that should be observed.


Additional information that may be helpful but is not essential.
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1 Introduction

1.1 What does VPN offer?

A VPN (Virtual Private Network) can be used to set up secure data communi-
cations over the Internet. 

The following structure results when using the Internet instead of direct con-
nections:

All participants have fixed or dial-up connections to the Internet. Expensive
dedicated lines are no longer needed.

� All that is required is the Internet connection of the LAN in the headquar-
ters. Special switching devices or routers for dedicated lines to individual
participants are superfluous.

� The subsidiary also has its own connection to the Internet.

� The RAS PCs connect to the headquarters LAN via the Internet.

The Internet is available virtually everywhere and typically has low access
costs. Significant savings can thus be achieved in relation to switched or dedi-
cated connections, especially over long distances.

The physical connection no longer exists directly between two participants;
instead, the participants rely on their connection to the Internet. The access
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technology used is not relevant in this case: Broadband technology such as
DSL (Digital Subscriber Line) is ideal.

The technologies of the individual participants do not have to be compatible
to one another, as would be the case for conventional direct connections. A
single Internet access can be used to establish multiple simultaneous logical
connections to a variety of remote sites. 

The resulting savings and high flexibility makes the Internet (or any other IP
network) an outstanding backbone for a corporate network.

1.2 VPN example application

VPN connections are used in many different fields of application. In most
cases, a variety of communications technologies is used for transferring both
data and audio, and VPN unites these systems into an integrated network. The
following example illustrates a typical application that is often used in
practice.
 

The principal components and features of these applications:

� The connectivity of networks, for example between headquarters and a
branch office

� Connecting external locations without fixed IP addresses via VPN router
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� Connecting home offices without fixed IPs via ISDN or analog modems

� Connecting to Voice-over-IP telephone exchanges

� Connecting mobile users, for example when using public WLAN access

1.3 VPN connections in detail

Two types of VPN connections are available:

� VPN connections linking two local networks. This type of connection is
also known as a "LAN-LAN connectivity".

� The connection of an individual computer with a network, generally via a
dial- in connection (Remote Access Service – RAS).

1.3.1 LAN-LAN coupling

The connectivity of two remote networks is known as a LAN-LAN connectivity.
With such a connection, the devices in one LAN can access those of the
remote LAN (assuming they have the necessary access rights). 

In practice, LAN-LAN connectivitys are frequently used between company
headquarters and subsidiaries, or for connections to partner companies.

A VPN-enabled router (VPN gateway) is located at either end of the tunnel.
The configuration of both VPN gateways must be matched to one another.
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The connections are transparent for the remaining devices in the local net-
works, i.e., they appear to have a direct connection. Only the two gateways
must be configured for the VPN connection.

Internet access in parallel

The Internet access for VPN can be used simultaneously for other Internet
applications, such as web-browsing or e-mail. For security reasons, the par-
allel Internet access may be unwanted in some cases. For instance, if a branch
office should be enforced to access the Internet only via a central firewall. For
such applications the parallel Internet access can be disabled as well.

1.3.2 Dial- in connections (Remote Access Service)

Individual remote computers (hosts) can access the resources of the LAN via
dial-up connections. Practical examples of this are employees working from
home or field staff that dial into the company network.

If the dial-up connection of an individual computer to a LAN is to be realized
via VPN, that computer first connects to the Internet. A special VPN client
software then sets up a tunnel to the VPN gateway of the LAN using this Inter-
net connection.

The VPN gateway of the LAN must support the establishment of VPN tunnels
with the VPN client software of the remote PC.
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1.4 What is LANCOM Dynamic VPN?

LANCOM Dynamic VPN is a technology which permits VPN tunnels to be con-
nected even to remote sites that do not have a static IP address, but a dynamic
one instead. 

 Supplementing this brief introduction is the detailed information
about LANCOM Dynamic VPN in the LCOS reference manual.

There are three types of connection establishment between the VPN gateways
(designations refer to the IP addressing type of the two VPN gateways):

� dynamic – static

The VPN gateway at the branch office has a dynamic IP address and esta-
blishes a VPN connection to the gateway with a static IP address at head-
quarters. When the connection is set up, Branch office transmits its actual
IP address to Headquarters. This is usually handled by ICMP (alternatively
UDP, port 87). 

An ISDN line is not necessary for establishing this type of connection. 

� static – dynamic

In this case (other than the example above), the peer with the static IP
address initiates the VPN connection. The IP address of the remote site is
unknown, and so LANCOM Dynamic VPN comes into effect here. This
involves the transfer of the telephone number of the gateway at head-
quarters via the D-channel of an ISDN telephone call. From this telephone
number, the branch-office gateway knows that the headquarters wants to
establish a VPN connection and, in response, can initiate a VPN connec-
tion to the known (static) IP address at headquarters.

The method of ISDN connection establishment as described requires an
ISDN connection at both VPN gateways. However, this type of connection
is not usually subject to charges.

 Please observe the 'Notes on Dynamich VPN licensing'.

� dynamic – dynamic

The LANCOM Dynamic VPN procedure enables VPN tunnels to be estab-
lished between two gateways, both of which use dynamic IP addresses.
An ISDN call does not transfer the telephone number to the remote site,
but the current (dynamic) IP address instead. Various procedures can
10
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come into effect depending on the availability in the ISDN network. The
remote site can then use the communicated IP address to establish a VPN
tunnel, as described above.

Dynamic VPN works only between LANCOM that each feature at least one
ISDN port that can be used for the ISDN connection.

 Please observe the 'Notes on Dynamich VPN licensing'.

Dynamic IP addresses and DynDNS

It is also possible to establish a connection between two stations using dyna-
mic IP addresses by using so-called dynamic DNS services (DynDNS). The
address of the tunnel end-point is not defined as an IP number (which is, of
course, dynamic and subject to frequent change) but as a static name instead
(e.g. MyLANCOM@DynDNS.org). 

 For reasons of security and availability, LANCOM Systems recom-
mends the use of Dynamic VPN in preference to dynamic DNS-based
VPN solutions. Dynamic VPN is based on direct connections via the
ISDN network and ensures a higher degree of availability than dyna-
mic DNS services in the Internet. 

1.5 Working with digital certificates

In some cases, an alternative to the otherwise widespread preshared key (PSK)
method would be to use certificates to secure VPN connections:

� Higher security for VPN client connections (with IKE Main Mode)

The Main Mode cannot be used for PSK connections between peers with
dynamic IP addresses. In these cases, the aggressive mode must be used
with it lesser degree of security. Using certificates allows peers with dyna-
mic IP addresses, such as dial- in computers with LANCOM Advanced VPN
Client, to use the Main Mode and thus to increase the level of security.

� Higher security for keys and passwords

Preshared keys are just as susceptible as other passwords, too. The way
that users treat these passwords (the "human factor") is a major factor in
the securing of connections. With a certificate-based VPN establishment,
the keys in the certificates are automatically generated with the desired
key length. Furthermore, the random keys generated by computers offer
11
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more security from attack (e.g. dictionary attack) than the preshared keys
of the same key length that are thought up by people. 

� Peer authenticity can be checked

The use of certificates allows both ends of the connection to be authenti-
cated during VPN connection establishment. Certificates can contain
additional information useful for checking the peers. Additional protec-
tion is provided by a time limitation of the certificates, e.g. for users recei-
ving only temporary access to a network.

� Support of tokens and smartcards

Certificates stored on external data media can be integrated into strong
security environments which prevent passwords from being read from
computers or notebooks.

 Detailed information on digital certificates is available in the LCOS
reference manual.

1.6 Just what can the LANCOM VPN Option do?

The following table shows the features of the various VPN options. The “chan-
nels” stand for the number of simultaneously available VPN connections; the
“remote sites” represent the overall number of VPN connections that can be
configured.  

Please be aware that, depending on the LANCOM model and firmware ver-
sion, a part of the VPN functionality is already integrated into the device. An
exact representation of the functions according to the model is available in the
Appendix to the LCOS reference manual. 

 Some LANCOM models are supplied with integrated hardware VPN
accelerators. These accelerators are activated upon installation of the

Option Channels remote sites

VPN-5 5 25

VPN-25 25 50

VPN-100 100 200

VPN-200 200 500

VPN-500 500 800

VPN-1000 1000 1500
12
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VPN Option. To find out if your model is fitted with a hardware VPN
accelerator, please refer to the relevant data sheet or your product's
description in the Internet.
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2 Activating the LANCOM VPN Option
This brief chapter informs you how to activate the LANCOM VPN Option on
your LANCOM. Activation takes place in four steps: 

� Ensuring that the prerequisites for installation are fulfilled

� Online registration

� Entry of the activating code

� Checking the activation

	 Dynamic VPN registration

2.1 Prerequisites for installation

2.1.1 System requirements

Please ensure that you have met all of the requirements to successfully ope-
rate the LANCOM VPN Option:

� LANCOM with optional VPN update. A list of supported devices is availa-
ble from the LANCOM Systems web site at  www.lancom-systems.com/.

� LANCOM VPN Option with the supplied license number.

2.1.2 Package content

Please ensure that the Option package includes the following components:

� LANCOM CD with LANtools, firmware and electronic documentation

� Proof of license with a printed license number

� Manual

2.1.3 Configuration computer with the Windows operating system

To install the LANCOM VPN Option with LANconfig, you require a computer
with the Windows operating system. Alternatively, activation can be perfor-
med via WEBconfig.

The computer must have access to the LANCOM device that is to be configu-
red. Access may be via the LAN or via remote access.
14
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2.1.4 Up-to-date LANconfig

The latest version of LANconfig and LANmonitor are available for download
from the LANCOM Systems homepage under www.lancom.eu/download/. We
recommend that you update these programs before continuing to the instal-
lation.

2.1.5 Up-to-date firmware in the LANCOM

The latest firmware updates are available for download from the LANCOM
Systems Web site under www.lancom.eu/download/. Select your device from
the list and download the firmware onto your computer.

 Detailed information about updating the firmware is available in the
documentation for your LANCOM device.

2.2 Online registration

With the correct firmware version your LANCOM already contains the
LANCOM VPN Option. All that remains is to activate it.

To activate the LANCOM VPN Option Option in the LANCOM you need an acti-
vation code. 

 Please note: The activation code is not included in the package. It will
be sent to you on online registration.

The LANCOM VPN Option is supplied with a proof of license. This has a license
number printed on it. This license number gives you one opportunity to regis-
ter with LANCOM Systems and to receive an activation code. 

 After successful online registration, the license number of your
LANCOM VPN Option becomes invalid. The activation code that is
sent to you can only be used with the LANCOM as identified by the
serial number which you provided at registration. Please ensure that
you only want to install the LANCOM VPN Option on the correspon-
ding device. It is not possible to change to another device at a later
date.

Necessary registration information

Please have the following information at the ready for your online registration:

� Precise designation of the software option
15
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� The license number (from the proof of license)

� Serial number of your LANCOM (to be found on the underside of the
device)

� Your customer data (company, name, postal address, e-mail address).

 Registration is anonymous and can be completed without specifying
personal data. Any additional information may be of help to us in case
of service and support. All information is of course treated in the stric-
test confidence.

Online entry of registration information

� Start a Web browser and access the LANCOM Systems Web site under
www.lancom.eu/routeroptions.

� Enter the information as required and follow the instructions that follow.
After entering all of the data, you will be sent the activation code for your
device and your customer data. If you submit an e-mail address you will
receive the data including the activation code via e-mail. Online registra-
tion is now complete.

 Make sure you store your activation code safely! You may need it at a
later date to activate your LANCOM VPN Option again, for example
after a repair.

Help in case of problems

If you have problems with registering your software option, please contact us
by e-mail at optionsupport@lancom.de.

2.3 Activating the LANCOM VPN Option

Activating the LANCOM VPN Option is very simple. In LANconfig, mark the
appropriate LANCOM (simply click on the entry with your mouse) and select
the menu item Device � Activate software option. Alternatively, click on
the entry for the device with the right-hand mouse key and select Activate
software option from the context menu. Under WEBconfig you select the
menu command Extras � Enable software option.

In the following window, enter the activation code that you received with your
online registration. The device will then restart automatically.
16
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2.4 Checking the activation

You can check if the online activation of your LANCOM VPN Option was suc-
cessful by selecting the device in LANconfig and selecting the menu item
Device � Properties. The properties windows contains a tab named 'Info'
that lists the activated software options.
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2.5 Information to the Dynamic VPN registration

When using dynamic VPN with IP address transmission over ISDN you must
activate this feature. This operating mode is usually then required, when you
configure a VPN tunnel with dynamic IP addresses on both sides without
dynamic DNS services. All other operation modes of dynamic VPN (for trans-
mitting the IP address by ICMP, to provoke a callback etc.) do not require a
registration. 

The registration is anonymous, i.e. no personal or firm data is transmitted. 

 The registration of the dynamic VPN option requires administrator
rights.

Registration with 
LANconfig

When scanning the device for instance right after the program start LANconfig
automatically recognizes if the device must be activated. After confirming the
arising hint the LANconfig automatically transmits the required data of the
device to the registration server of LANCOM Systems. The release code ist
automatically transmitted back to the device and activated. The state of this
procedure is visible in LANconfig.

Registration with 
WEBconfig

For the registration with WEBconfig the serial number of the device ist
required. You can find this information on the bottom side of your device.
18
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When using WEBconfig you can find a link on the first page which leads you
to the registrating server of LANCOM Systems. There you must enter the serial
number of your device and your e-mail address. After transmitting the data
you receive a release code for the device.

To load this release code into your router, please proceed as follows:

Log on with administrator rights on WEBconfig. Select Enable Software
Option, which is placed on the entry page. On the following page enter the
release code and confirm by clicking on Apply.

2.6 Configuration of VPN connections

The configuration of the VPN connections between two networks or for the
dial- in to remote computers (RAS) is described in the user manual for your
LANCOM router.

Detailed information about VPN, such as how to configure VPN connections
with digital certificates, is available in the LCOS manual.
19
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