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EN
Preface

Thank you for placing your trust in this LANCOM Systems product.

The LANCOM UMTS/VPN Option transforms WLAN routers with CardBus
expansion slot into communication all-rounders. With the LANCOM UMTS/
VPN Option and the appropriate data card, they supplement the existing DSL
and WLAN interfaces with an additional option to access the Internet via
UMTS.

Security settings

For the secure operation of your device, we recommend that you activate all
of the available security settings (e.g. firewall, encryption, access protection,
charge limiter) which are not already activated at the time of purchase. The
LANconfig wizard ’Check Security Settings’ will help you to do this. 

We would also like to invite you to find out about technical developments and
the latest tips about your product on our web page www.lancom.de, where
you can download the latest software versions if necessary.

This documentation was compiled …

...by several members of our staff from a variety of departments in order to
ensure you the best possible support when using your LANCOM product.

In case you encounter any errors, or just want to issue critics or enhance-
ments, please do not hesitate to send an email directly to: info@lancom.de

Our online services ( www.lancom.de) are available to you around the
clock should you have any queries regarding the topics discussed in
this manual or require any further support. In addition support from
LANCOM Systems is also available to you. Telephone numbers and
3
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contact information for LANCOM Systems support can be found on a
separate insert, or at the LANCOM Systems website.  

Notes symbols

Very important instructions. If not followed, damage may result.

Important instruction that should be followed.

Additional instructions which can be helpful, but are not
required.
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1 Introduction
The combination of UMTS, WLAN, DSL and VPN opens up a completely new
range of possibilities in enterprise connectivity—for example, mobile confer-
ence rooms that are connected via UMTS and offer Internet access over WLAN
or access to the company network via VPN. As a back-up connection for site
coupling, UMTS is cheaper and/or faster than the conventional alternatives,
ISDN and Analog. Furthermore, it is significantly less prone to failure as there
are no cables which are at risk from construction works. Apart from that,
UMTS is able to bridge the “last mile” for customers who do not have access
to an equivalent broad-band connection. 

The UMTS card is simply operated in the CardBus expansion slot of the appro-
priate LANCOM devices. The device automatically switches Internet access
between UMTS and GPRS depending on availability. With the  LANCOM
UMTS/VPN Option, LANCOM WLAN router offers additional VPN encryption,
so that IPSec-encrypted corporate connections can be realized. 

1.1 “Last mile“ via UMTS

The Internet connection over UMTS is recommendable wherever a broadband
Internet connection is not available. When accessing the Internet with UMTS
you can currently reach up to 384 kbps downstream which is six times faster
than an ISDN connection.

For a regular Internet connection over UMTS, various net providers offer so
called “homezone“ tariffs. With this tariff the data transfer within the home-

Internet connection over UMTS
Internet
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zone radio cell is usually far below the costs of the usual mobile tariffs where
the data card is used in multiple radio cells.

A special application is the use of a WLAN Access Point with UMTS
connection and LANCOM UMTS/VPN Option as a HotSpot in places
without Internet via cable.

1.2 Mobile conference room

The modern business world requires ever increasing mobility from a growing
number of employees. That means that a constant access to e-mails, Internet
or to servers at headquarters is becoming more and more important.

A WLAN access point with UMTS connection provides the required flexibility
for people who often work in different places. Nearly every modern notebook
has a WLAN interface; the only thing missing for mobile Internet or VPN
access is a WAN interface. With the wireless Internet access over UMTS or
GPRS, mobile working areas can be created very easily. 

For a group of staff members, who e.g. often work together on projects at a
customer’s location, a so-called mobile conference room can be established.
The access point then only has to be configured once by the administrator; the
staff members on location simply have to supply the device with power and
slot in the data card. With an appropriate configuration the router automati-
cally builds up a connection to the Internet. The result is that all notebooks
with a compatible passphrase in the WLAN configuration can directly access
the Internet. As long as the router has a VPN connection to headquarters, the

Internet connection over UMTS

Internet

Mobile WLAN, e.g. for a „mobile 
conference room“.

VPN connection to headquarters
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field staff can also access all of the services in the network of headquarters
(fileserver, mailserver, data bases) from the mobile office.

With the LANCOM UMTS/VPN Option the VPN support with five con-
nection channels is automatically activated. Further information to
the configuration can be found in the LCOS reference manual.

1.3 UMTS Backup

The high availability of data lines e. g. between branch offices and headquar-
ters in large company networks are in the majority of cases established over
backup solutions with ISDN or analog. The standard Internet connection is
then provided e. g. over a DSL connection, and an ISDN or analog line is used
as a backup line in the case the DSL line breaks down. 

As an alternative to the ISDN or analog backup method, a UMTS connection
can assure the availability of the data connection. If the connection to the
Internet is established by a router with LANCOM UMTS/VPN Option, the UMTS
connection can directly replace the DSL connection in the case of a break-
down. The advantages of the UMTS backup solution compared to the ISDN/
analog option:

� Faster than ISDN/analog: the data rate with UMTS is up to six times faster. 

� Safer than ISDN or analog: if a physical damage of the DSL line is the rea-
son for the breakdown, the ISDN/analog line usually breaks down as well
because both use the same physical line.

� Cheaper than ISDN: the monthly charges for an UMTS account depend
upon the tariff well under the charges for an ISDN account. Compared to

Internet connection over DSL

Internet

Brach office with VPN over DSL 
and backup over UMTS

VPN connection to headquarters

Backup connection over UMTS
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the short time of breakdown of a DSL connection, the higher connection
tariffs for the UMTS are not relevant. 

Adding the UMTS backup to existing installations is often simply an issue of
adding devices with LANCOM UMTS/VPN Option to existing LANCOM devices.
In complicated scenarios an existing ISDN backup in a VPN router can be
extended by the UMTS backup in a second device. In this case, the routers will
exchange the information about accessible routes using the “Routing Infor-
mation Protocol“ (RIP).

Further information to the configuration of backup lines can be found
in the LCOS reference manual.
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2  Installation of the LANCOM UMTS/VPN 
Option
This chapter shows you how to install the LANCOM UMTS/VPN Option on your
LANCOM. The installation is divided into four steps:

� Checking the installation preconditions

� Online registration

� Activating the VPN option

� Checking the activation

2.1 Installation preconditions

2.1.1 System preconditions

For a successful operation please check that all the following preconditions
are fulfilled:

� LANCOM 3050 Wireless or LANCOM 3550 Wireless

� LCOS version 4.20 or higher

� LANCOM UMTS/VPN Option activated

� Data card Novatel Wireless Merlin 530 or 630

� SIM card with activated UMTS/GPRS account

An up-to-date list of all providers with appropriate UMTS data cards
can be found in the LANCOM UMTS/VPN Option product range on the
LANCOM web server.

2.1.2 Package contents

Please check if the package contains following components:

� LANCOM CD with LANtools, current firmware and manual

� License with license number

� Printed manual
10
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2.1.3 Configuration with a Windows operating system

A computer with a Windows operating system is required for the installation
of the LANCOM UMTS/VPN Option: Windows XP, Windows Millennium Edition
(Me), Windows 2000, Windows 98, Windows 95, Windows NT 4.0.

This computer must have access to the LANCOM that is to be configured. The
access is possible over a LAN or via remote configuration.

2.1.4 Current  LANconfig

You can download the current version of the LANconfig and LANmonitor from
the LANCOM Systems homepage under  www.lancom.de/download/. We rec-
ommend that you update these programs before carrying out the installation.

2.1.5 Current LANCOM  firmware 

You can download current firmware updates from the LANCOM Systems web-
site under   www.lancom.de/download/. Select your device and download the
file with the correct firmware onto your computer.

Further information about updating the firmware can be found in the
manual for your LANCOM router.

2.2 Online registration

With the correct firmware version your LANCOM already contains the entire
VPN software. It merely has to be activated.

To activate the VPN option in LANCOM an activation code is required.

Please note: The activation code is not contained in the package, but
notified to you during the online registration. 

With your LANCOM UMTS/VPN Option you receive a license with a license
number. With this license number you can register the software once. With
this registration you then receive the activation code.

A successful online registration invalidates the license number of your
LANCOM UMTS/VPN Option. The received activation code can only be
used for the LANCOM with the given serial number! Please make sure
11
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that you will only be installing the VPN option on the stated device. A
later change to a different device is not possible!

Required registration data

For the online registration have following data ready:

� Exact description of the software option

� The license number (listed on the license)

� Serial number of your <ProGroup>, which you would like to activate
(located on the bottom side of the device body)

� Your customer data (firm, name, address, e-mail address).

The registration can also be made anonymously, i.e. without the dec-
laration of personal information. Filling out the form completely will
enable LANCOM to provide you with optimum support or service
when required. Your information will of course be treated confiden-
tially.

Entering the registration data online

� Open the LANCOM Systems website www.lancom.de/register/routerop-
tion/. 

� Enter the required information and follow the directions given. The acti-
vation code for the device and your costumer data are then transferred. If
you have entered your e-mail address the data and your activation code
ar sent to you by e-mail. The online registration is complete.

Keep the activation code in a safe place. You may need to activate the
VPN option again at some time in the future, e.g. in case of repair.

Support when having problems

When having problems with the registration of your software option please
contact LANCOM per e-mail under optionsupport@lancom.de.

2.3 Activating the LANCOM UMTS/VPN Option

Activating the LANCOM UMTS/VPN Option is quite simple. In LANconfig mark
the desired LANCOM (click on the entry) and select the commands Device �
Activate Software Option. Alternatively you can click on the device entry
12
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with the right mouse button and select Activate Software Option from the
menu. In the following window enter the activation code you have received
from the online registration. The device then restarts automatically. 

2.4 Checking the activation

You can check if the activation of the LANCOM UMTS/VPN Option was suc-
cessful in LANconfig by selecting the menu entry Device � Properties. In
the properties window under the register 'Info' is a list with the active soft-
ware options.

With the LANCOM UMTS/VPN Option a VPN support with five connec-
tion channels is also automatically activated. 
13
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3 Setting up the UMTS profile

3.1 Internet access

The quickest way to set up Internet access via UMTS is to use the Internet
Wizard in LANconfig. 

How to use the Wizard and the configuration with WEBconfig are
described in the documentation for your LANCOM.

To set up the Internet access, select the UMTS interface and your network
operator and enter the PIN number for your SIM card. The Wizard then carries
out all other settings automatically.

If your provider does not appear in the list, you can enter the necessary
connection data manually. You will need the APN (Access Point Name) and the
appropriate telephone number in your provider's mobile telephone network.

Your provider will supply this information to you upon request.

To conclude the configuration of the Internet access, you can activate the
"Keep alive" option. This sets up the UMTS connection so that the connection
14
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is automatically established after switching on the device, and so that the
connection is automatically re-established after being cut off—the Internet
connection is "always on". This function is very useful for convenient access
to the Internet or for VPN site coupling.

By activating the "keep alive" function, it is very easy to set up, for example,
a mobile conference room that enables Internet access and, if need be, VPN-
protected access to company networks from any location.

Depending on the tariff, always-on Internet connections can give rise
to considerable costs, for example with time-based charging. Please
ensure that you are familiar with the details of your provider's UMTS
tariff.

Alternatively you can set up a suitable hold time for the UMTS connection. This
means that the Internet connection is not started automatically, but only
when data are to be transferred into the Internet. The connection will be
automatically disconnected if data is not transmitted for the duration of the
hold time.

After setting up the Internet connection, you use LANmonitor to check for the
available mobile telephone networks.

Even without an current connection, the active local networks are displayed
in the 'UMTS/GPRS network' section. LANmonitor also indicates which
networks are permitted and which networks the card cannot connect to.
15
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In the System information section, LANmonitor displays the recognized data
card and the signal strength of the home network with which the card is
connected to the Internet.

As soon as the Internet connection has been established, the section for WAN
connections in LANmonitor shows the network being used for the connection.

The status of the data card is also displayed by its LEDs and coded
flashing signals. Refer to the documentation for your data card for
information about the LED signals.

3.2 VPN connection with LANCOM Advanced VPN Client

Secured connections of individual workstations via a UMTS data card with
LANCOM Advanced VPN Client offers an ideal solution that automatically
combines the VPN functions with a firewall. The VPN tunnel in this case is set
up by the LANCOM Advanced VPN Client and not by the router.

LANmonitor’s signal strength display is highly useful for testing the recep-
tion quality at locations where the data card is to be put into service. With
a displayed signal strength of three bars (green) you can safely assume that
the signal strength is strong enough for good quality data transfer. With
two bars (yellow) the quality of data transfer is questionable, and with one
bar there will be no data transfer at all in most cases.
16
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Proceed as follows to set up access of this type:

� First of all an appropriate dial-in profile must be set up in the VPN
gateway at the headquarters.

� In the router with the LANCOM UMTS/VPN Option, set up normal Internet
access via the UMTS interface (“Internet access” on page 14).

� Finally, in LANCOM Advanced VPN Client set up a profile for dialing-in to
the VPN gateway. To do this, select the communication medium as 'LAN /
WLAN (over IP)'.

Once the profile in LANCOM Advanced VPN Client is started, an Internet
connection is established over the UMTS interface, after which the VPN
negotiations between the LANCOM Advanced VPN Client and the VPN
gateway begin.

VPN connections over UMTS are not supported by all providers. Some
mobile telephone networks map the IP addresses along the route
between the VPN-tunnel end points in a way that prevents VPN
connections from being established. If in doubt, contact your mobile
telephone provider to find out if this function can be used in your
network. 

The latest information about VPN support among the various
providers can be found on the product pages for the LANCOM UMTS/
VPN Option on the LANCOM Systems web site.

Internet

Notebook with 
LANCOM Advanced 
VPN Client

VPN connection to headquarters

Internet connection 
via UMTS

Router with LANCOM 
UMTS/VPN Option

VPN gateway
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3.3 VPN site coupling

As well as connection single workstations to the headquarters, the UMTS
interface can be used for full-blown network coupling. This variant may be
used for setting up "mobile conference rooms".

To couple two networks via a UMTS interface, the initial step is to set up
network coupling between the two VPN routers, for example by using the
Wizard in LANconfig. 

The following aspects must be considered for the configuration of network
coupling via UMTS:

� When coupling networks with the Wizard, the secure "main mode" is
initially used for the exchange of IKE keys. However, several mobile
telephone operators only support the "aggressive mode".  If no VPN
connection can be established when using the main mode, adjust the
method in the VPN connection list to "aggressive mode" in the
appropriate profiles at both ends.

To do this in LANconfig , go to the 'VPN' configuration area on the
'General' tab and select the relevant connection from the 'Connection

Internet connection via UMTS

Internet

Mobile WLAN, e.g. for a "mobile 
conference room".

VPN connection to headquarters
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list'.  First set the dynamic VPN option to 'No dynamic VPN' A and then
activate 'Aggressive Mode' B as the IKE exchange mode.

In LANconfig,you then enter unique identities (e.g. unambiguous e-mail
addresses) for the relevant connection in the configuration area 'VPN', tab
'IKE parameters', in the list for 'IKE key'

The settings for the aggressive mode must agree for all of the
identities at both ends of the connection!

� The provider assigns a dynamic IP address to the UMTS card when it logs
in to the mobile telephone network. Be aware of the corresponding
settings when carrying out the configuration with the Setup Wizard.

� Since the UMTS card has a dynamic IP address but cannot be identified
e.g. with an ISDN call (Dynamic VPN), the VPN connection must always be
established from the VPN gateway with the UMTS card in the direction of
the VPN gateway at the headquarters.

� To ensure that the VPN connection with the network at the headquarters
is available on a continuous basis, set both the hold time for the Internet
connection and the VPN hold time to '9,999' (keep alive). This is the only
way to ensure that access from the headquarters to the UMTS-connected

�

�

�

�
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network is possible at all times (e.g. for connecting branches via UMTS
where no broadband Internet access is available).

The keep alive function also requires an entry in the polling table. To do
this in LANconfig, create the entry for the appropriate connection with up
to four IP addresses in the remote network, along with the related ping
interval and the number of retries in the configuration area
'Communication' on the 'Remote sites' tab in the 'Polling table'.

� If line polling is to be used to monitor the VPN connection, then it also has
to be initiated from the VPN gateway with the LANCOM UMTS/VPN
Option and must be directed towards the remote VPN gateway. The
interval times for the polling calls may have to be adjusted depending on
the quality of the connection.

Depending on the tariff, always-on Internet connections can give rise
to considerable costs, for example with time-based charging. Please
ensure that you are familiar with the details of your provider's UMTS
tariff.

3.4 Other settings

3.4.1 Choosing the mobile telephone network

Most mobile data cards are programmed to log in to their own network when
coverage is available, and there is no free choice of network.

Once the card is outside of "home network" coverage, there is normally a
choice of alternative mobile networks (i.e. roaming, in particular when in
another country). Generally speaking, the user now has a choice of network
which is to be used for the Internet connection. 

In the appropriate UMTS/GPRS profile, set the option for network selection to
'manual'. The entry for the name of the desired network should be the same
as that identified by the data card's scanning procedure. 
20



LANCOM UMTS/VPN Option

� Chapter 3: Setting up the UMTS profile

EN
The UMTS/GPRS profile settings are to be found in LANconfig in the
configuration area 'Interface' on the 'WAN' tab with the UMTS/GPRS profile
button.

The name of the network can be read from LANmonitor or, for
example, by using Telnet under /Status/External-Interface/
Network-List. A manual network search can be initiated with the
commands do /Status/External-Interface/Scan-Networks
or so Setup/Interfaces/UMTS-GPRS-parameters/Scan-
Networks.

3.4.2 Activate UMTS/GPRS profile

Operating the LANCOM devices with the LANCOM UMTS/VPN Option in
varying locations or with different UMTS/GPRS data cards may well require
different sets of settings. The relevant information for operating data cards is
collected in a UMTS/GPRS profile. The profile can be switched very quickly via
the interface settings for the UMTS interface. 
21
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The activation of the UMTS interface and the selection of the profile are to be
found in LANconfig in the configuration area 'Interfaces' on the 'WAN' tab
with the Interface settings button.
22
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3.4.3 UMTS only or automatic UMTS/GPRS selection

UMTS coverage is not yet universally available. It is still possible to establish
a data connection even in areas without UMTS reception by selecting the
'automatic' operating mode. With this setting, the data card in the LANCOM
will initially attempt to establish a connection via UMTS. The card will
automatically switch to the GPRS network if the UMTS signal proves to be too
weak to support data transfer of the necessary quality.

If required, the operating mode can be permanently set to either UMTS or
GPRS. The desired operating mode can be set in the UMTS/GPRS profile
settings which are to be found in LANconfig in the configuration area
'Interface' on the 'WAN' tab with the UMTS/GPRS profile button.

3.4.4 Set up a time limit

You can prevent excessive costs from arising from connections over the UMTS
interface by setting up a time limit, for example under LANconfig in the
'Management' configuration area on the 'Costs' tab.
23
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4 PIN Handling
Depending on the configuration, a LANCOM with an activated LANCOM
UMTS/VPN Option and an inserted data card tries to establish a connection to
the Internet immediately after being switched on. For this purpose, the PIN
saved in the configuration of the device is transferred to the SIM card in the
data card to enable the connection to an UMTS or GPRS net.

As soon as an incorrect PIN is stored in the configuration, the device transmits
this invalid PIN to the SIM card. After three unsuccessful attempts, most cards
are automatically locked and can only be reinstated by entering an additional
number (depending on the provider PIN2 or PUK).

Whenever a device is set to automatically establish a connection to the Inter-
net, three attempts with an invalid PIN may be performed within a few sec-
onds without the user noticing. To prevent this, a LANCOM with the LANCOM
UMTS/VPN Option disables further attempts as soon as the device makes an
attempt to establish a connection to the Internet with an invalid PIN.
LANmonitor displays this condition with the error message 'The PIN is invalid':

To enable the connection to the Internet proceed as follows:

� Change the PIN in the UMTS GPRS Profiles. 

Configuration with 
LANconfig

The UMTS GPRS Profiles are located in LANconfig in the configuration
area 'Interfaces' on the register card 'WAN' on the button UMTS GPRS
Profiles.
24
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Configuration with 
WEBconfig or Telnet

Under WEBconfig or Telnet the UMTS GPRS Profiles are located under
the following directories:    

� The next attempt with the valid PIN number should occur without error.

After the third attempt with an invalid PIN the SIM card is locked. This
error is also displayed on LANmonitor ('The PUK is required').

In this case you can unlock the SIM card with LANconfig over the con-
text menu of the device.

Konfigurationstool Menü/Tabelle

WEBconfig Expert-Configuration � Setup � Interfaces � UMTS-GPRS-
Parameters � Profiles

Terminal/Telnet Setup/Interfaces/UMTS-GPRS-Parameters
25
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Usually a data card is supplied with the operating software from the
net provider. With this software the PIN number of the SIM card can
be changed whenever required.
26
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5 Protection from thieves and intruders
In some application scenarios it is impossible to store the LANCOM with
LANCOM UMTS/VPN Option and data card in a secure and self-contained
location but potentially in an easily accessible or unsecured location. Should
your device be stolen, two threats exist apart from the loss of the hardware:

� The thief can use your UMTS/GPRS account by using the entered PIN and
cause high costs.

� In case a VPN connection to a headquarters is configured in the LANCOM,
the thief can access the protected network from any location.

Following safety precautions should be observed to reduce the risk in case of
theft:

� Protect the configuration of the device with a password. Also check the
settings of other administrators.

� Whenever you leave your device unattended, remove the data card from
the slot placed on the front side.

� Disable the access authorisation via the LAN interface to prohibit access
to the configuration over an Ethernet cable. This setting prevents unau-
thorized users from using the UMTS/GPRS card’s data connection over a
network cable, e.g. between a notebook and the LANCOM.
27
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� Create a filter with the following settings to completely disable data trans-
fer over the LAN interface. The list of filters in LANconfig is to be found in
the configuration area 'WLAN Security' on the 'Protocols' tab under the
'Protocols' button.

� Name: e.g. 'LAN_OFF'

� Target MAC: empty ('000000000000')

� Protocol: '0000'

� Subtype, first port, last port: '0', '0', '0'

� Interface list: 'LAN-1' for the LAN interface

� Action: 'drop'
28
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	 Protect the access to the LANCOM over the wireless network with the
appropriate encryption. Activate the 802.11i/WPA encoding with a key
length of at least 22 characters for the passphrase and, where applicable,
use the LANCOM Enhanced Passphrase Security (LEPS) to support indi-
vidual passphrases for every user.

Configuration with 
LANconfig

When configuring with LANconfig, the 802.11i settings can be found in
the configuration area 'WLAN Security' on the '802.11i/WEP' tab.

The list with the approved stations in the WLAN and the individual pass-
phrases are located in the configuration area 'WLAN Security' on the 'Stations'
tab under the Stations button. 
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EN
Configuration with 
WEBconfig or Telnet

Under WEBconfig or Telnet the encoding settings of the WLAN are located in
the following directories:    

The access list for the radio network is located in following directories: 

Further information about 802.11i, LEPS and the protection of wire-
less networks can be found in the LCOS reference manual.

Konfigurationstool Menü/Tabelle

WEBconfig Expert Configuration � Setup � Interfaces � WLAN-Interfaces 
� Encryption-Settings

Terminal/Telnet cd /Setup/Interfaces/WLAN-Interfaces/
Encryption-Settings

Konfigurationstool Menü/Tabelle

WEBconfig Expert Configuration � Setup � WLAN-module � Access list

Terminal/Telnet Setup/WLAN-module/Access-list
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