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1. Firmare-changings from2.80 -> 2.82
new features and adaptations

- | RC nmasquer adi ng

- Wndows XP NTP Cient can now receive the tinme by a LANCOM SNTP Server
- adaptaions for the use of AirLancer MC-2 cards in LANCOM Accesspoints
- TCP packets with ECN-fl ags set are accepted

- several bugfixes

2. Firmnare-changings from2.72 -> 2.80
new Feat ures:

- Stateful-Inspection: Only self-initiated data transfer is allowed.
Al'l packets not belonging to a known session are rejected. Al ports
needi ng a connection are opened dynamically (e.g. FTP, Netneeting, H. 323)

- defense agai nst Deni al -of -Service-attacs (e.g. fragnentation-"error"
SYN- Fl oodi ngs)

- Intrusion Detection of portscans; "hiding" of the device by PING bl ocker
and steal t h- node.

- IP QS:. "preferring" of data packets, that are identified matching a
firewall rule (e.g. guaranteed m ni numbandwith fpr VolP traffic or
other applications or services)

- IP-Traffic Limting: limtation of bandwidth (e.g. FTP-speed per user limted

all FTP-users not nore than 1MBit/s)

- e-nails are sent now by request e.g. at attacs, intrusions or eceeding
transfer vol um na

- VPN | KE aggressive nmode support

- new WEBconfig: It now shows a LANconfig-li ke nmenu for ease-to-use

configuration

- H 323 masqueradi ng: Vol P tel ephones and Netneeting are supported

- NTP server can be found by URL ncluding drop-down list with free tinme servers

- secure wireless LANs by supporting 802.1x for dynam c key change



adapt ati ons/ corrections:

SNTP trace added

default time zone changed to +01

Firewal | default objects received additional PPTP and | Psec

frequent search for NetBICS station in |ocal network

ADSL multi node detection inproved. Tineout is longer to allow | onger

synchroni zation tines

| Psec nmasquerdi ng now accept connections without lifetines
| Psec nmasquerdi ng now accept lifetinmes wthout |ength-information
captial letters are nowignored in DNS fiter |ist

Fi r mvar e- changi ngs from2.70 -> 2.72

VPN optim zations for conpl ex network struzctures
- NetBIOS nane informations are being transferred securely
- Net Bl OS nanes of nmasked devi ces are not propagated
- LANCOM Busi ness 6011/6021 Ti nmeslot 16 at G 703 connecti ons

Fi rmnar e changings from2.62 -> 2.70

new Feat ures:

- First firmvare for LANCOM Systens devices. It is fully backwards
conpatible to the fornmer ELSA devices

- support of HTTPS for secure WEBconfig configuration and wirel ess
public spot login

- support of BusinessOnline in the wizard for internet-connections

- IP Quality-OF-Service: Support of TGOS "Low Del ay" and DiffServ
"Expedited Forwarding". Packets with these attributes are preferred
for routing and marked in VPNs.

NTP-Client, SNTP-Server: Ability of getting the actual tinme froma

ti meserver.

- Backup connections via separate backup list (e.g. provider with
different acces data for DSL and | SDN)

- Connection survey has been extended, polling list to insert
accessi bl e | P addresses

- rights for Telnet, TFTP, http, https and snnp can each be managed
i ndi vidual y

- | Psec- Pass- Through: besi des PPTP-nmasqueradi ng, al so | Psec masquer adi ng
i s now supported

- using the IP paraneter list, also addresses for PPTP can now be set

adapt ati ons/ corrections

- adaptation for LANCOM Systens

- adaptaion of the w zards for WEBconfig

- behavi our of VPN connections via the LAN interface has been corrected

- MAC Address Filter functionality on virtual interfaces (VPN connections)

- toignore filter rules referring to VPN policies can be set

- different settings of nunbers on the ISDN interfaces are now nanaged
correctly (Business 4100)

- optimzed VPN surroundi ngs

Fi r mvar e- Aender ungen von 2.50 -> 2.62

sol ved problemin outband

0s_panic at udp portscan fixed

all udp ports are closed during portscans

idle tinme 9999 is ignored for VPN connections

|l ayer 2 and |ayer 3 have the right nunber of connections

SNVP M B: commands are interpreted as strings

os_panic in channel statistics fixed

DHCP requests for fix addresses fixed

TCP-options (for FTP and PPTP) are considered for masqueradi ng
erasing errors out of channel statistics using LANnonitor



- 0s_panic in PPTP/VPN-Client connection fixed
- os_panics at disconnect of "PPTP over VPN' connections fixed
- Backup delay is considered after fallback out of backup
- possible | oss of Queue Bl ocks during passive di sconnect fixed
(ADSL)
- error nessages in LANnonitor can be erased
- physical connections are now separated regardi ng the
virtual channel (PPTP/ VPN
- inmprovenment of speed of PPTP connection
- DNS domain forwardi ng works with (separated) VPN and PPTP
connecti ons
- changings in sone texts for WEBconfig
- CHAP reauthentifaction uses the user data of the renote user
and not of the default user
- CHAP reauthentication is only used when first authentication
has used CHAP
- PPTP works in LAN
- during reboot all PPTP and VPN connections are cl osed
- CRC10 cal ul ation and check on OAM cel | s
- correct use of internet and intranet addresses for VPN
- no nore data | oss when debugging via tel ne
- DNS forwarde now works correctly on nmasked connecti ons
- corrected texts for RAS wizard in WEBconfig
- [ setup/ ab-nodul e can now al so be configured i n WEBconfig
- ADM N User is rejected when WAN configuration is set to
"not all owed
- WAN | P addresses can now be reached al so from LAN
- PPTP-server cooperates with distant NAT connections
- Blinking codes "configuration not secure" and "fee linit"
don't interleave anynore
- corrected selection for interfaces in spanish, french, portuguese
and italian
- fixed problens with PPP-connections in WEBconfig wi zard
- LC6000-Internetw zard: if SO-bus is selected, now the provider
list is shown instead of generic 'Internet' provider.
- in VPN sublinenode, LANCOMis reachable through the tunnel on
its "internal' |P address

6. conment's, known probl ens
Pl ease first install the actual LANt ool s.

Then start LANconfig and load the firmvare up using the
button "Fi r mnar e- Upl oad".

7. Suppor t
Internet: ww. | ancom de/ support

An online support assistant, new firmware and informations
can be found here



