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1 LCOS — the LANCOM Operating System

1 LCOS — the LANCOM Operating System

1.1 Free operating system

The free operating system LCOS (LANCOM Operating System) is the in-house closed-source firmware for the entire core
portfolio of products from LANCOM Systems GmbH. LCOS software updates are released several times a year and contain
a variety of new features and enhancements for current LANCOM routers, access points and gateways.

1.2 Security from our own closed-source operating system

LCOS is developed at our headquarters in a maximum security zone that is certified by the BSI (the German Federal Office
for Information Security). Several times a year LCOS benefits from software updates with new features and enhancements.
LCOS is a completely in-house development by LANCOM, the source code for which is not open source. Moreover, the
quality seal "IT Security Made in Germany" (ITSMG) from an independent authority guarantees that LCOS is free from
backdoors.

1.3 Future-proof

LCOS constantly undergoes quality testing so that it offers the highest degree of reliability for professional network
infrastructures. Thanks to hardware that is dimensioned for the future, LANCOM products are designed for a long product
life and support of the latest versions of LCOS. Even older devices that no longer support current versions of LCOS are,
when necessary, provided with bug fixes that are based on the latest available firmware. LANCOM offers unbeatable
safeguarding of your investment.

1.4 The LCOS promise

The free operating system LCOS (LANCOM Operating System) is the in-house closed-source firmware for the entire core
portfolio of products from LANCOM Systems GmbH. LCOS is developed at our headquarters in a maximum security zone
that is certified by the BSI (the German Federal Office for Information Security). Several times a year LCOS benefits from
software updates with new features and enhancements. Moreover, the quality seal “IT Security Made in Germany”
(ITSMG) from an independent authority guarantees that LCOS is free from backdoors. LCOS constantly undergoes quality
testing so that it offers the highest degree of reliability for professional network infrastructures. Thanks to hardware that
is dimensioned for the future, LANCOM products are designed for a long service life and support of the latest versions
of LCOS. Even our older devices that no longer support current versions of LCOS are, when necessary, provided with bug
fixes that are based on the latest available firmware. LANCOM offers unbeatable safeguarding of your investment.
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This chapter gives you an overview of the ways and means by which you can access the device and adjust its settings.
It contains descriptions for the following topics:

> Configuration tools

> Control and diagnostic functions of the device and software

> Backing up and restoring complete configurations

> Installing new firmware on the device

2.1 Ways and means of configuration

The device supports different ways (i.e. interfaces) and means (i.e. software) of configuration. Depending on the available
connections, the device can be accessed in different ways:

> Via the connected network ([W]LAN and [W]WAN; also named “inband”) [1, 2];

> Via the serial configuration interface (config interface; also named “outband”) [3];

> Via the ISDN connection or—in combination with the LANCOM Modem Adapter Kit—a modem (analog or GSM)
[4].

H

LAPTO P

&

How do these paths differ?
The access paths listed above differ in how they are accessed and in their hardware and software requirements:

> Inband configuration requires a suitable computer in the LAN, WAN or WLAN along with the appropriate software,

such as LANconfig or a web browser when configuring with WEBconfig (cf. Configuration software on page 27).
However, inband configuration will not work if the network is malfunctioning.

> Outband configuration is always available because it is a physical connection. Along with the configuration software,
it also requires a computer with a serial interface.
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The most extensive requirements come with the configuration via ISDN: Apart from an ISDN connection to the
LANCOM device itself, the configuration PC needs either an ISDN adapter or access to another LANCOM device with
an ISDN interface by means of LANCAPI. Remote configuration by ISDN also depends on a fault-free ISDN connection.

2.2 Configuration software

There is no end of different situations in which configurations have to be carried out, or ways in which operators prefer
to work. This is why the device offers a wide range of ways to set up the configuration:

>

LANconfig — the menu-driven, clearly structured and easy way to set almost all parameters for a device. LANconfig
requires a configuration PC with a current Windows operating system. Please refer to section LANconfig — configuring
devices on page 149 for further information.

WEBconfig — this software is an integral part of the device LCOS. This makes WEBconfig operating-system agnostic;
all you need is a web browser on the configuration PC. Please refer to section WEBconfig on page 28 for further
information.

Terminal program — as an alternative to LANconfig, you can also use terminal programs (such as HyperTerminal
or PuTTY) to configure a device from the command line. Depending on the program'’s range of functions, either via
the serial interface or an IP network can be used for communications. The protocols available within IP networks are
Telnet, SSH and TFTP.

SNMP management program — as an alternative to LANconfig, you can also use device-independent IP network
management programs based on the SNMP protocol.

The following table shows the various ways that you can access the configuration:

Table 1: Overview of the configuration means in relation to the configuration paths

Used software [WILAN, [W]WAN Config interface ISDN Analog dial-in*
(inband) (outband)

LANconfig Yes Yes Yes Yes

WEBconfig Yes No Yes Yes

Serial client No Yes No No

Telnet client Yes No No No

SSH client Yes No No No

TFTP client Yes No Yes Yes

SNMP management Yes No Yes Yes

program

*in conjunction with the LANCOM Modem Adapter Kit

Please note that all methods access the same configuration data. For example, any changes you make to the
settings in LANconfig also directly effect the values under WEBconfig and Telnet.

2.2.1 LANconfig

Information on configuring the devices with LANconfig is available separately in the LANtools chapter LANconfig —
configuring devices on page 149,
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WEBconfig is the graphical user interface that offers direct access to the LCOS integrated into the device. This allows
you to configure the devices remotely and irrespective of the operating system used on your computer. All you need to
work with WEBconfig is a web browser.

Accessing the device with WEBconfig

To carry out a configuration with WEBconfig, you need to know how to contact the device. Device behavior and accessibility
for configuration via a Web browser depend on whether the DHCP server and DNS server are active in the LAN already,
and whether these two server processes share the assignment in the LAN of P addresses to symbolic names. WEBconfig
accesses the device either via its IP address, the device name (if configured), or by means of any name if the device has
not yet been configured.

@ The browser uses the IP address or name to make an unencrypted connection request to the LANCOM device.
This then automatically switches to an encrypted HTTPS connection. As a result, confidential data such as the
login password or the configuration itself are secured with the encrypted connection.

If this feature has not been activated, you can enable it under Management > Admin > Management
protocols > Ports > Automatic redirect to HTTPS.

Ports D |-t
Management protocols
HTTF: 0]
HTTPS: 443

Automatic redirect to HTTPS

SSH

Protocol active Port: 22
TELMNET

Protocol active Port: 23
TELNET-55L

Protocol active Port: 592
SNMP

Protocol active Port: 161
TFTP

Protocol active

[ ok ][ canca |

Following power-on, unconfigured devices first check whether a DHCP server is already active in the LAN. Depending
on the situation, the device can either enable its own DHCP server or enable DHCP client mode. In the second operating
mode, the device can retrieve an IP address for itself from a DHCP server in the LAN.

If a WLAN device is centrally managed by a WLAN controller, the device switches the DHCP mode from auto to
client mode when it is provisioned with the WLAN configuration.

Network without a DHCP server

In a network without a DHCP server, unconfigured devices enable their own DHCP server service when switched on and
assign IP addresses, information on gateways, etc. to other computers in the LAN (provided they are set to automatic
retrieval of IP addresses —auto DHCP). In this constellation, the device can be accessed by every computer with the auto
DHCP function enabled with a web browser under IP address 172.23.56.254.
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@ With the factory settings and an activated DHCP server, the device forwards all incoming DNS requests to the
internal web server. This means that a connection can easily be made to set up an unconfigured device by entering
any name into the address bar of a web browser.

= EI
L 1780EW-4G - Login * = 5 |
<> C @ 172.23.56.254 Suchen N @ =
LANCOM
LANCOM 1780EW-4G Systems |

1780EW-4G

Password |

OK

Encrypted connection.

If the configuration computer does not retrieve its IP address from the DHCP server, determine the current IP address of
the computer (with Start > Run > cmd and command ipconfig at the prompt under Windows 7 or higher, or with

command ifconfig in the CLI under Linux). In this case, the device can be accessed with address x.x.x.254 (the “x"s
stand for the first three blocks in the IP address of the configuration computer).

Network with DHCP server

If a DHCP server for the assignment of IP addresses is active in the LAN, an unconfigured device disables its own DHCP
server, switches to DHCP client mode and retrieves an IP address from the DHCP server in the LAN. However, this IP
address is initially unknown and accessing the device depends on the name resolution:

> Ifthe LAN also has a DNS server for name resolution and this communicates the IP address/name assignment to the
DHCP server, the device can be reached by entering its MAC address, e.g. 00a057xxxxxX.

@ The MAC address on a sticker on the base of the device.

> If there is no DNS server in the LAN, or if it is not linked to the DHCP server, the device cannot be reached via the
name. In this case you have the following options to determine the IP address of the device:

> From another accessible device, use the WEBconfig function Show/search other devices, or alternatively the
LANconfig function Find devices.

> Find the IP address assigned by DHCP to the device with the aid of suitable tools, and try to access the device
directly using this IP address.

> Connect a computer to the device by means of the serial configuration interface and run a terminal program.
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Logging in to the device

Call WEBconfig by using the IP address assigned by the DHCP server or the name assigned by the DNS server. When
prompted for user name and password when accessing the device, enter your personal data in the appropriate fields.
Observe the use of upper and lower case.

If you used the general configuration access (“root”), you only need to enter the corresponding password. The login
box for the user name remains blank in this case.

If you are logging in to the device for the first time, or if no other administrators have been configured yet, the input
mask automatically hides the login field.

1780EW-4G

Password |

OK

Encrypted connection.

I

As an alternative, the login dialog provides a link for an encrypted connection over HTTPS. If possible, always
use the HTTPS connection with increased security, especially if you are accessing the device from external networks.
You can access the device over an encrypted connection directly by entering https://<IP address
or device name>.Asof LCOS10.20, encrypted connections are used automatically.

©

Always use the latest version of your browser to ensure maximum security. Also check that your browser is still
in the current development branch, as some browsers only perform automatic updates in certain version ranges.
Also, updates may be stopped when support for specific operating systems has expired. In this case, we strongly
recommend that you switch to an alternative web browser.

S

Setup wizards

The setup wizards help you to make frequently used settings on a device quickly and easily. Select the wizard and enter
the appropriate data on the following screens. The individual setup steps are identical to those in LANconfig.

B ¥ Setup-Wizards

— @ Internet-Verbindung einrichten

[~ @ Auswahl des Internet-Anbieters

— P Zwei lokale Netze verbinden

[ <= Neue Access Points zu Profilen zuordnen
— [ Sicherheitseinstellungen kontrollieren
— i Grundeinstellungen

— [E& WLC-Profil einrichten

[ “* Public-Spot-Benutzer verwalten

[ “* Public-Spot-Benutzer einrichten

— & Dynamic DNS konfigurieren

— ™ Public-Spot einrichten

The device does not save any settings until you confirm the entries on the final page of a wizard. Which wizards are
available depends on the individual device type (access point, WLAN controller, etc.).

On devices featuring VPN, VPN client dial-in access accounts for the Advanced VPN Client or myVPN can also
be created with WEBconfig. The 1-Click VPN configuration is not available in WEBconfig due to restrictions on
browser access.
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System information
Your device features the menu area System information, which displays various important facts about the software
and hardware of your device, physical connections, the syslog table, and the services.

System data

The System data tab on the system information screen displays general information on the device including its location,
the firmware version, the serial number, etc.

System data

MName: 1780EW-4G
Location:
Administrator:

Comments:

Device type: LANCOM 1780EW-4G
B 2013-07-08 MOD BO
10.20.0093 / 02.06.2018
4002333718100083

Hardware release:
Firmware version:

Serial number:

Device status

The Device status tab contains comprehensive information on the current operating state of the device. This includes,
for example, a visual representation of the interfaces with information on the networks active on them. Appropriate links
can be used to call up further relevant statistics (such as DHCP table). For significant configuration deficiencies (such as
invalid time setting), a direct link to the appropriate configuration parameters is provided.

Device status

Interface/Port State/Mode Information
CPU-Load Current: 0.39%
Mamo Total: 187.4 MBytes
e Free: 146.2 MBytes
Mobile-Modem-Interface Gz Xz .
State: Deactivated
Assignment: LAN-1
Private-Mode: Yes
Link-Active: Yes
Connector: 1 Gbit Full-Duplex
Auto-Negotiation: Completed
ETH-1 * Flow-Control: Yes
MDI-Mode: MDI
Downshift: No
Remote-Fault: No
Clock-Role: Master
Power-Saving: No
Operating: No
WLAN-1
Operation-Mode: Access-Point
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The amount of information shown on this screen can be defined under LCOS menu tree > Setup > HTTP >
Show-device-information. An index number is also used to specify the display sequence.

Show-device-information

Device-Information

Position

¢ CPU

$¢ Memory

#¢ Ethernet-Ports
$¢ WLAN

$¢ P2P-Connections

7
2
#¢ Mobile-Modem-Interface 6
7
8

#¢ Troughput(Ethernet) 10

Router 1"
*®
Eirewall 12
®
$¢ DHCP 13
¢ DNS 14
$¢ VPN 15
Connections 16
®

Syslog

The device stores syslog information in its main memory (see The SYSLOG module on page 295). For diagnosis, you can
also view the latest events in WEBconfig on the Device status tab.

ldx. Time Source Level Message
1 2018-06-12 09:25:08 AUTHPRIV Motice Webconfig: login via HTTPS from 192.168.1.50.
2 2018-06-12 09:23:12 AUTHPRIV Motice Webconfig: login via HTTP from 192.168.1.50.
3 2018-06-12 09:21:08 KERN Warning last message repeated 62 times
4 2018-06-11 17:35:38 KERN Warning SNTP: Request failed, restart pell timer.
5 2018-06-11 17:24:01 AUTHPRIV Motice Webconfig: session expired for user from 192.1658.1.50
6 2018-06-1117:22: 31 AUTHPRIV Motice Webconfig: session expired for user from 192.168.1.50
7 2018-06-11 17:20:23 KERN Warning last message repeated 6 times

@ Timestamps starting with '1900-

Services

..." indicate that the time has not been set or is set incorrectly.

The Services tab gives you an overview of the internal LCOS services, their ports and protocols, whether they are active,

and how they can be reached.

System data Device status Syslog Services
. . Accessible from
Service Port Protocol Active LAN WAN VPN WLAN
BGP 179 TCP O @ @ @ @
CWMP/TR-069 7547 TCP O @ @ @ @
ComPort-Server 0 TCP O @ @ @ @
DNS-Server 53 uDP o [v] @ [v] [v]
Dynamic-VPN 87 uDP O @ @ O @
HTTP 80 TCP & & 0 © L]
HTTPS 443 TCP g e 0 @ @
IAPP 2313 UDP & @ 0 0 ]
IPerf 5001 TCP, UDP O @ @ @ @
IPsec-over-HTTPS 443 TCP O @ @ @ @
L2TP-Server 1701 uDP O @ @ @ @
LCOSCap 41047 uDP O @ @ O @
LISP-Control 4342 uDP O @ @ @ @
LISP-Data 4341 uDP O @ @ @ @
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Configuration

The Configuration menu section provides the configuration parameters in the same structure as seen in LANconfig.

B8 & Configuration

B = Management

[ i General

[ == Rollout Agent
B ) Admin

B [ Authentication
[~ & LMC

B i Costs

B 5 Budgst

I % Location

[ <& Advanced

— &5 CWMP/TR-069
tH &8 | ocation Based Services
- L) Wireless LAN

- 57 Interfaces

tH () Date & Time

tH ¥ Log & Trace

tH 8 Communication

- iy IPv4

tH iy IPvE

I e O e e O B e B e B e B

LCOS menu tree

The LCOS menu tree sections presents the configuration and status parameters in the same structure as Telnet. Each
branch of the menu tree is divided into menu items, tables, parameters and actions. Tables contain sets of parameters,
while menu items contain tables, individual parameters and actions.

Furthermore, the menu tree has a context-sensitive help system: Clicking on the question mark next to an entry calls up
a separate help page for each menu item, table and parameter. You will find information about the individual entries in
the Menu Reference Guide.

Status

The Status menu contains all of the status values stored by the device. Status values are stored in the corresponding
status parameters and are for information purposes only. Values can be read out but not adjusted.

Some of the status values are directly or indirectly influenced by the parameter settings in the Setup menu and only
actually contain values under certain setups. For example, the DHCP table only contains any values if the DHCP server
in the device is enabled and in use. Other parts are not influenced by setup parameters, such as the hardware information,
for example. Some menu items include actions or analysis functions that you need to perform manually before the device
displays any results.

Setup

The Setup menu is used to modify and save all of the adjustable parameters in the device. The setup parameters are
the most basic aspect of a device configuration: Any settings you make in LANconfig or WEBconfig are ultimately saved
in the parameters of the Setup menu.

A large number of parameters are required for the proper operation of the device, but many of them never need to be
adjusted: for example, standards and regulations require fixed upper and lower limits. For this reason, this menu also
contains parameters which cannot be adjusted in LANconfig. Under most circumstances there is no need to change
these parameters. However, in some cases it may be useful or even necessary to adjust certain default values to meet
individual needs.

@ These “expert settings” often require deep background knowledge about the functionality and interrelationships
of the different modules in the LCOS, and also of the technical standards. It is not unusual to have to change
parameters in several places in the setup menu to reach a specific configuration. We therefore recommend that
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you only make changes in the Setup menu if the documentation or our Support explicitly requests this or if you
are familiar with the technical standards and regulations behind a feature.

Firmware

The Firmware menu provides information about the current firmware version, configures the Firmsafe feature and
switches to an alternative firmware version if necessary (also read FirmSafe on page 69), and it allows new firmware
to be uploaded to the device. Alternatively, you can use File management to load a different firmware into the device.

Other

Using this menu, you can manually set up or terminate the connection to a remote site, restart the device, and (from the
CLI) upload a new firmware version.

File management

The File management section contains the various actions for uploading files to or downloading files from the device
(i.e. configuration files and scripts, certificates, templates and logos). Furthermore, you can import firmware versions
into the device.

File management

&P Perform a Firmware Upload
[ Save Configuration

{58 Upload Configuration

i8] Execute Configuration Script
[ Save Configuration Script
£ Upload Certificate or File

£ Download Certificate or File

Certificates or files that were uploaded to the device can be viewed in the Status menu under File system.

Extras

The Extras section contains various features that help to configure the device and, depending on the device at hand, it
also provides some features and analysis modules that do not logically fit to the other menu items.

- & Extras

— @ Search

— I Get Device SNMP MIB

— @& Show/Search Other Devices
I 43 Display Key Fingerprints

— & Edit List of Allowed SSH Public Kays
[— @ Packet-Capture

"l WLAN Link Test

— BB Spectral Scan

[— <« Create TCP/HTTP Tunnel

[ <4 Activate Software Option
() Set Date and Time

[~ %) Change password

[— @ Public-Spot Template-preview
[ &5 LANCOM Management Cloud
— B License Information

g Import Radius users

— g3 Export Radius users

— 48 Reboot

@ The scope of functions of this menu area varies depending on the device type.

34



LCOS 10.20

2 Configuration

Search

Using this function starts a search through the LCOS menu tree and the names of all the parameters it contains. If you
know the name for a particular status- or configuration parameter, but do not know which menu it is to be found in,
you can quickly locate it in this way.

Retrieving the SNMP device MIB

This menu item allows you to download the device-specific *.mib file (nanagement information base), which is required
by alternative SNMP management software to monitor and manage the device. More information is available under
SNMP management program on page 59.

Show/search other devices

Using the Show/Search function, you can search for other devices in your network and switch directly to the configuration
page of the found devices via a corresponding link. This function is similar to the Find devices option in LANconfig.

Below is a list of all devices found during the previous scans. You may also rescan the local or a remote network with
the buttons below the table.

Name Device Type Address  Status
Eﬁﬂ'ﬁ LC-1781AW-PMK LANCOM 1781AW 192.168.1.1 Ready

Rescan a Remote Network || Rescan Local Network

Network Address 192.168.1.0 (max. 15 characters)
Network Mask 255255 2550 (max. 15 characters)
Show key fingerprints

This page provides an overview of the fingerprints of all of the cryptographic keys in the device. Learn more about under
Device-internal SSH/SSL keys on page 92.

Allowed SSH public keys

This page gives you an overview of the SSH public keys for public-key authentication that are accepted by the device.
WEBconfig outputs the overview as a text field, which at any time can also be used to add additional keys and edit
existing ones as an alternative to uploading a file in the File management section.

More about this topic and key syntax can be found in and around the chapter Syntax and modifying public-key users on
page 97.

@ Enter new keys on a separate line; line breaks are not permitted in key strings.

Packet capturing

Opens the configuration page for packet capturing.

Packet capturing

In order to capture packets for the analysis of errors or problems, the command line tool Icoscap has been made available
as of LCOS version 8.60. This command enables the capture of packets and writes the results to a file that you can open
and analyze using a tool like Wireshark.

With LCOS version 8.80 an additional and more convenient method has been introduced: A new menu in WEBconfig
allows you to set various parameters and capture data packets from selected interfaces, which can then be analyzed in
a results file.

This method offers you several advantages:

> You do not need any special software, because you can run WEBconfig on any Web browser.
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> There is no need to input any CLI commands. Instead, you work with a convenient menu.
> If you use WEBconfig over HTTPS, the confidentiality and security of captured traffic is guaranteed.

The new feature is to be found under Extras > Packet capture. After you set the parameters and click on Go! you
create a file that you can save anywhere and open with Wireshark, for example.

WLAN link test
This menu item is only available on devices with a WLAN module.

This page displays the results of the WLAN link test. The WLAN link test verifies the connection to connected WLAN
clients.

Station Address Signal Level Noise Level SNR Data Rate
c4:61:8b:72:56:43 (no answer)
55dB
locally seen: HT-1-65M

Spectral Scan
This menu item is only available on certain devices.

Opens the configuration page for the Spectral Scan. Learn more about this feature under Spectral scan on page 854.

Create TCP/HTTP tunnel

Opens the configuration page for HTTP tunneling via TCP/IP. Learn more about this feature under TCP port tunnel on
page 129.

Uploading firmware to managed access points
This menu item is only available on WLAN controllers (WLCs).

On this page, you have the option of using remote access to manually update the firmware on an access point managed
by the WLC. For example, this can be useful for testing firmware on selected access points before using it productively.
Select an access point based on its MAC address and select the appropriate firmware file. Next click on Start upload
to load the firmware in the access point.

@ Please note that this process disables the firmware management in the access point table for the selected access
point. This prevents the WLC from automatically uploading a different firmware version. Firmware management
can be re-enabled at any time in the setup menu under WLAN-Management > AP-Configuration >
Manage-firmware.

In order for the access point to use the loaded firmware, you must subsequently perform a restart. By enabling the setting
Restart AP after updating the firmware you trigger an automatic restart as soon as the firmware upload is completed.

Activate software option

Additional software option(s) available for your device are unlocked on this page after you have purchased the
corresponding activation or registration key.

Registry keys are always device-specific and are not transferable to other devices. Be sure to keep a record of
your key(s) in case you have to enable the option again (e.q. after a repair).

Set date and time

This page allows you to manually set the current date and time. Alternatively, you can use a time server to keep the time
updated automatically.
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A correct date and time setting is essential for some of the modules to function properly (e.qg. syslog or the Public
Spot module).

Change password

Use this page to change the password for your user account.

Reboot

From this page, you can restart the device after clicking on the Reboot button. This command is identical to LCOS menu
tree > Other > Cold boot.

HTTP session

Menu area HTTP session allows you to customize the WEBconfig interface for improved readability on your output
device, e.g. by reducing the resolution or increasing the contrast.

Logout from the device

With a click on the menu item Log out you end your current WEBconfig session and return to the login screen of the
device.

2.2.3 Terminal program

Your device supports access via the command line of a terminal program via different interfaces (e.g. [WILAN, [W]WAN
or serial) and protocols (such as Telnet, SSH, or TFTP). A suitable client allows you to access the LCOS CLI to read-out
device data, to change and analyze it, and to use your own scripts to automate these operations for multiple devices in
one go, such as for the remote servicing of multiple devices—and all without the need of a graphical user interface.

In Windows, there is no Telnet client as part of the operating system. You can of course use alternative software
such as the free, multi-protocol client PUTTY. PUTTY is available for Windows and Linux operating systems.

Start terminal session

On many operating systems, you start a terminal session from the command line with a combination of the protocol to
be used and the IP address to connect to. There may be deviations depending on the protocol or client. For the precise
syntax, refer to the relevant system or program documentation.

The following contains some of the common commands for various protocols and systems:

Telnet

From the Windows command line or the Linux terminal, start a Telnet session with the command telnet <host>.
Telnet establishes an (unencrypted) connection to the device with the IP address entered. After entering the password
(assuming one has been set to protect the configuration) all of the configuration commands are available to you.

@ Linux also support Telnet sessions via SSL-encrypted connections. Depending on the distribution it may be
necessary to replace the standard Telnet application with an SSL-capable version (e.g. telnet-ssl). For distributions
that support Telnet-over-SSL, start an encrypted Telnet connection with the command telnet -z ssl
<host> <port>.

SSH

Windows does not feature an SSH client by default. On Linux systems, use the command ssh
<login-name>@<host> to set up an encrypted connection to the device and thus prevent the data being
transferred during configuration from being intercepted within the network.
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Change the language of the CLI

The command-line interface of your device works in different languages. The factory setting for the console language is
“English”. . To change the language of the CLI temporarily, i.e. for the duration of the session only, use the CLI command
lang followed by the language or its initial letter(s), e.g. lang Deutschor long de.

The following languages are currently supported by the CLI:

> Deutsch
> English

To change the default language permanently, select the desired language in the setup menu under Config > Language.
The languages presented in the drop-down menu represent all of the possible input languages that your device currently
supports.

Terminate or cancel terminal session

To close a Telnet session, enter the command exit at the command prompt:

If it is not possible to terminate a session by entering ex 1 t, for example during the login process with password entry,
then Linux systems and some clients (such as PuTTY) allow terminal sessions to be canceled using the keyboard shortcut
Ctrl+c

Structure of the command-line interface

The LCOS command-line interface is structured as follows:

. Telnet 192.168.2.23

Connection No.: 882 (LAN>

Status
Contains the states and statistics of all internal modules in the device and the direct access to the file system

Setup

Contains all adjustable parameters of all internal modules in the device
Firmware

Contains the firmware management

Other
Contains actions for establishing and terminating connections, reset, reboot and upload

Commands for the CLI

The LCOS command-line interface is operated with the following commands. Some of the available menu commands
can be displayed using the HELP command.
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@ Which commands are available depends upon the equipment of the device.

Some commands require special privileges in order to run, and these are listed along with the respective command.
Commands that do not specify any rights have no restrictions.

Table 2: Overview of all commands available at the command line

Command Description

add|set [<Path>] Sets a configuration parameter to a particular value. If the configuration parameter
<Value (s)> is a table value, a value must be specified for each column. Entering the * character
leaves any existing table entry unchanged.

Access rights: Supervisor-Write,Local-Admin-Write, Limited-Admin-Write

add|set [<Path>] ? Lists all possible input values for a configuration parameter. If no specific path is
entered, the possible input values for all configuration parameters in the current
directory are listed.

Access rights: Supervisor-Write, Local-Admin-Write, Limited-Admin-Write

beginscript [-u] [-C d] Resets the CLI session to script mode. In this state, commands entered are not
transferred directly to the device's configuration RAM but initially to its script
memory. Possible arguments are:

> —u: Forces the unconditional execution of a script or a configuration.

> —C d: Skips the default "Check for difference. Also applies when the —u
option is used.

Access rights: Supervisor-Write

bootconfig [-s (1]2|all)] Enablesyou tosave and delete boot configurations. Options:

[-r (11zlall)] > —s: Stores the current configuration of a device either as a custom default

setting (1), rollout configuration (2), or both (all).
> —r: Optionally deletes the current custom default setting (1), the rollout
configuration (2), or both (all).

Access rights: Supervisor-Write

@ For further information on boot configurations refer to the chapter
Alternative boot config on page 65

ccset Sets the device configuration to standards-compliant default values with respect to
CC-EAL4+ (such as ISDN=0ff). Prerequisite for this is that the feature bit (CC-EAL)
is set on the device.

cctest [-s] Checks the conformity of the device to CC-EAL4+. Prerequisite for this is that the
feature bit (CC-EAL) is set on the device. By adding the parameter s, the results or
outputs are displayed in the syslog table.

cd <Path> Switch to the current directory. Various abbreviations can be used, such as replacing
cd ../..withed ..., etc
default [-r] [<Path>] Resets individual parameters, tables or entire menu trees back to their default

configuration. If <PATH> indicates a branch of the menu tree, then the option
- (recursive) must be entered.

Access rights: Supervisor-Write

del|delete|rm [<Path>] Deletes the table row <Row> in the current table or the table referenced in the
<Row> | * branch of the menu tree with <Path>. Enter the line number for the <Row>.

The wildcard symbol * deletes a table, for example, del
Config/Cron-Table *.
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Command Description
Access rights: Supervisor-Write,Local-Admin-Write, Limited-Admin-Write

deletebootlog Clears the contents of the persistent boot log memory.

dir|list|ls|llong|l [-a] Displays the current directory content. Possible arguments are:
[-r] [-s] [<Path>] 5

—a: In addition to the content of the query, this also lists the SNMP IDs. The
[<Filter>]

output begins with the SNMP ID of the device followed by the SNMP ID of the
current menu. The SNMP IDs of the subordinate items can be read from the
individual entries.

—r: Also lists all subdirectories as well as the tables they contain.

- s: Sorts the display of the current directory; grouped by sub directories, tables,
values, and actions; in ascending alphabetical order.

do <Path> [<Parameter>] Executes the action in the current or the referenced directory, for example, do
Other/Coldstart. If the action has additional parameters, they can be
added at the end.

echo <Argument> Displays the commands on the CLI.

enable <Parameter> Extends the rights of authenticated TACACS+ users. Possible parameters are:

> 0:Norights

: Read-only

: Read-write

: Read-only-limited Admin
: Read-write-limited Admin
9: Read-only Admin

11: Read-write Admin

15: Supervisor (root)

~ U1 W

vV V VvV VvV V VvV Vv

exit|quit|x Ends the terminal session.

feature <Code> Activates the software option with the specified activation code.
Access rights: Supervisor-Write

find <term> Looks for the search <term> and outputs all menu items containing it.

flash yes|no Regulates the storing of configuration changes using the command line. By default,
changes to the configuration using commands in the command line are written
directly to the boot-resistant Flash memory of the devices (ye s). If updating the
configuration is suppressed in the Flash memory (no), changes are only stored in
RAM (deleted on booting).

Access rights: Supervisor-Write

getenv <Name> Lists the respective environmental variables (without line feed). Please also note
the command "printenv".

history Displays a list of recently executed commands. Command ! # can be used to directly
call the list commands using their number (#): For example, ! 3 executes the third
command in the list.

iperf [-s|-c <Host>] [-u] StartsiPerfon the device in order to perform a bandwidth measurement with an
[-p <Port>] [-B iPerf2 remote station. Possible arguments are:

<Interface>] [-c] [-b > Client/server

[<Bandw>/]<Bandw>[kKmM] ]

[-1 <Length>] [-t <Time>] > -u, --udp: Uses UDP instead of TCP.

[-d] [-r] [-L <Port>] [-h] > -p, —-—port <Port>:Connectswith or expects data packets on
this port (default: 5001).
> -B, —--bind <Interface>: Permits the connection only via

the specified interface (IP address or interface name).
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Command Description

killscript <Name>

language

lig [[-1 <instance>] |
[-m <server>]] [-id <num>]
destination-eid
[-retries <num>]
[-rtg-tag <num>]
[-source-eid <num>]

linktest

112mdetect

> Server specific

> —-s, —--server: Starts iPerf in server mode and waits for an iPerf
client to contact it.

> Client specific

> —-c, —--client <Host>:StartsiPerfin client mode and connects
with the iPerf server <Host> (IP address or DNS name).

> -b, --bandwidth [<Bandw>/]<Bandw>{kKmM}:
Limit the [down]/up-stream bandwidth when analyzing a UDP connection.
This Is specified as kilobytes (kK) or megabytes (mM) per second (default:

1 Mbps).
-1, --len <Length>:Setsthe length of the UDP data packets.
-t, --time <Time>: Sets the duration of the connection in

seconds (default: 10 seconds).
> —-d, --dualtest: The test is bidirectional: the iPerf server and
client send and receive at the same time.

> -r, —-—-tradeoff:Thetestissequential: the iPerf server and client
send and receive one after the other.
> -L, --listenport <Port>: Specifies the port where the

device in bidirectional mode expects to receive data packets from the remote
iPerf server (default: 5001).

> Miscellaneous

> -h, --help: Outputs the help text.

Deletes the remaining unprocessed content of a script session Select the script
session using its name.

Access rights: Supervisor-Write

Selects a language for the CLI display. The command Language ? lists the
available languages.

LIG (Locator/ID Separation Protocol Internet Groper) is a command-line tool specified
in RFC 6835 to query LISP mappings on a map resolver. Possible arguments are:
> -1 <instance>: Name of the LISP instance used for the destination
query

-m <server>:LISP map server used for the destination query

-1id <num>:LISPInstance ID [0-16777215] used for the destination query
destination-eid: Requested destination EID

-retries <num>:LISP retries to the map server [0-10]
-rtg-tag <num>:Routing tag used

vV V V vV VvV Vv

—-source-eid <num>:Source EID used

Example: 1ig -1 LISP-INST 172.16.200.1

Only available on WLAN devices. It displays the results of the WLAN link test.
Access rights: Supervisor-Write

Execution right: WLAN link test

Searches for devices via LL2M in the LAN. For further information on this command
refer to the section Commands for the LL2M client on page 60.

Access rights: Supervisor-Write
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Command Description

112mexec Sends one command per LL2M to a device in the LAN. For further information on
this command refer to the section Commands for the LL2M client on page 60.

Access rights: Supervisor-Write

loadconfig (-s <server IP Uploads a configuration file to the device via TFTP. You can optionally enter the

address> -f server address and the file name, or the entire URL. For further information on this
<filename>) | <URL> command refer to the section File download from a TFTP or HTTP(S) server on page
79.

@ The cron table works with the user configured for it, meaning that if
“loadconfig” is executed via the cron table, it will only be able to read the
configuration completely if it is run with the root administrator.

Access rights: Supervisor-Write

loadfile [-a <Address>] Uploads a certificate file to the device. Possible arguments are:
[-s <Server-IP-address>] >

[-n] [-f <File-name>] [-0O
<File-name>] [-c > a.b.c.d:Source IP address

—a: Specifies the source address of the file:

INT: Use the address of the first intranet interface as the source address
DMZ: Use the address of the first DMZ interface as the source address
LBx: Use the loopback address x (0..f) as the source address

<File-name>] [-p
<File-name>] [-d
<Passphrase>] [-C n|d] [-m

<V§rSiOﬁ>] [-u] . [-x <Interface>: Use the address of the LAN interface <interface> as
<File-name>] [-1i] the source address

>
>
>
>

—s: Address of the TFTP server

—n: Ignore server name on SSL/TLS connections

- £ <File name> of the configuration file on the TFTP server
—o: Destination file <file name>for file download

—c: File <file name> with the root certificate for HTTPS

—p: File <file name> with unencrypted PKCS#12 container for HTTPS CA
certificates and / or client-side authentication
—d: <Passphrase> to decrypt downloaded encrypted PKCS#12 containers

vV V VvV VvV vV Vv

v Vv

—C: Checks whether firmware is newer than (n) or different from (d) the current
firmware

—m: Set a minimum <version> of the firmware

—u: Download firmware file unconditionally; skip the version check.

—x: File <file name> with additional CA certificates for HTTPS checks; the value
" none' prevents the default certificates from being downloaded

> —1i:Send Sysinfo as a POST request (for HTTP(S) only)

@ The options [-f] and [-s] and the URL cannot be used simultaneously. For
HTTP(S) downloads, you must specify the source by means of a URL. The
maximum length of the URL is 252 characters.

Access rights: Supervisor-Write

loadfirmware (-s <server Uploadsfirmware tothe device via TFTP. You can optionally enter the server address
IP address> -f and the file name, or the entire URL. For further information on this command refer
<filename>) | <URL> to the section File download from a TFTP or HTTP(S) server on page 79.

Access rights: Supervisor-Write

loadscript (-s <server IP Uploads a configuration script to the device via TFTP. You can optionally enter the

address> -f server address and the file name, or the entire URL. For further information on this
<filename>) | <URL> command refer to the section File download from a TFTP or HTTP(S) server on page
79.
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@ The cron table works with the user configured for it, meaning that if
“loadscript” is executed via the cron table, it will only be able to read the
configuration completely if it is run with the root administrator.

Access rights: Supervisor-Write
lspci Output of information via PCI devices
Access rights: Supervisor-Read

ping <IPv4 Sends an ICMP echo request to the IP address specified. For more information about
address |hostname> the command and the specifics of pinging IPv6 addresses, see the section Parameter

overview for the ping command on page 48.
ping -6 <IPv6

address>%<scope>
printenv Shows an overview of all environmental variables and their values.
readconfig [-h] [-s Shows the complete configuration in the format of the device syntax.
<password>] > —h: Adds a checksum to the configuration file.

> -s <password>: Encrypts the configuration file with the use of the

specified password.

Access rights: Supervisor-Read

readmib Display of the SNMP Management Information Base. Available only on devices

without a unified MIB.

Access rights: Supervisor-Read,Local-Admin-Read
readscript [-n] [-d] [-1] Thereadscript command generates a text dump of all commands and parameters
[-c] [-m] [-h] required to configure the device in its current state. You can use the following option
[-s <password>] [-0] switches for this:

> —n: The text output is only numerical without identifiers. The output only

contains the current status values of the configuration as well as the associated
SNMP IDs.

—d: The default values are included in the text output.
—1:The table designations are included in the text output.
—c: Includes any comments contained in the script file.

—m: The text is output to the screen in a compact but difficult to read format
(no indentations).
—h: Adds a checksum to the script file.

vV VvV Vv Vv

v Vv

-s <password>: Encrypts the script file with the use of the specified
password.
> —o0: Replaces the passwords with a "*" to obfuscate them in the text output.

Access rights: Supervisor-Read
readstatus Outputs the status of all SNMP IDs for the device.

release [-x] The DHCPv6 client returns its IPv6 address and / or its prefix to the DHCPv6 server.
* | <Interface 1..Interface n> It then submits a new request for an address or prefix to the DHCPv6 server.
- B Depending on the provider, the server assigns a new address to the client, or
reassigns the previous one. Whether the client receives a different address or prefix

is determined solely by the server.

The option switch —x suppresses the confirmation message.

The * wildcard applies the command on all of the interfaces and prefix delegations.
Alternatively, you can specify one or more specific interfaces.

repeat <Interval> Release IPv6 address: Repeats the specified command every <Interval>
<Command> seconds until the process is ended with new input.

43



LCOS 10.20

2 Configuration

44

Command Description

rollout (-r|-remove) Deletes the files of the user-specific rollout wizard from the file system of the device.
<RelatedFile> Possible files are:

> wizard: Deletes the wizard

> template: Deletes the template

> logo: Deletes the logo

> all: Deletes the wizard, the template and the logo

Access rights: Supervisor-Write
setenv <Name> <Value> Sets an environmental variable to the specified value.
Access rights: Supervisor-Write, Local-Admin-Write, Limited-Admin-Write

setpass|passwd [-u Changes the password of the current user account.

<User>] [-n <new> <old>] 3 qderto change the password without a subsequent input prompt, use the option

switch —n while entering the new and old password.

In order to change the password of the local user account when authentication by
TACACS+ is enabled, use the option switch —u with the name of the corresponding
user. If the local user does not exist or the user name is missing, the command
aborts. The user must also have supervisor rights, or authorization by TACACS must
be enabled.

show <Options> <Filter> Shows selected internal data, such as

> admin-distance - shows the administrative (routing) distance of all
internal applications or routing protocols
bootlog —the last boot processes
filter —firewall filtering rules
ip-addresses —displays all IPv4 and IPv6 addresses for the device for
the LAN and WAN interfaces, along with advanced status information

> ipv4-addresses —displays all IPv4 addresses for the device for the
LAN and WAN interfaces, along with advanced status information

> lisp instance —displaysstatusinformation about all configured LISP
instances

> lisp instance [instance] —displaysstatusinformation about
the LISP instance named [instance]

> lisp map-cache —displays status information about the map cache
entries available for all instances

> lisp map-cache [instance] - displays status information
about the map cache entries for the instance named [instance]

> lisp registrations - displays status information about the
EIDs/RLOCs of all instances registered with the map server

> lisp registrations [instance] - displays status
information about the EIDS/RLOCs of the instance named [instance] registered
with the map server

mem, heap — memory usage
VLAN —dynamically added VLANs and VLAN memberships, e.g. added to the
static configuration at runtime by CAPWAP or WLAN/802.1X

> VPN - VPN rules

With additional filter arguments you can further limit the output.

For an overview of all possible options, enter show 2. The filters available with
an option are displayed by show <option>?, Forexample, show VPN?
shows the filters available for the VPN rules.

For information on displaying IPv6-specific data, read the section Overview of
IPv6-specific show commands on page 53.
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sleep [-u] <Value><Suffix>

smssend [-s <SMSC-Number>]
(-d <Destination>)
(-t <Text>)

ssh [-?]h] [-<alb>
Loopback-Address] [-p
Port] [-C] [-]
Keepalive-Interval] <Host>

sshcopyid

sshkeygen [-h] [-g] [-t
dsal|rsalecdsal] [-b <bits>]
[-f <file-name>] [-R
<host-name>]

2 Configuration

Description
Access rights: Supervisor-Read, Local-Admin-Read

Delays the processing of configuration commands by a particular time or terminates
them at a particular time.

Applicable values for <SUFFIX> are s, m and h for seconds, minutes and
hours. If no suffix is defined, the command uses milliseconds. With option switch
-u, the sleep command accepts times in format MM/DD/YYYY
hh:mm: ss (English) orin format TT .MM . JJJJ hh:mm: ss (German).
Times will only be accepted if the system time has been set.

Available only on devices with 3G/4G WWAN module: Sends a text message to the
destination number entered.

> —s <SMSC-Number>: Alternative SMSC phone number (optional). If
you omit this part of the command, the device uses the phone number stored
on the USIM card or that configured under SNMP ID 2.83.

-d <Destination>: Destination phone number

-t <Text>: Contents of the message with <=160 characters. For an
overview of available characters, see the section Character set for sending SMS.
Special characters must be in UTF8 encoded form.

Establishes an SSH connection to the <Host>. Possible arguments are:

> =7 |h: Outputs the help text.
—a | b: Allows a route or loopback address to be specified for the device to
use if the destination can be reached via multiple routes. The function of —a
and —bisidentical. —b is the usual option used by an OpenSSH client on UNIX
systems, whereas some other commands integrated into LCOS use —a to specify
a loopback address.
—p: Sets the <Port> of the host
—C: Enforces compressed data transfer
-7 Specifies how frequently the client sends a keepalive.

To store your SSH public key using SSH
Access rights: Supervisor-Write
Creates or deletes the SSH key in the device. Possible arguments are:

> —h: Displays a brief help text about the available parameters
> —q: The device overrides existing keys without a prompt (quiet mode)

> —t: This parameter specifies what type of key is generated. SSH supports the
following types of keys:

> RSA
> DSA
> ECDSA

> —Db: This parameter sets the length of the RSA key in bits. If you do not specify
a length, the command produces a key with a length of 1024 bits by default.

> —f:These parameters specify the mounting point of the generated key file in
the device file system. The choice of mounting point depends on the type key
you are generating. The choices available to you are:

> ssh_rsakey for RSA keys
> ssh_dsakey for DSA keys
> ssh_ecdsakey for ECDSA keys

@ For further information on SSH / SSL keys used in the device refer to the
chapter Device-internal SSH/SSL keys on page 92
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ssldefaults [-V] This command resets the SSL / TLS settings in all submenus of the current
configuration to the default values after a security prompt. In LCOS, each module
comes with its own submenu for SSL / TLS settings. This provides a way to reset all
settings in these various submenus to the current secure default settings.

The parameter —y ensures that the security prompt is automatically answered so
that the command can be used non-interactively in scripts.

stop Ends the PING command

sysinfo Shows the system information (e.q., hardware release, software version, MAC
address, serial number, etc.).

tab For use in script files: For the command that follows, this sets the order of the
columns for the arguments in the case that the columns in the table differ from the
default (e.g. a column was added).

Access rights: Supervisor-Write,Local-Admin-Write, Limited-Admin-Write

telnet <Address> Establishes a Telnet connection to the given <address>.

testmail <From> Sends a test e-mail. A sender address and receiver address are necessary; real name,
<To 1..To n> [<Realname> subject line and message content are optional.

<Subject> <Body>] Access rights: Supervisor-Write, Local-Admin-Write, Limited-Admin-Write

time <DateTime> Sets a time in format MM/DD/YYYY hh:mm:ss.

Access rights: Supervisor-Write,Local-Admin-Write, Limited-Admin-Write
Execution right: Time Wizard

trace <Parameter> <Filter> Startsatrace command for output of diagnosis data. With additional filter arguments
you can further limit the output. For further information on this command refer to
the section Parameter overview for the trace command on page 50.

Access rights: Supervisor-Read, Limited-Admin-Read, Limited-Admin-Write
unmount [-?][-f] <Volume> Outputs the current volume table.

> —1f: Releases the specified volume. <Volume> may be the volume ID or any

mount point.

> =72:Outputs the help text.
unsetenv <Name> Deletes the specified environmental variable.

Access rights: Supervisor-Write, Local-Admin-Write, Limited-Admin-Write
wakeup [MAC] Performs a Wake On LAN for the device with the MAC address [MAC].

Access rights: Supervisor-Write,Local-Admin-Write, Limited-Admin-Write

who Lists active configuration sessions.

writeconfig [-u] [-C d] Writes a new configuration on the device in the syntax format for the device. The
system interprets all of the following lines as configuration values until two empty
lines are read. Possible arguments are:

> —u: Forces the unconditional execution of a script or a configuration.

> —=C d: Skips the default "Check for difference. Also applies when the —u
option is used.

Access rights: Supervisor-Write
writeflash Load a new firmware file (only via TFTP).
Access rights: Supervisor-Write

1! Repeat last command




LCOS 10.20

2 Configuration

Command Description
! <num> Repeat command <num> times
I<prefix> Repeat last command beginning with <prefix>
#<blank> Comment
Legend

> Characters and brackets:

> Objects, in this case dynamic or situation-dependent, are in angle brackets.
> Round brackets group command components, for a better overview.

> Vertical lines (pipes) separate alternative inputs.

> Square brackets describe optional switches.

It follows that all command components that are not in square brackets are necessary information.
> <Path>:

> Describes the path name for a menu or parameter, separated by "/" or "\".
> .. means: one level higher
> . means: the current level

> <Value>:

> Describes a possible input value.
> ""isa blank input value

> <Name>:

> Describes a character sequence of [0...9] [A...Z] [a...Z] [ _].
> The first character cannot be a digit.
> There is no difference between small letters and capital letters.

> <Filter>:

> The output of some commands can be restricted by entering a filter expression. Filtering does not occur line by
line, but in blocks, depending on the command.

> Afilter expression starts with the "@" symbol by itself and ends either at the end of the line orata “;" (semicolon)
to end the current command.

> Afilter expression also consists of one or more search patterns, which are separated by blank spaces and preceded
either by no operator (OR pattern), a "+" operator (AND pattern) or a "-" operator (NOT pattern).

> For the execution of the command, an information block is output exactly when at least one of the "OR" patterns,
all "AND" patterns or none of the "NOT" patterns matches. Capitalization is ignored.

> For a search pattern to contain characters for structuring in the filter syntax (e.q., blank characters), then the
entire search pattern can be enclosed in "*. Alternatively, the symbol "\" can be placed before the special characters.
If you want to search for a quotation mark (*) or "\", another "\" symbol has to be placed in front of it.

@ Entering the start of the word, if it is unique, is sufficient.

> For examples of the usage of the output filter, see the section Filtering trace output on page 269.

Explanations for addressing, syntax and command input

> Allcommands and directory/parameter names can be entered using their short-forms as long as they are unambiguous.
For example, the command sysinfo can be shortened to sys and cd Management to ¢ ma. The input
cd /s isnotvalid, however, since it corresponds to both cd /Setupand cd /Status.

47



LCOS 10.20

2 Configuration

48

> Directories can be addressed with the corresponding SNMP ID. For example, the command cd /2/8/10/2 has
the same effectas cd /Setup/IP-router/Firewall/Rules.
> Multiple values in a table row can be changed with one command, for example in the rules table of the IPv4 firewall:

> set WINS UDP sets the protocol of the WINS rule to UDP

> set WINS UDP ANYHOST sets the protocol of the WINS rule to UDP and the destination to ANY-HOST

> set WINS * ANYHOST also sets the destination of the WINS rule to ANYHOST; the asterisk means that
the protocol remains unchanged

> Thevaluesin a table row can alternatively be addressed via the column name or the position number in curly brackets.
The command set 2 in the table shows the name, the possible input values and the position number for each
column. For example, in the rules table of the firewall, the destination has the number 4:

> set WINS {4} ANYHOST sets the destination of the WINS rule to ANYHOST

> set WINS {destination} ANYHOST also sets the destination of the WINS rule to ANYHOST

> set WINS {dest} ANYHOST sets the destination of the WINS rule to ANYHOST, because specifying
dest here is sufficient to uniquely identify the column name.

> Names that contain spaces must be enclosed within quotation marks (**).

Command-specific help

> A command-specific help function is available for actions and commands (call the function with a question mark as
the argument). For example, ping 2 shows the options of the integrated ping command.

> Enter help or ? on the command line for a complete listing of the available shell commands.

Parameter overview for the ping command

The ping command entered at the command prompt of a terminal connection sends an “ICMP echo-request” packet to
the destination address of the host to be checked. If the receiver supports the protocol and it is not filtered out in the
firewall, the destination host will respond with an “ICMP echo reply”. If the target computer is not reachable, the last
device before the host responds with a “network unreachable” or “host unreachable” message.

The syntax of the ping command is as follows:

ping [-fngr] [-s n] [-1i n] [-c n] [-a a.b.c.d] destination

The meaning of the optional parameters is explained in the following table:

Table 3: Overview of optional parameters for the ping command

Parameter Meaning

-a a.b.c.d Sets the ping's sender address (default: IP address of the device.

-a INT Sets the intranet address of the device as the sender address

-a DMZ Sets the DMZ address of the device as the sender address

-a LBx Sets one of the 16 loopback addresses in the device as the sender address. Valid

values for x are the hexadecimal values 0 — f

-6 <IPv6-Address>%<Scope> Performs a ping command to the link-local address via the interface specified by
<scope>.

For IPv6, the scope of parameters is of central importance: IPv6 requires a link-local
address (fe80::/10) to be assigned to every network interface (logical or physical)
on which the IPv6 protocol is enabled, so you must specify the scope when pinging
a link-local address. This is the only way that the ping command knows which
interface it should send the packet to. A percent sign (%) separates the name of
the interface from the IPv6 address.

Examples:
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Parameter Meaning

> ping -6 feB80::13INTRANET

Ping the link-local address "fe80::1", which is accessible via the interface and/or
the network "INTRANET".

> ping -6 2001:db8::1
Pings the global 1Pv6 address '2001:db8::1".

-6 <Loopback-Interface> Sets an IPv6 loopback interface as the sender address.

-f flood ping: Sends a large number of pings in a short time. Can be used to test
network bandwidth, for example. WARNING: flood ping can easily be misinterpreted
as a DoS attack.

-n Returns the computer name of a specified IP address

-0 Immediately sends another request after a response

-gq Ping command returns no output to the console (quiet)

-r Changes to traceroute mode: The route taken by the data packets underway to the
target computer is shown with all of the intermediate stations

-s n Sets the packet size to n bytes (max. 65500)

-in Time between packets in seconds

-c n Send n ping signals

Destination Address or host name of the target computer

stop /<RETURN> Entering "stop" or pressing the RETURN button terminates the ping command

192.168.2.100 - PuTTY

1

coute 194.140.
ute 194.140.115
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Parameter overview for the trace command

@ The traces available for a particular model can be displayed by entering t race without any arguments.

Table 4: Overview of some executable traces

This parameter ...

...causes the following message in the trace:
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Status

Error

ADSL

ARP

ATM cell

ATM error
Bridge

Connact

Cron

D-channel dump

DF'S

DHCP

DNS

EAP

Ethernet
Firewall

GRE

hnat

IAPP

ICMP

IGMP

IP masquerading
IPv6 config
IPv6e firewall
IPv6-Interfaces
IPv6-LAN-Packet
IPv6 router
IPv6-WAN-Packet
L2TP

LANAUTH

LCR

Connection status messages

Connection error messages

ADSL connection status

Address resolution protocol

ATM packet layer

ATM error

Information on the wireless LAN bridge
Messages from the activity protocol

Activities of the scheduler (cron table)

Traces the D channel of the ISDN bus connected

Trace on dynamic frequency selection, automatic channel selection in the 5 GHz
wireless LAN band

Dynamic host configuration protocol

Domain name service protocol

Trace on EAP, the key negotiation protocol used with WPA/802.11i and 802.1X
Information on the Ethernet interfaces

Displays firewall events

Messages to GRE tunnels

Information on hardware NAT

Trace on inter access point protocol giving information on wireless LAN roaming.
Internet control message protocol

Information on the Internet group management protocol

Events in the masquerading module

Information about the IPv6 configuration

IPv6 firewall events

Information about the IPv6 interfaces

Data packets over the IPv6 LAN connection

Information about the IPv6 routing

Data packets over the IPv6 WAN connection

L2TPv2 / v3 protocol

LAN authentication (e.g. Public Spot)

Least cost router
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This parameter ...
Load balancer
Mail client
NetBIOS

NTP

Packet dump
PPP

RADIUS

RIP

Script
Serial

SIP packet

SMTP client
SNTP
Spgtree

USB

VLAN

VPN packet
VPN status
VRRP

WLAN

WLAN-ACL

XML-Interface-PbSpot

...causes the following message in the trace:

Information on load balancing

E-mail processing by the internal mail client

NetBIOS management

Timeserver trace

Displays the first 64 bytes of a packet in hexadecimal
PPP protocol negotiation

RADIUS trace

IP routing information protocol

Script negotiation

Information on the state of the serial interface

SIP information that is exchanged between a VolP router and a SIP provider or an
upstream SIP telephone system

E-mail processing by the internal mail client

Simple network time protocol

Information on spanning tree protocol

Information on the state of the USB interface
Information on virtual networks

IPSec and IKE packets

IPSec and IKE negotiations

Information on the virtual router redundancy protocol
Information on activity in the wireless networks

Status messages about MAC filtering rules.

@ The display depends on how the WLAN data trace is configured. If a MAC
address is specified there, the trace shows only the filter results relating
to that specific MAC address.

Messages from the Public Spot XML interface

Overview of CAPWAP parameters with the show command

The following information about the CAPWAP service can be viewed using the command line:

Table 5: Overview of all CAPWAP parameters with the show command

Parameters

Meaning

—addresses [<IfcNum>]

-groups

Shows the address tables of an individual or all WLC tunnels. In the case of an
individual WLC tunnel, enter for the <I £ cNum> the number of logical WLC
tunnel interface, for example 10.

Shows the information for an individual or all available assignment/tag groups.

You can supplement the command show capwap groups with the parameters listed below, which control the

scope of the displayed information:
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Table 6: Overview of all CAPWAP group parameters with the show command

Parameters Meaning

all Shows the names configured in the setup menu and the device's internal names
for all assignment/tag groups as well as the default groups that were set up. The
default group represents an internal group which contains all APs.

<groupl> <group2> <..> Shows all APs of the respective assignment/tag groups.

-1 <location> Shows all APs of the respective location.

-c <country> Shows all APs of the respective country.

-1 <city> Shows all APs of the respective city.

-s <street> Shows all APs of the respective street.

-b <building> Shows all APs of the respective building.

-f <floor> Shows all APs of the respective floor.

-r <room> Shows all APs of the respective room description.

-d <device> Shows all APs that have the specified device name.

-v <firmware> Shows all APs which have the specified firmware. To do this, enter the version

number for <f i rmwa re> followed by the build number, e.g., 9.00.0001.

-x <firmware> Shows all APs with a firmware version lower than the one installed on the current
device.

-y <firmware> Shows all APs with a firmware version the same or lower than the one installed on
the current device.

-z <firmware> Shows all APs with a firmware version higher than the one installed on the current
device.

-t <firmware> Shows all APs with a firmware version the same or higher than the one installed
on the current device.

-n <intranet> Shows all APs with an IP belonging to the specified Intranet address.

-p <profile> Shows all APs that have been assigned with the specified WLAN profile.

rmgrp <groupl intern name> Deletes the group(s) with the specified internal names from the memory of the
<group?2 intern name> .. device. Use this command to free up the main memory if too large a number of
- groups is degrading the performance of the device. The entry in the setup menu is
unaffected by this action.

resetgrps Deletes all groups except the default group.

For location information the device evaluates the information entered under Location in the access point table. The
following field names are available:

> co=Country
ci=City
st=Street
bu=Building
fl=Floor
ro=Room

vV V VvV VvV Vv

For instance, the location entry co=Germany, ci=Aachen allows you to list all of the managed APs in Aachen
from the console of the WLC with the command +show capwap group -i Aachen.
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Example commands

show capwap group all

show capwap group groupl

show capwap group -1 yourlocation

show capwap group -s yourstreetname

show capwap group -d yourdevicename

show capwap group -p yourprofilename

show capwap group -d yourdevicename -p yourprofile -v yourfirmversion ..

Overview of IPv6-specific show commands
Various IPv6 functions can be queried at the command line. The following command-line functions are available:

IPv6 addresses. show ipv6-addresses

IPv6 prefixes. show ipvé6-prefixes

IPv6 interfaces. show ipvé-interfaces

IPv6 neighbor cache: show ipv6-neighbour-cache
IPv6 DHCP server show dhcp6-server

IPv6 DHCP client show dhcpv6-client

IPv6 route: show ipvé6-route

vV V VvV V VvV Vv Vv

Additionally, IPv6 communications can be followed with the t race command.

IPv6 addresses

The command show ipvé-addresses shows a list of IPv6 addresses that are currently being used. This is sorted
by interface. Note that an interface can have multiple IPv6 addresses. One of these addresses is always the link-local
address, which starts with £e80:.

The output is formatted as follows:

<Interface> :
<IPv6 address>, <status>, <attribute>, (<type>)

Table 7: Components of the command-line output show ipvé-addresses

Output Comment

Interface The name of the interface

IPv6 address The IPv6 address

Status The status field can contain the following values:
> TENTATIVE

Duplicate Address Detection (DAD) is currently checking the address. It is not yet available for
unicast.

> PREFERRED
The address is valid
> DEPRECATED

The address is still valid, but it is being discontinued. The optimal status for communication is
PREFERRED.

> INVALID

The address is invalid and cannot be used for communication. An address given this status
after its lifetime has expired.

Attribute Shows an attribute of the IPv6 address. Possible attributes are:

> None
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Output Comment

No special attributes
> (ANYCAST)

This is an anycast address
> (AUTO CONFIG)

The address was retrieved by auto-configuration
> (NO DAD PERFORMED)

No DAD is performed

Type The type of IP address

IPv6 prefixes

The command show ipv6-prefixes displays all known prefixes. These are sorted according to the following
criteria:

Delegated prefixes
All prefixes that the router has obtained by delegation.

Advertised prefixes
All prefixes that the router announces in its router advertisements.

Deprecated prefixes

Al prefixes that are being discontinued. These may still be functional, but they will be deleted after a certain
time.

IPv6-Interfaces
The command show ipvé6-interfaces displays a list of IPv6 interfaces and their status.
The output is formatted as follows:

<Interface> : <Status>, <Forwarding>, <Firewall>

Table 8: Components of the command-line output show ipvé-interfaces

Output Comment

Interface The name of the interface
Status The status of the interface Possible entries are:
> oper status is up
> oper status is down
Forwarding The forwarding status of the interface. Possible entries are:

> forwarding is enabled
> forwarding is disabled

Firewall The status of the firewall. Possible entries are:

> forwarding is enabled
> firewall is disabled

IPv6 neighbor cache

The command show ipvé6-neighbor-cache displays the current neighbor cache.
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The output is formatted as follows:

<IPv6 address> iface <interface> lladdr <MAC address> (<switch port>) <device type> <status>
src <source>

Table 9: Components of the command-line output show ipvé6-neighbor-cache

Output Comment

IPv6 address The IPv6 address of the neighboring device

Interface The interface where the neighbor is accessed

MAC address The MAC address of the neighbor

Switch port The switch port on which the neighbor was found

Device type Neighbor's device type (host or router)

Status The status of the connection to neighboring devices. Possible entries are:

> INCOMPLETE

Resolution of the address was still in progress and the link-layer address of the neighbor was
not yet determined.

> REACHABLE
The neighbor was reached in the last ten seconds.
> STALE

The neighbor is no longer qualified as REACHABLE, but an update will only be performed when
an attempt is made to reach it.

> DELAY

The neighbor is no longer qualified as REACHABLE, but data was recently sent to it; waiting
for verification by other protocols.

> PROBE

The neighbor is no longer qualified as REACHABLE. Neighbor solicitation probes are sent to it
to confirm availability.

Source The IPv6 address at which the neighbor was detected.

IPv6 DHCP server

The command show dhcpv6e-server displays the current status of the DHCP server. The display includes
information about the interface on which the server is active, which DNS server and prefixes it has, and what client
preferences it has.

IPv6 DHCP client

The command show dhcpv6-client displays the current status of the DHCP client. The display includes information
about the interface being used by the client and which prefixes and DNS server it is using.

IPv6 route

The command show ipvé6-route displays the complete IPv6 routing table. Routers with fixed entered routes are
displayed with the suffix [static] and the dynamically obtained routes have the suffix [connected]. The loopback address
is marked [loopback]. Other automatically generated addresses have the suffix [local].
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Environment variables

Environment variables are device-specific global variables with predefined values that you can insert anywhere on the
command line as dynamic placeholders. An overview of the environment variables and their values can be output using
the appropriate CLI commands (see below).

All predefined environment variables begin with two underscores: When entering commands on the command line, the
variables are preceded by a dollar sign.

Table 10: Overview of all environment variables

Variable name Contents

___BLDDEVICE The sub-project of the device. The sub-project generally consists of a string without spaces and it
stands for the hardware model of the current device.

___DEVICE The type of the device, for example as displayed in LANconfig or on the device type label.

_ FWBUILD The build number of the firmware currently used in the device. The build number is a four-digit number

__ FWVERSION The version number of the firmware currently used in the device, in the form x.yy". The firmware
version consists of the major release before the dot and the minor release after it.

___LDRBUILD The build number of the firmware currently operating in the device. The build number is a four-digit
number

___LDRVERSION The version number of the loader currently installed in the device, in the form 'x.yy". The loader version
consists of the major release before the dot and the minor release after it.

_ MACADDRESS The type of the device, given as a 12-digit string of hexadecimal values with lowercase letters and
no separators.

___SERIALNO The device serial number.

___SYSNAME The system name of the device.

Use the following commands in the CLI to display or modify environment variables:

> printenv: Displays all environment variables and their current values. If you have set one or more environment
variables with the command setenv, the output of the command printenv shows the user-defined value at
the top and the default value below it.

> echo $ device: Displays the current values of a single environment variable, in this example the value for
the variable '__DEVICE'.

> setenv _ device MeinWert: Sets the value of an environment variable to the desired value.

> unsetenv __ device: Sets the value of an environment variable to the default value.

Keyboard shortcuts for the command line

The following shortcuts can be used to edit the commands on the command line. The “ESC key sequences” show (for
comparison) the shortcuts used on typical VT100/ANSI terminals:

Table 11: Overview of CLI keyboard shortcuts

Shortcut Esc key sequences Description

Up arrow ESC[A In the list of commands last run, jumps one position up (in the direction
of older commands).

Down arrow ESC[B In the list of commands last run, jumps one position down (in the direction
of newer commands).

Right arrow Ctrl-F ESC[C Moves the insert cursor one position to the right.

Left arrow Ctrl-B ESC [D Moves the insert cursor one position to the left.
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Shortcut Esc key sequences Description

Home or Pos1 Ctrl-A ESC [A ESC [17( Moves the insert cursor to the first character in the line.

Close Ctrl-E ESC [F ESC OF ESC [4” Moves the insert cursor to the last character in the line.

Ins ESC[ESC[2” Switches between input and overwrite modes.

Del Ctrl-D ESC <BS> ESC [3~ Deletes the character at the current position of the insert cursor or ends
the Telnet session if the line is blank.

erase <BS><DEL> Deletes the next character to the left of the insert cursor.

erase-bol Ctrl-U Deletes all characters to the left of the insert cursor.

erase-eol Ctrl-K Deletes all characters to the right of the insert cursor.

Tabulator Completes the input from the current position of the insert cursor for a

command or path of the LCOS menu structure:

1. If there is only one possibility of completing the command/path, this
is accepted by the line.

2. Ifthere is more than one possibility of completing the command/path,
this is indicated by an audible sound when pressing the Tab key.
Pressing the Tab key again displays a list of all possibilities to
complete the entry. Then enter e.g. another letter, to allow
unambiguous completion of the input.

3. |If there is no possibility of completing the command/path, this is
indicated by an audible sound when pressing the Tab key. No further
actions are run.

Further information on the special features of the Tab key for scripts can
be found separately in the section Tab command when scripting on page
57,

Tab command when scripting
When working with scripts, the takb command enables the desired columns for the subsequent set command.

When you perform the configuration with a command line tool, you generally supplement the set command with the
values for the columns of the table.

For example, you set the values for the performance settings of a WLAN interface as follows:

> cd /Setup/Interfaces/WLAN/Performance
> set ?

Possible Entries for columns in Performance:

[1][Ifc] : WLAN-1 (1)
[5]1[QoS] : No (0), Yes (1)
[2] [Tx-Bursting] : 5 Chars from: 1234567890

> set WLAN-1 Yes *
In this example the Performance table has three columns:

> Ifc, the desired interface
> Enable or disable QoS
> The desired value for TX bursting

With the command set WLAN-1 Yes * you enable the QoS function for WLAN-1, and you leave the value for TX
bursting unchanged with the asterisk (*).
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Working with the set command in this way is adequate for tables with only a few columns. However, tables with many
columns can pose a major challenge. For example, the table under Setup > Interfaces > WLAN > Transmission
contains 22 entries:

> cd /Setup/Interfaces/WLAN/Transmission
> set ?

Possible Entries for columns in Transmission:

[1][Ifc] : WLAN-1 (1), WLAN-1-2 (16), WLAN-1-3 (17), WLAN-1-4 (18), WLAN-1-5
(19), WLAN-1-6 (20), WLAN-1-7 (21), WLAN-1-8 (22)

[2] [Packet-Size] : 5 Chars from: 1234567890

[3] [Min-Tx-Rate] : Auto (0), 1M (1), 2M (2), 5.5M (4), 11M (6), 6M (8), 9M (9), 12M
(10), 18M (11), 24M (12), 36M (13), 48M (14), 54M (15)

[9] [Max-Tx-Rate] : Auto (0), 1M (1), 2M (2), 5.5M (4), 11M (6), 6M (8), 9M (9), 12M
(10), 18M (11), 24M (12), 36M (13), 48M (14), 54M (15)

[4] [Basic-Rate] : 1M (1), 2M (2), 5.5M (4), 11M (6), oM (8), 9M (9), 12M (10), 18M
(11), 24M (12), 36M (13), 48M (14), 54M (15)

[19] [EAPOL-Rate] : Like-Data (0), 1M (1), 2M (2), 5.5M (4), 11M (6), 6M (8), 9M

(9), 12M (10), 18M (11), 24M (12), 36M (13), 48M (14), 54M (15), HT-1-6.5M (28), HT-1-13M
(29), HT-1-19.5M (30),

HT-1-26M (31), HT-1-39M (32), HT-1-52M (33), HT-1-58.5M (34), HT-1-65M (35), HT-2-13M (36),
HT-2-26M (37), HT-2-39M (38), HT-2-52M (39), HT-2-78M (40), HT-2-104M (41), HT-2-117M
42), HT-2-130M (43)

(

[12] [Hard-Retries] : 3 Chars from: 1234567890

[11] [Soft-Retries] : 3 Chars from: 1234567890

[7] [11b-Preamble] : Auto (0), Long (1)

[16] [Min-HT-MCS] : Auto (0), MCs-0/8 (1), MCS-1/9 (2), MCS-2/10 (3), MCS-3/11 (4),
MCS-4/12 (5), MCS-5/13 (6), MCS-6/14 (7), MCS-7/15 (8)

[17] [Max-HT-MCS] : Auto (0), MCS-0/8 (1), MCS-1/9 (2), MCS-2/10 (3), MCS-3/11 (4),
MCS-4/12 (5), MCS-5/13 (6), MCS-6/14 (7), MCS-7/15 (8)

[23] [Use—-STBC] : No (0), Yes (1)

[24] [Use-LDPC] : No (0), Yes (1)

[13] [Short-Guard-Interval] : Auto (0), No (1)

[18] [Min-Spatial-Streams] : Auto (0), One (1), Two (2), Three (3)

[14] [Max-Spatial-Streams] : Auto (0), One (1), Two (2), Three (3)

[15] [Send-Aggregates] : No (0), Yes (1)

[22] [Receive-Aggregates]: No (0), Yes (1)

[20] [Max-Aggr.-Packet-Count] : 2 Chars from: 1234567890

[6] [RTS-Threshold] : 5 Chars from: 1234567890

[10] [Min-Frag-Len] : 5 Chars from: 1234567890

[21] [ProbeRsp-Retries] : 3 Chars from: 1234567890

Use the following command to set the short guard interval in the transmission table for the WLAN-1-3 interface to No:

> set WLAN-1-3 * * * % % % % * % % % * o

The asterisks for the values after the column for the short guard interval are unnecessary in this example, as the
columns will be ignored when setting the new values.

As an alternative to this rather confusing and error-prone notation, you can use the talb command as the first step to
determine which columns are changed with the subsequent set command:

> tab Ifc short guard-Interval
> set WLAN-1-3 No

The tab command also makes it possible to change the order of the columns. The following example for the WLAN-1-3
interface sets the value for the short guard interval to No and the value for Use-LDPC to Ye s, although the corresponding
columns in the table are displayed in a different order:

> tab Ifc short guard-Interval Use-LDPC
> set WLAN-1-3 No Yes

The tables may only contain only a selection of the columns, depending on the hardware model. The tab
command ignores columns which do not exist for that device. This gives you the option to develop unified scripts
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for different hardware models. The tab instructions in the scripts reference the maximum number of required
columns. Depending on the model, the script only performs the set instructions for the existing columns.

You can also abbreviate the tabcommand with curly brackets. Use the following command to set the short guard
interval in the transmission table for the WLAN-1-3 interface to No:

> set WLAN-1-3 {short-guard} No

The curly brackets also enable you to change the order of the columns. The following example for the WLAN-1-3 interface

sets the value for the short guard interval to No and the value for Use-LDPC to Yes, although the corresponding
columns in the table are displayed in a different order:

> set WLAN-1-3 {Short-Guard-Interval} No {Use-LDPC} Yes

Function keys for the command line

The function keys (the F keys on the keyboard) allow users to save frequently used command sequences and to call them
easily from the command line.

This function is configured in the Setup menu under Config > Function-Keys. Use thedrop-down menu under Key to
select one of the function keys F1 to F12 and, under Mapping, enter the command sequence just as you would on the
command line. You can enter any of the commands/shortcuts possible on the LCOS command line.

Special features of the caret character

When using the caret character () in your commands, be aware that this is also used to map special control commands
with ASCII values below 32:

> A stands for Ctrl-A (ASCII 1)
> AZstands for Ctrl-Z (ASCII 26)

> A[stands for Escape (ASCII 27)
> AN Adouble caret symbol stands for the caret symbol itself.

@ If a caret symbol is entered in a dialog field or editor followed directly by another character, the operating system
may possibly interpret this sequence as another special character. By entering caret + A, the Windows
operating system outputs an A. To enter the caret character itself, enter a space in front of the subsequent
characters. The sequence AA is thus formed from caret character + space + A.

2.2.4 SNMP management program

The Simple Network Management Protocol (SNMP) enables devices on a network to be monitored and configured from
a central instance. Since its initial release in 1988, it has continued to evolve to meet the needs of increasingly complex
network infrastructures and the demands for user-friendliness, security and flexibility.

LCOS supports the following SNMP versions:

> SNMPv1
> SNMPv2c
> SNMPv3

Along with the LCMS tools (LANCOM Management System), there are a range of configuration and management programs
that you can use to monitor or control network components that are equipped with an SNMP agent, including routers,
switches, printers, firewalls, and others. These programs include commercial products, but also numerous applications
available on an open-source, freeware or shareware basis.

The MIB (Management Information Base) file of the device, which is required by SNMP programs, can be conveniently
generated with WEBconfig (see Retrieving the SNMP device MIB on page 35) or on the command-line console using
the command readmib.
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2.3 LANCOM Layer 2 Management protocol (LL2M)

2.3.1 Introduction

A basic pre-requisite for all methods device configuration is for an IP connection to exist between the configuration
computer and the device. No matter whether LANconfig, WEBconfig or Telnet is used; no configuration commands can
be sent to the device without an IP connection. In the event of erroneous configuration of the TCP/IP settings or VLAN
parameters, this IP connection may be impossible to establish. The only option in this case is to access the device via
the serial configuration interface, which however is not available on all devices, or to reset the device to its factory
settings. However, both options require physical access to the device—this may not always be the case for the concealed
installation of access points and can represent considerable overhead for larger-scale installations.

The LANCOM Layer 2 Management Protocol (LL2M) is used to also enable configuration access to a device even
without an IP connection. All this protocol requires is a connection on layer 2 (i.e. via Ethernet directly or via layer-2
switches) to establish a configuration session. LL2ZM connections are supported on LAN or WLAN connections, but not
via WAN. Connections via LL2M are password protected and are resistant to replay attacks.

LL2M establishes a client-server structure for this purpose: The LL2M client sends requests or commands to the LL2M
server, which then responds to the requests or runs the commands. The LL2M client is integrated into LCOS and is run
from the command line. The LL2M server is also integrated into LCOS and is usually only enabled for a brief period after
device power-on. In this time frame, an administrator can use the LL2M client to perform changes to the configuration
of the device running the LL2M server.

2.3.2 Configuring the LL2M server

Activation and configuration of the LL2M server is done exclusively via the setup menu of a device. The following steps
show you which settings are required:

1. In WEBconfig or in a terminal program, switch to the menu item Setup/Config/LL2M.

2. Set the parameter Operating to Yes.

3. Set the Time limit in seconds for an LL2M client to reach the LL2M server after booting/powering up the device.
The LL2M server is disabled automatically after expiry of the time limit. The value ‘0" disables the time limit. The
LL2M server stays permanently enabled in this state.

2.3.3 Commands for the LL2M client
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An encrypted tunnel is set up for every LL2M command to protect the transmitted log-in information. To use the integrated
LL2M client, start a terminal session on a device that has local access to the LL2M server via the available physical
medium (LAN, WLAN). The following commands can be used to contact the LL2M server in this console session:

@ You must have root rights on the LL2M server to run commands on the LL2M client.

LL2Mdetect

The LL2M client uses this command to send a SYSINFO request to the LL2M server. The server then sends its system
information, such as hardware and serial number, back to the client for display. The LL2Mdetect command can be
restricted with the following parameters:

-a <MAC-address>

Restricts the command to those devices with the specified MAC address only. Enter the MAC address in the
format 00a057010203, 00-a0-57-01-02-030r00:a0:57:01:02:03.
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If no MAC limitations are set, the "detect" is sent as a multicast (or alternatively using —b as a broadcast) to
all LL2M-compatible devices. To contact groups of MAC addresses, * and x can be used as wildcards in
individual MAC address positions, e.g., 00-a0-57-xx-xx-xx for all devices' MAC addresses.

In a command line with multiple parameters, the final parameter must be —a. A different order is
not allowed.

-b

Explicitly sends the LL2ZMdetect request as a broadcast and not as a multicast.
-f <Version>

Restricts the command to those devices with the corresponding firmware version only.
-r <Hardware-Release>

Restricts the command to those devices with the corresponding hardware release only.
-s <Serial number>

Restricts the command to those devices with the corresponding serial number only.
-t <Hardware-Type>

Restricts the command to those devices of the corresponding hardware type only.
-v <VLAN-ID>

Only sends the LL2Mdetect request on the VLAN specified. If no VLAN ID is specified, the VLAN ID of the first
defined IP network is used.

The command 112mdetect -r Asendsa SYSINFO request to all devices of the hardware release "A". The response
from the LL2M server then contains the following information:

> Device name

Device type

Serial number

MAC address

Hardware release
Firmware version with date

VvV VvV V Vv Vv

LL2Mexec

The LL2M client uses this command to send a single-line command to run on the LL2M server. Multiple commands can
be combined in one LL2ZM command by using semicolons as separators. Depending on the command, the actions are
run on the remote device and the responses from the remote device are sent to the LL2M client for display. The LL2Mexec
command conforms to the following syntax:

112mexec <User>[:<Password>]@<MAC address>

The LL2Mexec command can be restricted with the following parameters:

-i <WLAN-Interface>
Only sends the LL2Mexec command only on the specified WLAN interface.
-v <VLAN-ID>

Only sends the LL2Mexec command on the VLAN specified. If no VLAN ID is specified, the VLAN ID of the
first defined IP network is used.

For example, the command line 112mexec root@00a057010203 set /setup/name MyDevice
logs in the LL2M client as "root" on the LL2M server with the MAC address "00a057010203". Since the password was
not included, the device first looks for the corresponding username in the local database and automatically uses the
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password for this user. If the username is also not included, the login data of the currently registered user for the CLI
session is used. Then the LL2M client sets the name of the remote device to the value ‘MyDevice'.

2.4 Saving and loading device-configuration and script files

A device configuration file contains all of its settings. Script files are useful for managing the settings of a device
automatically. To protect of these files against unauthorized access or transmission errors, it is possible to export them
from or upload them to the device in an encrypted state and with a checksum.

There are three different file types:

> No checksum, no encryption: A text file with content readable by a text editor.

> Checksum: The text file contains information about the checksum and the hash algorithm for calculating this checksum.
The contents of this text file is readable with a simple text editor.

@ LANconfig prior to version 9.10 recognizes files with checksums.

> Encryption: Before the file is exported it is encrypted by the device using a password chosen by the administrator.
The text file contains information about the encryption algorithm used, as well as a checksum. The contents of the
text file is no longer decipherable by a text editor, with the exception of the file header.

@ LANconfig prior to version 9.10 cannot read encrypted files.

The file extensions of these files are . 1c £ for configuration files or . 1cs for script files. The detection of a
file that is encrypted and/or contains a checksum relies exclusively on the file header.

The following functions are available from the Windows Explorer context menu:

Open
Print
What's This?

Open

This menu item opens the configuration in LANconfig.

@ This item only appears for configuration files with the extension . 1cf.

What's this

This menu item opens a help text which gives users information about dealing with this file.
Print

This menu item enables you to print the file.
Setup Wizard

This menu item starts the LANconfig Setup Wizard.

@ This item only appears for configuration files with the extension . 1c£.
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2.4.1 Configuration management with WEBconfig and the console

To export a configuration file from WEBconfig, navigate to the view File management > Save configuration.

Save Configuration

Include checksum

Passward:

Password (Repeat):

Download

The following options are available:

No entries

By default, all options are disabled. A click on Download invokes the dialog for downloading an unencrypted
configuration file without a checksum.

Include checksum

A click on Download invokes the dialog for downloading an unencrypted configuration file with a checksum.
Password

Specify a password if you want to encrypt the configuration file before downloading it.

To save the configuration from the console, use the following parameters:

> readconfig: Backs up the configuration without checksum and encryption.
> readconfig -h:Adds a checksum to the configuration file.
> readconfig -s <password>:Encrypts the configuration file with the use of the specified password.

To upload a configuration file with WEBconfig, navigate to the view File management > Upload configuration.

Upload Configuration
Enter the path and file name of the configuration file.

Save configuration as first alternative boot configuration
Save configuration as second alternative boot configuration

Password:

Filenama: | Choose File | No file chosen

Start Upload

If the configuration file is encrypted, enter the appropriate password and click on Start upload.

@ For more information about alternate boot configurations, see the chapter Alternative boot config.
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2.4.2 Script management with WEBconfig and the console

To export a script file from WEBconfig, navigate to the view File management > Save configuration script.

Parameter {max. 200 characters)

comments
include default values
include checksum

include table field identifiers

-m
compact output
-n
numetic path
Password {max. 100 characters)
(Repeat)
Password {max. 100 characters)

| Previous Page || Download || Reset |

The following options are available:

Parameters

By default, all options are disabled. A click on Download invokes the dialog for downloading an unencrypted
script file without a checksum.

Password

Specify a password if you want to encrypt the script file before downloading it.

To save the script file from the console, the following parameters are available:

> readscript: Backs up the configuration without checksum and encryption.

readscript -h:Addsa checksum to the configuration file.

readscript -s <password>: Encrypts the configuration file with the use of the specified password.
readscript -o:Replaces the passwords with a "*" to obfuscate them in the text output.

vV VvV Vv

More information about the parameters, see the chapter Commands for the console in the section about
readscript.

To upload a script file with WEBconfig, navigate to the view File management > Execute configuration script.

Enter the path and file name of the script file.

Password
Filename:| Choose File | No file chosen

Start Upload

If the script file is encrypted, enter the appropriate password and click on Start upload.
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2.4.3 Configuration management with LANconfig

You can use LANconfig to save a configuration file by right-clicking on the corresponding device in the list of devices.
From the context dialog, open the save dialog under Configuration management > Save as file.

G Save Configuration of 1780EW-4G as ﬁ
Speichem , LCOS Configuration Files <] Y = T
MName ‘ Anderungsdatum Typ 'S
£ 1900EF - V10.20 D2018-05-23.Icf 23.05.201812:33 LANconi
B 2tplcf 25.05.2018 15:59 LANcon =
= LANCOM 1781AW - V10.20 D2018-05-23.1cf  23.05.2018 11:29 LANconi
= LANCOM 1781VA-4G (over POTS) - V10,20 ..  23.05.2018 11:31 LANconi
£ Mew Configuration for LANCOM 1900EF - V...  16.05.2018 17:08 LANconi
£ Testlcf 05.03.2018 10:29 LAMcont ™
] 1 ¢
iy SR 7B0EW-4G - V10.20 D2018-08-09 T1743 Icf| Speichem
Dateiyp: | Configuration Files +| [ Abbrechen |
Password: [ Show
Repeat: || Qualty |
Advanced...
Device type:  LANCOM 17B0EW-4G with fimware version 10.20.0140

The following entries are available:

File name

LANconfig composes the file name from various pieces of information (including version number, date and
time). Change the name to suit your needs.

File type
Choose whether this is a configuration file or something else.
Password

Specify a password if you want to encrypt the configuration file before downloading it.

Under Advanced you can set optional parameters that are processed by the device when a configuration file is loaded
automatically (auto-load). Use this to customize the configuration.

You can use LANconfig to upload a configuration file to the device by right-clicking on the device where the configuration
is to be uploaded. From the context dialog, open the restore dialog under Configuration management > Restore
from file.

Select the required configuration file, enter the password (if applicable) and click Open to upload the configuration to
the device.

2.5 Alternative boot config

2.5.1 Introduction

The way that a device operates is determined by its configuration. The configuration is defined by the user and stored
to a special portion of the flash memory that remains intact even when the device is restarted (configuration memory).

When shipped, the configuration memory is empty because it does not yet have a user-defined configuration. Once in
operation, the configuration memory can be deleted again by carrying out a configuration reset. If a device with an
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empty configuration memory is restarted or rebooted, the parameter values are taken from a boot configuration containing
default values for the respective model.

A configuration is only written to the configuration memory if at least one parameter has been changed. The full
configuration is written to the configuration memory. Even if only the device name is changed, current values for all of
the parameters available to the device are stored to the user-defined configuration. Values for unchanged parameters
are taken from a boot configuration.

The devices can work with three different boot configurations:

Factory settings

These are the default values for the model as shipped. The standard boot configuration is contained in the
device's firmware.

Customer-specific standard settings

These are the customer's own default settings for the model in question. These are used when the configuration
memory is empty but the factory settings should not be used. This function provides the devices with persistent
settings (i.e. remaining available however many times the device is rebooted or reset) that contain
customer-specific standard settings for the boot procedure. Customer-specific standard settings are not
deleted by a configuration reset. Customer-specific standard settings are stored to the first boot memory
space.

Rollout configuration

This configuration is useful for large-scale rollout scenarios where multiple devices need a boot configuration
that differs from the factory settings. The rollout configuration is activated by pressing the reset key for a
particular length of time. The specialized rollout configuration is stored to the second boot memory space.

2.5.2 Using the boot configuration
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When started normally, the devices try to use the available configurations in a set order:

1. User-defined configuration (in the configuration memory)
2. Customer-specific standard settings (in the first boot memory space)
3. Factory settings (in firmware)

The customer-specific standard settings are taken automatically and in preference to the factory settings, assuming that
the configuration memory is empty.

Special features of the rollout configuration

The rollout configuration is activated with the reset button. The reset button fulfills various functions depending upon
how long the button is pressed:

> Less than 5 seconds:

Boot (restart), whereby the user-defined configuration is loaded from the configuration memory. If the user-defined
configuration is empty, then the customer-specific standard settings (first memory space) are loaded instead. The
loading of the customer-specific standard settings is visible when all LEDs on the device light up briefly in red.
Similarly, the factory settings are loaded if the first memory space is empty.

> Longer than 5 seconds until the first time that all device LEDs light up:

Configuration reset (deletes the configuration memory) followed by a restart. In this case the customer-specific
standard settings (first memory space) are loaded instead. The loading of the customer-specific standard settings is
visible when all LEDs on the device light up briefly in red. The factory settings are loaded if the first memory space
is empty.

> Longer than 15 seconds until the second time that all device LEDs light up:
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Activating the rollout configuration and deleting the user-defined configuration After restarting, the rollout
configuration is started from memory space 2. The loading of the rollout configuration is visible when all LEDs on
the device light up twice briefly in red. The factory settings are loaded if the second memory space is empty.

The rollout configuration is activated directly after restarting if the reset button is pressed for more than 15 seconds. The
next time the device is restarted, the normal boot sequence applies again automatically, as listed above.

If the reset button has been deactivated in the configuration (set to Ignore or Boot only), it is impossible to
load the rollout configuration.

Examples

The following diagram illustrates which configuration is loaded by the different reset procedures, depending on the
status of the device.

> Pressing the reset button for less than 5 seconds loads the user-defined configuration. If no user-defined configuration
exists, the device returns to the customer-specific standard settings. If these are not available either, the factory
settings are loaded.

> Pressing the reset button for longer than 15 seconds deletes the custom configuration and loads the rollout
configuration. If no rollout configuration exists, the factory settings are loaded.

X I User-defined configuration

Customer-specific standard settings

2 I Rollout configuration
XI Factory settings

Reset < 5 seconds

Reset > 5 seconds

)
>

2.5.3 Storing and uploading the boot configurations

Reset > 15 seconds

Reset via serial interface

£9)
) PN MDY D

Save

The customer-specific standard settings and the rollout configuration are saved in a compressed format. Using the
command line, you can optionally save the current device configuration as your customer-specific standard settings or
as a rollout configuration. Use one of the following commands for this:

bootconfig --savecurrent [1,2,all]

bootconfig -s [1,2,all]

Entering the appropriate number ensures that either the first boot memory space for the customer-specific standard
settings is selected, or the second boot memory space for the rollout configuration. The parameter a1 1 writes the current
configuration to both memory spaces at the same time.
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Upload

The customer-specific standard settings or the rollout configuration can be uploaded to the device with WEBconfig under
File management > Upload configuration: Here you select the configuration file to be used and you activate the
purpose as either customer-specific standard settings (first memory space) and/or rollout configuration. Alternative boot
configurations must be available as *.Icf files.

Upload Configuration
Enter the path and file name of the configuration file.

Save configuration as first alternative boot configuration
Save configuration as second alternative boot configuration

Password:

Filenama: | Choose File | No file chosen

Start Upload

@ If both memory spaces of the boot configuration are occupied (i.e. with customer-specific standard settings and
arollout configuration), then the device cannot be reset to the factory settings by using the reset button. Instead,
reset a device as described under Firmware upload via outband with reset of the configuration on page 72.

@ For devices that only allow one boot configuration, the restriction described above does not apply. The reset
button always resets these devices to their factory settings.

@ If the configuration file is encrypted, enter the appropriate password.

2.5.4 Deleting the boot configuration

The alternative and the special boot configurations cannot be deleted with the normal file functions. Instead you use
one of the following CLI commands for this:

bootconfig --remove [1,2,all]

bootconfig -r [1,2,all]

Selecting the appropriate number ensures that the corresponding boot memory space is selected. The parameter a11
causes both memory spaces to be deleted at once.

2.5.5 Working with certificates
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In order for VPN and SSL/TLS to function after a configuration reset, a standard certificate can be stored to the device
as a PKCS#12 container. This standard certificate is only used by the customer-specific standard settings and the rollout
configuration.

> If the customer-specific standard settings are loaded, the standard certificate is copied to the normal certificate
storage location for VPN and SSL/TLS. This ensures that it remains available even after rebooting.

> If the rollout configuration is loaded, the standard certificate for VPN is used, but it is not copied. This means that
in case of a restart (even without a configuration reset) the device has no access to the certificate.

You can upload the standard certificate into the device using either LANconfig or WEBconfig.
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2.6 FirmSafe

2.6.1 Introduction

FirmSafe makes it safer to import new software: The firmware on the device is not simply overwritten, but a second
firmware is stored in the device in addition (symmetric FirmSafe). This protects your device in case of events such as a
power failure or an interrupted connection during the firmware upload.

Only one of the two firmware versions stored in the device can be active at any time. When new firmware is uploaded,
the currently inactive firmware version will be overwritten. By selecting the FirmSafe mode you decide which firmware
version should be activated after the upload.

2.6.2 Configuration

The firmware-upload mode is set in the Setup menu under Firmware > Mode-Firmsafe. Three different modes are
available. LANconfig provides the options for uploading firmware upload either as an 'immediate’ process by 'manual’
means (cf. Firmware upload via LANconfig on page 70).

> Immediate: This option loads the new firmware and activates it immediately. The following situations can result:

> The startup with the new firmware is successful and the device then operates as intended.

> After uploading the firmware the device no longer responds. If the device does not automatically fall back to a
previous firmware or if it starts with a minimal firmware, you can repeat the upload, for example via LL2M. If an
error occurs during the upload, the device automatically activates the previous firmware and restarts.

> Login: In this mode, the device only activates the uploaded firmware temporarily in order to prevent problems from
a failed upload. After activation, the device waits for a successful login via a terminal program or WEBconfig for the
time (in seconds) set in the Setup menu under Firmware > Timeout-Firmsafe. Only after this login is the firmware
activated.

If the device no longer responds or it is impossible to log in, it automatically loads the previous firmware version and
reboots the device with it.

> Manual: In this mode, the device only activates the uploaded firmware temporarily in order to prevent problems
from a failed upload. The device starts with the new firmware and waits for the time period set under Firmware >
Timeout-Firmsafe until the loaded firmware is manually activated and therefore becomes permanently effective.

Using LANconfig, activate the new firmware with the menu item Device > Firmware management > Activate
firmware running in test mode. In the Setup menu, you activate the firmware under Firmware > Table-Firmsafe.
Using the CLI, enter the command line set # active, where '#' stands for the position of the firmware in the
FirmSafe table.

In this case, too, after the timeout has elapsed the device automatically switches back to the previous firmware and
restarts.

@ It is only possible to upload a second firmware if the device has sufficient memory available for two complete
firmware versions. Up-to-date firmware versions (with additional software options, if applicable) may take up
more than half of the available memory in older hardware models. In this case these device uses the asymmetric
Firmsafe.

2.6.3 Toggling the active firmware via console command

As of LCOS version 10.12, the current firmware can be switched over to the alternative firmware with a CLI command.
The previously inactive firmware is set to "active" and the previously active firmware is set to "inactive". After entering
the command, the device automatically executes a restart without further confirmation.

Under / Firmware, enter the command do switch-firmware.
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@ The restart is performed automatically.

2.6.4 Asymmetric FirmSafe

The large and growing range of functions in the firmware means that some models are unable to store two complete
versions of the firmware at once. These devices benefit from the asymmetric FirmSafe feature.

With asymmetric FirmSafe, the device always contains a “complete version” along with a bare-bones version known as
“minimal firmware"”. The minimal version normally remains unused, but it provides local access to the device after a
failed upload of the complete firmware version (e.g. as a result of a power cut during the upload process) in order to
load an executable version of the firmware onto the device (via LAN, WLAN, or the config interface).

The minimum firmware cannot be configured! Changes to the configuration via LANconfig, WEBconfig or Telnet are
not stored to the device. Advanced functions, in particular the remote management via WAN or ISDN, are not available
as long as the minimal firmware is active. However, the LL2M server is also active in a minimal firmware version and
offers access to the device provided it is reachable from an LL2M client over layer 2 (Ethernet).

Switching over to asymmetric FirmSafe

To switch devices to asymmetric FirmSafe, you first load the converter firmware onto the device. This converts the firmware
currently not activated in the device into a minimal firmware version, creating room for new and more comprehensive
firmware. This process only has to be performed once.

You can then load a new, complete firmware version onto the device, which becomes active after a successful upload.
The minimal firmware remains in the device to ensure that the device can be accessed.
Firmware upgrade with asymmetric FirmSafe

The subsequent firmware upload automatically overwrites the active firmware with new firmware.

2.7 Uploading firmware to the device via a client

Firmware can be uploaded to the device in different ways, for example via LANconfig, WEBconfig or a terminal program.
A number of different protocols are available here.

In most cases, uploading or updating the firmware does not change any of the settings in your device (exception: Upload
with reset). Nevertheless, as a precaution you should create a complete backup of your configuration. You should also
have a backup of the previous firmware version in case the update process fails and, for example, the device falls back
to a minimum firmware that does not allow Internet access. If you no longer have the corresponding firmware file, look
for it under www.lancom-systems.com.

If the newly installed firmware contains parameters that are not available in the current firmware of the device, the
missing values are supplemented with the default settings.

2.7.1 Firmware upload via LANconfig
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This section describes how to load another firmware version into the device via LANconfig.

1. Select the device in the selection list and click on Device > Firmware management > Upload new firmware.

2. Inthedialog box that opens, select the directory where the new version is located and mark the corresponding *.upx
file.
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LANconfig then displays the type, version and release date of the firmware.

2%
Look in: | £ Ie5.330 -] e @k E

= Lc-1621-3.30.upx

File name: ILE-‘I E21-3.30.upx Open

Filez of type: IFirmware Files j Cancel |

Description:  Firmware update, version 3.30 of 1/26/2004

v After upload, start the new fi in test mode

*r'ou have to activate the fimware explicitly within |5 _|::' minutes,

of the device will boot and then restart the previously activated firmware.

4

3. Optional: Select whether the device should activate the firmware permanently after loading or initially operate it in
a test mode. If you decide to use the test mode, specify a time period after which the device switches back to the
previous firmware version if you do not activate the new firmware using the Configuration management.

@ This option is not available for devices that use asymmetric FirmSafe.

4. Click on Open to replace the existing firmware with the selected version.

LANconfig now starts with the firmware upload. You can track the process with the progress bar and log. After a successful
upload, LANconfig restarts the device automatically.

2.7.2 Firmware upload via WEBconfig

In WEBconfig, you upload a new firmware version using the File management menu. Select the required firmware file
and click on Upload. Just as with LANconfig, you have the option of uploading the firmware in test mode (see Firmware
upload via LANconfig on page 70).

2.7.3 Firmware upload by terminal program

This section describes how to load another firmware version into the device with a terminal program. Two alternatives
are available here:

> Upload via the serial configuration interface

> Upload via TFTP or SCP

Uploading via the serial connection requires a program that supports the XModem protocol, e.g. Windows HyperTerminal,
Telix or the free software Tera Term. Uploading via TFTP or SCP works on a local or external network.

The following section describes a firmware upload via the serial configuration interface using HyperTerminal. Uploading
firmware via TFTP or SCP is broadly very similar to any normal file upload. For more information, please see Loading files
directly from/to the device via TFTP, HTTP(S) or SCP on page 75.

1. Use the serial configuration cable to connect the device to a computer.

2. On the computer, start a serial terminal program such as Hyperterminal.

3. Establish a connection using the following settings and login to the device with your login credentials:

> Speedinbps: 115200

Data bits: 8

Stopbits: 1

Parity: None

Flow control: RTS/CTS or RFR/CTS

vV VvV VvV Vv
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4, Change to the Firmware menu and use the command set mode-firmsafe <value> to setthe desired
FirmSafe mode, where <value> stands for one of the possible modes. If necessary, you can additionally set the
time period for the firmware test under set Timeout-firmsafe.

An explanation of the possible modes and the related configuration steps is available in the FirmSafe section
Configuration on page 69.
5. The device is set to the ready-to-receive state by entering the action command do firmware-upload.

6. Start the upload process from your terminal program.

> InTelix, click the button Upload, set XModem for the transfer and select the firmware file for upload.

> In HyperTerminal, click Transfer > Send file, select the firmware file, set XModem as the protocol and start
with OK.

> InTera Term, click File > Transfer > XMODEM > Send and select the firmware file for upload.

The firmware upload is now carried out. After a successful firmware upload, the device restarts.

2.7.4 Firmware upload via outband with reset of the configuration
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If both memory spaces of the boot configuration are occupied (i.e. with customer-specific standard settings and a rollout
configuration), then the device cannot be reset to the factory settings by using the reset button. The same applies if the
function of the reset button is restricted to Ignore or Boot only and the configuration password is no longer available.
In this case, you can only reset to the factory settings by means of the serial interface (outband).

The serial interface is an optional way to upload firmware into the device. Entering the serial number of the device instead
of the configuration password results in the device configuration being reset to its factory settings. In this way you can
always regain access to the device if it becomes impossible to restore the factory settings in any other way.

@ This procedure completely deletes the configuration and the boot configurations stored on the device! The same
applies to files stored in the device, such as any available rollout certificates. For this reason you should only use
this option if you have no other way of accessing the device. The configuration and boot configuration are deleted
even if the firmware upload is interrupted.

The following example application describes how to use HyperTerminal to upload firmware via the serial interface while
resetting the configuration.

1. Use the serial configuration cable to connect the device to a computer.

2. On the computer, start a serial terminal program such as Hyperterminal: Windows HyperTerminal.

3. Set up a connection with the following settings:

> Speedinbps: 115200

Data bits: 8

Stopbits: 1

Parity: None

Flow control: RTS/CTS or RFR/CTS

VvV VvV VvV Vv

4. In the terminal program's welcome screen, press the Return key until the request to enter the password appears.
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5. Enter the serial number that is displayed under the firmware version and press the Return key again. The system
then shuts down and is ready to receive the firmware upload.

#gFirmwareUpload - HyperTerminal
File Edit View Call Transfer Help
DlD’“l @A DlEF'
=]
Outband-115208 Bit/s OK
H
|
1
i
| .:-'r—_:*_ e e 3
Connection No.: 0801 {Qutband-115260 Bps)
Password:
Syatem is golng down ...
' FLASHROM-Upload
| s A
| Copyright (C) == -
| Ver. 2.06.0001 / 22117006 / 16:30
gtart Kmodem Upload
L]
Connected 0:01:41 [Autodetect  [115z008N-1  [SCROLL  [CAPS UM [Caphure  [Print echo y
6. In HyperTerminal, click Transfer > Send file, select the firmware file, set XModem as the protocol and start with
OK.

The firmware upload is now carried out. After a successful firmware upload, the device restarts.

2.8 LANCOM Auto Updater

The LANCOM Auto Updater allows the automatic updating of on-site LANCOM devices without further user intervention.
LANCOM devices can search for new software updates, and download and install them without any user interaction.
You can choose whether to install security updates, release updates, or all updates automatically. If you choose not to
use automatic updates, the feature can still be used to check for the availability of new updates.

The LANCOM Auto Updater contacts the LANCOM update server to check for updates and firmware downloads.
Communication is based on HTTPS. When contacting the server, the LANCOM device uses previously installed TLS
certificates for validation. Furthermore, the firmware files for current LANCOM devices are signed. The LANCOM Auto
Updater validates this signature before uploading any firmware.
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2.8.1 Configuring the Auto Updater

74

The configuration for the LANCOM Auto Updater in LANconfig is located under Management > Software update.

Using the automatic LCOS Software Update the device can check for new fimware versions and
install those matching the corfigured update policy during certain time frames.

Update mode: ICheck & update ']
Check interval: I Daity hd I
Update policy: ISecuri’ry patches only ']
Check time frame
From: 0 To: 0

Installation time frame

From: 2 To: 4
Base URL: https://update lancom-systems de
Source address (optional): - Select

Update mode

Set the operating mode here. The following modes are supported:

Check & update

> The Auto Updater regularly checks the update server for new updates.

> The update server uses the update policy to find the most suitable update, it sets the time to download
and install the update within a time frame configured by the user, and it sends the update to the Auto
Updater.

> The firmware is installed in test mode. After installation, the Auto Updater performs a connection check.
Here, the device checks whether a connection can be established to the update server to ensure that
Internet access is still available. These attempts continue for several minutes to allow for VDSL
synchronization or WWAN connection setup. If the update server is contacted successfully, the test mode
terminates and the firmware goes into regular operation. If the update server cannot be contacted, then
Internet access is assumed to be impossible and the second (i.e. the previously active) firmware will be
started again.

Check
> The Auto Updater reqularly checks the update server for new updates.

> The availability of a new update is signaled to the user in the LCOS menu tree and via syslog.
> Users can manually use the Auto Updater to initiate the latest available update.

@ A manual update is started with the following entry on the command line:
do /setup/Automatic-Firmware-Update/Update-Firmware-Now

Manual

> The Auto Updater only checks for new updates when prompted by the user.
> Users can manually use the Auto Updater to initiate the latest available update.

@ A manual update is started with the following entry on the command line:

do /setup/Automatic-Firmware-Update/Update-Firmware-Now

Check interval

This decides whether checks for an available update are performed daily or weekly.



LCOS 10.20

2 Configuration

Update policy

Latest version

Always the newest version, irrespective of the release version. Example: 10.20 Rel is installed; an update to
10.20 RU1 is performed, but also to 10.30 Rel. Updates always go to the latest version, but not back to a
previous release.

Current version

The latest RU/SU/PR within a release. Example: 10.20 Rel is installed; an update to 10.20 RU1 is performed,
but not to 10.30 Rel.

Security patches only

The latest SU within a release. Example: 10.20 Rel is installed; an update to 10.20 SU1 is performed, but not
to 10.20 RU2.

Latest version w/o release

The newest RU/SU/PR, irrespective of the release version. Updates are only performed if a RU is available.
Example: Any version of 10.20 is installed; an update to 10.30 RU1 is performed, but not to 10.30 Rel.

Check time frame

Set the time frame for checking and downloading new updates here. The daily start and end time for this
time frame can be set to the hour. The default value for both of these is 0, so checks for updates and downloads
can be started at any time of day. The Auto Updater schedules a random time for update checks and downloads
within the configured time frame.

Installation time frame

Set the time frame for update installations here. The daily start and end time for this time frame can be set
to the hour. The default setting specifies a time frame between 2:00 AM and 4:00 AM. If an update is found,
it will be installed during this time and the device will be restarted to activate the update. The Auto Updater
schedules a random time for the installation within the configured time frame.

Base URL

Specifies the URL of the server that provides the latest firmware versions.

Source address
A routing tag can be set automatically by specifying a loopback address.

2.9 Loading files directly from/to the device via TFTP, HTTP(S) or SCP

Various applications, such as loading configurations, firmware versions, scripts, and verifying server identity with
certificates, require the relevant files to be stored to the device. You can to upload these files to the device with LANconfig
or WEBconfig.

As an alternative you can use the command line to load the corresponding files directly into the device using TFTP,
HTTP(S) or SCP. This process mainly simplifies device administration in larger installations that rely on regular updates
to the firmware and/or configurations. You can choose whether to transfer a file from a computer to the device by means
of a client, or to use the command line to instruct the device itself to load the file from a server.

2.9.1 Loading a file via a TFTP client

TFTP (Trivial File Transfer Protocol) is a very simple file transfer protocol for reading or writing files. It enables the easy
transfer of files to other devices over the network. Other features such as those of the much more powerful FTP (e.g.
rights assignment via chmod, display of existing files, user authentication) are not implemented.
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LANconfig gives you the option to communicate with the device via TFTP. However, operating it is no different from
using the other communication protocols. This chapter addresses alternative TFTP programs available for device
communication.

Many Windows and Linux operating systems feature a command-line based TFTP client by default. In Windows 7 and
later, however, the TFTP client needs to be activated first. Other clients are available, such as the free TFTP client-server
application Tftpd32. Set the port to the default value 69. The block size for data packets can be found in the parameter
Bytes-per-hashmark in the setup menu of the device (normally 8192).

Syntax

The syntax of the TFTP call is dependent on the operating system and program used. For the Windows-native TFTP client,
for example, the syntax is as follows:

tftp [-1] <Host> get|put <LocalFile|Command> <RemoteFile|Command>

The ASCII format is preconfigured on many TFTP clients. Binary transmission therefore usually needs to be selected
explicitly for the transfer of binary data (e.g. a firmware file). Under Windows this is done with the parameter —1.

If the device is password-protected, user name and password must be included in the TFTP command. In TFTP, the user
name and password are coded in the source (TFTP read request) or target file names (TFTP write request). The file name
is then composed either of the root password and the command to be executed (for supervisors), or of the combination
of user name, password and then the command (for local administrators). A command sent by TFTP therefore resembles
the following:

> <Root-Password> <Command>
> <Username>:<Password>@<Command>

Commands can appear as follows:

> readmib: Command for importing a device MIB file (SNMP management information base).
> readconfig: Command for reading a configuration file.

> writeconfig: Command for importing a configuration file.

> writeflash: Command for importing a firmware file.

The rights to use TFTP can be restricted for different types of administrators, see Managing rights for different
administrators on page 88.

Example applications

> The command writeflash loads a firmware file into the device, and in the following example 10.0.0.1
stands for the IP address of the device and LC-1.451-8.82.0083 . upx for the file to be uploaded:

tftp -1 10.0.0.1 put LC-L451-8.82.0083.upx writeflash

tftp -1 10.0.0.1 put LC-L451-8.82.0083.upx MyAdmin:MyPasswd@writeflash
> Use the command readmib to read our the device MIB:
tftp 10.0.0.1 get readmib device.mib
> Use the command readconfig to read the configuration from the device using access credentials:

tftp 10.0.0.1 get root:MyPasswd@readconfig device.lcf

> Use the command writeconfig to write the configuration to the device using access credentials:

tftp 10.0.0.1 put device.lcf root:MyPasswd@writeconfig

@ The settings made for FirmSafe also apply to firmware uploads via TFTP.
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Troubleshooting

If you are unable to connect to the device, your operating system's firewall may be blocking TFTP connections. If you
have changed the firewall settings in the device, check here, too, that connections via TFTP are allowed. You can also
check to see whether you have allowed access to the device from the network type that is being used for the upload
(LANconfig settings are located under Management > Admin > Access rights).

2.9.2 Loading a file via an SCP client

SCP (Secure Copy Protocol) is a protocol for the secure transfer of data between two computers in a network. Administrators
often use SCP to exchange data between servers or between servers and workstations. Data can be exchanged between
a machine and the device by means of the SCP protocol and a suitable tool such as PSCP (the PuTTY Secure Copy client)
under Windows, or Konqueror and Midnight Commander under Linux.

Syntax

The syntax of the SCP call depends on the program being used. For PSCP, the syntax on the Windows CLI is:
> Sending files

pscp.exe -scp [-pw <Password>] <LocalFile> <User>@<IP-Address>:target
> Receiving files

pscp.exe -scp [-pw <Password>] <User>@<IP-Address>:target <LocalFile>
The target on the remote device is inserted after a colon following the IP address. The target is either the name of
a mount point (see Mount points for SCP file transfer on page 77) in the internal file system of the device, or it is

config or firmware. The target firmware is reserved exclusively for importing firmware updates, while
configis used for importing and exporting configuration files and scripts.

Mount points for SCP file transfer

The following table shows which files you can read via the mount points using SCP from the device and which ones you
can write to it:

Table 12: Overview of mount points for SCP file transfer

Mount point Read Write Description

ssl_cert Yes Yes SSL — certificate (*.pem, *.crt. *.cer [BASE64])
ssl_privkey No Yes SSL — private key (*.key [BASE64 unencrypted])
ss|_rootcert Yes Yes SSL - root CA certificate (*.pem, *.crt. *.cer [BASE64])
ssl_pkcs12 No Yes SSL — container as PKCS#12 file (*.pfx, *.p12)
ssh_rsakey No Yes SSL — RSA key (*.key [BASE64 unencrypted])
ssh_dsakey No Yes SSL — DSA key (*.key [BASE64 unencrypted])
ssh_authkeys No Yes SSH — accepted public key

vpn_rootcert Yes Yes VPN - root CA certificate (*.pem, *.crt. *.cer [BASE64])
vpn_devcert Yes Yes VPN — device certificate (*.pem, *.crt. *.cer [BASE64])
vpn_devprivkey No Yes VPN — private device key (*.key [BASE64 unencrypted])
vpn_pkes12 No Yes VPN — container (VPN1) as PKCS#12 file (*.pfx, *.p12)
vpn_pkes12_2 No Yes VPN — container (VPN2) as PKCS#12 file (*.pfx, *.p12)
vpn_pkes12_3 No Yes VPN — container (VPN3) as PKCS#12 file (*.pfx, *.p12)
vpn_pkes12_4 No Yes VPN — container (VPN4) as PKCS#12 file (*.pfx, *.p12)
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Mount point
vpn_pkecs12_5
vpn_pkcs12_6
vpn_pkes12_7
vpn_pkecs12_8
vpn_pkes12_9

vpn_add_cas

eaptls_rootcert
eaptls_devcert
eaptls_privkey
eaptls_pkes12
radsec_rootcert
radsec_devcert
radsec_privkey
radsec_pkcs12
radiuss_accnt_total
scep_cert_list
scep_cert_serial
scep_ca_backup
scep_ra_backup
scep_ca_pkes12
scep_ra_pkes12
pbspot_template_welcome
pbspot_template_login
pbspot_template_error
pbspot_template_start
pbspot_template_status
pbspot_template_logoff
pbspot_template_help
pbspot_template_noproxy
pbspot_template_voucher
pbspot_template_agb
pbspot_formhdrimg
WLC_Script_1.Ics
WLC_Script_2.Ics
WLC_Script_3.Ics
default_pkcs12
rollout_wizard

rollout_template

Read
No
No
No
No
No
No

Yes
Yes
No
No
Yes
Yes
No
No
Yes
Yes
Yes
Yes
Yes
No
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
No
No

Write
Yes
Yes
Yes
Yes
Yes

Yes

Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
No
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes

Yes

Description

VPN — container (VPN5) as PKCS#12 file (*.pfx, *.p12)
VPN — container (VPN6) as PKCS#12 file (*.pfx, *.p12)
VPN — container (VPN7) as PKCS#12 file (*.pfx, *.p12)
VPN — container (VPN8) as PKCS#12 file (*.pfx, *.p12)
VPN — container (VPN9) as PKCS#12 file (*.pfx, *.p12)

VPN —add additional CA certificates (*.pfx, *.p12, *.pem,
*.crt. *.cer [BASE6G4])

EAP/TLS —root CA certificate (*.pem, *.crt. *.cer [BASE64])
EAP/TLS —device certificate (*.pem, *.crt. *.cer [BASE64])
EAP/TLS — private device key (*.key [BASE64 unencrypted])
EAP/TLS — container as PKCS#12 file (*.pfx, *.p12)
RADSEC —root CA certificate (*.pem, *.crt. *.cer [BASE64])
RADSEC — device certificate (*.pem, *.crt. *.cer [BASE64])
RADSEC — private device key (*.key [BASE64 unencrypted])
RADSEC — container as PKCS#12 file (*.pfx, *.p12)
RADIUS server — summary accounting (*.csv)

SCEP-CA — certificate list

SCEP-CA — serial number

Backup for SCEP-CA — PKCS12 container

Backup for SCEP-RA — PKCS12 container

SCEP-CA — PKCS12 container

SCEP-RA — PKCS12 container

Public Spot — welcome page (*.html, *.htm)

Public Spot — login page (*.html, *.htm)

Public Spot — error page (*.html, *.htm)

Public Spot — home page (*.html, *.htm)

Public Spot — status page (*.html, *.htm)

Public Spot — logoff page (*.html, *.htm)

Public Spot — help page (*.html, *.htm)

Public Spot — no proxy page (*.html, *.htm)

Public Spot — voucher page (*.html, *.htm)

Public Spot — GTC page (*.html, *.htm)

Public Spot — header image pages (*.gif, *.png, *.jpeg)
CAPWAP — WLC_Script_1.lcs

CAPWAP — WLC_Script_2.lcs

CAPWAP — WLC_Script_3.lcs
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Mount point Write Description

rollout_logo No Yes

hip_cert_0 No Yes

issue Yes Yes Text for display after command-line login (e.g.ASCII logos)

Example applications

> For example, to transfer a file from your computer to the device, use a command as follows:
C:\>pscp.exe -scp -pw MyPwd c:\path\myfile.ext root@10.0.0.l:target
For example, to transfer a file from the device to your computer, change the order of source and destination:
C:\>pscp.exe -scp -pw MyPwd root@10.0.0.l:target c:\path\myfile.ext
Set the target as the name of a mount point.

> For example, to save the configuration from the device on your machine under the name config.lcs, use a
command as follows:

C:\>pscp.exe -scp -pw MyPwd root@10.0.0.l:config c:\config.lcs

> For example, to upload new firmware from your computer to the device, use a command as follows:

C:\>pscp.exe -scp -pw MyPwd c:\firmware.upx root@l0.0.0.1:firmware

2.9.3 File download from a TFTP or HTTP(S) server

In addition to being able to use another machine to upload firmware, a configuration file, or a configuration script to
the device, the device itself can also upload/download files itself from an HTTPS(S) or TFTP server in the local network
or the Internet. For this purpose, the corresponding files are stored on an HTTPS(S) or TFTP server and, after a user has
logged-in to the device, they are accessed by using the LCOS commands listed below.

A TFTP server is identical to an FTP server in terms of functionality, but uses a different protocol for data transmission.
When using an HTTPS server, a certificate can be stored on the device which can be used to check the identity of the
server later. In practice it is far simpler to provide a central HTTP(S) server with a unique Internet address (URI) than a
comparable TFTP server, and, for example, an existing Web server can be modified to offer this function.

The different file types can then be called from this type of server with the following commands:

> LoadConfig: Uploads a configuration file (with file extension *.Icf) into the device.

> LoadFirmware: Uploads a firmware file (with file extension *.upx) into the device.

> LoadScript: Uploads a script file (file extension *.Ics) to the device, e.g., with partial configurations.
> LoadFile: Uploads various types of file to the device.

@ The LoadFile command only supports the protocols HTTP and HTTPS.

Syntax

The precise syntax of the load commands depends on which protocol is used (HTTP[S] or TFTP). Generally speaking, a
call always consists of the command, applicable parameters, and the URL which references the file to be loaded. You
can save this URL in the setup menu under Autoload > Network > ... > URL. This allows you to upload firmware,
configurations or script files simply by entering the command.

Connections to an HTTP(S) server

When using HTTP(S), the command can be specified in the usual URL notation. Set the protocol to either http or
https:

<Command> <Parameter> <Protocol>://<Host>/<Directory>/<File>
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To access a password-protected area, you authenticate using the standard username/password notation:

<Command> <Parameter> <Protocol>://<Username>:<Password>@<Host>/<Directory>/<File>

Connections to a TFTP server
TFTP also functions with standard URL notation. Set the protocol in this case to t ftp:
<Command> <Parameter> <Protocol>://<Host>/<Directory>/<File>

Alternatively, you can replace the URL with appropriate parameters:

<Command> <Parameter> -s <Host> -f <Directory>/<File>

Parameters

The commands to connect to an HTTP(S) or TFTP server can be modified by specifying additional parameters. Not all
parameters are available for all protocols. If certain default values can be configured from the Setup menu, the device
uses these values as long as you do not explicitly overwrite the values with the associated parameters. For example, this
applies for the parameters of the version check.

Parameters for the connection

The following parameters allow you to change the way the device connects to the server.

-a <Address>
Available for protocol: HTTP, HTTPS, TFTP

Available for command: all

Use this parameter to specify an optional loopback address. By entering an optional loopback address you
change the source address and route used by the device to connect to the server. This can be useful, for
example, when the server is available over different paths and it should use a specific path for its reply
message. Possible values are:

> Name of the IP network whose address should be inserted
> INT for the address of the first Intranet

> DMZ for the address of the first DMZ

> LBO to LBF for the 16 loopback addresses

> Anyvalid IP address

By default, the server sends its replies back to the IP address of your device without you having to enter it
here.

-f <Directory>/<File>
Available for protocol: TFTP

Available for command: all

Use this parameter to specify the path and name of the file on the server. Using this parameter in combination
with —s means that no URL has to be specified.

-s <Host>
Available for protocol: TFTP

Available for command: all

Use this parameter to specify the DNS name or IP address of the server. Using this parameter in combination
with — £ means that no URL has to be specified.
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Parameters for the version check

In the default settings, the conditions for firmware, configuration and script in the Setup menu (under Autoload >
Network > ...) are set to unconditionally. As a result, the commands LoadFirmware, LoadConfig, or LoadScript load
or start the corresponding firmware, configuration, or script file without carrying out a version check. However, by
specifying the appropriate parameter, you can override this setting when uploading any particular file.

-Cd
Available for protocol: HTTP, HTTPS, TFTP
Available for command: LoadFirmware, LoadConfig, LoadScript

This parameter checks if the file is different to the firmware or configuration on the device, or newer than
the last executed script. When the LoadScript command is used, this parameter updates the checksum stored
in the device for the most recently executed script.

Available for protocol: HTTP, HTTPS, TFTP

Available for command: LoadFirmware

This parameter checks if the file is newer than the firmware on the device.
-m

Available for protocol: HTTP, HTTPS, TFTP

Available for command: LoadFirmware

This value defines the minimum version of the firmware. The firmware referenced by the command must be
at least of this version in order for the command to execute.

Available for protocol: HTTP, HTTPS, TFTP
Available for command: LoadFirmware, LoadConfig, LoadScript

This parameter disables the version checking. The file referenced by the command is uploaded and executed
unconditionally. When the LoadScript command is used, this parameter does not change the checksum stored
in the device for the most recently executed script.

@ The parameter -u always has priority over other parameters entered in a command.

Parameters for the certificate check

When transferring files from an HTTPS server to a client device, the network components check the identity of the remote
site by using certificates. For the automatic loading from HTTPS servers, additional parameters are available for
downloading and subsequently checking the certificates. You download the certificate in question to the device as SSL
—root CA certificate (*.pem, *.crt *.cer [BASE64]), for example using the file management features of LANconfig or
WEBconfig.
-c <MainDir>/<File>

Available for protocol: HTTPS

Available for command: all

Use this parameter to specify the name of the certificate that the device uses to verify the identity of the server
before loading the requested file.

-d <Passphrase>
Available for protocol: HTTPS

Available for command: LoadFile
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The device uses this passphrase to encrypt an unencrypted PKCS#12 container.

-p <MainDir>/<File>

-n

Available for protocol: HTTPS
Available for command: LoadFile

Use this parameter to specify the name of the PKCS#12 container when downloading a file. The PKCS#12
container can contain multiple CA certificates, and thus supports the identity checking of HTTPS servers with
certificate chains. A PKCS#12 container can additionally contain a device certificate and the corresponding
private key, so that it can confirm the identity of the device to the HTTPS server if this server requires
authentication by certificate.

Available for protocol: HTTPS
Available for command: LoadFile

Use this parameter to deactivate the server name check when loading a file. If you specify the server in the
URL as a DNS name (and not as an IP address), then the device checks the certificate for the corresponding
server name. If the HTTPS server is a virtual server, then this server can respond with the appropriate certificates
for the reported DNS name. Without this parameter, the device checks whether the DNS name in the relevant
URL agrees with the ‘common name’ of the submitted certificates. The device downloads the file only if this
check is successful.

-0 <MainDir>/<File>

Available for protocol: HTTPS
Available for command: LoadFile

Use this parameter to specify the destination for downloading a file. For example, you can use this option to
save a certificate on your device for future identity verification when accessing an HTTPS server.

Use one of the two following main directories as <MainDir>:

>

It is also possible to use variables in file names and paths to enable dynamic directory structures (see Variables on page

82.

If the destination is a file in the device's internal file system, use the main directory /minifs/. When combined
with a parameter, an example would be -¢ /minifs/sslroot.crt. You can view the available mount
points under File-System > Contents. Alternatively, a general overview is also available in the section Mount points

for SCP file transfer on page 77.

If the destination is a file on an external USB data medium, use the main directory /mountpoint/. When

combined with a parameter, an example would be ~o /mountpoint/Device-9.00.0244.upx.

If the storage path you specify includes subdirectories, these must exist already. The device does not create

new directories.

Variables

You have the option of using dynamic paths in the load commands whenever you reference a file within a parameter or

URL. The content of the individual variables are specified by the device and cannot be changed manually.

The following variables are available for your directory and file names:

%m

%s

MAC address of the device in hexadecimal notation, with lowercase letters and without separators

Serial number of the device
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%n

Device name
%l

Location of the device as specified in the configuration
%d

Device type

In addition to these general variables, you can also use the following environment variables that relate to the device for
more flexibility when executing the load commands.

Example applications
After logging in to the command line on the device, the following command loads...

> afirmware file named 'Device-8.80.0103.upx' from the directory 'LCOS/ 880" of the TFTP server with the IP address
'192.168.2.200" into the device:
LoadFirmware -s 192.168.2.200 -f LCOS/880/Device-8.80.0103.upx

> ascript intended for a certain MAC-address (named, for example, '00a0571735da.lcs') from the TFTP server with IP
address '192.168.2.200" into the device:
LoadScript -s 192.168.2.200 -f %m.lcs

> a firmware file named 'Device-8.80.0103.upx' from the directory 'download’ of the HTTPS server with the address

‘www.myserver.com' into the device. This verifies the identity of the server with the certificate ‘sslroot.crt’ stored in
the device's internal file system:

LoadFirmware -c /minifs/sslroot.crt https://www.myserver.com/download/Device-8.80.0103.upx

> a script matching the serial number and the current firmware version into the device. The device reads the values
for serial number and firmware from the corresponding environment variables:

LoadScript $ SERIALNO-$ FWVERSION.lcs

This command works without specifiying a URL so long as one is entered under Setup > Autoload >
Network > Script as the parameter URL. Without an entry here, a URL must be specified in the command:

LoadScript -s 192.168.2.200 $_ SERIALNO-$__FWVERSION.lcs

Regularly updating configuration and firmware

This scenario describes how to use the CLI to configure the device to update the firmware and/or configuration at a
specific time. The firmware and configuration are downloaded from an external server (see File download from a TFTP
or HTTP(S) server on page 79) using the ‘LoadFirmware’ and ‘LoadConfig" commands in combination with fixed file
names. The scheduling is organized with cron jobs.

1. Specify the URL that the ‘LoadFirmware' command uses to source the upload if no other parameters are available.
For example, to upload the firmware from an HTTP server, the command would resemble the following:

set /Setup/Autoload/Network/Firmware/URL http://www.mycompany.de/firmware/LCOS.upx

2. Set the conditions for loading the firmware such that only firmware that is newer than that in the device is loaded:

set /Setup/Autoload/Network/Firmware/Condition if-newer

3. Specify the path that the ‘LoadConfig' command uses to source the upload if no other parameters are available. For
example, to upload the configuration from an HTTP server, the command would look similar to the following:

set /Setup/Autoload/Network/Firmware/URL http://www.mycompany.de/configuration/LCOS.lcf
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Set the conditions for loading the configuration such that only a configuration that is different from that in the device
is loaded:

set /Setup/Autoload/Network/Config/Condition if-different

Create a cron job that regularly runs the command ‘LoadFirmware' at 23:55h:

cd /Setup/Config/Cron-Tabelle
set 1 * * * 55 23 * * * LoadFirmware

Create a cron job that regularly runs the command ‘LoadConfig" at 23:59h:

set 2 * * * 59 23 * * * ToadConfig

That's it! The firmware and configuration will now be updated automatically.

The sequence (first the firmware, then the configuration) ensures that the configuration also contains any menu
items that first appeared in the new firmware.

Update configuration after first updating firmware

This scenario describes how to use the CLI to configure the device to update the firmware and configuration at a specified
interval. The firmware is updated before the configuration. The firmware and configuration are downloaded from an
external server (see File download from a TFTP or HTTP(S) server on page 79) using the ‘LoadFirmware’ and ‘LoadConfig’
commands in combination with dynamic file names. The scheduling is organized with cron jobs.

1.

Specify the URL that the ‘LoadFirmware' command uses to source the upload if no other parameters are available.
For example, to upload the firmware from an HTTP server, the command would resemble the following:

set /Setup/Autoload/Network/Firmware/URL http://www.mycompany.de/firmware/

The file name is specified later by the cron job.

Set the conditions for loading the firmware such that only firmware that is newer than that in the device is loaded:
set /Setup/Autoload/Network/Firmware/Condition if-newer

Specify the path that the ‘LoadConfig' command uses to source the upload if no other parameters are available. For

example, to upload the configuration from an HTTP server, the command would look similar to the following:

set /Setup/Autoload/Network/Firmware/URL http://www.mycompany.de/configuration
The file name is specified later by the cron job.

Set the conditions for loading the configuration such that only a configuration that is different from that in the device
is loaded:

set /Setup/Autoload/Network/Config/Condition if-different

Create a cron job that regularly runs the command 'LoadFIRMWARE' every 10 minutes:

cd /Setup/Config/Cron-Tabelle
set 1 * * * 10 * * * * LoadFirmware\ $ SERIALNO-Device.upx

In the example above, the firmware on the HTTP server must be in the form <SerialNumber>-Device. upx,
for example 000018100060-Device.upx.

In the cron command LoadFirmware \ $ SERIALNO-Device.upx, the space between the
load command and the environment variables is protected with a backslash. Trying to use the alternative
notation of enclosing the entire command in quotation marks will result in an error. LCOS treats environment
variables in quotation marks as normal text, so that any variables would be ignored.

Create a cron job that regularly runs the command 'LoadConfig" every 10 minutes:

set 2 * * * 10 * * * * LoadScript\ $ SERIALNO-$ FWVERSION.lcs

In the example above, the configuration script on the HTTP server must be in the form
<SerialNumber>-<FirmwareVersion>.lcs, forexample 000018100060-8.84.1cs.
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That's it! With this configuration, the device always initially loads the latest firmware.

If the device executes the command 'LoadScript" after initially uploading the latest firmware and the latest configuration
script (e.g. for version 8.84) from the HTTP server, then the environment variable '__FWVERSION' is, at this time, set
with  the value of the previous firmware, eg. '880 ‘. The command LoadScript)\
$ SERIALNO-$ FWVERSION. lcs doesnotfind a suitable configuration script at this time. The device then
executes the command LoadFirmware 000018100060-Device.upx and after rebooting, the environment
variable '__FWVERSION' is set to the value '884 ‘. The command LoadScript)\
$ SERIALNO-$ FWVERSION. lcs then finds a suitable script to update the configuration.

2.10 Automatic upload of firmware or configuration from USB

Devices with a USB connector can be commissioned very easily with the aid of an external data medium. Loaders, firmware
files, and even full configurations or scripts can be uploaded into the device from a USB medium.

2.10.1 Automatic upload of loader and/or firmware files

With this function activated and a USB medium mounted, the device searches for a loader and/or firmware files in the
directory ‘Firmware’. All files in the directory with the file extension "*.upx’ will be considered for automatic loading if
they are for the correct device type. The device does this by reading the file headers and then using the files according
to the following rules:

> If at least one *.upx file with a loader is found, then the loader with the highest version number is loaded, unless
the device already contains a loader with a higher version number.

> If at least one firmware file is found, then the firmware with the highest version number is loaded into the device,
assuming that its version number is not equal to that of active or inactive firmware versions already in the device.

During the automatic load procedure, the device's power LED and online LED blink alternately. If a loader is uploaded
first, the device will restart after this and it will commence a second automatic upload if new firmware is found. During
this second load procedure, too, the device's power LED and online LED blink alternately.

The automatic uploading of loaders and/or firmware may, if applicable, be followed by further uploads of configuration
files and/or script files, see Automatic upload of configuration and/or script files on page 85.

Once the automatic upload procedure is complete, all LEDs on the device light up in green for 30 seconds. You can then
remove the USB medium.

2.10.2 Automatic upload of configuration and/or script files

With this function activated and a USB medium mounted, the device searches for a loader and/or firmware files in the
directory ‘Config’. All files in the directory with the file extension "*.Icf" (configurations) and "*.Ics" (scripts) will be
considered for automatic loading if they are for the correct device type. The device does this by reading the file headers
and then using the files according to the following rules:

> Afull configuration is always loaded before a script. Full configurations will only be loaded if the device type matches
the device doing the loading, and if the firmware version entered into the header is the same as the active firmware
in the device. If several suitable full configurations are found, then selection follows these criteria:

> The configuration header contains a device serial number that matches that of the device doing the upload.
> The configuration header contains a MAC address that matches that of the device doing the upload.

> If multiple configuration files are left over after applying these selection criteria, then the device takes the
configuration with the most recent date.

> If no full configuration is available, the device will select a script file, if available. If several suitable scripts are found,
then selection follows these criteria:

> The script header contains a device serial number that matches that of the device doing the upload.
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> The script header contains a MAC address that matches that of the device doing the upload.
> The script header contains a firmware version that matches that of the device doing the upload.

If multiple scripts are left over after applying these selection criteria, then the device takes the script with the most
recent version number or date.

The meta data for the firmware version and the creation date are generated automatically when a configuration
file or script file is saved. A MAC address and/or device serial number can be stored optionally. Learn more about
under Advanced meta data for configuration files on page 169.

Once the automatic upload procedure is complete, all LEDs on the device light up in green for 30 seconds. You can then
remove the USB medium.

2.10.3 Configuring automatic uploads via USB
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The steps below will show you how to configure automatic uploading from a USB storage medium.

1.
2.

3.

Start LANconfig and open the configuration dialog for the device.
Navigate to the dialog Management > Advanced.

Congsole aging time

TCP: [15] minutes
Qutband: 0 minutes
Display

CPU load averaging interval: I&Ds v]

LED mode: lNorrnaI ']

LED strip color (RGEB): 0o0oss

Automatic loading from USE data storage

Firmware: IOn uncorfigured device ']

Configuration: IOn uncorfigured device ']

Print server access
If you like to restrict access to the printer server, the station which is allowed to have access

has to be entered here. As long as the list remains blank, the access is not restricted. The
access for stations from WAN is always impossible.

Access list...

Provisioning server

[ Enable the provisioning server

(De-)activate the automatic loading of loader and/or firmware files via the selection list Firmware. Select the
appropriate option.

> Off: Automatic loading of loader and/or firmware files is deactivated.

> On unconfigured device Device: Automatic loading of loader and/or firmware files is only activated when the
device has its factory settings. After successfully using the Wizards to configure the security settings and basic
settings, set this option to Off.

> On: Automatic loading of loader and/or firmware files is activated. When a USB medium is mounted, a suitable
loader and/or firmware file is uploaded to the device. The USB medium is mounted when it is plugged into the
USB port on the device, or when it is restarted.

(De-)activate the automatic loading of configuration and/or script files via the selection list Configuration. Select
the appropriate option.

> Off: Automatic loading of configuration and/or script files is deactivated.

> On unconfigured device Device: Automatic loading of configuration and/or script files is only activated when
the device has its factory settings. After successfully using the Wizards to configure the security settings and
basic settings, set this option to Off.
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> On: Automatic loading of configuration and/or script files is activated. When a USB medium is mounted, a suitable
configuration and/or script file is uploaded to the device. The USB medium is mounted when it is plugged into
the USB port on the device, or when it is restarted.

That's it! This completes the configuration of automatic uploads from a USB medium.

A device can be fed with an undesirable configuration by resetting it to its factory settings and inserting a
prepared USB data media. To prevent this you have to deactivated the reset switch.

2.11 Resetting the device

Itis possible to reset the device to its factory settings if you need to reconfigure the device or if it is impossible to connect
to the device even after restarting it. To do so, press the reset button until all of the device LEDs light up (after about
5 seconds).

eset switch (according to ti
model type on the front
rear panel)

.

DN 5, Config(COM)

@ After resetting, the device starts completely unconfigured and all settings are lost. If possible, backup the current
device configuration before resetting.

@ After being reset, access points start in managed mode. In this mode, access to the device configuration is not
possible via WLAN.

@ After a reset, the WLAN encryption settings in the device are reset to the default WPA key. The default WPA key
consists of the MAC address of the physical WLAN interface preceded by an "L". Wireless configuration with the
WLAN device only works after a reset if you have entered the standard WPA key under Wireless LAN >
Encryption > WLAN encryption settings.

@ For outdoor access points, the way you reset the device depends on its design. The exact procedure for any
specific device is explained in the corresponding Quick Reference Guide.

2.11.1 Configuring the reset button

The reset button offers two basic functions—boot (restart) and reset (to the factory settings)—which are called by
pressing the button for different lengths of time.
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Some devices simply cannot be installed under lock and key. There is consequently a risk that the configuration will be
deleted by mistake if a co-worker presses the reset button too long. The behavior of the reset button is controlled with
this setting.

For devices without serial interface, you cannot reconfigure the reset button, as otherwise it would no longer be
possible to reset the configuration for these devices.

1. In the LCOS menu tree, navigate to the branch /Setup/Config.

2. Use the parameter Reset button to determine the behavior of the device when the reset button is pressed. The
available settings are:

> lIgnore: Pressing the button does not trigger any action.
> Boot only: Pressing the button triggers a reboot, regardless of how long it is pressed.

> Reset or boot: With this setting, the reset button fulfills different functions depending upon how long the key
remains pressed: Find more about the different key-press durations in the section Special features of the rollout
configuration on page 66.

@ The settings Ignore or Boot only makes it impossible to reset the configuration to the factory settings or
to load the rollout configuration with a reset. If the password is lost for a device with this setting, there is
no way to access the configuration! In this case the serial communications interface can be used to upload
a new firmware version to the device—this resets the device to its factory settings, which results in the
deletion of the former configuration.

3. Click the Send button to write the configuration back to the device.

2.12 Managing rights for different administrators

You have the option to configure your device with several administrators, each with different access rights and function
rights.

Besides these administrators set up in the configuration, there is also the "root" administrator with the main password
for the device. This administrator always has full rights and cannot be deleted, restricted or renamed. To log in as root
administrator, use the user name root when logging in via LANconfig, WEBconfig or your terminal program, or leave
the input field blank.

As soon as a main device password has been set in the device configuration, the login screen of WEBconfig is displayed
in a web browser offering HTTP(S) access to the device. If other administrators are set up in addition to the root
administrator, the mask contains the input fields Login and Password; otherwise it displays Password only. After
entering the correct access credentials, users reach the main menu. This menu only displays the options corresponding
to the access and function rights of the administrator who is currently logged in.

2.12.1 Rights for the administrators
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The rights for administrators are divided into two areas:

> Access rights. Each administrator belongs to a certain group that has globally defined rights assigned to it.
> Function rights: Each administrator also has so-called "function rights" that determine personal access to certain

functions such as the Setup Wizards.
Access rights

The following table is an overview of all of the rights that you can configure for administrator accounts. The following
access rights and groups of administrator accounts are available:
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Table 13: Access rights overview

Description under Description in the Rights description

LANconfig Setup menu

All Supervisor Supervisor. Is a member of all groups and has full access to the configuration
except for setting up and editing other administrators.

Restr. and trace Admin-RW Local administrator with read/write rights. Has full access to the configuration,
although the following options are blocked:

> Upload firmware onto the device

> Upload configuration onto the device

> Configuration by LANconfig

> Cannot create or edit other administrators

Limited Admin-RW-Limit Local administrator with read and write access but without trace rights Has full
access to the configuration, although the following options are blocked:

> Upload firmware onto the device

Upload configuration onto the device
Configuration by LANconfig

Cannot create or edit other administrators

Trace output via the command line or LANmonitor

vV V VvV Vv

Read and trace Admin-RO Local administrator with read access but no write access. Can read the
configuration from the command line, but cannot change any values.

Read only Admin-RO-Limit Local administrator with read access but no write access and no trace rights.
Can read the configuration from the command line, but cannot change any
values or request trace output.

None None Has no access to the configuration.

@ Local administrators cannot edit or view the Admin table. This is reserved for the root administrator.

Function rights

The following table is an overview of all function rights that are configurable for administrator accounts. The availability
of individual function rights may vary, depending on the features of the device. If you wish to set the function rights at
the CLI or with a script, you can optionally use the hexadecimal notation of the respective right instead of the plain text
name. Learn more about this in section Hexadecimal combination of privileges on the CLI on page 91.

Table 14: Overview of function rights

Description: [1]LANconfig, [2]Setup menu Hex notation on the CLI Rights description

1. AP Assignment Wizard 0x00000400 Wizard for assigning WLAN profiles

2. WTP Assignment Wizard

1. Content Filter Wizard 0x00040000 Wizard for setting up the content filter

2. CF Profile Wizard

1. Dynamic DNS Wizard 0x00004000 Wizard for configuring dynamic DNS

2. Dynamic DNS Wizard

1. Setting date and time 0x00000040 Setting the date and time (also applies for Telnet
2. Time setting and TFTP)

1. Basic Wizard 0x00000001 Wizard for the Basic Settings

2. Basic Settings Wizard
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Description: [1]LANconfig, [2]Setup menu

Internet Connection Wizard
Internet Connection Wizard

LAN-LAN Wizard
LANLAN Wizard

Public Spot Wizard (create account)
Public Spot Wizard

Public Spot Wizard (manage user)

Public Spot user management Wizard

Public Spot Configuration Wizard

Public-Spot-XML-Interface
Public Spot XML interface

RAS Wizard
RAS Wizard

Rollout Wizard
Rollout Wizard

Security Wizard
Security Wizard

SMS-Transmit
SMS transmission

SSH client
SSH command

Search for other devices in the LAN
Device search

VolIP Provider Wizard
Prepare VolP provider access

VolP CallManager Wizard
VolP CallManager Wizard

WLAN Wizard
WLAN Wizard

WLAN link test
WLAN link test

WLC-Profile-Wizard
WLC-Profile-Wizard

CA-Web-Interface Wizard
CA-Web-Interface

Hex notation on the CLI Rights description

0x00000004

0x00000020

0x00000800

0x00100000

0x00200000

0x00080000

0x00000010

0x00002000

0x00000002

0x400000

0x00020000

0x00000080

0x800000

0x8000

0x00001000

0x00000100

0x00010000

0x1000000

Wizard for setting up the Internet connection

Wizard for connecting two local area networks (VPN)

Wizard for creating Public Spot user accounts*

Wizard for managing Public Spot user accounts*

Wizard for setting up a Public Spot

Access to the XML interface of the Public Spot
module

@ A “normal” Public Spot administrator does
not require this right. This right is intended
for the implementation of complex
authentication scenarios, such as when an
external gateway (e.g. a machine or a
program such as a Web server, script, etc.)
needs to communicate with the module.

Wizard for setting up dial-in access (RAS, VPN)
Wizard for rollout scenarios*

Wizard for adjusting the security settings

Sends SMS text messages via the 3G/4G WWAN

module in the device.

Establishes an SSH/Telnet connection from your
device to other LCOS devices or SSH/Telnet servers

Search for other devices in local and remote
networks*

Wizard for setting up access to your VolP provider
Assistant for setting up your VolP CallManager
Wizard for configuring the WLAN interface

Runs the WLAN link tests* (also applies to Telnet)

Wizard for setting up a WLC profile

Creates profiles for the CA web interface
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*) The permissions for and/or the execution of these Wizards or features relates exclusively to WEBconfig—unless
otherwise stated. The Wizard or feature is either only available there (e.g. setting up and managing Public Spot users)
or can only be constrained there (e.g. searching for devices).

Hexadecimal combination of privileges on the CLI

It can be a highly laborious process to configure multiple privileges by using plain text names in scripts. An alternative
is to use the hex values instead of the names, to combine these values into a total, and to incorporate them into your
script command.

The sum of several hex values results from the hexadecimal addition of the 1st, 2nd, 3rd ... nth position from the right.
If, for example, the user should be able to execute features such as the Security Wizard, Provider Selection, RAS
Wizard, Time Setting and the WLAN link test,, the sum of the individual hex values is calculated as follows:

> 1st position from the right: 2 (Security-Wizard) + 8 (Provider-Selection) = a
> 2nd position from the right: 1 (RAS-Wizard) + 4 (Time-Setting) = 5
> 3rd position from the right: 1 (WLAN-Linktest) = 1

For this example, the privileges have the value 0x000001 5a. Put differently, this is an OR operator with the following
hexadecimal values:

Name on the CLI Value

Security Wizard 0x00000002
Provider-Selection 0x00000008
RAS Wizard 0x00000010
Time setting 0x00000040
WLAN link test 0200000100
OR operated 0x0000015a

As an alternative to the notation 0x000001 5a you can use the abbreviations 000001 5a, 0x15a and
15a.

Configuration example on the CLI

The following command (in the abbreviated form) sets up a new user in the Admins table (in the Setup menu under
Config > Admins) who, as local administrator NetAdmin with the password B4 6zG29, is able to select the
Internet provider. The user will be activated immediately:

set NetAdmin BW46zG29 yes Admin-RW 8

Only the root administrator is allowed to execute this command because other administrators do not have access
to the admin table.

The following command extends the privileges so that the user Ne tAdmin is able to execute the WLAN link test. The
asterisks in the command stand for the values that remain unchanged:

set NetAdmin * * * 108

Only the root administrator is allowed to execute this command because other administrators do not have access
to the admin table.
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2.12.2 Configuring SNMP read-only access

Administrators of networks with SNMP management systems can precisely control the access rights to various access
levels. SNMP of the versions v1 and v2 do this by encoding the access credentials as part of a “community”. Authentication
is optionally handled

> bythe public community (unlimited SNMP read access),
> by a master password (limited SNMP read access), or
> acombination of user name and password, separated by a colon (limited SNMP read access)

. By default, your device answers all SNMP requests that it receives from LANmonitor or another SNMP management
system with the community pub11i c. Because this represents a potential security risk, especially with external access,
LANconfig gives you the option define your own communities under Management > Admin and clicking SNMP settings
and SNMP communities.

SMMP communities N
Entry active Mame Securiby name QK
on public  DEFALLT pe—
SMMP cornrnunities - Mew Entry @

Entry active

M ame:
# Quickfinder Security name: DEFAULT Emove

[ (0] 3 ] I Cancel I

For SNMPv1 or SNMPv2¢, you force the entry of login data for SNMP read-only access by disabling the public
community in the list of the SNMP communities. This setting only allows information about the state of the device, current
connections, reports, etc., to be read out via SNMP after the user authenticates at the device. Authorization can be
conducted either with the administrator-account access credentials or an access account created for the individual SNMP
community.

Disabling the community pub1ic has no effect on accessing for other communities created here. An individual SNMP
read-only community always provides an alternative access path that is not tied to an administrator account.

@ SNMP write access is reserved exclusively for administrators with the appropriate permissions.

@ For more information about SNMP, see the chapter Simple Network Management Protocol (SNMP)

2.13 Device-internal SSH/SSL keys
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All devices that are delivered with a LCOS version older than 8.84 are factory-equipped with a set of pre-defined
cryptographic keys of 1024 bits in length, which represent the following fingerprints:

SSH
ssh-dss 27:¢c5:1d:9f:be:27:3d:50:d7:bf:c1:68:00:18:97:d7
ssh-rsa 03:56:e6:52:ee:d2:da:£f0:73:05:df:3d:09:08:54:b7
SSL
SHA-1: £9:14:7f:7c:e0:15:20:06:71:94:46:3£:0e:00:93:9c:ad:ff:d9:fb
MD5: ac:5p:45:2d:£9:20:3e:0b:00:45:35:44:b8:3a:de:c6

The device transmits these fingerprints when establishing secure connections (e.g. via SSH or SSL) to the requesting
remote site. On the basis of the fingerprint, the remote site can 1) uniquely identify the device and 2) verify that it has
connected to the correct device, which is classified as trustworthy.
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For example, if you use LANconfig to select the communication protocol SSH and you connect to a device for the first
time, LANconfig produces a security query asking you whether the ssh-rsa key is known to you and whether you want
LANconfig to accept this device as 'known" in future.

@ Because these keys are the same for all devices, you should replace these keys with individual keys for productive
operations (see Automatic generation of device-specific SSH/SSL keys on page 93). Models with certain firmware
versions and sufficient entropy also automatically attempt to create device-specific keys (see Automatic generation
of device-specific SSH/SSL keys on page 93).

2.13.1 Automatic generation of device-specific SSH/SSL keys

If you have a device with LCOS 8.84 or higher and you have not loaded an individual key into the device, then resetting
the configuration will prompt the internal SSH server to try and compile its own device-specific SSH keys directly at the
system startup. These include:

> an SSH-2-RSA key with 2048 bit length;

> an SSH-2-DSS key with 1024 bit length (as per FIPS 186-2);
> an SSH-2-ECDSA key with 256, 384 or 521 bit length;

> an SSL-RSA key with 2048 bit length;

which the device stores in its internal file system as ssh rsakey, ssh dsakey, ssl privkey or
ssh_ecdsakey.

If key generation is successful, the entry SSH ... host key generated is entered into the SYSLOG as a
“notice”; If it fails, the entry SSH: host key generation failed, try later again with
... "isentered asan “alert”. The failure to generate a key, for example if there is too little entropy, causes the system
to revert to the factory implemented cryptographic key.

@ When you an update from an older LCOS version to 8.84 or higher without subsequently doing a configuration
reset, the device does not generate a device-specific SSH/SSL key. This maintains compatibility with existing
installations. However, you can trigger the key generation manually. Enter the following commands in the console:

sshkeygen -t rsa -b 2048 -f ssh rsakey
sshkeygen -t dsa -b 1024 -f ssh dsakey
sshkeygen -t ecdsa -b 256 -f ssh ecdsakey
sshkeygen -t rsa -b 2048 -f ssl privkey

2.13.2 Manually create custom SSH keys

You have the option to replace the factory installed and automatically generated SSH/SSL keys with your own RSA, DSA
or DSS keys, in order to achieve stronger encryption. A number of alternatives are available here:

> You can generate the individual keys on the console using LCOS.

> Using an external program, you can create an OpenSSH private key and then upload this key to the device as SSH-
DSA-key [...] or SSH-RSA key (*.key [BASE64 unencrypted]).

The use of an external program is an option if your device has insufficient entropy, so causing key creation with LCOS
to fail.

SSH key generation with LCOS

To generate a key pair consisting of a public and a private key, you enter the following command at the console:

sshkeygen [-?|-h] [-t (dsalrsalecdsa)] [-b <Bits>] -f <OutputFile> [-q]

-2,-h
Displays a brief help text about the available parameters
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-t (dsa|rsalecdsa)
This parameter specifies what type of key is generated. SSH supports the following types of keys:

> RSA keys are most widely used and have a length between 512 and 16384 bits. If possible you should
work with keys of 1024 to 2048 bits in length.

> DSA keys follow the Digital Signature Standard (DSS) set down by the National Institute of Standards and
Technology (NIST) and are typically used in environments which are required to comply with the Federal
Information Processing Standard (FIPS). DSA or DSS keys are always 1024 bits long, but they are slower
to process than a corresponding RSA key.

> ECDSA keys are a variant of DSA keys, whereby the device uses elliptic curves for key generation (elliptic
curve cryptography, ECC). ECCis an alternative to the conventional signature and key exchange techniques
such as RSA and Diffie-Hellman. The main advantage of elliptic curves is that their mathematical properties
offer the same key strength as RSA or Diffie-Hellman but with a significantly shorter key length. This
provides for better hardware performance. ECC and its integration in SSL and TLS are described in RFCs
5656 and 4492.

If no type is specified, the command generates an RSA key by default.
-b <bits>
This parameter sets the length of the RSA key in bits. If you do not specify a length, the command produces
a key with a length of 1024 bits by default.
-f <OutputFile>
These parameters specify the mounting point of the generated key file in the device file system. The choice
of mounting point depends on what type key you are generating. The choices available to you are:
> ssh_rsakey for RSA keys
> ssh_dsakey for DSA keys
> ssh_ecdsakey for ECDSA keys
> ssl privkey for SSL-RSA keys

This parameter enables the 'quiet' mode for the key generation. If you set this parameter, LCOS overwrites
any existing RSA or DSA keys without asking; there is no information about the progress of the operation.
You can, for example, use this parameter in a script to suppress any security prompts for the users.

SSH key generation with Linux systems

Many Linux distributions already feature the OpenSSH package. All you have to do to generate the key file is to enter a
simple command into the shell. The syntax corresponds to the LCOS command sshkeygen:

ssh-keygen [-t (dsalrsa)] [-b <Bits>] [-f <OutputFile>]

The command ssh-keygen -t rsa -b 4096 -f hostkey creates an RSA key of 4096 bits in length,
which consists of the private component ‘hostkey' and the public component 'hostkey.pub'.

SSH key generation with Windows systems

Windows systems not are inherently capable of compiling SSH keys. You should instead use a suitable utility program
such as the free software PuTTYgen.

A guide on how to create an individual key with PuTTYgen is available in the section Generating an SSH keypair with
PuTTY on page 95. After following the various steps to generate the key, do not use the buttons Save public key and
Save private key, but instead choose Conversions > Export OpenSSH key. The resulting OpenSSH private key can
then be uploaded into the device without further processing.
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2.14 SSH authentication using a public key

The SSH protocol and the LCOS-internal SSH server support two different authentication mechanisms:

1. Interactive by entering a user name and password at the keyboard;
2. Automated by submitting a public key

In the public key method, a key pair is used that is made up of a private and public key —a digital certificate. The private
part of the key pair is saved on the client or with the user (frequently protected with a password, also known as a
passphrase); the public part is loaded into the device. By definition, private keys cannot have predefined default values.
For this reason, your device in its factory settings only supports interactive authentication by means of access credentials.

The following sections describe how to generate your own SSH key and implement authentication using a public key.
For this example we are using LANconfig and the free SSH client PuTTY along with its associated utility PuTTYgen, which
is used to generate the necessary key pair. Although PuTTY is available for the Windows and Linux operating systems
the following description, like LANconfig, is limited to Windows.

Your device supports RSA, DSA, and DSS keys. RSA keys are somewhat smaller, thereby allowing somewhat
faster operation. Further information about the keys mentioned here is available from VPN chapter of the Reference
Manual in section Working with digital certificates.

2.14.1 Certificate check on SSH access

When establishing the SSH connection, the client first asks the device which authentication methods are permitted for
this connection. If the public key method is allowed, the client searches for private keys that have been installed and
transfers these with the user name to the device.

When the device finds an entry in the list that includes the user name that corresponds to its public SSH key, the SSH
connection is permitted. If the client does not have a suitable private key installed or if the device does not have a
corresponding entry with the user name or public key, the SSH client requests authentication by user name/password—as
long as this authentication method is permitted—or it aborts the authentication process.

2.14.2 Generating an SSH keypair with PuTTY

The first thing you need for SSH authentication using a public key is a personal key pair. This tutorial describes how to
use PuTTYgen to create an RSA key pair consisting of a public key and a private key.

On Linux operating systems, the shell command ssh-keygen creates an RSA key pair consisting of the public part
'id_rsa.pub’ and the private part 'id_rsa".
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1. Start the PuTTY utility PuTTYgen. The main window of the PuTTY Key Generator opens.

B PUTTY Key Generatar =

File Key Conyersions Help

Key
Mo key.

Actions

Genect o publpivee ey o

Load an existing private key file Load

Save the generated key Save pu

Parameters

Type of key to generate:
(©) S5H-1 (RSA} @ 5SH-2 RSA (©) SSH-2DSA

Mumber of bits in a generated key: 1024

2. Select the type of key to be generated (in this case: SSH-2-RSA) and its bit-strength (e.g. 4096). Then click on
Generate to start the key generation.

3. Move the mouse around in the program window until the progress bar has reached the end. PuTTYgen uses the
movements of the mouse cursor within the program window to generate the random numbers necessary for key
generation. After generating the keys, the program displays the key data in the main window.

B PUTTY Key Generator @

File Key Conyersions Help
Key

Please generate some randomness by moving the mouse over the blank area

Actions
Generate a public/private key pair

Load an existing private key file

Save the generated key
Parameters
Type of key to generate:
S5H-1 (RSA) @ S5H-2 RSA S5H-2 DSA
Number of bits in a generated key: 409
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4. PuTTYgen uses the movements of the mouse cursor within the program window to generate the random numbers

necessary for key generation. Move the mouse around in the program window until the progress bar has reached
the end.

T PuTTY Key Generator =
File Key Conyersions Help
Key

Public key for pasting into OpenSSH authorized_keys file:

ssh+sa -
AAMABINZaCTycZEAMAABIGAAAGE AQRMIC3vib 1t3hct VPANDSY TwnHGpjyC 3kaf
UsnsDowDGHpgi98MV10pvSgwmSHv THSyBGhSM+uld28w3DJrdyz R

+CtoqQbP SyMVLn5Pp vdubb0/e Mg FHOM AexrEVFRTdfiligPf 1JsdwniOtBSU7ewRRZ
yXowOQ6aINISMT/2zC21L Zhcb 89gvzbe KW NV DgwSJs TWuF YxMEC 2

Key fingerprint sshsa 4096 cd:61:alac:5e:c0bb:aZ:45:5e: 1c:49:68:ca:95:4d
Key comment: MylUser_reakey_4096

Key passphrass

Corfimm passphrase

Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save publickey | | Save private key |

Parameters

Type of key to generate:
S5H-1 (RSA) @) S5H-2 RSA SS5H2 DSA

Mumber of bits in a generated key: 409

5. Optional: If you wish to additionally protect your private key with a passphrase, enter this in the Key passphrase

field and confirm in the box below it.

Please note that some SSH clients either do not store passphrases or they do it for the current session only (e.g. with
PuTTY via Pageant only). For this reason you might want to avoid having to enter a passphrase where this is required
manually during the process of connection establishment. LANconfig supports the persistent store of a passphrase.

You save your keys by clicking the buttons Save public key and Save private key.
The public key is stored in the device, and the private key is used in combination with PuTTY for authentication.

At the same time you can save the key as an OpenSSH private key by clicking on Conversions > Export OpenSSH
key.
You can use the private key created in this way for authentication in combination with LANconfig.

8. Exit PuTTYgen. Now move to the next chapter of the installation.

2.14.3 Syntax and modifying public-key users

After creating a key pair, the public key has to be input to the device in a form that it understands. A LCOS device expects
the public keys in the following syntax:

<EncryptionAlgorithm> <PublicKey> <Adminl> [<Admin2> .. <AdminN>]

This makes it possible to assign multiple user accounts to a single public key. It is also possible to load several keys for
different users into the device. Starting with a public-key file created with PuTTYgen, the following steps describe how
you modify a public key.

1.

Open the public-key file in a text editor. It shows you the following or similar content:

—-—--- BEGIN SSH2 PUBLIC KEY ----

Comment: "rsa-key myuser"
AAAAB3NzaClyc2EAAAABIQAAAGEAQQOMEC3vjblt3hctVPANDSY1lwnHGp]/yC34kg
f£/UsnsDowDGHpgi 98MV10pvSgwmSHVTH5yBGhIM+ulId28w3DJrdyzR+CtogQbP51

ON8V3ydp+gbx+8FNbBQCVhxxiKZwXxmMh70pTWHx1ixOFte4HBxGHxcRaiSoMyNdv
wCkWlx8=
—-——-- END SSH2 PUBLIC KEY ----

Delete the header and footer and the comment line so that all that remains is the actual key. Then remove any line
breaks so that the public key is on a single line.

AAAAB3NzaClyc2EAAAABIQAAAGEAQOMEC3viblt3hctVPANDSY1..wCkiWlx8=
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3. Infront of the key, specify the encryption algorithm ssh—-rsa and, after the key, add the name of the user account
for which this key is valid (for example, root), separated with a space.
You can assign multiple users to a key or place multiple keys in a single public-key file. Examples:
ssh-rsa AAAAB3NzaClyc2EAAAABJQAAAGEAQOMfC3vjblt3hctVPANDSY1j..wCkWlx8= root

ssh-rsa AAAAB3NzaClyc2EAAAABJIQAAAGEAQQOMEC3viblt3hctVPANDSY1l..wCkWlx8= root admin user
ssh-rsa VLn5PpIvdubb0/eMgFHOM/xexrEVFRTAfiligqPf1Js4wnIOtBSU..xKWNVDg/ backup

Make sure that each each key (including the encryption algorithm and user [s]) is on a separate line. Line
breaks invalidate the file and lead to an error in the subsequent authentication!

4. Save the file and close the text editor.

2.14.4 Setting up a device for public-key authentication
This tutorial describes how to load the key file into the device and prepare the device for SSH authentication.

1. Start LANconfig and select the device on which you wish to set up SSH authentication.

2. Select Device > Configuration management > Upload certificate or file. In the window that opens, change the
File type selection list to All files and the Certificate type selection list to SSH — accepted public keys.

3 Restore Certificate (=]
Suchen in: . LANcanfig ~ & ¥ B M-
Name

Config

Firmware

Logging
< I »
Dateiname: Offnen
Deteiyp: [ Cenficate Flles v] [ Abbrechen |
Ceticatetype: Please select the upload target! -

Replace existing file of this type

Password:

3. Select the public-key file you created previously and click Open. LANconfig then starts uploading the public key to
the device.

The uploaded file replaces the list of previously accepted keys. Alternatively, you can edit the keys directly
in WEBconfig and attach individual keys to the existing list (see Allowed SSH public keys on page 35).
4. Open the configuration dialog for the device and navigate to Management > Admin > Access settings.
5. Inthe section Configuration access ways, click on Access rights > ... > SSH and configure the SSH authentication
method for each network.
The authentication methods permitted for SSH access can be set separately for LAN, WAN and WLAN. The following
options are available:

> Public key or password: With this option, public-key authentication is attempted first. If this should fail, then
a password query is issued.
> Public-Key: With this option, only public-key authentication is attempted.
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> Password: Public-key authentication is switched off and a password query is issued.

E Access rights - From a WAN interface @I&J
Protocols | SSH

55H authentication method: ‘ Public key or password - '
Public key or password
Public key
Password

[ ok ][ canca |

6. Close all of the configuration dialogs and write the configuration back to the device.

2.14.5 Public-key authentication with PuTTY

This tutorial describes how to use PuTTY to configure SSH authentication based on a public key and how to authenticate
at the device.

1. Start PuTTY.

2. In the window that opens, enter the host name or the IP address of the device and set the Connection type to the
option SSH. The default port for SSH connections is 22.

@ PuTTY Configuration @
Category:
B+ Session |_) Basic options for your PuTTY session
i +~Logging Specify the destination you want to connect to
& Teminal Host N IP add Por
.. Keyboard lost Name (or IP address) Po
- Bell
- Features Connection type:
- Window (O Raw (O Telnet () Rlogin (0 S5H () Seral
Appea!ance Load, save or delete a stored session
- Behaviour
... Translation 2 Saved Sessions
- Selection
- Colours
[=I- Connection — logd
L
| Close window on exit:
() Aways (7)) Never @) Only on clean exit
| =
[ Hep | [ pen [ Coned |

3. Switch to the Connection > Data dialog and, in the input field Auto-login username, enter the user name for the
public key you created previously (e.g. root).

4. Switch to the Connection > SSH > Auth dialog and, in the input field Private key file for authentication, enter
the path and file name of the private-key file you created especially for PuTTY.
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5. Then click on Open. PuTTY then attempts to establish a connection while using SSH authentication by public key.

@ root@ EI @

@ If you have protected your private key file with an optional passphrase, PuTTY will ask you for this as part of
the authentication process.

That's it!

2.14.6 Public-key authentication with LANconfig

This tutorial describes how to use LANconfig to configure public-key based SSH authentication.

1. Start LANconfig.
2. From the toolbar, open the dialog Tools > Options > Communication.

Options [
General Network
Startup
Communication Aways diear ARP cache before IP communication
P
o . Protocols
Application
Backup JIHTTES (W] 5SH Y| HTTP v TFTP
Extras V| Prefer ‘check’ via TFTP faster)
Update
55H authentication
Use public key authentication
Private key file:
Passphrase:
Concument RAS device connections
@ Allow an unlimited number of RAS connections
Restrict the number of concument RAS connections
Concument IP device connections
@ Allow an unlimited number of 1P connections
Restrict the number of concument IP connections
OK | Cancel |

3. Under Protocols, disable all of the options except for SSH and Prefer ‘check’ via TFTP.
This prevents LANconfig from favoring a different protocol for device communication (e.g. HTTPS) and falling back
to another, possibly unencrypted protocol (such as HTTP) if authentication fails.

4. Activate the option Use public-key authentication.

5. Specify the path and file name of the OpenSSH private-key file as appropriate and, if required, enter the passphrase
that secures your key.

6. Close the settings dialog with a click on OK.

That's it! Now if you open the configuration dialog or start the Setup Wizard for a device, LANconfig communicates
using the SSH protocol and attempts to authenticate with the specified private key.
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2.15 SSH and Telnet client in LCOS

2.15.1 Introduction

Along with an SSL server that provides secure and authenticated access to the device (see SSH authentication using a
public key on page 95), the operating system of your device also features an SSH client. This SSH client enables SSH
connections to be established from your device to a remote server, such as a further device or a Linux server. This function
is also useful if it is not possible to connect directly to a remote device, but if there is an indirect connection via a further
device that is accessible from both subnets.

The SSH client included with LCOS can be started with simple commands on the CLI, similar to the OpenSSH client on a
Linux system.

2.15.2 Syntax of SSH clients

The SSH connection to a remote system using LCOS's own SSH client is initiated from the CLI with the following command:

ssh [-(?|h)] [-(bla) <Loopback-Address>] [-p <Port>] [-C] [-J <Interval>] [<User>@]<Host>
<Command>

The individual parameters have the following meaning:

-2,-h
Displays a brief help text about the available parameters
-b, -a <Loopback-Address>

Allows a sender address (loopback address) to be specified. This option is especially important in connection
with ARF: By entering an optional loopback address you change the source address and route used by the
device to connect to the remote system. This can be useful, for example, when the system is available over
different paths and it should use a specific path for its reply message.

-p <Port>

Specifies the port to be used. If you do not specify a port, the device reverts to the SSH standard TCP port 22.
-C

If you set this parameter, the SSH client uses the zlib algorithm to attempt to negotiate a method for data

compression with the remote system. If the remote system does not support compression, then the data is
transmitted uncompressed.

The use of compression is generally worthwhile only for very slow connections. With fast connections, the
performance loss from the additional overhead due to compression tends to be greater than the gain from
reduced data amounts.

-j <Interval>

If the connection to the remote system is routed via a NAT router or a firewall, it may be worthwhile to leave
the connection running permanently. With an interactive SSH session, data is not transferred at all at certain
phases, which can lead to disconnection because of timeouts. In such cases the SSH client can regularly
transmit keep-alive packets, which are irrelevant to the remote system but which inform the gateway that
the connection is still being used.

Use this parameter to specify the interval in seconds in which your device sends the keep-alive packets. The
keep-alive packets are only transmitted when the SSH client is not sending other data to the remote system.

<User>

User name for logging in to the remote system. If you do not specify an explicit user name, LCOS uses your
current username that you used to log in to the CLI.
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<Host>
DNS name or IP address of the remote system.
<Command>

The LCOS SSH client either starts an interactive shell on the remote system or it executes a single command.
If no command is entered, the interactive shell starts.

2.15.3 Syntax of the Telnet client

As an alternative to SSH you can use the internal LCOS Telnet client to connect to a remote system. Start the Telnet client
in the terminal program with the following command:

telnet [-(?|h)] [-b <Loopback-Address>] <Host> [<Port>]

-2,-h
Displays a brief help text about the available parameters
-b <Loopback-Address>

Allows a sender address (loopback address) to be specified. This option is especially important in connection
with ARF: By entering an optional loopback address you change the source address and route used by the
device to connect to the remote system. This can be useful, for example, when the system is available over
different paths and it should use a specific path for its reply message.

<Host>
DNS name or IP address of the remote system.
<Port>
Specifies the port to be used. If you do not specify a port, the device reverts to the SSH standard TCP port 23.

2.15.4 Public keys for authentication

Authentication with SSH works with public keys sent from the remote system. If an SSH client needs to connect to an
SSH server, the server sends the public key to the client, which then looks for that key in its files. The following situations
can occur here:

> The SSH client finds the key in its list of known server keys, and the key is allocated to the corresponding host name
or IP address. The SSH connection can be established without further activity from the user.

> The SSH client does not find the key in its list of known server keys, and also no other key of the same type (RSA or
DSA/DSS) for the corresponding host name or IP address. The SSH client assumes that this is the first connection to
the server. It shows its public key and the associated fingerprint. The user can verify the key using a copy from another
source, and can then decide whether the server should be stored in the list of known SSH servers. If the user declines
this verification, the SSH connection is broken immediately.

> The SSH client finds a key for the corresponding host name or IP address, but this is different from the key currently
in use. Both keys are displayed, but the SSH connection will be terminated because the SSH client suspects a
man-in-the-middle attack. If the public key on the remote system was recently changed, then the administrator has

to delete the outdated entry from the list of known servers (see Manually deleting known SSH server keys on page
103.

After successfully verifying the server key, the administrator can enter the password for accessing the remote system.
The password cannot be entered directly at the command line.

SSH connections are usually closed at the server, e.g. by entering ex 1 t in the shell. Sometimes it may be necessary to
close the SSH connection with the client, e.g. if the application on the server has problems. The SSH client in LCOS uses
the same character string as OpenSSH to close the connection, i.e. ‘tilde - dot’.
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If the LCOS CLI session itself was opened with an OpenSSH client, you must use the string ‘tilde — tilde — dot’;
otherwise the wrong connection will be closed.

List of known SSH servers

The ssh client in LCOS automatically stores the known SSH keys of remote systems to its own key file. This key file is
stored in the internal file system and named ssh_known_hosts. The contents of this file change each time you connect
to an SSH server that is unknown to your device and you accept the remote-system key displayed to you as a security
prompt.

Each key is stored to a line in this file and contains three fields:

> The name or IP address of the remote system as entered into the SSH command when establishing the connection.
> The key type, i.e. ssh-rsa or ssh-dss.
> The binary output of the key itself, coded as Base64.

@ Once an administrator has accepted the public key of an SSH server, this key applies to all of the administrators;
there is no differentiation at user level.

@ The file(s) named here on the device are exclusively available to the root administrator via SCP (see Loading a
file via an SCP client on page 77). Uploading and downloading via LANconfig or WEBconfig is not an option.

Manually deleting known SSH server keys

You have the option of specifically deleting SSH keys for external systems from your device. This may be required if, for
example, if the SSH key of the external server has changed and your device refuses to connect to this system because of
an outdated SSH key. To do this, use the sshkeygen command in combination with the parameter -R:

sshkeygen [-?|-h] [-t (dsalrsalecdsa)] -R <Host>

-2,-h
Displays a brief help text about the available parameters
-t (dsa|rsajecdsa)

This optional parameter specifies the type of key that the device deletes. If no type is specified, the command
deletes all SSH keys for the specified host.

-R <Host>

Use this parameter to specify the IP address or DNS name of the external system for which the outdated SSH
key should be deleted from your device.

To delete the complete list of all known SSH server keys at once, delete the file ssh_known_hosts from the file
system of your device.

2.15.5 Creating SSH keys in LCOS

To generate a key pair consisting of a public and a private key, you enter the following command at the CLI of the device
with the LCOS SSH client to be used:

sshkeygen [-(?]h)] [-t (dsalrsalecdsa)] [-b <Bits>]

A detailed description of the parameters in the sshkeygen command can be found in the section SSH key generation
with LCOS on page 93. The device automatically creates the keys and saves them to its internal file system in the PEM
format under the file name ssh_rsakey (for RSA keys), ssh_dsakey (for DSA or DSS keys) or ssh_ecdsakey (for ECDSA
keys). The ID files have the following structure, which defines the use of a key for a certain LCOS administrator:

*** User <MyAdmin>

<SSH-Key>
* kK El’]d
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Retrieving the public key
After the device has generated the key pair, you need to transfer the public part to the remote system. The public part
of the key is retrieved with the following command:

show ssh idkeys

This command generates output similar to the following:

Configured Client-Side SSH Host Keys For User 'root':
ssh-rsa AAAAB3NzaClyc2EAAAABEQAAAQEA28BtnFFINAi8I5BlaOwg5g2Y..0nkuNQ== root@

> The first part shows the key type (ssh-rsa or ssh-dss).

> The second part is the binary output of the key itself, coded as Base64.
> The third part contains the host name and is intended for entering comments.

Transferring the public key to a remote system

Assuming that the remote system is a device equipped with LCOS, you load the relevant DSA or RSA key using either
the device file management or by adding to the list of public keys in WEBconfig directly under Extras > Edit list of
allowed SSH public keys. To do this, copy the first and second parts and replace the third part with a list of users to
limit the use of this key to a selection of LCOS administrators.

For more information about the syntax required for public keys, how to use different keys, and how to link them to
different administrators, see the section Syntax and modifying public-key users on page 97.

2.15.6 Priorities for SSH authentication

2.15.7 Rig

SSH authentication at a remote system follows a strict order of priorities:

1. Using the first method, the device always attempts to authenticate by means of a public key, unless the remote
system does not support this method or the current administrator does not possess a public key.

2. With the second method, if public-key authentication is unavailable or if the remote system has rejected the public
key of the authenticating administrator, the device offers interactive authentication by keyboard. Depending on the
application, interactive authentication may consist of exchanging a number of messages between the SSH client and
SSH server. In the simplest case, entering a valid password is sufficient.

hts for operating the SSH/Telnet client

You have the option of explicitly assigning the right to use the SSH/Telnet client for each individual administrator. This
is done by adding or modifying administrator accounts (in LANconfig under Management > Admin > Further
administrators) and adding the right to use the SSH client. Without the right to use this feature, an administrator
cannot connect to another SSH/Telnet device.

2.16 Importing files by copy & paste on the CLI

104

Your device supports the loading of files into file slots from the console and also by means of a script.

This offers the convenience of using a script to roll-out files together with the configuration or, for example, to import
SSH keys and VPN certificates.

@ > The file format must be of type text or ASCII; binary formats are not supported.
> In the case of certificates, the file format must be PEM-encoded (ASCII/Base64). DER-encoded certificates
are not supported.
Syntax of the CLI command importfile:

importfile -a <application> [-p <passphrase>] [-n] [-h <hash> -f <fingerprint>] [-c] [-1]
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Required parameters:

-a <application>

<application> specifies the storage location and thus the usage for the entered data. For a complete list of
the storage locations on your device, enter importfile -2.

Optional parameters:

-n
-n starts the non-interactive mode. There are no prompts or other outputs on the CLI. The non-interactive
mode is intended for use with scripts.
-p <passphrase>
<passphrase> is the password required to decrypt an entered private key.
-h <hash>
The hash algorithm used to determine the fingerprint of the root CA certificate.
-f <fingerprint>

The fingerprint of the root CA certificate, created with —h. The fingerprint can be entered either with or without
colons.

-C
Only CA certificates are uploaded.
r
Uploaded CA certificates replace any existing ones.

@ CTRL+Z cancels any active input.

Example:

In this example, user input is shown in bold and prompts for the user are shown in i talic. Certificates and other
long, multi-line outputs are abbreviated with [...] for legibility. At the end of the example you will find explanations for
the individual steps.

root@test:/

importfile -a VPN2 -p lancom -h SHAS512 - £
4F:A7:5E:C9:D4:77:CE:D3:06:4C:79:93:D8:FA: 3A:8E: 7B:FE:19:61:B2:0C:37:4F:BB: 7A:E6:46:36:04:46:EE:F6:DA: 97:15: 6B:BB:
2D:8F:B6:66:E6:7C:54:1E:B4:02:79:54:D6:DF:1E:9B:27:7C:9C:EA:B8:CB:1B:6D:90:1C

The input can be aborted by pressing CTRL+Z.
Please enter the PEM-encoded (Base64) device certificate, the end of the input will be
detected automatically:
importfile>——--- BEGIN CERTIFICATE-----
importfile>MIIDI9DCCAtwCCQDgaoWRCmWaL jANBgkghkiGOwOBAQOFADAKkMQswCQYDVQQGI...]
importfile>[..]1s7pM510L0d0=
importfile>—=--- END CERTIFICATE-----
Importing device certificate:
Version: 1 (0x0)
Serial Number:
e0:6a:85:91:0a:65:9%a:2e
Signature Algorithm: shabl2WithRSAEncryption
Issuer: CN=OCSP-TEST-CA,C=DE
Validity
Not Before: Jul 4 12:34:07 2017 GMT
Not After : Oct 5 12:34:07 2024 GMT
Subject: CN=TEST,O=Internet Widgits Pty Ltd, ST=Some-State,C=DE
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
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Public-Key: (4096 bit)

Modulus:
00:bb:93:£6:09:9%9a:41:02:3e:30:2b:09:7£:d1:£9:
49:54:5a:82:¢9:17:10:1f:79:6d:ab:55:df:b8[...]
[..]2f:0c:8a:69:7b:a9:82:32:f3:ca:9c:02:20:14:
bd:8b:0d

Exponent: 65537 (0x10001)

Signature Algorithm: sha5l12WithRSAEncryption
06:5b:a4d4:1a:a2:69:cl:bf:6f:bl:d2:6c:00:21:e1:10:43:1[..]
[..]50:e6:a3:1d:£3:15:07:87:8c:65:2f:25:f6:b3:ba:4c:eb6:
5d:0b:d1l:dd

The input can be aborted by pressing CTRL+Z.
Please enter the PEM-encoded (Base64) device private key, the end the input will be detected
automatically:
importfile>——---- BEGIN RSA PRIVATE KEY-----
importfile>Proc-Type: 4,ENCRYPTED
importfile>DEK-Info: AES-128-CBC,8FB95ED0568DASAE17D7573BC294ACDS8
importfile>[..] 5Cuf2p7980bhw3isAe04XRwmdLno8ZcPDyB33ZKPjmhUzBOWsdzGdSSq5iYjD
importfile>=—==-= END RSA PRIVATE KEY-----
The private key was read successfully.
The private key matches the device certificate.
The input can be aborted by pressing CTRL+Z.
Please enter the chain of PEM-encoded (Base64) CA certificates.
The input is closed with "endcachain':
importfile>——--- BEGIN CERTIFICATE-----
importfile>MIIDGzCCAgOgAwIBAgIJAMINXBFGQQpoMAOGCSgGSIb3DQEBDQUAMCOxCzAJBI...]
importfile>[..]EUDI9gQiYt9tnAT8hJfLkkyN/PHSiP+e+vopjSpKuyg==
importfile>——--- END CERTIFICATE-----
importfile>endcachain
Importing CA certificate:
Version: 3 (0x2)
Serial Number:
c9:4d:c4:11:46:42:aa:68
Signature Algorithm: shabl2WithRSAEncryption
Issuer: CN=OCSP-TEST-CA,C=DE
Validity
Not Before: Jun 6 13:56:49 2017 GMT
Not After : Jun 19 13:56:49 2045 GMT
Subject: CN=OCSP-TEST-CA,C=DE
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:
00:e9:ba:04:74:7d:78:5a:84:b3:63:cc:ad:4d: [..]
[..1]14:0e:27:c8:8c:5a:00:a3:4c:ed:4£:02:e8:0b:
fb:07
Exponent: 65537 (0x10001)
X509v3 extensions:
X509v3 Subject Key Identifier:
57:13:BB:94:3B:89:C5:3B:B7:A0:0E:BB:BF:39:05:67:8B:FB:84:30
X509v3 Authority Key Identifier:
keyid:57:13:BB:94:3B:89:C5:3B:B7:A0:0E:BB:BF:39:05:67:8B:FB:84:30

X509v3 Basic Constraints:
CA:TRUE
Signature Algorithm: sha5l12WithRSAEncryption
c8:cf:3b:97:1a:56:61:13:9c:61:ed:21:23:7a:37:b4:a8:[..]
[..]3£:21:25:f2:e4:93:23:7f:3c:74:a2:3f:e7:be:be:8a:63:
4a:92:ae:ca

Content of the PKCS12 file: private key: 1, device certificate: 1, CA certificates: 1
root@test:/
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1. The importfile command is called for the storage location VPN2, so we are dealing with a certificate for use in the
VPN. The password for the private key is lancom and the root CA certificate can be checked with SHA512 and the
specified fingerprint.

2. Inthe following, the user is prompted to enter the certificate.

3. After entering the certificate, it is then imported.

4. In the following, the user is prompted to enter the private key.

5. Following the input, the key is checked.

6. In the following, the user is prompted to enter the CA certificate chain. The end of the input is not detected
automatically. After the last certificate, the end is determined by entering endcachain. Type this command on a new
line, because all of the input on a line containing the string endcachain is discarded.

7. Following these entries, the CA certificates are imported and the process is completed.

2.17 Basic HTTP file server for external storage media

2.17.1 Introduction

The HTTP server integrated into the LCOS uses the HTTP protocol to connect to an external storage medium, so providing
a basic data server.

@ This function is only supported by devices with a USB connector.

2.17.2 Preparing the USB storage medium

Accessing an external storage medium from your device requires some preparation. The following describes how to set
up a USB medium to operate with the device.
1. Format the USB medium with a FAT16 or FAT32 file system.

2. Create the directory public _html on the USB medium.

The LCOS HTTP server only accesses the files and subdirectories in this directory. All other files on the USB medium
are ignored.

@ You can also change the directory name in the Setup menu under HTTP > File-Server > Public-Subdir.

This concludes the configuration on the USB medium.

2.17.3 Determine the mount point of the USB medium in the LCOS

When a USB medium is connected to your device, a mount point is created automatically and used by LCOS to manage
the medium internally. This mount point always remains the same for a certain USB medium, even after restarting.
Different media are each allocated their own unique mount point.

The mount point must be known in order to access the files on the USB medium. The mount points for USB media are
shown in the Status menu under File system > Volumes.

Volumes

ID Mountpoints Filesystem Unmountable?Free Size
ElkDev-1 /PKBACK#.001, /ush FAT22 1 53282 KB 122 MB
MiniFs  /minifs MiniFs 0 209 KB 256 KE

The Status table displays all of the volumes discovered by the device:
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> MiniFs is the flash file system integrated into most devices.

> BlkDev-n are identifiers for the known USB media. If there is just one USB mass storage device connected, it is
named B1kDev-1 and is mounted under /usb.

2.17.4 Accessing the files on a USB medium
Use the following URL to access the files on the USB medium by using the HTTP server in the LCOS:
http://<Device-IP-Address>/filesrv/<Mounting-Point>/<File>

If, for example, the file is named coupon . Jpeg and it is stored in the base directory \public html of the only
USB medium, then you can access it with the following link:

http://<Device-IP-Address>/filesrv/usb/coupon.jpeg

@ Files can be accessed with HTTPS as well as HTTP.

2.17.5 Rules for directory access

The directory public_html can contain sub-directories. You can access these directories without specifying any
particular file. If a directory contains a file named index . html or index . htm, this file is transferred to the HTTP
client. If not, the file server displays a list of all files and directories that exist in the requested directory.

2.17.6 Supported content type

The HTTP server in the LCOS uses the file extension to determine the MIME content type required to display the content
correctly in a browser. The following extensions are currently recognized and will be translated into the correct MIME
content type:

> .htm and .html for HTML files

.gif, .jpg, .jpeg, .png, .bmp, .pcx for images in the corresponding format
.ico foricon files

.pdf for Adobe Acrobat PDF files

.css for cascading style sheet files

vV VvV VvV Vv

2.18 Rollout Wizard

In large-scale networking projects, administrators often have to install many devices of the same or similar type at
different locations. Administrators often perform rollouts to reduce or avoid the need to be personally present at the
various locations. In the field of networking, a “rollout” refers to a largely automated process for the coordinated
preconfiguration of devices for a specific application. There are two basic ways for administrators to do this:

1. The administrators prepare the devices at the central office for rollout. On location, an employee or a customer then
runs a specifically customized Rollout Wizard that sets the site-related parts of the configuration and puts the device
into operation.

2. The administrators located at their central office use the Large Scale Rollout & Management (LSR). All configuration
settings for a specific device are performed and managed through the management system. On location, an employee
or a customer then runs the default Rollout Wizard on the device, which loads the configuration from the LSR server
and brings the device into its desired operating state.

Unlike the custom Rollout Wizard, using the default Rollout Wizard in combination with the LSR means it is not necessary
to configure a device in several stages; a current and complete configuration is uploaded directly after the device connects
to the LSR.
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However, where the LSR is not available for use, you as an administrator can still use the custom Rollout Wizard to
conduct complex deployments that fulfill specialized applications.

It is not possible to operate both Wizards in parallel. The custom Rollout Wizard replaces the default Rollout
Wizard, so excluding the use of remote configuration by an LSR system. To return to the default Rollout Wizard,
you must delete the custom Rollout Wizard from the device's file system.

2.18.1 Default Rollout Wizard

Your device is supplied with a preconfigured Rollout Wizard, which allows you to retrieve a configuration from a LANCOM
Large Scale Rollout & Management (LSR) server with just a few clicks. The Default Rollout Wizard runs if you have
enabled the Rollout Wizard in LCOS but have not set up a customized Rollout Wizard.

The Default Rollout Wizard asks you for all the information that it needs to connect to the LSR. This includes:

> The protocol used for the connection (HTTP or HTTPS);

The IP address or the DNS name of the LSR server;

The user name and password for authentication against the LSR;
The name or number of the rollout project;

The device ID (optional); and

The rollout TAN for the device.
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@ This process can be partially or even fully automated if you enter the relevant information into the device
permanently. The table for this is located in the Setup menu under HTTP > Rollout-Wizard > Presets. Standard
presets are the port and the loopback address used by the Wizard.

@ If your device has a USB port, its automatic upload feature allows a USB stick to supply an unconfigured device
with the basic information required by the Rollout Wizard. For more information about this function, see Automatic
upload of firmware or configuration from USB on page 85.

Before the device starts processing the rollout, the wizard displays a summary of the connection data used. Also, the
device uses an ICMP echo request (ping) to determine whether the specified server is available. If this test fails, you have
the option to re-configure the wizard or to continue the rollout process anyway. The host is available, the device begins
with the retrieval of a configuration from the LSR.

If the LSR server can be accessed via the Internet, but you are running the Rollout Wizard on a device without
an Internet connection, you must first execute the Internet Setup Wizard.

2.18.2 Custom Rollout Wizard

The custom Rollout Wizard is a programmable setup wizard in WEBconfig, which allows administrators performing a
rollout to implement a configuration wizard that customers or other (restricted) administrators can operate. To do this,
you use a special description language that can be used to define very complex wizards.

Custom wizards support the following features:

Definition of any internal variables

Conditional branches

Conditional goto instructions to any URL

Conditional display of notices

Runs all (non-interactive) actions that are available with the LCOS command line interface
Read-out current values from the configuration in the device

Write new values to the configuration in the device

Status checks such as checking the time in the device

Connection checks, e.g. the successful VPN connection to a specific remote site

vV V V V V V V VvV Vv
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Observing the rules of the description language, you create the new wizard in the form of a text file, which you then
load into the device. The user on-site can run the custom wizard from WEBconfig by using the appropriate name.

You can restrict certain administrator accounts to be available specifically under the Rollout Wizard only, allowing
even inexperienced users to configure certain functions without allowing access to the complete configuration.

Structure of the custom wizard

The instructions that describe a custom wizard consist of the following sections:

vV VvV VvV VvV Vv

String tables with the necessary texts in English and German.

A definition of the wizard.

Any number of sections describing the HTML pages that the wizard is to display.
An initialization section, which defines the actions when you start the wizard.

A concluding section, which defines the actions when you stop the wizard.

Note the following conventions for the instructions that describe the wizard:
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The elements of the instructions exactly follow the structure given above.

The text file with the instructions is encoded in 1SO 8859-1.

Comments start with a semicolon and serve only to improve the readability of the instructions.

Internal variables begin with the key word wizard. (Including the dot) and store information for the internal
processing of the wizard.

Configuration variables begin with the keyword config. (including the dot) and read out information from the

current device configuration, or they write them to the current configuration. Enter the configuration variables in
one of the following forms:

> Dedicated parameters in the configuration are referenced via config.1l.<SNMP-ID>, for example
config.1.2.1 toaccess the device name (to be found in the menu under Setup > Name).

One way to find the SNMP-ID for a parameter in the configuration is to enter the command 1s -a at
the command line in the corresponding submenu.
> You can reference the values in a table with:

config.”.<SNMP-ID>.<Line>.ID:<Column>

Example for finding the value in the first line and the column with ID ‘2" in the routing table '1.2.8.2";

config.1.2.8.2.1.1ID:2

> If you do not know the ID of the column, an alternative for you to reference the values in a table is to enter:
config.l.<SNMP-ID>.<Line>.<Column>
Example for finding the value in the first line and second column:
config.1.2.8.2.1.2

> If you do not know which line in the table you need, you can reference the values in a table via a known value
in the first column:

config.<SNMP-ID>."<Known-Value>".ID:<Column>

Example for finding the value in the column with ID "2 on the line with the value of the default route in its first
column:

config.1.2.8.2."255.255.255.0".1D:2

If the table contains multiple rows with the same value in the first column, then the configuration variable
references the first of these lines.

> Ifthe required line in the table is only defined after the user has entered input into the wizard, you can reference
the value in the table by using a variable with:

config.<SNMP-ID>.\"<Internal-Variable>\".ID:<Column>



LCOS 10.20

2 Configuration

Example for finding the line whose first column contains a value that agrees with the current value of the internal
variable wizard.target_network:

config.1.2.8.2."\wizard.target network"\.ID:2

> Device-property variables begin with the key word device. (including the dot) and are used to read-out specific
properties from the device. For more information about the device variables, see the section Using device properties
as variables on page 116.

String tables
The instructions for the custom wizard basically define the texts that are to be displayed in German and English.

Thelinestringtable "English™ deliversthe Englishtext, theline stringtable "Deutsch" delivers
the German texts. Each string definition consists of the keyword st ring, followed by the name of the string and the
value enclosed by double inverted commas.

The following example shows the string tables with just one entry:

p =String tables Start-mmrorm s s s e e S S e S S e S S S e S
stringtable "English"
string title test, "Test wizard"
stringtable "Deutsch"
string title test, "Test-Assistent"
p =String tables Engl--mmmremmsssoosssssorre e s e e S e e S

The interpreter of the instructions that describe the custom wizard in LCOS requires all texts to contain a German
and an English definition. LCOS will not execute the wizard if an entry in the English string table is not accompanied
by an entry of the same name in the German string table (or vice versa).

Definition of the wizard

The definition specifies the name of the wizard. The keyword wizard precedes the internal name in double inverted
commas followed by the reference to an entry in the string table (String tables). The wizard displays the external name
defined by this string when the HTML page is executed:

; —-Wizard Definition Start------———--"-"---"-"-"-"-"-"-"-"--——
wizard "My Test-Wizard", title test
5 SWilzards Definition Endssss=====c=c—c oo s oo s e

Sections
The sections represent the actual HTML pages that are displayed when the wizard is executed in the user's browser.

Each section begins with the keyword sect i on and ends with the beginning of the next section. The last section ends
at the beginning of the 'on-init' area, i.e. there is no explicit keyword for the end.

The sections include the following elements in any order and quantity:

> Conditions
> Optional freely definable name of the section, starting with the keyword 1abe 1, followed by a string of upper- and
lowercase letters and underscores '_":

Label My RolloutAssistent

@ The instruction set for the wizard can use the freely definable name as a goto target.

> Static text starting with the keyword static text followed by a reference to an entry in the string table (String
tables):

static_text str.conf general

> Fields for different data types such as text or IP address, check boxes, radio buttons, selection lists, etc.
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@ Information on the various fields can be found in the Fields and attributes on page 113 section.

> Actions performed by the wizard in different situations depending on the keyword at the beginning of the block:

> on_show: The wizard performs the actions in this block before a section (HTML page) is displayed.

> on_skip: The wizard performs the actions in this block if a section (HTML page) is not to be displayed due
to conditions contained within it.

> on_next: The wizard performs the actions in this block if the user clicks on 'Next' in the section (HTML page).
> on_back: The wizard performs the actions in this block if the user clicks on 'Back’ in the section (HTML page).

Notes on the structure of the blocks with the actions and the elements in them are to be found in the Actions
on page 117 section.

Conditions

The instructions for the wizard can add conditions to any element in a section. A condition can be used to change the
output HTML page depending on the context by showing or hiding certain configuration options depending on the
previous settings.

Conditions always refer to the previous element. They consist of a class specifier and one or more condition patterns. A

pattern consists of two operands and one operator. The following applies here:

> Ifa condition contains multiple condition patterns in one line, the wizard evaluates this expression as an OR operator.

> If the instructions contains multiple conditions relating to a parent element on separate lines, the wizard assesses
the expression to be an AND operation.

A class can contain any number of condition patterns and an element can contain any number of conditions. For example,
the following conditions only display the section if the internal variable wizard.test selectlisequalto 1,
andwizard.test selectdorwizard.test select5isequalto 0:

section
only if wizard.test selectl, "1", equal
only if wizard.test select4, "O", equal, wizard.test select5, "0", equal

Classes
The instructions can include the following classes:

> only-if: The preceding element is only executed or displayed when at least one of the following condition
patterns is fulfilled.

> skip-if: The preceding element is not executed or displayed when all of the following condition patterns are
fulfilled.

Operands
The condition pattern can contain the following operands:

> Static text

> Internal variables of the wizard

> Variables for referencing values from the current configuration of the device (configuration variables)
> The character "*' as a wildcard

Operators
The condition pattern can contain the following operators:

> equal: Checks if the two operands are equal.

> exists: Checks if the specified configuration variable is set, i.e. that the value of the parameter in the configuration
is not empty.
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> empty: Checks if the first operand is empty. The second operand is specified as a wildcard **'.
> contains: Checks if the first operand contains the second operand.
> !:Negates the condition.

Examples
The following condition only displays the section if the internal variable 'wizard.test_select' is equal to '0".

section
only if wizard.test_ select, "O0", equal

The following condition sets the internal variable 'wizard.intranet_name' to the value 'INTRANET" if this variable is empty.
set wizard.intranet name, "INTRANET" only if wizard.intranet name, *, empty

The following condition sets the internal variable 'wizard.target_1' to the value 'TARGET_1" if the internal variable
‘wizard.select_target' is set either to 1" or '5'".

set wizard.target 1, "TARGET 1" only if wizard.select target, Wiw, equal,
wizard.select target, "5", equal

Fields and attributes

The wizard uses fields in order to display information to the user and to give the user the option to enter information.
Each field corresponds to an internal variable.

The wizard defines a field by specifying the appropriate key word, followed by an internal variable on the same line.
Additional lines that follow can optionally contain the attributes for the field.

An example of a field definition in the wizard:

selection buttons select inet
description str.inet Selection
button_text str.inet PPPoE, str.inet IPoE

This field generates a group of radio buttons, only one of which can be activated by the user. The wizard places the text
defined inthe stringtable st r. inet Selection asa description next to the field. For the radio buttons themselves,
the wizard displays the text under str.inet PPPoE and str.inet IPoE. After an option was selected by
the user, the wizard writes the selected value to the internal variable wizard.select inet.

You can use the following fields in the wizard:

check_local_ip

This field checks if the wizard previously changed the device's IP address and redirects the user to the
corresponding HTML page. Possible attributes:

> destination: Target for forwarding as a FQDN or IPv4 address.
> timeout: Wait time before forwarding.

check_time
This field verifies if the device has valid time information. Possible attributes:

> success_jump: Label of the page that the wizard opens if the check is successful.

> fail jump: Label of the page that the wizard opens if the check fails.

> limit: Maximum number of checks before the wizard considers the test to have failed. Set the limit to
the value '0" to continue the checks without limit.

> timeout: Wait time between two checks.

entryfield hex
This field is used for entering hexadecimal values, such as MAC addresses. Possible attributes:

> description: Field description in the HTML display
> max_len:Maximum number of characters that the user can enter into this field
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> never empty: Avalue of '1" for this attribute denotes a field that the user must fill out.
> add_to_charset: Adds extra characters to the default input character set.
> default value: Default value

entryfield ipaddress
This field is used to enter IPv4 addresses. Possible attributes:

> description: Field description in the HTML display

never empty: Avalue of '1' for this attribute denotes a field that the user must fill out.
never_ zero:Avalue of '1" for this attribute denotes a field that may not contain the value '0".
add_to_charset: Adds extra characters to the default input character set.

default value: Default value

VvV VvV VvV Vv

entryfield numbers

This field is used to enter telephone numbers. Possible attributes:

description: Field description in the HTML display

max_len:Maximum number of characters that the user can enter into this field

never empty:Avalue of '1* for this attribute denotes a field that the user must fill out.
add to_ charset: Adds extra characters to the default input character set.

> default value: Default value

>
>
>
>

entryfield numeric

This field is used to enter numbers. Possible attributes:

description: Field description in the HTML display

range_ min: Minimum value that the user can enter in this field

range max: Maximum value that the user can enter in this field

signed value: Allows you to specify a numerical value with a sign

never empty: Avalue of '1' for this attribute denotes a field that the user must fill out.
add_to_charset: Adds extra characters to the default input character set.
default value: Default value

unit: The unit of value shown after the input field in the wizard's HTML display.
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entryfield text
This field is used to enter text. The attribute hidden is for fields used to enter passwords. Possible attributes:

description: Field description in the HTML display

hidden: Identifies a field used by the user to enter a password.

add_to_charset: Adds extra characters to the default input character set.
convert to_ upper: Converts user input into uppercase letters

max_len: Maximum number of characters that the user can enter into this field
min_len:Minimum number of characters that the user can enter into this field

never empty: Avalue of '1' for this attribute denotes a field that the user must fill out.
unit: The unit of value shown after the input field in the wizard's HTML display.

vV V VvV V VvV V VvV Vv

entryfield textwithlist
This field is used to enter text. The user also has the option of selecting from a set of predefined values.
Possible attributes:
> description: Field description in the HTML display
> default value: Default value
> max_len:Maximum number of characters that the user can enter into this field
> item value: List of predefined values that the user can select for this field
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onoff switch

This field creates a simple check box. Possible attributes:

> description: Field description in the HTML display
> value list: List of the two values that the check box may take on
> default selection: Default value

page_switch
This field creates a link with which the user can switch to one of the wizard's several other HTML pages.
Possible attributes:
> page description: Comma-separated list of text strings or references to strings that describe the
possible link targets.

> page_ label: Comma-separated list or page labels of the possible link targets.
> description: Field description in the HTML display

ping barrier
This field stops the wizard from being executed until a ping to the target was answered successfully. Possible
attributes:
> destination: Target address for the ping.
> loopback: Loopback address used by the ping instead of the default reply address
> success_jump: Label of the page that the wizard opens if the ping is successful.
> fail jump: Label of the page that the wizard opens if the ping fails.
>

1imit: Maximum number of pings before the wizard considers the test to have failed. Set the limit to
the value '0" to continue sending pings without limit.

> timeout: Wait time between two pings.
popup
This field opens the entered target address in a popup window. Possible attributes:

@ The target address can contain variables (see Variables on page 116).

readonly text

This field creates a read-only field. The wizard can use these fields to display text. The wizard can use hidden
attributes to define internal variables. Possible attributes:

> description: Field description in the HTML display
> unit: The unit of value shown after the input field in the wizard's HTML display
> hidden: Identifies a hidden field.

selection_buttons
This field generates a group of radio buttons, only one of which can be activated by the user. Possible attributes:

> description: Field description in the HTML display

> button text:Comma-separated list of text strings or references to strings that describe the individual
radio buttons.

> button value:Comma-separated list of text strings with the values of the individual radio buttons.
selection_list
This field generates a drop-down selection list for the user to select a value. Possible attributes:

> description: Field description in the HTML display

> item text:Comma-separated list of text strings or references to strings that describe the individual
list entries.

115



LCOS 10.20

2 Configuration

116

> item value: Comma-separated list of text strings with the values of the individual list entries.
> default selection: Default value

static_text
This field creates static text on the HTML page following the field name as a reference to a text string.

Variables

In some attributes of the fields you can use variables to replace the value of the attribute with another string or supplement
it with an additional string. You have a choice between the internal variables of the custom Wizard and the predefined
environment variables of the CLI, which you insert using special placeholders.

Inserting Wizard variables

To insert an internal variable into the value of an attribute, use the syntax $ (VariableName). To insert the user
name from the internal variable wizard.username into a URL add the following attribute:
http://host/directory?param=$ (username).

Inserting environment variables

To insert an environment variable into the value of an attribute, use the syntax $VariableName. The following
environment variables can be used in the attributes:

% inserts a percent sign.

f inserts the version and the date of the firmware currently active in the device.
r inserts the hardware release of the device.

v inserts the version of the loader currently active in the device.

m inserts the MAC address of the device.

s inserts the serial number of the device.

n inserts the name of the device.

1 inserts the location of the device.

d inserts the type of the device.
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Using device properties as variables

In some situations, a wizard has to make decisions based on the device properties. For instance, the wizard should only
write certain values to the configuration if the device has a particular type of WAN interface. The wizard has access to
certain variables of the device properties. These variables begin with the key word device. (including the dot),
followed by the name of the relevant property. The wizard can use the following variables for read-access to the device
properties:

device.flags.dhcp_addr

This variable indicates whether a DHCP server has assigned an IP address to the device (in which case the
variable is set to '128 ') or not ('0").

device.hasADSL

This variable indicates whether the device has an ADSL interface ('1') or not ('0').
device.hasISDN

This variable indicates whether the device has an ISDN interface ('1') or not ('0').
device.hasUMTS

This variable indicates whether the device has an UMTS interface (‘1') or not (‘0").
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device.hasDSL

This variable indicates whether the device has an DSL interface ('1') or not ('0").
device.FirmwareVersion

This variable indicates the current firmware version of the device.
device.HardwareRelease

This variable indicates the hardware release of the device.
device.LoaderVersion

This variable indicates the loader version of the device.
device.MacAddress

This variable indicates the MAC address of the device in hexadecimal notation without any separators.
device.SerialNumber

This variable indicates the serial number of the device.
device.Location

This variable indicates the location of the device as specified under Setup > SNMP > Location.
device.DeviceString

This variable indicates the type of the device.
device.Name

This variable indicates the name of the device as specified under Setup > Name.

Actions

The wizard uses actions to change values in the device configuration. One or more conditions can be defined for any
action. If these conditions are met, the wizard performs the action.

set

This action replaces the content of the target variable with the specified source. The source contains a comma-separated
list of variables or text strings.

set S$target, S$sourcelist
If the target variable is a single configuration parameter, specify only one value as the source. Other values are ignored.

If the target variable is a table, you should first specify the value in the source from the line that the wizard should
change. The wizard searches the first index column for this value and it changes the first line in which it finds this value.
If the wizard does not find a line with the matching value, it adds a new line to the table.

If the target variable is a numeric value, you can use the add or sub action to add or subtract the amount defined as
Snumber.

set S$target, S$Snumber, add

set $target, $number, sub

Examples

The following action sets the default route to the desired values:

set config.1.2.8.2, "255.255.255.255", "0.0.0.0", "0", "INTERNET", "0", "on", "Yes", ""

The following action increases the value of the ARP aging minutes to '5":

set config.1.2.7.11, "5", add
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The following action reduces the value of the ARP aging minutes by '5";

set config.1.2.7.11, "5", sub

del

This action clears the contents of the target variable. If this variable is a table, enter the value from the first index column
in the line that is to be deleted.

Example

The following action deletes the default route from the routing table:

del config.1.2.8.2, "255.255.255.0"

cat

This action lists the content of the source variables after the target variable.

Example

The following action adds the content of the variables wizard.user and the variable wizard.name:

cat wizard.name, wizard.user

cut

This action removes a certain number of characters from the target variables. Enter as a parameter the position of the
character to be deleted counting from the left and, optionally, the number of characters to be deleted.

Examples
The following action will delete all characters in the variable wizard.name after the 2nd character.
cut wizard.name, 2

The following action will delete all characters in the variable wizard.name exactly 4 characters after the 2nd
character.

cut wizard.name, 2, 4

trigger_config_change

Depending on the part of the firmware that is affected, changes by the wizard to the configuration do not take immediate
effect, as some modules use internal structures for the configuration.

The action trigger config change triggers an update to these internal structures. You should insert this
action into a section if you want to make sure that the configuration has been updated when you change a page in the
Rollout Wizard.

@ When you exit, the wizard automatically executes this action.

exec

The string that follows this is executed as a command on the console. In this case variables can be used in the string,
for example to start a LoadScript.

Trace for rollout wizards

The HTML pages of the wizard only display the results of internal processing. While the wizard is being built, the trace
can provide additional information to the administrator which could be used for further optimization, for example about
the analysis of the various conditions.
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Start trace from the command line using the command trace + Rollout-Wizard.

Using user-defined HTML templates

As an option, the appearance of the wizard can be adapted to your company's design guidelines by uploading a customized
HTML template into the device. The template can specify the basic structure of HTML pages and the design of colors,
fonts, etc. by means of CSS rules.

Two fixed tags in the HTML template are used to insert the contents from the wizard into the respective HTML pages:

> <WIZARD LOGO>:The wizard inserts the logo (GIF, JPEG or PNG format) as saved to the device.

> <WIZARD CONTENT>: This tag marks the point where the wizard inserts the contents of the sections in the
form of a two-column table with the corresponding buttons.

A very simple example of an HTML template looks like this:

<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01//EN" "http://www.w3.org/TR/html4/strict.dtd">
<html>
<head>
<title>Title of the wizard</title>
<meta http-equiv="Content-Type" content="text/html; charset=iso-8859-1">
</head>
<body>
<div>
<WIZARD LOGO>
</div>
<WIZARD CONTENT>
</body>
</html>

The wizard uses a selection of predefined CSS classes that you can easily customize by specifying appropriate values in
your HTML template, including:

> class="header": The CSS class for the header with the logo.

class="wizardName": The CSS class paragraph with the name of the wizard at the head of the page.
class="headerLogo": The CSS class for the area for the logo in the header.
class="wizardTable": The CSS class for tables with the displayed fields.

class="footer": The CSS class for the footer with the buttons.

VvV VvV VvV Vv

Uploading files for the wizard
To make the wizard available, upload the following files to the device:

> Rollout-Wizard (simple Text): The instructions for compiling the wizard (required). This ISO-8859-1 encoded text
file is required for operating the wizard. There is no limit on its size.

> Rollout-Wizard — Template (*.html, *.htm): An HTML template for the wizard (optional). This template controls
the way that the sections appear in the HTML pages when the user's browser displays the wizard. The template
allows you to use your own CSS information to define the layout. If you do not load a custom HTML template into
the device, the wizard uses a predefined template. The template must not exceed a size of 64KB.

> Rollout-Wizard - Logo (*.gif, *.png, *.jpeg): Your company logo (optional). The wizard places this image file at
the location of the <WIZARD LOGO> marker in the template. If you do not load a logo into the device, the wizard
uses a predefined logo.

Deleting wizard files from the device

There are various ways to delete wizard files from the device: You either delete the relevant files from the file system of
your device, or you use the rollout command with the appropriate parameters from the CLI.
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Deletion via the rollout command

The delete function of the ro11out command has the following syntax:

rollout (-r|-remove) <RelatedFile>
Possible files are:

> wizard: Deletes the wizard

> template: Deletes the template

> logo: Deletes the logo

> all: Deletes the wizard, the template and the logo

Deletion via the file system
In the file system, delete the Wizard's files via the correspondingly named mount points:

> rollout_wizard
> rollout_template
> rollout_logo

Example of a Rollout Wizard:
This section presents an example of a Rollout Wizard. The wizard is used for setting up an Internet connection.

In the first section, the wizard defines the text that the device provides for display on the various HTML pages.

stringtable "German"

string title MyCompany, "MyCompany Rollout"

string txt Welcome, "Welcome to the MyCompany Rollout Wizard"

string dev_serial number, "Serial number"

string dev type, "Device type"

;——-Page: What type of connection string inet Selection, "Internet connection type" string

inet PPPOE, "PPPoE" string inet IPoE, "IPoE" ;---Page: IPOE
string inet ipoe, "Please enter the details for the connection."
string con_ipaddress, "IP address"

string con_subnet, "Net mask"

string con gateway, "Gateway"

string con_dns, "DNS"

i===PBage: PPPoE
string inet pppoe, "Please enter your username and password."

con_username string, "username"

string con password, "password"

--- Page: End

string end, "The configuration is now complete."

The wizard starts the first line of the next section with the name ‘MyCompany Rollout'. The device displays the text string
str.title MyCompany as the title of the HTML page.

The wizard then defines the sections, which correspond to the required HTML pages.

The 'Start' section first shows a static greeting text. Below that, the Wizard has two read-only fields that display the
device type and serial number. The wizard reads out these two values from the device using the field on show when
it opens the page. The wizard offers the user a selection of options for the Internet connection, either 'PPPoE' or '[PoE".
Since no values are defined for the option fields, the wizard sets the variable select inet according to the user's
selection, e.g. PPPoE to '0" and IPoE to '1".

wizard "MyCompany Rollout", str.title MyCompany

section ;---Start---
static_text str.txt Welcome

readonly text device string

description str.dev_type
readonly text device serial number

120



LCOS 10.20

description str.dev_serial number

selection buttons select inet
description str.inet_Selection
button_ text str.inet PPPoE, str.inet IPoE

on_show
set wizard.device string, device.DeviceString

set wizard.device serial number, device.SerialNumber

on_next

J E 172.23.56.254 - MyCompany Rollout | - |

172.23.56.254 - MyCompany Rollout

LANCOM

Systems

.. tonnecting your business

Welcome to the MyCompany Rollout Wizard

Device Type |LANCOM 1711+ %PN
Serial Number |123831BDD1?8
Internet Connection

O PPPoE

® IPoE

Terminate this Wizard

The wizard only displays the IPoE section if the variable select_inet is set to the value '1".

2 Configuration

On this page, the wizard asks the user to provide values for the IP address, netmask, gateway and DNS server. All fields

are required to run the wizard.

section ;---IPoE---
only if wizard.select inet, "1", equal

static text str.inet ipoe

entryfield ipaddress inet ipaddress
description str.con ipaddress
never empty 1
entryfield ipaddress inet subnet
description str.con_subnet
never empty 1
entryfield ipaddress inet gateway
description str.con gateway
never empty 1
entryfield ipaddress inet dns
description str.con_dns
never empty 1
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| L 172.23.56.254 - MyCompany Rollout [+] |-

172.23.56.254 - MyCompany Rollout LANCOM

Systems

.. tonnecting your business

Please insert the details for the connection.

IP Address {max. 15 characters) (reguired)
MNetmask {max. 15 characters) (reguired)
Gateway {max. 15 characters) (reguired)
ONS {max. 15 characters) (reguired)

[ Previous Page ” ext > ] Terminate this Wizard

The wizard only displays the PPPoE section if the variable select_inet is set to the value '0".

On this page of the wizard prompts the user for the user name and password, each with a maximum length of 30
characters.

section ;---PPPoE---
only if wizard.select inet, "O0", equal

static_text str.inet pppoe

entryfield text inet username

description str.con username
max len 30

entryfield text inet password

description str.con password
max len 30

j |= 172.23.56.254 - MyCompany Rollout I -

172.23.56.254 - MyCompany Rollout LANCOM

Systems

4

+. tonnecting your business

Please insert username and Password.

Username {max. 30 characters)
Password {max. 30 characters)
[ Previous Page ” Mext > ] Terminate this Wizard

The last page of the wizard initially displays a summary in static text. Follow-up actions are carried out when the wizard
is finished:

> Ifthe user has selected IPoE, the wizard creates a corresponding remote site and an entry in the list of IP parameters.
> If the user has selected PPPOE, the wizard creates a corresponding remote site and an entry in the PPP list.
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> Whichever option is selected, the Wizard creates a default route 'INTERNET in the router.

section ;---ende-—-—
static_text str.ende
on init ;---Befehle, die bei der Initialisierung des Wizards durchgefiihrt werden.---

on_apply ;---Befehle, die bei der Fertigstellung des Wizards durchgefiihrt werden.---

;———-Wenn IPoE ausgewdhlt wurde, werden die entsprechenden Daten nun eingetragen.

;—-—-Remote site

set config.1.2.2.19, "INTERNET", "9999", "", "", "IPOE", "Q0", "000000000000"

only if wizard.select inet, "1", equal

;———IP-Parameter

set config.1.2.2.20, "INTERNET", wizard.inet ipaddress, wizard.inet subnet, "0.0.0.0",
wizard.inet gateway, wizard.inet dns, "0.0.0.0", "0.0.0.0", "0.0.0.0"

only if wizard.select inet, "1", equal

;—-——1f PPPOE was selected, the corresponding data is entered.

;-——-Remote site

set config.1.2.2.19, "INTERNET", "9999", "", "", "PPPOE", "O", "000000000000"

only if wizard.select inet, "O0", equal

;——-—-PPP list

set config.1.2.2.5, "INTERNET", "none", "60", wizard.inet password, "5", "5", "10", "5",
"2", wizard.inet username, "1"

only if wizard.select inet, "O0", equal

;——-Set the default route.
set config.1.2.8.2, "255.255.255.255", "0.0.0.0", "O", "INTERNET", "O", "on", "Yes", ""

E 172.23.56.254 - MyCompany Rollout - -

172.23.56.254 - MyCompany Rollout LANCOM

Systems

.. connecting your business

The configuration is completed.

[ Previous Page ” Finish ] Terminate this Wizard

2.18.3 Activating the Rollout Wizard in WEBconfig

The Rollout Wizard is activated from the Setup menu by setting the parameter HTTP > Rollout-Wizard > Operating
to yes. This initially activates the default Rollout Wizard. In WEBconfig, a new Wizard appears under Setup-Wizards
with the name assigned under HTTP > Rollout-Wizard > Title.

You replace this with a custom Rollout Wizard by loading the description of the Wizard into the device (see Uploading
files for the wizard on page 119).
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2.18.4 Configuration with LANconfig

The rollout agent is configured in LANconfig under Management > Rollout Agent.

Fiollout agent

Operating mode: DHCP-controlled -

./f‘. If you select the operating mode "DHCP-controlled"”, the rollout agent sends attributes to
S the rollout server that were transmitted to the device by the DHCPwd server in the
DHCP option 43,
Select the operating mode "Active'" ta zend the here configured attributes to the rollout
IErVEL

Fiollout zerver [Configuration]:

Fiollout zerver [Firmware]:

HTTF Uszermame:

HTTP Password: Show
Generate pazsword

Project number:

Additional parameter:

TAMN: Show

Generate pazsword

Device number:

Reboaot time: 1] mirutes
Fequest interval: 1] minutes
Fequest delay: 1] minutes

Fandomly spread request delaps

Operating mode

If you select the operating mode “DHCP-controlled”, the rollout agent sends the rollout server the attributes
that the device received from the DHCP server by means of the vendor-specific DHCP option 43. In the “Active”
setting, the device transfers the attributes configured in this dialog (for example, if no DHCP is available on
the network). Setting the mode to “Off" disables the rollout agent.

The “DHCP-controlled” operating mode does not overwrite manually configured attributes. This makes
it possible to perform a comprehensive pre-configuration based on the latest contact information for
the rollout server (address, login data) as communicated by the DHCP server.

Rollout server (configuration)

Use this entry to specify the address of the rollout server that is responsible for rolling out the configuration.

@ An entry can take the following forms:
> IP address (HTTP, HTTPS, TFTP)
> FQDN
Rollout server (firmware)

Use this entry to specify the address of the rollout server that is responsible for rolling out the firmware.

@ An entry can take the following forms:

> P address (HTTP, HTTPS, TFTP)
> FQDN

HTTP username

Set the user name used by the rollout agent to log on to the rollout server.
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HTTP password

Set the user password used by the rollout agent to log on to the rollout server.
Project number

This entry specifies the rollout project number for the rollout agent.
Additional parameter

Use this entry to specify any additional parameters that the rollout agent should transfer to the rollout server.
TAN

Use this entry to specify the rollout TAN.
Device number

Contains the device number of the device that is running the rollout agent.
Reboot time

Here you set the time after which the device reboots after a rollout.
Request interval

If a configuration fails, the time in seconds you set here is the delay before a request for a configuration
rollout is repeated.

@ If the value is “0”, the renewed attempt starts in 1 minute.

Request delay
This entry contains the delay time in seconds for a rollout request.
Randomly spread request delays

With this entry, you specify that the request for a rollout takes place after a random delay. This setting prevents
all of the devices involved in the rollout from requesting a configuration from the LSR server all at the same
time.

2.18.5 Receiving LSR information via DHCP server (zero-touch rollout)

An unconfigured LANCOM device boots with an activated DHCP client and uses this to retrieve an IP address, netmask,
DNS address, and gateway address from the network's DHCP server.

By means of the vendor-specific DHCP option 43, a suitably configured DHCP server sends information about how to
reach an LSR (Large Scale Rollout) server, among other things. The rollout agent of the LANCOM device processes this
information, contacts the LSR server and, according to the rollout strategy, it retrieves its configuration or updates its
firmware.

This function simplifies the rollout process as the devices no longer have to be preconfigured.

The LSR server connects via HTTP, HTTPS or TFTP, in which case an SSL certificate needs to be stored on the LANCOM
device to secure the connection.

It is also possible to configure (also partially) a rollout agent in advance. For example, the rollout server URL sent from
the DHCP server can be adopted, although a project number in the device must be configured in advance.
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Configuring the zero-touch rollout

Initial situation

In the case of a rollout to a number of branch sites, the large number of devices means that pre-configuring the LANCOM
devices is not a viable option. Instead they should be commissioned after they have retrieved a configuration from a
central LSR server, in a similar manner to the “zero-touch management” with a WLC.

Prerequisites

In order for the “zero-touch rollout” by means of the rollout agent in the device to work properly, a number of prerequisites
need to be met first:

> A central rollout server must be available and the zero-touch devices must be able to contact it via HTTP/HTTPS.
> DHCP must be active in the network at the branch. That is,

> a DHCP server is available on the branch network, or

> aDHCP relay server on the branch network exchanges the DHCP data packets between the devices on the branch
network and a DHCP server at the main office.

> The DHCP server has to be able to deliver the DHCP option 43.

The DHCP server transmits sensitive data such as the rollout password unsecured as a DHCP message. So take
care to transport the data only over appropriately secured connections.

Process
The rollout of the configuration proceeds as follows:

1. The unconfigured device is connected to the branch network.

2. The device retrieves connection data (such as IP address, gateway, netmask, DNS address, and DHCP option 43)
from the DHCP server.

3. The device uses the DHCP option 43 to decode various pieces of information including the URL of the rollout server
and uses this to configure the rollout agent on the device.

4. The rollout agent then contacts the rollout server and performs the rollout in two steps:

> Firmware-Update
> Configuration update

The rollout agent contacts the rollout server at the configured firmware server URL and retrieves a firmware file in the
. upx format, which it is then uses to update the device.

After the firmware update, the device restarts and contacts the rollout server again. The rollout agent checks whether
the firmware provided by the rollout server is already installed. This test succeeds if the latest firmware was received by
the device in the first step. The rollout agent continues with the configuration update and it downloads script files. It
contacts the rollout server at the configured config-server URL and retrieves a script in the . 1cs format, which it is
then uploaded to the device.

DHCP option 43

DHCP option 43 is vendor-specific, i.e. each vendor is free to decide how to structure this option and what information
is coded into it. The option can contain several sub-types, which are used for the detailed structuring of the data.

The following sub-types are specified for the device rollout agent:

Sub-type 1: Config-Server-URL
Server addresses are entered in the following available formats:

> HTTP, HTTPS, TFTP
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> [P address, FQDN
Examples:

> https://rollout:443/
> tftp://10.1.1.1
> http://10.1.1.2/test

It is also possible to specify LCOS variables

The rollout agent expects that the rollout server available at this address will respond to its request by sending
a configuration script with the extension . 1cs.

@ If the rollout server is an LSR, the address requires the prefix 1sr:, e.q.
lsr:https://rollout:443/. The rollout agent then assembles the correct LSR-rollout
URL from the sub-type 5 and the following. Accordingly, the sub-types 5 and up are only of importance
when using this prefix.

If the rollout server is not an LSR, then specifying the URLs for the config-server and firmware server
have to be done by hand with the use of variables.

Sub-type 2: Firmware-Server-URL

As with sub-type 1, the rollout agent expects the rollout server at this address to respond by sending a firmware
file with the extension . upx.

Sub-type 3: HTTP-Username

Contains the user name for HTTP authentication in the URL (in the form
http://username:password@server)

Sub-type 4: HTTP-Password

Contains the password for HTTP authentication in the URL (in the form
http://username:password@server)

Sub-type 5: LSR project number
Contains the project number for the rollout project stored in the rollout server.

Sub-type 6: Additional URL parameters for LSR keyword

The rollout agent appends this content to the constructed LSR URL (e.g. ?approval=yes).
Sub-type 7: Reboot-Time

Specifies the wait time in minutes before the device restarts after the update by the rollout server.
Sub-type 8: Request-Interval

Specifies the interval in minutes in which the rollout agent sends its requests to the rollout server.
Sub-type 9: TAN

This entry contains the rollout TAN.
Sub-type 10: Device number

Contains the device number of the device being updated.
Sub-type 11: Request-Delay

Contains the time in minutes that the rollout agent waits between request 1 and request 2.
Sub-type 12: Request-Random

This setting prevents all of the devices involved in the rollout from requesting a configuration from the LSR
server all at the same time. The following entries are allowed:
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0

Requests take place after set time delays.

1

With this entry, you specify that the request for a rollout takes place after a random delay.

Sub-type 13: Omit-Certificate-Check

This value determines whether the rollout agent skips the verification of rollout-server certificate.

If this subtype is missing or its content is empty, the rollout agent assumes the value is “0" and carries
out a check of the server certificate.

Please note that the configuration received from the rollout server needs to switch off the rollout agent on
completion (Operating: no), otherwise the device will reboot after the specified reboot time.

Variables

URLSs can contain any of the variables that are available at the LCOS console. These variables can be output by the console
by using the command printenv.

The variables are specified in the URL with a leading “$" character (e.9. $  SERIALNO).

Generating DHCP option 43
The DHCP option 43 is generated on the basis of RFC 2132, section 8.4.

The following configuration section can be used to generate the option 43 with the use of an ISC DHCPd DHCP server:

Within the general configuration

option
option
option
option
option
option
option
option
option
option
option
option
option
option

Within the subnet-specific configuration

space Ro
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.

llout;

config-server code 1 = text;
firmware-server code 2 = text;
HTTP-Username code 3 = text;
HTTP-Password code 4 = text;
Projectnumber code 5 = text;
AdditionalParams code 6 = text;
RebootTime code 7 = text;
RequestInterval code 8 = text;
Tan code 9 = text;
Devicenumber code 10 = text;

RequestDelay code 11 = text;

RequestRandom code 12 = text;
OmitCertCheck code 13 = text;

vendor-option-space Rollout;

option
option
option
option
option
option
option
option
option

Rollout.
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.
Rollout.

config-server

HTTP-Username
HTTP-Password
Projectnumber

RequestRandom
OmitCertCheck

"LSR:https://10.200.50.1:443";

firmware-server "LSR:https:// 10.200.50.1:443";

"RolloutUser";
"Secret";
lllll;

RebootTime "300";
RequestDelay "20";

non,
womn.
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Other DHCP servers (such as the Microsoft DHCP server) do not permit the definition of option 43 in the configuration.
In this case, the byte sequence that the server is to deliver as option 43 needs to be prefabricated and inserted into the
configuration.

To avoid having to generate this byte sequence manually, the Python script linked in the following can be used to do
this: wiki.snom.com/Category:HowTo:Option_43.

2.19 TCP port tunnel

In some cases it can be useful to enable temporary HTTP access to a station within a network, e.g. via HTTP (TCP port
80) or TELNET (TCP port 23). For example, if questions come up concerning network devices, the Support department is
best able to assist when they have direct access to the device in the customer's network. The standard method for
accessing networked devices via inverse masquerading (port forwarding) sometimes requires a special configuration of
the firewall—changes are made which, if they are not deleted again afterwards, can represent a security risk.

As an alternative to permanent access which is based on port forwarding, a temporary remote-maintenance access can
be set up that automatically closes again after certain periods of inactivity. This is done by creating a TCP/HTTP tunnel
for the Support staff, which gives them temporary access to the relevant device.

This access only applies to the IP address that was the source of the tunnel. Network access to devices released
in this way is not transferable!

2.19.1 Configuring the TCP/HTTP tunnel

A TCP/HTTP tunnel is configured from the Setup menu.

1. In the Setup menu of the device, go to the directory HTTP.

2. Set the parameter Max Tunnel Connections to the maximum number of simultaneously active TCP/HTTP tunnels
you wish to allow.

3. Set the parameter Tunnel Idle Timeout to the lifetime for an inactive tunnel (in seconds). After expiry of this time
period the tunnel closes automatically unless data transfer is actively taking place.

That's it! You have now completed the configuration of the TCP/HTTP tunnel.

2.19.2 Create the TCP/HTTP tunnel

Use the WEBCconfig interface of your device to set up a TCP/HTTP tunnel.

1. In WEBconfig, log on to the device which is to provide access to the device behind it.

129


http://wiki.snom.com/Category:HowTo:Option_43

LCOS 10.20

2 Configuration

2. Inthe area Extras, select the entry Create TCP/HTTP tunnel.

- & Extras

[— &8 Search

— I Gat Device SNMP MIB

[— @3 Show/Search Other Devices
— 4@ Display Key Fingerprints

— < Edit List of Allowed SSH Public Keys
[— @3 Packet-Capture

"Il WLAN Link Test

— B3 Spectral Scan

[— 4= Create TCP/HTTP Tunnel

[ <o) Activate Software Option
() Set Date and Time

— & Change password

[— @3 Public-Spot Template-preview
[ &5 LANCOM Management Cloud
— I License Information

{88 Import Radius users

[~ [fq Export Radius users

— @ Reboot

3. Enter the DNS name or IP address of the device to be accessed temporarily via HTTP and select the port to be used
for the HTTP tunnel.

Enter the host name resp. IP address and TCP port of the device you want to
reach, then click on "Create’ to create the tunnel connection.

Host Name/IP address
TCP Port 80
Routing Tag 0

Apart from HTTP or HTTPS-based access, remote maintenance can also be based on any other TCP service
such as telnet connections (TCP port 23) or SSH (TCP port 22).

4. If applicable, specify the routing tag of the IP network that contains the device to be accessed.
5. Accept your entries with Create.

The dialog that follows displays a confirmation of the newly created tunnel and provides a link to the device.

Tunnel Creation Succeeded

The tunnel was successfully created.
Click here to access the device.

The tunnel will be removed automatically if not used for 300 seconds.

2.19.3 Deleting the TCP/HTTP tunnel before it expires

The newly created HTTP tunnel is deleted automatically if the tunnel remains inactive for the duration of the tunnel idle
timeout (see Configuring the TCP/HTTP tunnel on page 129. To delete the tunnel earlier, click on the Status menu under
TCP-IP > HTTP > Active-Tunnels to access the list of active tunnels and delete the one you no longer require.

Although active TCP connections in this tunnel are not terminated immediately, no new connections can be
established.
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2.20 The LANCOM Clustering option

The LANCOM Clustering XL option offers you greatly simplified administration and significant time savings. You only

have to configure one device in a set group of devices (cluster). The changes are automatically transferred to the other
devices in the cluster.

If a device should fail or undergo maintenance (e.g. a firmware update), the APs automatically connect to another WLC
or the established VPNs automatically connect to the backup central-site VPN gateway, as applicable. The automatic
configuration synchronization mean that these devices already share an identical configuration. The result is a convenient
way to high availability.

The prerequisites for a device to be a valid member of a cluster are:

> The WLC Clustering XL option (as of LCOS version 9.10).

All cluster members must be able to establish IP communications via LAN, WAN or VPN.
It must be in the list of group members that is stored in each device.

It must have a valid certificate.

It must be able to authenticate itself as a member of the cluster by certificate.

vV VvV VvV Vv

2.20.1 Setting up configuration synchronization

In order for configuration synchronization to function, all of the devices to be configured need to have valid certificates.
In the interests of easy certificate distribution, you first need to configure a SCEP-CA on one of the devices.

1. To do this it is necessary to enable the SCEP server under Certificates > SCEP CA. If you set up the configuration
synchronization on a WLC, it is most likely that the SCEP server is already active.

/| Certificate authority [CA)] active

CA hierarchy

@ Thiz device iz the root certificate authority [Sub CA).

Thiz device iz a sub certificate authority.
Fath length: 1

Automatically request a certificate for this sub-Cé

Thiz menu containg all of the settings you need for retrieving a certificate for the sub-Ca,
Automatic certificate request...

Ca/RA certificates

Set here the certificate parameters az used by the Ca or RA [Registration Authority].

Ca Distinguished Name: JCH=COMPANY CA/0=COMPANY/C=DE
R distinguished name: JCN=COMPANY Ra/0=COMPANY/C=DE
Advanced..

Event notification

Here you may define the notification form which has to be used if the CA has an initialization
enor of can not respond a request,

Activate event logging [SY5SLOG)
Activate E-Mail notification

Send backup reminder email
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2. Then you enable the SCEP client on any device that is to work with configuration synchronization (including the SCEP
CA device) under Certificates > SCEP client. If you set up the configuration synchronization on a WLC, it is most
likely that the SCEP client is already active.

SCEP client uzage
I | SCEP client usage activated I

The parameters for uging the SCEP [Simple Certificate Enrollment Protocol] can be selected

here.

Fietry after eraor: 22 zeconds
Check pending requests: im zeconds
Device cert. update before exping: 2 days

CA cert. update before expiny: 3 days

Here you can define further parameters relating to the CA,

Ca table...

Here you can define further parameters relating to the certificate.

Certific:ate table...

3. Add a new entry for the SCEP server to the CA table.

The values for the CA table match the settings of the SCEP server from step 1 and are thus the same for all stations.
For the URL you enter http://IPADR/cgi-bin/pkiclient.exe, replacing IPADR with the IP
address of the device configured as SCEP-CA.

If you set up the configuration synchronization on a WLC, a corresponding entry for the WLC operation will already
be available. This entry can also be used to obtain a certificate for configuration synchronization, and in this case
there is no need to make any changes to the CA table.

CA table - New Entry @
M ame: ]
LRL: hitp: #/IPADR /cgi-bin/ph
Distinguizhed name: ACH=COMPANY Ca/0=
Identifier:
Encryption algorithm: DES -
Signature algorithm: MD57v
Fingerprint algarithm: foi'
Fingerprint:

Uszage type: General hd

| Registration-Authority: Enable automatical approvement [Ra
Auto-approve)

Source address: - Select

(0] 3 ]| Cancel |
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4. The Certificate table in the SCEP client needs a new entry for the retrieval of a configuration synchronization
certificate. The CA distinguished name is the one you used when you created the CA table entry.

Certificate table - Mew Entry @

M ame: CONFIGSYNG |
C4 Digtinguished M ame: ACH=COMPANY Ca/0=
Subject: CH=IPADR/0=COMPAL
Challenge Password: M TR 7]

Subject alternative name:

Key uzage: Select
Extended key usage: Select
Key length: 2048 | bit
Uszage type: Configuration synchr +
[ (0] 3 ] | Cancel |

As the subject, enter each device's own IP address (e.g. /CN=IPADR /O=COMPANY/C=DE), replacing IPADR
with the IP address of the device configured as SCEP-CA.

In order for the configuration synchronization to function, it is absolutely necessary for the IP address of the
device to be included in the certificate's subject.

Set the Usage type to “Configuration synchronization”. Also, adjust the Key length to “2048 bits". Set a Name of
your choice for the table entry.

The challenge password of the device configured as SCEP CA is located in its configuration under Certificates >
Certificate handling > General challenge password.

Certificate izsuing

Set here the certificate parameters uzed for SCEP requests.

Walidity period: 365 days

General challenge password: fPUh=wabd d 3R

Here you can create individual challenge passwords.

Challenge table...

Set here the securty features used by the CA,

CA encryption. ..

5. This concludes the set up of the SCEP CA and the SCEP client for the retrieval of configuration synchronization
certificates. At this time you can write the configuration back to the device in order to retrieve the certificates.

6. Now activate the configuration synchronization under Management > Synchronization with the option
Configuration synchronization module enabled. Under Cluster name you can also set a name that appears in
the LANconfig device list.

Configuration synchronization

Thiz module enables you to keep specified parts of the configuration in sync acrozs several
devices. A change in the specified part of the configuration at any device of the same group is
automatically distributed to all group members.

/| Configuration synchronization module enabled

Group name; Cluster
Group members...
Menu nodes... | | lgnored rows. ..
Source address: v [ Select |

/4 Please remember that all participating devices [here group members] need a valid
20 certificate bound to this purpoze for successful spnchronisation.
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7. Under Cluster members, enter the IP addresses of all of the devices that are to be members of the cluster.

-

Group mermbers % J[=]
Address oK
B E 2 Group mernbers - Mew Entry @
Address: 1592.168.50.10
(0] 3 ] I Cancel I
#= QuickFinder 0vE

8. Under Menu nodes you specify the menus you want to synchronize. If you wish to explicitly exclude menu nodes
from the synchronization, set the Usage to "excluded from synchronization".

-

henu nodes 7 ==
Usage Conscle path SHMP DID Ok
Include  fSetup/WLAN-management (will be updated by LCOS.)
Exclude [Setup/wLAN-management/Preference (Wil be updated by LCOS.)
Include  fSetup/IP-router/IP-routing-table (will be updated by LCOS.) @
Menu nodes - Mew Entry @
Specify here the congole path to a configuration value, a table or a
) CuickFind whale submenu of which the contents should be distributed or not to j
#+ QuickFinder the group members.

Hows shell the entry be used?
The walues of the configuration described by this path will be:

@ synchronized between the participating devices or
*) excluded from synchronisation.

Console path: /Setup
SNMP 0ID: [will be updated by LCOS.)

[ (0] 3 H Cancel I

Under "Ignored rows" you can optionally specify the rows of a table that should be excluded from synchronization.
Example: The default route on VPN gateways, which should be different for each gateway. The rest of the routing
table can be synchronized by making an entry in the Menu nodes.

-

Ignored rows % J[=]
Row indes Console path SHMP DID Ok
255,255,255,255 [Setup/IP-Router/IP-Routing-Table  {Will be updated by LCOS.) [—]

Cancel
Ignored rows - Mew Entry @
Fow index: WwLaMN-1
Console path: Setupdinterfaces LA
# Quickfinder SNMP OID: {will be updated by LCOS.) e
[ (0] 3 ] I Cancel I

9. The set up of configuration synchronization is now concluded for this device. You can write the configuration back
to the device.

10. Perform steps 2 through 9 on the other devices that belong to the cluster. When configuring each SCEP client, point
to the SCEP CA of the first device, as indicated above.

11. Now start the cluster on the device that should initially distribute its configuration to the other cluster members. To
do this in LANconfig, select the appropriate entry from the device list and, in the context menu, click [Start cluster...].

12. The cluster is now in operation. You can check the state of the cluster in WEBconfig under Status > Config > Sync >
Status. Now, configuration changes made on any cluster member are synchronized to the other members.

Please note the following requirements:
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The correct time must be set on all of the involved devices (certificate checks).
The IP address of each device must appear in the subject of its own certificate.

To menu trees for synchronization must be the same on both devices (which is not always the case with different
firmware versions or device options).

If any changes are made to the configuration of the configuration synchronization (menu nodes, etc.) after the cluster
was started already, then the cluster must be restarted.

2.20.2 1-Click WLC High Availability Clustering Wizard

With the 1-Click WLC High Availability Clustering Wizard, you can use LANconfig to simultaneously configure multiple
WLCs under the following conditions:

> All of the WLCs have the WLC High Availability Clustering XL option enabled.
> At least one WLC is fully configured. This is the case if it is already managing APs.
> At least one WLC has a basic configuration (at least the name and IP address are set).

@ In case of doubt, you should start the Basic Settings Wizard on the corresponding WLC.

@ All WLCs in the cluster have the same rights.

1.

In the device list, select the two WLCs that you want to configure together.
There are two ways to start the WLC Clustering Wizard:

> In the device list, drag & drop the unconfigured WLC onto the configured WLC.

> Select the two WLCs in the device list and, after a right-click, select the item Setup Wizard from the context
menu.

LANconfig then displays the following message:

LANconfig &J
@ You have selected 2 devices.

For this set of devices the following multi device wizards exist:

1-Click WLC High Availability Clustering Wizard
1-Click VPN Site-to-Site Wizard

Would you like to start one of these wizards for a multi device
configuration?

Start the Setup Wizard by clicking on Yes The Setup Wizard starts with the selection dialog for the multiple-devices
Wizard.
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2. Select the “1-Click WLC High Availability Clustering Wizard” and then click Next.

? Setup Wizard for 2 Devices [&J

Setup Wizard for 2 Devices

With this wizard you can comfortably configure your device
for specific applications.

What do you want to do?

"> 1-Click WLC High Availability Clustering Wizard
:? 1-Click VPN Site-to-Site Wizard

< Back [ MNeat = ]| Cancel

%

3. Select the master device, and then click Next

? Setup Wizard for 2 Devices [&J
1-Click WLC High Availability Clustering Wizard ¢:__$
Select the master device.

This wizard assists you with starting-up a WLC cluster.
Select the master device for the WLC cluster.

Master device: WLC, 152.168.50.94

fi\ This device has to run a cerificate authority (CA) for rolling out digital certificates
"= tothe other cluster devices.

< Back [ MNeat > ]| Cancel |

%

The master device is the preconfigured WLC. After you finish, the Setup Wizard transfers its configuration to all of
the other selected WLCs.

This query does not appear if you transfer the configuration to another WLC via drag & drop. In this case,
the Setup Wizard automatically takes the “dragged” WLC to be the master device.
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4. Assign a cluster name and click Device addresses.

" Setup Wizard for 2 Devices &J
1-Click WLC High Availability Clustering Wizard ¢:__$
Define a cluster name and the device addresses.

Assign a name of your choice to the new WLC cluster.
Cluster name: LCCluster|

Use the following table to modify the adresses under which the devices can reach each

other.

[ <Back ][ Net> | [ Cancel |

The Setup Wizard suggests a cluster name, although you can change this if you so wish.

5. Enter the device addresses of all of the WLCs in the cluster.

Device addresses . - l P S
Device Address oK
WLC 192.168.50.94
WLC2 192.168.50.10

By default, the Setup Wizard enters the devices that LANconfig is able to reach. Make any necessary changes, for
example by entering devices that are accessible via VPN.

Click OK, and then click Next.
6. Click Finish to complete the Setup Wizard.

" Setup Wizard for 2 Devices &J

Setup Wizard for 2 Devices

The wizard has now collected all of the information required in
order to start the WLC cluster.

Select “Finish™ to start rolling out cerificates to the cluster
devices. This may take some time (1to 2 minutes).

ff\ Once this wizard has finished all operations, future

= corfiguration changes in scope of WLAN management
immediately will be synchronized to all other cluster
devices.

[ <Back |[ Fnsh | [ Cancel |

The Setup Wizard now loads the configuration of the master device to the selected WLCs.
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7. The device list displays the WLCs as follows:

3 Laniconfig =0 ESH =
File Edit Device Group Wiew Tools Help
FRAL OO vv BBBY A ¥ O R QuickFinder
) LANconfig Mame Comment Cluster Mame Address Location
[2 1e! Checking certificate .
Lo Checking certificate .

The Setup Wizard has configured the SCEP client on all WLCs so that they can fetch a Config Sync. LANconfig now
waits until the certificates are available for all of the WLCs.

@ Creation of the certificates may take up to one minute.

8. Once the certificates are available for all of the WLCs, LANconfig displays the status “OK" for these WLCs along with
the cluster icon and the configured name of the cluster.

3 Laniconfig =0 ESH =
File Edit Device Group Wiew Tools Help
*FRNeS|lvv  BBRE> E ¥ O 12 QuickFinder
) LAMconfig Marme Cormment Cluster Mame Address Location
AWLOQ Ok WLG-Cluster 1921688010
AWLO Ok WLG-Cluster 1921688094

From now on, Config Sync configures the complete path Setup > WLAN management between all of the participating
cluster members. Config Sync immediately synchronizes any configuration changes on any of the WLCs to all of the other
WLCs in the cluster.

The master unit operates a master-CA, while all of the other WLCs operate a sub-CA of this master-CA. APs which connect
to a WLC other than the master WLC will receive a valid certificate from it, if required.

2.21 CPE WAN Management Protocol (CWMP)

The CPE WAN Management Protocol (CWMP) enables devices to be remotely configured via a WAN link. Communication
between the device (customer premises equipment, CPE) and the configuration server (auto configuration server, ACS)
is conducted via SOAP/HTTP(S) in the form of remote procedure calls (RPC). A large number of RPCs are specified for the
CWMP, the following of which are implemented in LCOS:

GetRPCMethods
SetParameterValues
GetParameterValues
GetParameterNames
FactoryReset

Reboot

Download

vV VvV V V VvV VvV Vv

> Firmware-Update
> Script download (*.Ics files)
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LCOS additionally supports the manufacturer-specific RPCs:

> X_LANCOM_DE_Command
> X_LANCOM_DE_CommandResponse

@ To find more information about the parameters of the RPC, visit the Broadband Forum.

The CPE supports the following types of authentication at an ACS:

> HTTP Basic
> HTTP Digest
> HTTPS by client certificate

2.21.1 Setting up CWMP with LANconfig
In LANconfig, the CPE WAN Management Protocol is configured under Management > CWMP/TR-069.

CwMP/TR-063

By CwMP/TR-069 [CPE Wak Management Protocol, TR-069) the device can be configured
automatically remately.

V| Cw/MP/TR-089 activated
ACS URL:
ACS usermname:

ACS pazsword: Showe

Connection request uzer:

Connection request pazsword: Showe
Part: 7.547
Source address [optional]: - Select

Perindic inform activated
Perindic inform interval: 1.200 seconds

Allow file transmission [firmware or script]
Allow firmware updates

Allow changing of the uzer credentials for connection request

CWMP activated
Enables or disables CWMP.
ACS URL

Here you enter the address of the ACS (auto configuration server) which the CPE (customer premises equipment)
connects to. The address is entered in the IPv4, IPv6, or FQDN format.

HTTP and HTTPS are permitted, although the use of HTTPS is preferred. Otherwise the devices transmit
device-specific parameters, such as passwords or access data, unencrypted. Before you can use HTTPS, the
trusted root certificate for verifying the server identity needs to be uploaded to the device.

ACS username

Enter a user name for the device to use when connecting with the ACS (auto configuration server).
ACS password

Enter a password for the device to use when connecting with the ACS (auto configuration server).
Connection request user

Select a user to be used by the ACS (auto configuration server) when connecting to this device.
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Connection request password
Assign a password that the ACS (auto configuration server) uses for connection requests.
Port

Specify the local port used by the ACS (auto configuration server) when connecting to this device.

If you use IPv6, you additionally need to set the IPv6 firewall to allow access to the corresponding
port under Firewall/QoS > IPv6 rules > IPv6 inbound rules.

Source address

Here you have the option to configure a sender address for the device to use in place of the one that would
otherwise be used automatically for this target address. If you have configured loopback addresses, you can
specify them here as source address.

If the source address set here is a loopback address, then the device will use this unmasked even for
remote stations that are masked.

The device accepts addresses in various input formats:

> Name of the IP network (ARF network), whose address should be used.
> "INT" for the address of the first intranet.

> "DMZ" for the address of the first DMZ (caution: If there is an interface called "DMZ", then the device
takes its address).

> LBO ... LBF for one of the 16 loopback addresses or its name
> Any IP address in the form x.x.x.x.

Periodic inform activated

Enables or disables the sending of periodic inform messages from the device to the ACS (auto configuration
server).

Periodic inform interval

This is the interval in seconds between two periodic inform messages sent by the device to the ACS (auto
configuration server). The ACS then requests further information from the device.

The default value is 1200 seconds (20 minutes). Do not set a value that is too small, as inform messages
increase network load. The interval does not commence before the device and server have exchanged all of
the necessary information.

Allow file transmission (firmware or script)

This switch allows you to transfer a firmware or a script file from the ACS (auto configuration server) to this
device.

Allow firmware updates
This switch allows the ACS (auto configuration server) to make firmware modifications to the device.
Allow changing of the user credentials for connection request

This switch allows the ACS (auto configuration server) to change the device administrator or to change the
name and password of the device administrator used to connect to the device.

If HTTPS is used in the ACS URL, the CPE validates the ACS certificate. To this end, you first have to save the CWMP root
CA certificate on the CPE. If the CPE is unable to validate the server certificate against the existing root CA certificate, it
rejects the connection. The certificate is uploaded either by LANconfig or WEBconfig. In LANconfig you do this as follows:
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1. Inthe device view section, right-click on the corresponding device and, under Configuration management, select
the item Upload certificate or file.

3 Laniconfig =0 ESH =

File Edit Device Group ‘“iew Tools Help

FRXNOD vvIBBRE V| HE|¥|@ rowie

) LANconfig Mame Comment Address Location Dewvice St
e Configure Ctrl+0
Setup Wizard Ctrl+W
Quick Raollback... Ctrl+0)
Check Ctrl+F5
Configuration Management 3 Print... Ctrl+P
Firrrvare Management 3 Save as File.., Ctrl+5
WEBconfig / Console Session 3 Restore from File... Ctrl+R

Maonitor Device Save Script as File..

Monitar Device Tempararily Ctrl+M e Sl R

Manitor WLAN Device Save Certificate as File...

Upload Certificate or File..,

Create Trace Output..,

Set Date/Tirme..,

Activate Software Option...
Check CC Campliance
Reboot

Unlack SIM Card...
Change SIh Card PIM..,

Delete Del
| Cancel &ction
4| b
Date Time Name Properties Alt+Enter

Loads a certificate or a file to the specified dewice,

2. Inthe dialog that follows, set the certificate type to “CWMP root CA certificate” and click Open.

3 Restore Certificate (=3l
Suchen in | LANcorfig ~ & ¥ = m-
Name E

Config

Firmware

Legging
T — ¢
Dateiname: Offnen
Datsiyp: [ Certficate Files +] [ Abbrechen |
Certicatetype: Please select the upload target! -

Replace existing file of this type

Password:

When using SSL/TLS for authentication at the CPE, you upload the client certificate and the private key by means of
PKCS#12 file (CWMP container as PKCS#12 file) onto the CPE.

2.21.2 Device configuration via CWMP

All CWMP parameters are configured on the command line either by a script file or by the manufacturer-specific RPC
X LANCOM DE Command.
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Configuration via script

The CWMP download command <cwmp : download> is used to configure the device by means of a script
file (* . 1cs). The file type is 3 Vendor Configuration File. The URLis the address of the
server where the configuration script is stored.

@ LANconfig files of the *.Icf format are not supported.

Configuration by means of manufacturer-specific RPC X_LANCOM DE_Command

The X LANCOM DE_Command function is defined as follows:

Request

<cwmp:X LANCOM DE Command>
<Command> CLI-Kommando </Command>
</cwmp:X LANCOM DE Command>

Response

<cwmp:X LANCOM DE CommandResponse>
<Status>1</Status>
<Result>1</Result>
</cwmp:X_LANCOM DE_CommandResponse>

The following example sets the IPv4 address of the device to the “INTRANET":

<cwmp:X LANCOM DE Command>
<Command>set /Setup/TCP-IP/Network-1list/INTRANET {IP-address} 192.168.80.1</Command>
</cwmp:X LANCOM DE_Command>

Due to the asynchronous execution of the console commands, the X LANCOM DE Command always
reports a successful execution of the command, regardless of whether the command was executed correctly
or not. A successful execution requires the config status to be read out under Status > Config.

To check the configuration status, you can read out the following CWMP parameters before or after using
the script or X LANCOM DE Command:

> InternetGatewayDevice.Devicelnfo.X_LANCOM_DE_ConfigVersion

> InternetGatewayDevice.Devicelnfo.X_LANCOM_DE_LastScriptComment
> InternetGatewayDevice.Devicelnfo.X_LANCOM_DE_LastScriptErrorLine
> InternetGatewayDevice.Devicelnfo.X_LANCOM_DE_LastScriptSuccessful

@ The values correspond to the status values under Status > Config.

Configuration by means of manufacturer-specific RPC X_LANCOM DE_CommandResponse

The function X_LANCOM DE CommandResponse is executed synchronous and has a return value.
The function is defined as follows:

Request

<cwmp:X LANCOM DE Command Response>
<Command>ls /Status/Current-Time</Command>
</cwmp:X LANCOM DE Command Response>

Response

<cwmp:X LANCOM DE Command ResponseResponse>

<Status xsi:type="xsi:unsignedInt">1</Status>

<Result xsi:type="xsi:string">Current-Time INFO: 11/30/2017 09:54:49</Result>
</cwmp:X LANCOM DE Command ResponseResponse>
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The function returns the following return values:

1. Parameter: <Status type="xsd:unsignedInt">[1/0]</Status>
1 =no errors, 0 = Error during execution

2. Parameter: <Result type="xsd:string">[Output]</Result>

Output = Output according to console (max. 2048 characters, more characters are cut off)

2.22 LANCOM Battery Pack

The LANCOM Battery Pack is an emergency power supply for the continued operation of up to two LANCOM devices. It
serves as an efficient emergency power supply for business-critical network components from LANCOM.

In case of power-supply failure, up to two connected LANCOM routers or APs remain powered up for at least two hours.
This means that LANCOM routers at IP-based exchange lines, along with any analog phones or alarm systems connected
to them, remain functional even in emergencies.

2.22.1 Configuration with LANconfig

The monitoring of the Battery Pack is conducted via the serial interface (COM port) of your LANCOM product. To check
the status of your Battery Pack, proceed as follows:
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COM-port configuration

The device operating mode is configured under COM ports > Devices. Click the button Device mode and add a new
entry to the table or edit an existing one.

-
= New Configuration for LANCOM 1783VA-4G (over ISDN) LB o)
G é v o< QuickFinder COM-Port devices overview
% Configuration Whenever a new hot-pluggable device is detected, a new entry is created in this table.
> %ﬂ Management
> g? Interfaces Device mode... ]

Date & Ti
g @ ate 'me An exception is the builtin outband inteface, which is by default used for device

> 3 Log & Trace ="  management. To make the outband inteface usable forthe COM port server, add a line
> ﬁ Communication to this table with the service mode COM port server.

s o P

, * P WAN devices overview

» g IP Router This table gives an overview of all devices configured for the WWAN mode and the operation

. % Routing pratocals state. A new entry will be created every time a new hot-pluggable device iz detected.

> E Firewall/QoS Device operating state. ..

> B veN

o g Certificates
4 ¥ COMPorts
e Devices
g Server
> di NetBIOS
> [ RADIUS Server
- o LANCAPI
> g?:]‘ Least-Cost-Router
o &7 SIP-ALG
> ﬂ Voice Call Manager

LANCOM [

Systems

oKk | [ cancel |

.

Set the device type to "Outband" and the device mode to "UPS" (Uninterruptable Power Supply). This mode ensures that
the status of the Battery Pack can be queried.

LA LIEVIGE 5

Device mode M | ? = .|*

Device mode - Edit Entry

Device type Device mode Device type: [Outband v]
Sierra-MiniCard-7710 WAN
Sierra-QMI-73XX WAN
Outband UPS

Device mode: Cancel

UPs

<

;EQU!'D'CF!'HE'EF Add,.. ][ Edit... ][ Copy... ][ Remove ]
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Configuring the Battery Pack monitoring

Configure the monitoring of the Battery Pack using Log & trace > General and the section "Battery Pack".

= New Configuration for LANCOM 1783VA-4G (over ISDN) LB o)

& © ~ /< QuickFinder Email addresses
%’ Configuration
> %ﬂ Management

Email for license expiry reminder:

. @ Interfaces SYSLOG
> Date & Ti
. % L:;& Trlar:: Send information about system everts to the SYSLOG servers in the following list

a General [ SYSLOG servers... ] [ Facility mapping
| System Events
| SMTP Account

[T Send corfig changes via command line inteface to SYSLOG server

:\ SMTP Options SLA moritoring
1 SMS Messages . - - ) ’
L Through SLA monitoring you can test the accessibility of remote sites and services from this
> ﬁ Communication device.
iy IPvd
. * N ICMP tests...
> wmg IP Router )
> 7 Routing protocols iPedt
. @ Firewall/QoS Using iPerf you can do bandwidth tests between two hosts. Here you can provide settings,
B VEN which will influence how the device will function as an iPer test endpoint.
> g Certificates iPerf settings... ]
. @f COM Ports
. oy NetBIOS Battery pack
> S RADIUS Server In case of a power outtage the battery pack can supply the device with electricity. When the
s * LAMNCAPT battery pack is being monitored, notifications will be send out at important events. Here you can
y g?ﬁ Least-Cost-Router specify what events generate notofications and who their recipients will be.
4 57 SIP-ALG Battery pack... ]

> g? Voice Call Manager

LANCOM [

Systems

oKk | [ cancel |

Click the button Battery Pack and enable the checkbox Monitor Battery Pack. Set a valid e-mail address as the
recipient of the status notifications.

r ™
Battery pack @&J

Batteny pack

] 1y,

Email for Motfications:

[ Motifications... ]

[ ok || Cancel

b

Monitor Battery Pack

This is where you enable the status monitoring of the serially connected Battery Pack.

Please note that in order for the device operating mode to be monitored, the device must be connected
to the Battery Pack via an outband cable and the device operating mode of the outband interface
needs to be set to "UPS" under COM ports > Devices > Device mode.

145



LCOS 10.20

2 Configuration

E-mail for notifications

In the case of critical events, a message is sent to the e-mail address configured here so that the device
administrator can respond in a timely manner.

Please note that successful e-mail transmission requires the settings to be configured under Log &
trace > SMTP account.

Notifications
Adjust the settings for the notifications here.

Configuring notifications

Specify the notification settings that apply for critical events.

-
Notifications s | ? PG |
Notifications - Edit Entry P ) S —
Ewent emal SNMP  Syslg B B OK
el X e Send email notification Send SNMP trap
Pawer-5upply  On On On

Batterydiow On  On ol Send Syslog notification

Battery-Defect On on on

Temperature  On On On [ CK ] [ Cancel ]
Service On On On

Send e-mail notification

If this event occurs, the administrator is notified via e-mail. The e-mail is sent to the address configured under
Log & trace > General > Battery Pack.

Send SNMP trap

If this event occurs, the administrator is notified via SNMP. The SNMP message is sent to the SNMP server
configured under Management > Admin > SNMP settings > Target addresses.

Send SYSLOG notification

If this event occurs, the administrator is notified via SYSLOG. The SYSLOG message is sent to the SYSLOG
server configured under Log & trace > General > SYSLOG servers.

2.23 Setting known loopback addresses

Your device can be assigned up to 16 IPv4 and 8 IPv6 loopback addresses where the device can be reached (e.g. for
managing larger network structures). To use the loopback addresses for particular networks (e.g. in the context of
Advanced Routing and Forwarding), you can assign routing tags to these addresses. To simplify the identification in
other configuration units, the loopback addresses can be given freely definable names.

The following steps show you how to set a loopback address.

1. Start LANconfig and open the configuration dialog for the device.
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2. Navigate to the dialog IPv4 > General > Loopback addresses or IPv6 > General > Loopback addresses and

click on Add.
Loopback addresses - Mew Entry @
M ame:
IP address: 0.0.0.0
Fiouting tag: 1]
(0] 3 ] | Cancel |
Loopback addresses - Mew Entry @
M ame:
IPvE address:
Fiouting tag: 1]
Comment:
[ (0] 3 ] | Cancel |

3. Use the input field Name for a name of your choice for the loopback address, e.g. LOOPBACK 1.

4. Enter the loopback address for this device into the input field IP address or IPv6 address, e.g. 10.0.0. 99 for
an IPv4 address or : : 1 for an IPv6 address.
The device considers each of these addresses to be its own address and behaves as if it has received the packet from
the (W)LAN. This applies in particular to masked connections. Responses to packets sent to a loopback address are

not masked.

5. Use the input field Routing tag to enter an optional routing tag for the loopback address.

Loopback addresses with the routing tag '0" (untagged) are visible to all networks. Loopback addresses with a

different routing tag are only visible to networks with the same routing tag.
6. For IPv6 loopback addresses, the Comment field allows you to enter an additional comment.

2.24 Customize the management ports for device access

LANconfig features the option to change the port numbers for the management protocols.

1. Start LANconfig and open the configuration dialog for the device.
2. Switch to the dialog Management > Admin and click Ports.

147



LCOS 10.20

2 Configuration

3. Enter the port numbers for the required management protocols.

Parts @
Management protocals
HTTP: a0
HTTPS: 443

S5H
V| Protacal active Part: 22

TELMET
V| Protacal active Part: 23

TELMET_SSL
/| Protocol active Part: 932

SHMP
/| Protocol active Part: 161

TFTP

/| Protocol active

[ (0] 3 ]| Cancel |

4. C(lose all open dialog windows by clicking on OK.

LANconfig writes the configuration back to the device.

2.25 Changing the SIM card PIN

For devices with a cellular modem, LANconfig gives you the option to change the PIN of the SIM card. You make the
change simply by entering the old PIN and then the new PIN. In the interests of security, LANconfig requires an additional
confirmation of the new PIN. Alternatively you can make the change from the command line by executing the action
PIN-change.

The following steps describe the procedure in LANconfig.

1. In the LANconfig device overview, select the device requiring the PIN change.
2. From the menu bar, choose Device > Change SIM card PIN. A new dialog box opens.

Change SIM card PIN (-2 [zl

) Tachange your SIM card PIN please enter first
# the current and then the new PIN. The PIN has
to consist of 4 to 8 characters.

Current PIN:
New PIN:

Repeat new PIN :

Cancel

3. Enter the old PIN and then your new PIN. Confirm the new PIN by entering it again.
4. Click OK to accept the change.
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3 LANtools

The device supports different ways (i.e. interfaces) and means (i.e. software) of configuration. There is no end of different
situations in which configurations have to be carried out, or ways in which operators prefer to work. This is why the
device offers a wide range of ways to set up the configuration.

One option is to carry out the configuration with LANconfig, the menu-based, clearly structured software that allows
you to adjust almost all of the relevant parameters.

The program LANmonitor provides an overview of the status of the device, its connections, and status values. With
WLAN devices, further information about the wireless networks and the clients connected to them are available from
the WLANmonitor.

LANtracer allows you to perform advanced trace functions for specific information (e.g. status values and function
messages), either once only or for monitoring over a longer period. The trace data it produces can be used for logging
or diagnostics.

The following sections discuss in detail the operation of the applications mentioned above.

To work with the various LANtools applications you will need a configuration computer with a Windows operating
system.

3.1 LANconfig — configuring devices

From the easy commissioning of a single workplace device with convenient Installation Wizards to the overall management
of large scale installations—the spectrum of applications for LANconfig is wide:

Basic functions

Automatic detection of new, unconfigured devices

(Remote) configuration of devices via ISDN for Dial-Up Networking, IP address, URL, or via the serial interface
Integration of Telnet, SSH, HTTPS and TFTP configuration

Context-based help on the configuration parameters

The Wizards provide customized input masks at every stage of installation

Backup connection setup

VvV VvV V VvV VvV Vv

Management of large installations

Grouping

Central firmware distribution (multitasking, also in parallel with multiple dial-in connections)
Simultaneous configuration of multiple devices

Configuration script distribution

WLAN group configuration

Logging of all actions

Creation of new "offline" configurations for all devices and versions of LCOS

vV VvV V V V VvV Vv
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3.1.1 Start LANconfig

Start LANconfig, for example with a double click on the desktop icon. LANconfig now automatically searches the local
network for devices. If LANconfig detects a device in the LAN which is not yet configured, then the program automatically
starts the Setup Wizard.

Setup-Assistent flir SN ===
o A B - (&S TOONEE

Mit diesem Assisternten kdnnen Sie lhr Gerat schnell und
einfach fir bestimmte Anwendungen konfigurieren.

Was méchten Sie tun?

:& WLAN konfigurieren
:& Intemet-Zugang einrichten

:& Einwahl-Zugang bereitstellen {(RAS, VPN)
:& Zwei lokale Metze verbinden (VPN)

:& Gegenstelle oder Zugang loschen

:& Sicherheits-Einstellungen kontrollieren
:& Dynamic DNS korfigurieren

:& Voice-over-IP Call-Manager korfigurieren

< Zurick |[_Weiter> | [ Abbrechen |

@ LANconfig may be unable to detect devices in the LAN if the "Internet connection firewall" or any other personal
firewall is activated on the configuration computer. If your unconfigured device cannot be found, deactivate the
firewall for the time during which you carry out the configuration.

Your device is equipped with a powerful integrated firewall. This provides protection for your computer even if
no other firewall, such as the "Internet connection firewall", is activated.

@ LANconfig can be automatically started when the operating system starts. Learn more about this in chapter
Application on page 210.

Finding new devices

You can manually initiate the search for a new device by clicking on the Find devices (%)) button or by calling the menu
command File > Find devices. LANconfig then asks where it should search. To make further adjustments to the search,
click on Tools > Options and then select the menu item Startup.

(':g\ Search parameters:

Pick the methods to be used to scan for new devices and dedde on additional search
parameters as necessary.

Search the local network... + seconds

[ search an IF range...
192.168.4.0 192.168.4.254
» Additional methods
[ search on all serial ports. ..

[ search in a remote netwark. ..

[~ Extend search to managed APs

Search ][ Cancel
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As soon as LANconfig has completed its search, it presents a list of all the devices it found, if possible with a brief
description, the IP address and the status.

i ™
F3 LANconfig E@Iﬂ
File Edit Device Group View Tools Help
FRANVNOO v BBB? B 9|0 | 2ovicrinde ANcamM
) LANconfig MName : Folder Description Comment
1780EW-4G
LC-1781AW-PMK CB/MK
4 | i | b
Date Time MName Address Message i
@ 01.03.2018 10:52:16  LC-1781AW-PME 19216811 Configuration read successfully
& 01.03.2018 10:53:26  LC-1781AW-PME 19216811 Configuration editing canceled
& 01.03.2018 14:19:28 Updates Online check for updates started... m
& 01.03.2018 14:19:34  Updates Mo online updates available m
4 [ | +
2 Devices selected
h

A

A click on the EConfigure button or the menu item Device > Configure reads the current settings from the device
and displays general information on the device. Double-clicking on the device entry optionally opens the Configuration
Wizard or the device's configuration directly.

The integrated Help function

Operating the program is mostly self-explanatory or explained with the aid of the Online Help. If you click the question
mark icon in the top right-hand corner of a dialog box (£2)) and then click a section of the dialog, the context sensitive

Help is invoked with more information about the setting. Alternatively you can also right-click on the section of the dialog
to be clarified.

Selecting multiple devices

LANconfig offers a convenient way of (remote) servicing multiple devices simultaneously. There are various ways of
selecting multiple devices at once:
> Press the mouse key and drag a selection frame over multiple devices.

> You can select multiple devices which are listed in sequence by pressing the Shift key and clicking on the first and
the last device.

> Select any device while holding down the Ctrl key and clicking on the desired devices.
> Select the option View > Display check boxes and select the devices by activating their check boxes.
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LANconfig will then carry out the actions for all of the selected devices, one after the other. For example, you can upload
new firmware simultaneously for multiple devices in this way.

f ™
F3 LANconfig @M
File Edit Device Group View Tools Help
*FHRUOO v vIBBB Y @ ¥ 0| Lo e
) LANconfig MName ‘ Folder Description Comment Cluster Name Address |
192.168.1.202
L 19216811
Configure Ctrl+0
Setup Wizard Ctrl+W
Check Ctrl+F5
Configuration Management 3
WEBconfig / Console Session 3
Check for Firmware Updates Ctrl+Shift+U
Firmware Upload Ctrl+U
P — Upload Script from File... v
] Upload Certificate or File...
Date Time MName o
(2 01032018 10:51:22  LC-1781AW-PMK] Monitor Devices
@ 01032018 10:51:53  LC-1781AW-PMK] Menitor Devices Temporarily Ctrl+M

@ 01032018 105212 LCA781AW-PMK  ponitor WLAN Devices
6 01.03.2018 10:52:12  LC-1781AW-PMEK]
6 01.03.2018 10:5215 LC-1781AW-PMEK]
@ 01.03.2018 10:52:16  LC-1781AW-PMEK]
@ 01032018 1059:26  LC-1781AW-pMK et Date/Time..

Activate Configuration Synchronization Settings

Menitor WLAN Device Temporarily
Create Trace Output... Ctrl+L

|

Loads new firmware into the selected device(s) Linking device to LANCOM Management Cloud...

Check CC Compliance
Reboot

Delete Del

Cancel Actions

Properties Alt+Enter

Administration is made easier by collecting devices into groups. The Folder tree view must be activated for this. The
folder tree allows new directories to be created with the context menu, or by selecting File > New folder. You then
group the devices simply by dragging and dropping them into the appropriate folder.

When carrying out a multiple-device configuration, LANconfig only displays the entry fields that are relevant to
multiple-device configuration, e.g. for access points this includes the MAC access control list.

3.1.2 Working with LANconfig

LANconfig offers many features for you to customize your working environment to suit your needs. The QuickFinder takes
you to the setting you are looking for in an instant, and the LANtools software update will keep your application up to
date automatically, if you so wish.

User-specific settings for LANconfig

The program settings for LANconfig are saved to the file 'lanconf.ini' located in the program directory when the program
is ended. This includes, among others, the displayed devices, directory structure, selected language, etc. When the
program is started, LANconfig reads this ini file and restores the previous state of the software. To save the ini file, the
user needs a write authorization to the program directory.

As an alternative to the program directory, LANconfig can load the ini file with its program settings from another directory.
This can be, for example, the current user's user directory, or any other storage location:

> By selecting the user directory, users can save their personal settings even if they don't have a write authorization
for the program directory.
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> Selecting an alternative storage location allows you, for example, to transfer program settings to any other LANconfig
installation, or to save the settings to a central location in the network for use by multiple users.

You configure the location of the program settings in the dialog Tools > Options > Application. Also see the chapter
Application on page 210.

Switching the language of the graphical user interface
The language of the graphical user interface can be set to German, English or Spanish under Tools > Options >
Application.

Using directory trees to get organized

LANconfig uses a directory structure for a clear overview when managing multiple devices. You can create a separate
folder for each project or each customer and organize the corresponding devices here:

> Create a new folder by clicking on the parent directory with the right mouse key and selecting New Folder from the
context menu. Alternatively you can also click File > New Folder in the application menu.

> Just 'drag and drop' with the mouse to move the individual devices from the list and into the corresponding folder.
Devices can also be moved from one folder to another in this way.

The arrangement of devices in folders effects only the display of the devices within LANconfig. The organization
of the folders has no influence on the configuration of the devices.

f 8 LAMNconfig

File Edit Device Group View Tools Help

¥k @SlvvBBB>IE VIO R

ey
< LANG Mew Folder Ins fiokder
@n s
Delete Del
Rename F2
MNew Group Configuration... Ctrl+G

MNew Folder with Group Configuration...

Add Group Configuration...
T

The directory structure in the left margin of the window can be switched on and off with the function key F6 or
by using the menu View > Folder Tree.
Better overview in LANconfig with more columns

As a help for large-scale projects, LANconfig provides a better overview and quicker orientation with its columns featuring
device-related details that can be shown or hidden according to your needs. Choose the columns to be displayed from
View > Select columns. The menu item View > Arrange icons allows you to sort the items as you prefer.
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Sort the view by clicking with the left mouse button in the appropriate column heading. Each new click reverses

the sorting.
r ™
F3 LANconfig E@g
File Edit Device Group Tools  Help
LR | @ @ | o Toolbar » 2 QuickFinder mﬂ
ystems
- Status B
&) LANconfig v atus ar er Description Comment
e "
v | LogView CB/MK
Flat view mode
Large Icons
Small Icons
List
@ Details +
Date Time f Arrange Icons » e i
@ 01022018 142637 1 Select Columns v | || Name
@ 01022018 142637 1 DEpiy Gl ||| Eolder
@ 01022018 142703 1 . - 3
@ 01032018 142704 1 Display Check Boxes v Description e
O P — Line up Icons v Comment o
Contains commands to select View Log File V|| Glster Name
- v | Address
Up Backspace | e=ttan

The following details can be displayed in the various columns:

Name

Folder
Description
Comment
Address

Location

Device status
Progress

Device type
Product code
Hardware release
Serial number
MAC address
Firmware-Version
Firmsafe

1st Image version
2nd Image version

VvV VV VV VVV V V V V V VYV YV.YV

With Select all or Hide all you can show or hide all columns with just one click.
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(D The column Comment contains the information in comment field 1 for the device.

Systemdaten E
MNarne: IE—E
Standort: |K0nferenzraum

Administrator: |

Kaommentare: |Etagen 01 und 02

Geratetyp: S il L e e
Hardware- l—

Release: C
FirmwareversionlB.BD.DDBB f2510.2011

Seriennummetr: IDB4191BDDD1B

QuickFinder in LANconfig

In the main view of LANconfig, the QuickFinder is located in the toolbar. Entering a search term in the search window
reduces the number of available devices in the list. LANconfig searches through all the values available in the columns
in the device list, including any hidden columns. Click on the icon next to the magnifying glass to make the search case
sensitive.

F ™
F3 LANconfig - \New Group Folder - QuickFinder @M
File Edit Device Group View Tools Help
*Aed|vv BBBEY BV O L» x  EancaM
{3 LANconfig MName Folder Case sensitive Cluster Name
&) New Group Folder v | Loose sequence
4 | i | b
Date Time MName Address Message
Activates case sensitive search.
L

If you are looking for a particular value or term in LANconfig or in the configuration, QuickFinder quickly displays all of
the locations where the string occurs in the LANconfig dialogs.

1. Start LANconfig.

2. Open the device configuration that you want to search through.

3. Inthe search box, type the phrase that you are looking for e.g. w1 an. Searching is not case-sensitive. You can enter
parts of words or numbers, as well as complete strings. If there are spaces in the search string, then only strings
containing the matching spaces will be searched for. The search function does not support wildcards.
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The configuration tree in the left pane of LANconfig is now reduced to just those sections that feature the search string:

r@ 1780EW-4G, ... Configuration
6 a v % Wian ful Device configuration
%’ Configuration
& Management o )
a Admin Adminiztrator name [optic
o Wireless LAN Main device password:
a General

Select an area in the configuration (e.g. Wireless LAN > General) to view the relevant search results framed in color
in the configuration dialog:

'~ Meue Kenfiguration fir LANCOM 1783VAW (over ISDN) - V10.1 D2017-09-14 T1114.|c

6 6 A QQ’U!‘D‘CF!‘HD‘EF
%’ Configuration
> & Management Courtry
> ? Location Based Services iy Gemany
4 & Wireless LAN [¥] ARP handiing

g General [ Indocr only mode activated
@ Security
& Stations Email address for WLAN events:
& Encryption
o) 8021

¥ 802110 This is where you can program physical and logical (Multi551D) wireless LAN settings.

General

This is where you can program common settings for all wireless LAN interfaces.

Interfaces

“-‘-_J WLC [ Physical WLAN settings ] [ Logical WLAN settings
T AutoWDS

[q] Trace Point4o-Point
- ¥ Interfaces
> @ Date & Time
s ﬁ Log & Trace Common point-to-point settings ] [ Poinit4o-Point partners
> ﬁ Communication [

> oy IPvd

> * IPvi Extended settings
» wag [P Router

» %2 Routing protocols
> E Firewall/Qo5 [ Expert WLAN settings ] [ WLAN transmission rates...
> & Content Filter [

> {3 VPN

> g Certificates

> g COM Ports

> o NetBIOS

- ™) Public-5pot

> [ RADIUS

> ol LANCAPI

> E:]‘ Least-Cost-Router
s &7 SIP-ALG

This is where you can program wireless point{o-point settings (P2F).

Paint-to-Point transmission rates...

The following physical wireless and logical LAN settings generally do not need to be changed.

Blink mode... ]

LANCOM

Systems

Use the navigation buttons &/ 'back' and '€~ forwards' to move between the most recently visited dialogs: For quick
access to the last 10 visited dialogs, click on the arrow to the right of the "forwards' button:

-
[5 1780EW-4G, ... Configuration

6 {)E] = wlan " It
% v | Wireless LAN -=» 8021X
4 Public-5pot -> Server

Interfaces -» Snooping
Interfaces -> VLAN
Wireless LAN -> WLC

Management -> Admin

Click on the 'x' to the right of the search box to clear the search and display all entries in the configuration again.

An option to reduce the number of search results is to select the sections where LANconfig should limit the search to.
Click on the magnifying glass to the left of the search box and select or deselect the required categories. Here you can
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also specify whether the search should highlight the results in color, or whether the configuration tree is to be reduced
to the relevant dialogs only:

[5 1780EW-4G, ... Configuration

@ @ v | = an - Devire cor
% Config Case sensitive search
& Ma Allow loose sequence
a v | Highlight search results
o Win
i v Searchin descriptions
] v Searchin values
e v Searchin units
&
4| ¥ | Select default
~ Select all

@ LANconfig resets the search settings and the list of recent dialogs when the configuration is closed.

For example, your configuration may contain settings for your Internet provider. To find these you just have to enter the
name to find all of the places in the configuration that refer to this provider.

You can search for text from the following areas:

Entries in the configuration tree

Names of the sections in each configuration dialog
Parameter

Values of the parameters

Explanatory texts in the dialogs

Table names

Column names in tables

vV VvV V V VvV VvV Vv

Quick links for managing source tables

Values can be selected from an input field after they have previously been specified in one or more tables. So-called
Quicklinks offer you a direct way to manage these source tables. This allows you to bypass the default configuration
order. Instead of creating new elements after first exiting the current selection, you can create these items directly if
necessary. These new elements are immediately available for selection.
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To clarify the structure of the configuration, LANconfig shows the configuration path apart along with the individual
sources. If the configuration parameters can be chosen from multiple source tables, LANconfig groups the entries
accordingly. For each group, LANconfig additionally specifies the number of entries contained.

-

IPvd-Routing-Tabelle 7=
IP-Adresse  Metzmaske — Routing-Tag Schaltzustand Router Distanz Mask. Kommentar | OK
LRy e amnlnlh An, sticky fiir RIP IPvd-Routing-Tabelle - Eintrag bearbeiten | 7 || 3 |
172,16.0.0 255.240.0.0 0 An, sticky fur RIP -
10.0.0.0 255.0.0.0 1] An, sticky flir RIP | |P_Adresse: 152.168.0.0 oK
224.0.0.0 224.0.0.0 a An, sticky fur RIP _
Netzmaske: 255.255.0.0 Bderchen
Routing-Tag: 0
Eingabe auswahlen far Router @
d wird immer via RIP propagiert (sticky)
Wert Quelle Konfigurations-Pfad 0 d wird via RIP propagiert, wenn das Zielnetzwerk
Verbindungs-Liste [Name der Verbindung] (0) Quelle verwalten... R 2l
VPN / Allgemein / VPN-Verbindungen
[ Benutzen Sie 'Quelle verwalten' zum Erzeugen von Werten, [ 152.168.01 - ]
PPTP-Liste [Gegenstelle] (0) Quelle verwalten... R
Komrmunikation / Protokolle 0
[ Benutzen Sie 'Quelle verwalten' zum Erzeugen von Werten,
Gegenstellen (PPPoE) [Gegenstelle] (1) Quelle verwalten... = Echaltet
Kommunikation / Allgemein i bskieren (Standard)
[ pEFALLT L
Gegenstellen (DSL) [Name] (0] Quelle verwalten... R
Kommunikation / Gegenstellen
[ Benutzen Sie 'Quelle verwalten' zum Erzeugen von Werten,
Gegenst. (ISDN/seriell) [Name] (1) Quelle verwalten... ~
Kommunikation / Gegenstellen
[T pEFaLLT I8
2 QuickFinder [ OK ] [ Abbrechen ]

Choice of Wizard or configuration dialog

You can define how LANconfig reacts when an entry in the list of devices is double-clicked, i.e. whether a Setup Wizard
or the dialog for manually editing the configuration appears. The default behavior of LANconfig can be set in the dialog
Tools > Options on the General page.

Korfiguration von Geraten

E (@ Assistert als Standard verwenden
() Korfigurations-Dialog starten

Durchsuchen der Konfiguration in ..
Beschreibung Wert Einheit

Baumansicht anzeigen

> Use Wizard as standard: Double-clicking on a device entry in LANconfig will open up a dialog offering a choice
of Wizards.

> Start the configuration dialog: Double-clicking on a device entry in LANconfig will open up the Configuration
dialog.

Multithreading

The management of projects can be aided by simultaneously opening up configuration windows for multiple devices to
compare similarities and differences. LANconfig allows multiple configuration dialogs to be opened at the same time
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("multithreading”). After opening the configuration for a device, simply open up further configurations from the device

list in LANconfig. All of the configurations can be processed in parallel.

rE LANconfig E@g
File Edit Device
*¥FXUOOIvVIBRAB Y E |90 Lo T
) LANconfig MName Folder Description Comment Cluster Name Address |
g;:sézfi‘:‘gpw (@ LC-1781AW-PMK, .. Configuration (2 [

-
E LC-1781AW-PME, ... Configuration

G 6 - ;; QuickFinder

%’ Configuration

| »

G 6 - ;; QuickFinder

f

& Management
a General
2 Rollout Agent
& Admin
a Authentication
&5 LMC
E:]‘ Costs
E:]‘ Budget
@ Location
._9 Advanced
&5 CWMP/TR-069
? Location Based Services
o Wireless LAN
&7 Interfaces
@ Date & Time
0 Log & Trace
ﬁ Communication
oy IPvd
o 6

“ IP Router

2 Routing protocols
E Firewall/Qo5

& Content Filter

& vPN

g Certificates

&' COM Ports

ol NetBIOS

™ Public-5pot

[@ raDIUS

ol LANCAPI

E:]‘ Least-Cost-Router

m

LANCOM

Systems

Comments

Buera CB.

Information
Device typ
Hardware rf
Firmweare: v
Serial numb

%’ Configuration
& Management
a General
2 Rollout Agent
& Admin
a Authentication
&5 LMC
E:]‘ Costs
E:]‘ Budget
@ Location
._9 Advanced
&5 CWMP/TR-069
? Location Based Services
o Wireless LAN
&7 Interfaces
@ Date & Time
0 Log & Trace
ﬁ Communication
oy IPvd
o 6

“ IP Router

2 Routing protocols
E Firewall/Qo5
& Content Filter
& vPN

g Certificates
&' COM Ports
ol NetBIOS

™ Public-5pot
[@ raDIUS

ol LANCAPI

E:]‘ Least-Cost-Router

LANCOM

Systems

Device name: LC-1781AW-PME]
e - -
“#ﬁ Location: B2.364
- Administrator: CBuerschel
——
Comments
Buero CB/MK
Information
= Device type: LANCOM 1781AW
Hardware release: B
Firmware version: 10.00.0203 / 28.03.2017
Serial number: 4002397618100242

Cance

L

) Con 1J

®

"Copy and paste" can be used to transfer content between the configuration windows via the Windows clipboard.

Multithreading allows changes to both the internal configurations of the available devices and to the configuration files.
Each configuration is written separately to the file and to the device when the dialog is closed.
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Project management with LANconfig

LANconfig facilitates the configuration of various devices within a project with a range of functions that can be run on
several devices at once. If the list in LANconfig contains multiple devices, just click on the device of your choice with the
right mouse key to open a context menu offering the following actions:

F3 LANconfig = | E |
File Edit Device Group View Tools Help
FROO v v BBBY E 9O 2o LANCOM
) LANconfig MName ‘ Folder Description Comment
Setup Wizard Ctrl+W
Check Ctrl+F5
Configuration Management 3
WEBconfig / Console Session 3
4 Check for Firmware Updates Ctrl+Shift+U +
Date Time Name Firmware Upload Ctrl+U
Upload Script from File...
Upload Certificate or File...
Monitor Devices
'l Menitor Devices Temporarily Ctrl+M +
Monitor WLAM Devices
- Menitor WLAN Device Temporarily
Create Trace Output... Ctrl+L
Set Date/Time...

Activate Configuration Synchronization Settings
Linking device to LANCOM Management Cloud...
Check CC Compliance

Reboot

Delete Del

Cancel Actions

Properties Alt+Enter

> Configure
Opens up the LANconfig configuration dialog for the selected device.
> Check
Checks if the selected device can be contacted.
> Configuration management
Back up the current device configuration as a configuration script or as an *.Icf file.
> Check for firmware updates
Searches for available firmware updates in the Firmware archive folder specified under Tools > Options > Update.
> Upload new firmware
Uploads firmware simultaneously to all selected devices.
> Restore configuration script from file
Executes a configuration script for all selected devices.
> Open Telnet sessions, Open SSH sessions

Opens up multiple command-line consoles and sets up a Telnet or SSH connection to each device. LANconfig uses
the external client programs configured in the settings. If no client programs are installed and specified, LANconfig
cancels this action with an error message.

> Upload certificate or file
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Opens the upload dialog for the internal file management of the device.
> Monitor devices, Monitor devices temporarily
Starts LANmonitor for monitoring of the selected devices.
> Monitor WLAN devices
Starts WLANmonitor and monitors the selected devices.
> Create trace output
Opens up multiple LANtracer windows and creates a separate trace output for each device.
> Set date/time

Sets the same time on all selected devices.

@ When setting the time, please observe the functions of the device as NTP client and NTP server.

> Check CC compliance
Checks whether the configuration of the selected devices is CC compliant. This action is useful only for CC devices.
> Reboot
Restarts the selected devices.
> Delete
Deletes the selected devices from the LANconfig list.
> Cancel action
Forces the cancellation of any running LANconfig action (such as a file upload).
> Properties

Opens a dialog of shared properties. Here you can adjust any identical general and backup-related settings for
multiple devices at the same time. Please be aware that this collective dialog does not present you all of the settings
available with the device-specific properties dialog.

Flexible group configuration with LANconfig

Flexible group configuration helps you to manage multiple devices: You apply a carefully selected range of configuration
parameters to a group of devices, in one go. This is far more convenient than manually setting the parameters in each
individual device, e.g. identical SSID settings in WLAN access points. This helps you to avoid transferring complete
configuration files from other devices, in which case device-specific parameters such as the IP address are also included.
Group configuration with LANconfig enables the simultaneous setting of shared group-configuration parameters, thus
facilitating the simultaneous administration of multiple devices.

By collecting multiple devices into a group configuration, these devices can be a co-managed as a group. The group
configuration files with the common parameters for a group of devices are, just like the full configuration files, stored
on hard disk or on a server. To aid the configuration of entire groups of devices, links to the group configuration files
are created under LANconfig. These links provide a convenient connection between these group-configuration files and
the device entries in LANconfig.

LANconfig provides generalized group templates as an aid to creating group configurations. You define which parameters
are to be used for a group according to your individual needs. Use this feature to add additional configuration parameters
to the group parameters, or to remove the suggested group parameters. You can store the configurations you created
either as group configurations or as a customized template for the generation of further group configurations.

@ Subsequently you can edit your own group configuration templates, but not the LANconfig basic templates.

The following templates for group configurations are available in LANconfig:

> Group Template WLAN: Includes the parameters that are co-managed on WLAN devices.
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> Group Template WLC: Useful when operating WLCs in a cluster, this template includes the full range of parameters
that minimize the need for individual device configuration.

> Group Template Empty: Contains no pre-selected group parameters, and so serves as a basis for creating your
own group templates which exceed the scope of the WLAN and WLC group templates. Here, the total amount of all
available configuration parameters in all device types is available for you to choose those which you want to use for
your group configuration.

If you enable the option Use alternative basic settings instead, LANconfig offers a list of group templates for devices
of a specific type. The Group Templates give you the option of including the common parameters for different device
types into the group template. However, some parameters overlap between different device types (e.g. DSL and DSLoL).
Thus the group templates are always a compromise in which some parameters may be missing. For homogeneous groups
containing just one type of device, it makes sense to select a specific device configuration with a specific firmware version
as a template for the group. These basic settings thus allow you to chose from precisely those configuration parameters
that are required for this type of device.

Creating a new group configuration file

To work with group configurations, the devices are collected into folders. These LANconfig folders contain the devices
that benefit from the co-management of shared group-configuration parameters as well as a link to the group
configuration. The following steps describe how you create a new group configuration.

A group configuration allows you to manage all device parameters that are shared by the devices in the group.
An individual device configuration refers to the parameters that are specific to a single device.

1. Create a new folder for the devices to be grouped.
You have two ways to create this folder:

> Click the right mouse button on an existing folder in the folder view. Select New folder with group
configuration. The configuration dialog initially creates a new folder as a sub-directory and then continues with
the selection of the template to be used for creating a new group configuration.

> In the folder view, click the right mouse button to the directory where you wish to create the new folder. Select
the context dialog New folder and enter a name. Use the mouse to move the devices for grouping into the new
folder. Then click on the folder with the right-hand mouse key and select the context-menu entry New group
configuration. This opens the template selection for the creation of a new group configuration.

2. Select a template and the appropriate firmware version. If you have saved your own group templates previously,
these will be also displayed in the list of templates.
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An alternative option is available by enabling the item Use alternative basic settings, which takes the basic settings

for a particular type of device as the basis for the new group configuration. In this case, the new group configuration
is created with the default values for the selected device type.

New Group Configuration File @I&J

Select the template for the new group configuration.

Template: LANCOM Group Template Empty
Use alternative basic settings

Device type:

)‘é QuickFinder

LAMNCOM Group Wireless m
LANCOM 1000 Office

LANCOM 1100 Office

LANCOM 1511 Wireless DSL

LANCOM 1521 Wireless ADSL (Ann.A)

LANCOM 1521 Wireless ADSL (Ann.B)

-

LANCOM 1611+

R Y

Firmware version:

[ oK ][ Cancel ]

In order to avoid inconsistent sets of configuration parameters, the alternative basic settings are based on
a blank template corresponding to the Group Template Empty.

3. Click on OK. This opens the configuration dialog for the device parameters.
At the top of the Groups configuration selection list you see two editing modes:

> Edit config. values mode.
> Select group parameters mode.
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The configuration dialog opens in the Edit config. values mode. In this view, you see only the common parameters
which are to be co-managed for the group. You can define the required values and content here. Parameters that
apply to individual devices are hidden.

i ™
E New Group Configuration File M
G é - ;; QuickFinder Group Configuration Edit corfig values v]

%’ Configuration G |

o Wireless LAN sner
(i General This is where you can program common settings for all wirsless LAN interfaces.
@ Security Country: -
¥ Stations
& Encryption ARP handling
) B021X [ Indocr only mode activated
[] Trace Email address for WLAN events:

&7 Interfaces

@ Date & Time Interfaces

8 Log & Trace This is where you can program physical and logical (MultiSSI0) wireless LAN settings.

[ Physical WLAN settings - ] [ Logical WLAN settings -

BExtended settings
The following physical wireless LAN settings generally do not need to be changed.

[ Expert WLAN settings -

LANCOM [

Systems

ok ][ cancel |

If you have selected an empty group template, the displayed dialog is empty. The first step is to select the
group parameters for editing in the mode chosen above.
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In the Select group parameters mode you can select or de-select all of the parameters that you require for a
customized group configuration.

B New Group Configuration File @Iéj

@ @ - )'; QuickFinder Group Configuration Select group v]

%’ Configuration Generl
» [[Wm Management
s m Location Based Services
a Wireless LAN
General
@ Security
Stations
Encryption
8021X
802.11u Interfaces
WLC
[V AutoWDS
Trace Physical WLAN settings Logical WLAN settings
s Interfaces
> Dg Certificates Extended settings
> [Clag? COM Ports
» [l Public-Spot
> [CI@ RraDIUS

Expert WLAN settings WLAN transmission rates...

LANCOM [ok [ concal |

Systems

Light-blue colored items are selected for use in the group configuration. Click once with the left mouse button on
an item to change its selection status.

Please note the following:

> For tables with statically specified rows (such as interface-related tables and Logical WLAN settings) you
additionally have the option of transferring individual parameters into the group configuration. In LANconfig
you can often recognize these tables in that a pull down menu appears when you click on the corresponding
button.

> For tables with dynamically generated rows (such as the Routing table, for example) you can only select or
de-select the entire table for the group configuration.

> Similarly, it is only possible to select or de-select the entire firewall for the group configuration.

4. Now modify the configuration values according to the explanations given for the previous step, and if necessary add
additional groups parameters to the configuration. Then click on OK.

5. Enter a descriptive file name for the new group configuration and set the path for it to be saved.
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You also have the option to include this group configuration into the list of templates for creating further group
configurations in future. Enable the option Provide as template and give the file a descriptive name.

B Save Group Configuration File &J
Speichem , LCOS Configuration Files <] Y = T
MName ‘ Anderungsdatum Ty

Es wurden keine Suchergebnisse gefunden.

4 L 3
Dateiname:  onfiguration File - V8.60 D2018-03-05 T1205)ca
Dateityp: Group Corfiguration Files v] [ Abbrechen ]

Description: ~ Group Configuration

My Group Template

It is also possible to use an existing group configuration to create a template at a later time. Do this by
right-clicking on the group configuration in the appropriate group folder. Then select the context-menu
option Provide as template and give the file a descriptive name.

6. Click Save to conclude.
That's it! The associated configuration file now appears in the device list with the specified name. To customize these

names, click on the group configuration with the right-hand mouse button and under Properties > General, change
the text for the Description.

The group configuration saves all parameters in a group configuration file, including parameters with preset
default values. Use the scripting function to read out only the non-default settings from a device and, if applicable,
transfer them to other devices.

Using an existing group configuration file

In some cases it may be useful to use a different structure of devices managed with LANconfig than required by the
group configuration. For example, devices in different site-specific folders may belong to the same groups. In order to
avoid redundant group configuration files for every folder, you may want to create links to a shared file in multiple
folders.

To use an existing group configuration file for a group of devices, use the mouse and right-click on the appropriate
folder. In the context menu select Add group configuration.

In the subsequent dialog, select the existing group configuration file to create a link to this file in the folder.

(D Please note that changes to the group configuration file will lead to changes in that group configuration in
various folders.

If you create additional devices in a group folder, or if you modify an existing group configuration, LANconfig
informs you that an update to the appropriate devices is available. This update can be carried out either directly
afterwards or at any later time by using the context menu.

Updating device configurations with group configurations

By selecting or updating a folder, LANconfig checks the configuration of the devices in this folder for agreement with
the settings in the active group configuration. In case of discrepancy from the group configuration, the device status
informs that Group update recommended.
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To load the group configuration into the WLAN device, drag the group configuration entry onto the appropriate device
entry. After successfully transferring the parameters, the device status will change to OK.

LANconfig e =]

Datei Bearbeiten Gerdt Ansicht Bxras 7

IR SO|IvVIBBBY 90 | £ oumne

{3 LANconfig MName Adresse Gerdtestatus Verlauf Gerdtetyp Seriennumme
&y centralsity o

EPF = 192.168.2.35 Gruppen-Aktu... LTI Se===—"r 400015300600(
& 192.168.2.34 Gruppen-Aktu... 8
] v o] T ] ¢
Datumn Zeit MName Adresse Meldung o
@ 27.04.2010 07:45:46 SNITINIEE S 192168.2.35 Kenfiguration lesen erfolgreich
6 27.04.2010 07:45:56 —SNITINIET S 192168.2.35 Konfiguration speichern gestartet (C\Program Files\MET...
6 27.04.2010 07:45:57 SNTINIEE S 192168.2.35 Konfiguration hochladen gestartet
6 27042010 07:45:59 —SNCTENIEE S 192168235 HTTPS wurde verwendet (82064 Bytes mit 57791 Bytes/s)
@ 27.04.2010 07:46:01 e 192.168.2.35 Konfiguration hochladen erfolgreich 3
2 Gerat(e)

It is also possible to use the partial configuration for a WLAN device as a group configuration. Simply drag the device
entry onto the group configuration entry.

Updating group configurations by means of a master device

Apart from manually changing the parameters in a group configuration (see chapter Updating device configurations
with group configurations on page 166), the current configuration of a device can be used as the basis for a group
configuration. One device is thus declared as "Master" for all other devices in the same folder.

To take over the values from a current device configuration for a group configuration, simply drag the entry for this
device onto the desired group configuration. All of the parameters defined in the group configuration are then overwritten
by the values in the device configuration.

The next time that LANconfig checks the devices, it will find that the configurations in the other devices no longer agree
with the new group configuration; this will be indicated by the device status.

F3 LaNconfiy oo s
Datei Bearbeiten Gerdt Ansicht Bxras 7
FRLY DO v BBB > E ¥ @ | Qouikfindr mﬂ
{3 LANconfig MName Adresse Gerdtestatus Verlauf Gerdtetyp Seriennumme
el S ICOM Group Wirele..
=4 M ccessPoint 192.168.2.35 Gruppen-Aktu... LANCOM 1811 Wireless DSL - 400015300600(

192168.2.34 Gruppen-Aktu... LANCOM WLC-4025
] v o] T ] ¢
Datum Zeit MName Adresse Meldung i
@ 27042010 07:4546  LANCOM 1811 Wir.. 192168.2.35 Kenfiguration lesen erfolgreich
6 27.04.2010 07:45:56  LANCOM 1811 Wir.. 192168.2.35 Konfiguration speichern gestartet (C\Program Files\MET...
6 27.04.2010 07:4557  LANCOM 1811 Wir.. 192168.2.35 Kenfiguration hochladen gestartet
6 27042010  07:45:59  LANCOM1811 Wir.., 192168235 HTTPS wurde verwendet (32064 Bytes mit 57791 Bytes/s)
@ 27.04.2010  07:46:01  MyAccessPoint 192.168.2.35 Kenfiguration hochladen erfolgreich 3
MyWLC (LANCOM WLC-4025) Ver. 8.00.0120 (21.04.2010) SN. 4000841918000018
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Using multiple group configurations

Multiple group configurations can be created within a single folder. Only one of these group configurations may be
active at a time since the device status can only relate to one single group configuration. Active group configurations
are marked with a blue tick, inactive group configurations with a red cross. To activate a group configuration, click on
the entry with the right-hand mouse key and select 'Active' from the context menu. All other group configurations are
then deactivated automatically.

(D Different group configurations in one folder may not be linked to the same partial configuration file.

Wi Mew Group Folder

<

Date

Time

@ 05032018 10:52:53

MName

Updates

v

o LANCOM Gro et -~ o
Edit Enter

Update All Devices

Update Recommended Devices
Provide As Template

Active

Delete

Properties Alt+Enter

rg LANconfig - \New Group Folder =NACN X )
File Edit Device Group View Tools Help
FRAV DO v BBB> E ¥ | Laikfinder m&
{3 LANconfig MName ‘ Folder Description Comment

started...

Transferring device configurations to similar models

When changing to a different device type, it is often necessary to adopt aspects of the configuration of the previous
model. To do this, LANconfig enables you to load the configuration file (*.Icf) of a source device onto a similar target
device. All of the configuration parameters available on both source and target devices assume the previously used

values where possible:

> If the target device has the appropriate parameter, and the value lies within the possible range, the value of the

source device is taken.

> If the value of a parameter available on the target device is not supported, the default value is used. Example:

> The source device has four Ethernet interfaces.

> The target device only has two Ethernet interfaces.

> The interface for an IP network is set to LAN-4 on the source device.
>

This value is not supported on the target device. The value is therefore set to default value 'LAN-1' on loading

the configuration file.

> All destination-device parameters that were not available on the source device retain their respective values.

Necessary steps

Proceed as follows to transfer the configuration onto a new device:

1. The firmware levels of the source and target devices should be matched as closely as possible. Every new LCOS
firmware version features new parameters. Using the same firmware on the two devices allows the greatest possible
matching of available parameters.

Save the configuration of the source device with LANconfig, e.qg. via Device > Configuration Management > Save

as File.

Disconnect the source device from the network to avoid address conflicts.
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4. Upload the configuration onto the target device using Device > Configuration Management > Restore from
File. Messages on the conversion of the configuration are displayed in an information window.

@ Please note that this function is intended primarily for replacement devices and not for the configuration of new
devices to be operated in parallel with the source device in the same network. Because key communication
settings, such as the IP address of the device and DHCP settings, are transferred to the target device, parallel
operation of the source and target devices in one network may result in conflicts. The configuration of several
devices in one network is facilitated by group configuration and configuration via scripts.

Automatic backup of the device configuration

LANconfig can automatically save backups of the current configuration prior to changes in firmware or configuration.
Global settings to be used for all of the devices are available under Tools > Options on the page Backup (see Backup
on page 211).

Additionally, special backup settings can be defined for individual devices. To access them, right-click the appropriate
device and select entry Properties > Backup from the context menu (see Backup on page 185).

Advanced meta data for configuration files

If a device configuration is stored manually, LANconfig provides the option to save extra meta data in addition to the
usual MAC address and/or device serial number in the configuration file (*.Icf). This extended meta-data can be taken
into account, for example when performing a quick config rollback or when loading a device configuration via USB.

To include the additional meta data into a configuration file, click the Advanced button in the LANconfig save-file dialog
and enter the data—if not entered already—into the respective fields.

Advanced =5

Description:

[ #]
The following parameters are optional and can be interpreted by the
auto load feature of the device. So, the configuration can be
spedalized for a particular device.

MAC address:

Serial number:

Alternatively you can open a Icf/lcs file in a text editor and enter the advanced meta data by hand. Add to the line
(<Firmware>) (<Feature-Mask>;<Feature-IDs>;<Hardware-Mask>) the following text
with the brackets (MAC : <MAC-Address>; SERIAL:<Serialnumber>).

Example:

(Configuration of 'DEVICE-01' from 8/12/2014)
(9.00.0212) (0x0000c010,IDs:4,e,£f,2b;0x0c000002) (MAC:00a0571d12fc;SERIAL:4002578718100036)

Quick Rollback

As the counterpart to the automatic backup of device configurations, you can restore configuration backups with a single
click. Just highlight the device and select Device > Quick rollback. LANconfig lists all of the device configurations that
have been saved under the path for the automatic device-configuration backups. If LANconfig cannot find a backup file
for the selected device, it cancels this action with a warning message.

LANconfig allocates the configuration backup to the device by using the serial number stored in the meta data
of the backup. As of LCOS8.84 the serial number is automatically written to the backup; for older configuration
backups without the serial number, you need to add these manually in order for Quick Rollback to recognize the
files. Please also refer to Advanced meta data for configuration files on page 169.
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To restore a configuration backup, select an entry and click on Restore.

F3 Quick Rollback =g EoE |
Restore configuration
Quick Rollback enables you to quickly restore an automatically saved configuration.
=]
Select a configuration to restore:
Name Modification date
November 2013 2) -
2] LANCOM 1781AW_LANCOM 1781AW_8,84_16-12-00.Icf 12/11/2013 16:12
F;\ LANCOM 1781AW_LANCOM 1781AW_8.84_13-11-10.Icf 07/11/2013 13:11
October 2013 (6) B
[2)|L ANCOM 1781AW_LANCOM 1781AW_8.84_11-18-09.IcF 31/10/2013 11:18
F;\ LANCOM 1781AW_LANCOM 1781AW_8.84_07-54-22.Icf 31/10/2013 07:54
5] LANCOM 176 LAW_LANCOM 17814W_8.84_13-17-17.icf 28/10/2013 13:17
F;\ LANCOM 178 1AW_LANCOM 1781AW_8.84_17-52-08.Icf 15/10/2013 17:52
2] LANCOM 1781AW_LANCOM 1781AW_8,84_17-38-44.Icf 15/10/2013 17:38
2] LANCOM 1781AW_LANCOM 1781AW_8,84_09-40-22.Icf 15/10/2013 09:40
September 2013 (1) v
Description:
Automatisch erzeugte Konfigurations-Sicherung des Gerates 'LANCOM 1781AW' am 31.10.2013 um
11:18:09

You also have the option to add comments to the configuration backups, or edit existing comments: The Edit description

button enables you to edit the field below it containing the comment text. Click on Save description () to write
the text in the comment box back to the backup file.

@ Quick Rollback is not available for switches.

CSV export

You can export the list of devices found on the network and later import them into LANconfig in one go. LANconfig
stores the list of managed devices in a CSV file.

To export the data, proceed as follows:

Select the menu item File > Export device list.

Set the location to save the file.

Enter a file name.

Specify the column separator, which separates the various device parameters.
Start saving by clicking on Save.

A dialog confirms the number of data sets stored.

Close the dialog by clicking OK.

NouksWN-=

The resulting CSV file contains the following data (one record per line):

DEVICE PATH;DEVICE INTERFACE;DEVICE TIMEOUT;DEVICE ADDRESS;

DEVICE ADMIN;DEVICE PASSWORD;DEVICE SNMPCOMMUNITY;DEVICE NAME;
DEVICE STARTUP;DEVICE PROTOCOLS;DEVICE PORTS;DEVICE DESCRIPTION;
DEVICE COMMENT;DEVICE LOCATION;DEVICE TYPE;DEVICE EXTENDED NAME;
DEVICE PRODUCTCODE;DEVICE SERNO;DEVICE HWADDR;DEVICE HWREL;

DEVICE BACKUP;DEVICE VPN;DEVICE SSH FINGERPRINT;DEVICE CREDENTIALS

LANCOM WLC-4025; LANCOM WLC-4025;;4000841918000018;00a0571218bb;C;"31;
C:\Users\MyUser\AppData\Roaming\LANCOM\LANconfig\Config\;

\%y %mn %dn\S$N %G %F[1-4] $hh-%mm-%s;12|";;
02:5a:e5:42:ea:d2:da:£0:93:05:d0:3d:0c:08:70:0b8;

The first line contains the name of the device parameters. The following lines itemizes the various devices line by line,
and their parameters are separated by semicolons. If 2 semicolons appear in direct succession, then the enclosed
parameter value is blank.

The variable names in the first row correspond to the following LANconfig entries:
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DEVICE_PATH: Path name in the folder view

DEVICE_INTERFACE: Connection type

DEVICE_TIMEOUT: Maximum response time of the device

DEVICE_ADDRESS: IP address or domain name and COM port or telephone number respectively
DEVICE_ADMIN: Administrator name

DEVICE_PASSWORD: Administrator password

DEVICE_SNMPCOMMUNITY: The SNMP community of the device

DEVICE_NAME: Device name

DEVICE_STARTUP: Checking of the device at startup

DEVICE_PROTOCOLS: Communication protocols

DEVICE_PORTS: Ports

DEVICE_DESCRIPTION: Description

DEVICE_COMMENT: Comment

DEVICE_LOCATION: Location of device

DEVICE_TYPE: Device type

DEVICE_EXTENDED_NAME: Device name with any supplements
DEVICE_PRODUCTCODE: Product code

DEVICE_SERNO: Serial number

DEVICE_HWADDR: MAC address

DEVICE_HWREL: Hardware release

DEVICE_BACKUP: Storage location for the configuration backup created by LANconfig
DEVICE_VPN: Parameter set for 1-Click-VPN

DEVICE_SSH_FINGERPRINT: Cached fingerprint of the imported SSH key, also see Exporting key fingerprints when
commissioning CC devices on page 182

> DEVICE_CREDENTIALS: Cached fingerprint of the device's internal ssh-rsa key

VvV VVVVVVVVVVVVVVVVVVVYVVYV

@ Use a text editor or spreadsheet to manage the list of exported devices.

If a device password is stored in LANconfig, the password is saved in cleartext in the CSV file. Remember to
delete these access credentials before you pass this file on or save it to a freely accessible server.

Importing from a data source (CSV)

In LANconfig you can import a large number of devices from a script file in one go by processing the device files with
an Import Wizard. You also have the option of using this device file together with a configuration template file to create
a custom configuration file for each device. The template file contains variables for the values in the device file.

@ The device file is saved in CSV format.

Example application: Importing from a single data source

The scenario which is the subject of the following sections describes how to use a script file and a simple CSV-format
device file to generate your own data source for importing data.

Content of the CSV file

The CSV file contains device-related data records, which LANconfig can import. This provides you with a convenient
method of managing this data on the network.

The following is an example of a simple CSV file:

CONFIG FILENAME;DEVICE PATH;DEVICE INTERFACE;DEVICE ADDRESS;DEVICE LOCATION; DEVICE NAME;KEY;USER
Fil152146.1cs;Filialen/NRW;IP;192.168.1.1;Wuerselen;Fi152146;secretl;userl@internet
Fil180637.1cs;Filialen/BAY;IP;192.168.2.1;Muenchen;Fi180637;secret2;user2@internet
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The first line contains the name of the device parameters. The following lines itemizes the various devices line by line,
and their parameters are separated by semicolons. If 2 semicolons appear in direct succession, then the enclosed
parameter value is blank.

The parameter names on the first line can be freely defined. If you decide to use the default variable names, LANconfig
automatically allocates the device parameters during the import. Information about the default variables is available in
the chapter CSV export on page 170.

If you choose not to use the default variable names, you may need to manually assign the values to the appropriate
device properties in LANconfig during the import.

Content of the configuration template file

The template file contains Telnet commands that Telnet executes sequentially. This is why this template file is also referred
to as a script file.

@ For an overview of available telnet commands, see the Reference Manual section Telnet.

A configuration template file can appear as follows:

lang English

flash No

set /Setup/Name "SDEVICE NAMES"

set /Setup/SNMP/Location "S$DEVICE LOCATIONS"

cd /Setup/TCP-IP/Network-list

tab Network-name IP-Address IP-Netmask VLAN-ID Interface Src-check Type Rtg-tag Comment

add "INTRANET" $DEVICE ADDRESS$ 255.255.255.0 0 any loose Intranet 0 "local intranet"
cd /

cd /Setup/WAN/PPP

tab Peer Authent.request Authent-response Key Time Try Conf Fail Term Username Rights
add "INTERNET" none PAP "$KEY$" 6 5 10 5 2 "SUSERS" IP

cd /

cd /Setup/WAN/DSL-Broadband-Peers

del =

tab Peer SH-Time AC-name Servicename WAN-layer ATM-VPI ATM-VCI MAC-Type user-def.-MAC
DSL-ifc(s) VLAN-ID

add "INTERNET" 9999 "" "" "PPPOEOA" 1 32 local 000000000000 "" O

cd /

cd /Setup/IP-Router/IP-Routing-Table

tab IP-Address IP-Netmask Rtg-tag Peer-or-IP Distance Masquerade Active Comment

add 255.255.255.255 0.0.0.0 O "INTERNET" O on Yes "default route"
cd /
flash Yes

# done
exit

The variables begin and end with a character or a string (here: '$").

In this template file, the variables represent certain device parameters. During the import process, you associate these
variables with the corresponding entries in the device file. The Configuration Wizard then replaces the variables with the
associated device data from the CSV file.

Creating the configuration files
Proceed as follows to create device-specific configuration files:

1. Open the Import Wizard in the menu File > Devices/Configurations from CSV file....

2. If necessary, confirm the Welcome dialog with Next. The option to Skip this page on next call will suppress the
appearance of the welcome screen when the Wizard is run in future.
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If applicable, select the profile used for a previous data import. The option Skip profile settings and start the
import immediately uses the settings in the selected profile without modification. Select <New profile> to use
a new profile instead of an existing one. Click on Next.

LAMconfig - Importieren aus CSY-Datei @
Profil ¢:._?
wahlen Sie ein Profil aus. \

Ein Profil enthallt alle Einstellungen dieses Assistenten. Sie konnen diese Einstellungen
damit gpater ermeut aufrufen und gegebenenfall: angepasst wiedervenwenden.

FProfil: | - Wernwalten,..

Einzstellungen des Profilz Uberspringen und sofort mit dem Import starten

[ < Zurlick | Wwieiter » .Abbrechen.

In the Data source field enter the path to the CSV file. With Browse ... you select the file from your local file system.

LAMconfig - Importieren aus CSY-Datei @
Datenquelle B
‘Wklen Sie sine CSY-Datei

‘wiahlen Sie eine CSY-Datei al: Datenquelle, die Werte fiir Gerate-Eigenschaften und
Konfigurations-Parameter enthalt.

Datenguelle: gadatertLANCOMYLAN confighConfighD evices. cav .Qurchsuchen... |

Spalten-Trennzeichen: |Semik0|0n " - |

[atensatze beginnen ab Zeile: 2 —
Worschau:

1. Spalte 2. Spalte 3. Spalte 4. Spalte

COMFIG_FILEMAME DEVICE_PATH DEVICE_INTERFACE DEVICE_&DDRES

Filg2146.lcz Filialen/MRw P 192.168.1.1

Filg0E37 lcz Filialen/Bay IP 192.168.2.1

1 T »

[ < Zurlick | Wwieiter » [ Abbrechen |

You can select the column separator for the CSV file. The default is the semicolon.

Set the row number where the data records start. This allows you to avoid importing any existing column headings
and additional information. If a line in the CSV file contains only default variable names (see section Exporting CSV
data sets), then this line is used to assign the variables automatically. This ensures that exporting and importing the
same file will function without any manual assignment. However, if a configuration is generated with additional
variables, the auto-detect will not function.

The Preview field instantly shows the parameters you have selected for import. Confirm your entries with Next.
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8. To use the data records to create new devices in LANconfig, select the option Automatically create devices in

LANconfig. After clicking Next, the following pages are used to select the device properties to be carried over to
LANconfig.

LAMconfig - Importieren aus CSY-Datei @

Gerate-Erzeugung

3
‘wiahlen Sie, ob Gerate erzeugt werden sollen. \

wiahlen Sie, ob Sie aus den Datensatzen [Zeilen] der Datenguelle [C5W-D atei] neus
Gerdte in LAMconfig anlegen mochten.

Viutomatisch Gerate in LAN

Diie Augwahl der zu ubermehmenden Gerate-Eigenzchaften erfolgt auf den
| ! nachsten Seiten.

< Zurlick | Wwieiter » .Abbrechen |

@ If this option is disabled, the Wizard will skip the subsequent 2 steps.

The devices are identified using their connection address. Use the drop-down list to select the column in the data

set that contains the connection address and click on Next. If you use default variable names, assignment takes
place automatically.

LAMconfig - Importieren aus CSY-Datei @

Gerate-Erzeugung - Identifikation f_-?
‘wiahlen Sie den eindeutigen Schilizsel. \

‘wiahlen Sie die Spalte aus, in der die Adresse [DEVICE_ADDRESS) steht, unter der

L&Mconfig das Gerat emeichen kann [je nach Werbindungstyp IP, FUDM, COM ader
Telefon- bzw. [SDM-Murmmer).

Bestimmen Sie die Verbindungs-Adresse durch Auswahl der Spalte: |:| -
2. Spalte 3. Spalte  DEVICE_ADDRESS 5 Spalte B Spale 7.5

cs Filislen/MBw 1P 19216811 Wuerselen  FilB2146  secr
cs Filislen/Bay 1P 192.168.21 Muenchen  FilB0B37  secr

< Zurlick | Wwieiter » .Abbrechen |
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10. Align the columns according to the relevant device properties. Properties that have been aligned are marked in the
list with a preceding "+". Then click on Next. If you use default variable names, assignment takes place automatically.

LAMconfig - Importieren aus CSY-Datei @
Gerate-Erzeugung - Zuordnung ¢:__?
Ordnen Sie die Gerate-Eigenschaften zu.

Ordnen Sie den ‘Werten [Spalten] der Datenquelle die zu setzende Gerate-Eigenschaft
aus der Auswahlliste zu, bis alle bendtigten Eigenschaften zugeordnet sind.
‘wahlen Sie danach “weiter'

Zuordnung: Spalte |1 - enthalt Eigenzchaft | -
Timeout  [DEYICE_TIMEDUT]
1.Spalte  Pfad Schnittstelle  Adred[ ] Sart [DEVICE_STARTUR)
Fil52146.lcs  Filislen/NRw 1P 192.1|[ ] Pratokolle  [DEVICE_PROTOCOLS)
FilB06a7lcs Fiidlen/BAY 1P 1921|( ) Parts (DEVIEE_PORTS)

Paszwart [DEVICE_PASSWORD)
Beschreibung (DEVICE_DESCRIPTION

(]

(]

i

[ ] Administrator [DEYICE_ADMIN]
(]

(]

[ )Backup [DEVICE_BACKUF)
(1

WPN [DEVICE_WPN)
[+] Pfad [DEVICE_PATH]
[+] Schnittstelle  [DEVICE_INTERFACE)
1 1 [+] Mame [DEWICE_MAME]
< Zurlick | Wwieiter » [ Abbrechen |

11. You have the option to create individual configuration files from the data sets. Simply activate the option Generate
configuration files.

LAMconfig - Importieren aus CSY-Datei @
Konfigurations-Erzeugung ¢:__?
‘wiahlen Sie, ob Konfigurationen erzeugt werden sollen.

Diezer Azsigtent ermoglicht daz Anlegen von Gerate-spezifizchen Konfigurationsdateien
im angegebenen ZielYerzeichniz.

Hierzu bendtigen Sie eine Konfigurationsorlagendatei mit ¥ ariablen, die vom
Assistenten mit den Daten der Datenquelle [C5Y-D atei] ersetzt werden kionnen.

‘wiahlen Sie, ob Sie aus den Datensétzen [Zeilen) der D atenguelle
Konfigurationzdateien erzeugen mochten.

| Konfigurationzdateien erzeugen

Vorlage: | ngsdatent\LANCOMALAM confighConfightestscript.los .Dgrchsuchen....

ZielPfad: |ers\dnwendungsdatentLANCOM\LANconfighConfig .Durc:hguc:hen....
Der Ziel-Pfad kann auch aus der Datenguelle stammen. Ordnen Sie hierzu auf

}  der folgenden Seite die interne Variable COMFIG_PATH der Spalte der
Datenquelle zu, welche die zu benutzenden Plade enthalt.

< Zurlick | Wwieiter » .Abbrechen |

12. Use the Template field to set the path to the template file to be used as the basis for these configuration files. By
clicking on Browse you open the dialog for loading a configuration script template. In the fields Variable start and
Variable end you define which characters (or strings) are to mark the start and end of the variables in the template
file. This enables the Wizard to identify the variables in the template file.

13. You specify the storage path in the field Target path. This is where LANconfig stores the new configuration files.
Click on Browse to specify a target path on your local file system. Click on Next.

14. Assign the columns in the data source to the variables used in the template file. Do this by selecting the column
number from the list of columns and assigning this number to a variable from the properties list. Variables are also
assigned automatically if the column headings contain the same variable names as those between the start and end
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characters in the script file. The column headings in the view below updates immediately with every change. To
continue, click on Next.

==l

44

LAMconfig - Imporieren aus CEV-Datei

Konifi ions-Er -7

Ordnen Sie die Yariablen der KonfigurationsYorlage zu.

Ordnen Sie den ‘Werten [Spalten] der Datenguelle die in der Konfigurationsorlage
venwendeten Variablen zu, bis alle Variablen zugeordnet sind.
‘wahlen Sie danach “weiter'

Zuordnung: Spalte "I—v enthalt Wariable | -
[ CONFIG_PATH
COMFIG_FILENAME 2. Spalte 3. 5pd{[+] COMFIG_FILEMAME
Fil52146 Ics Filislen/MRw 1P Hgglgg_ﬁggg‘ﬁgi
FilB0g37 ) Filislen/Bay 1P * |
! s faten [+) DEVICE_NAME
[+ KEY
[+] USER
<ignorieren
4 m 3

[ < Zurlick | Wwieiter » .Abbrechen.

If your entries are incomplete, the Wizard alerts you about potential import problems and suggests corrections.

O

15. The summary informs you about the actions that are executed in the next step. If you need to make any changes,
click on Back. This returns you to the appropriate input mask. By clicking on Next you start the data import.

=)

LAMconfig - Imporieren aus CEV-Datei

Obersicht
Zusammenfazzung der gewahlten Aklionen.

Die gewahlten Aktionen werden mit folgenden Einstellungen ausgefiihrt:

Einzstellungen Dretailz o

Daten-GQuele ist
Der erste Dateizatz ist in Zeile
Die Datei enthalt
Spalten werden getrennt durch
Jeder Datensatz besteht aus
Zum ldentifizieren jedes Gerdtes
Gerdte erzeugen:
Konfigurationzdateien erzeugen:
Aus der Vorlage-D atei
In das Verzeichnis
Wiarishlan
1 T

C:ADokumente und Einstellungentall Usersta
2

2 Datensatze

Semikalon ')

8 Spalten

wird Spalte 4 benutzt,

m

Ja

C:A\Dokumente und Einstellungentall Usersha,

C:ADokumente und Einstellungentall Usersta

hanirman mit ' 1nd andan mit '€ Faichan
3

wahlen Sie “weiter', umn die Aktionen zu starten!

[ < Zurlick | Wwieiter » .Abbrechen.

If the data import would overwrite a device that already exists in LANconfig, the Wizard gives you the
following options:

®

> Overwrite the device.
> Create a configuration file, nevertheless.
> Use this decision for all other existing devices.

16. The status dialog that follows indicates the actions performed. Click on Copy to clipboard to save the status message
to the clipboard. Click on Next.

17. Finally, you have the option to save the current import settings to a profile for future actions.
18. Complete the import by clicking on Finish.
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If you have opted to generate a custom configuration file, the Wizard saves a separate configuration file for each device
in the specified folder. These configuration files are named according to the file name "<CONFIG_FILENAME>.Ics", which
defines the CSV file:

lang English

flash No

set /Setup/Name "Fil52146"

set /Setup/SNMP/Location "Wuerselen"

cd /Setup/TCP-IP/Network-list

tab Network-name IP-Address IP-Netmask VLAN-ID Interface Src-check Type Rtg-tag Comment

add "INTRANET" 192.168.1.1 255.255.255.0 0 any loose Intranet 0 "local intranet"

cd /

cd /Setup/WAN/PPP

tab Peer Authent.request Authent-response Key Time Try Conf Fail Term Username Rights
add "INTERNET" none PAP "secretl" 6 5 10 5 2 "userl@internet" IP

cd /

cd /Setup/WAN/DSL-Broadband-Peers

del *

tab Peer SH-Time AC-name Servicename WAN-layer ATM-VPI ATM-VCI MAC-Type user-def.-MAC
DSL-ifc(s) VLAN-ID

add "INTERNET" 9999 "" "" "PPPOEOA" 1 32 local 000000000000 "" O

cd /

cd /Setup/IP-Router/IP-Routing-Table

tab IP-Address IP-Netmask Rtg-tag Peer-or-IP Distance Masquerade Active Comment

add 255.255.255.255 0.0.0.0 0 "INTERNET" 0 on Yes "default route"
cd /
flash Yes

# done
exit

The Wizard has replaced all variables with the appropriate device parameters.

This configuration file gives you the option to use LANconfig to transfer the device settings as defined in the template
file to other devices. Highlight the appropriate device and click on Device > Configuration management > Restore
script from script file.

F3 LANconfig = | E |
File Edit [Device| Group View Tools Help
£ o F e LANCOM
-.F -‘ 4 Configure Ctrl+0 der e —
) LANcor Setup Wizard CrbeW Description Comment
auiekRelbeck Y
Check Ctrl+F5 CB/MK
Cancel Action

Configuration Management 3 Print... Ctrl+P
Firmware Management 3 Save as File... Ctrl+5S
WEBconfig / Console Session 3 Restore from File... Ctrl+R

Monitor Device Save Script as File...

Date Meoniter Device Temporarily Ctrl+M festore Scnipfrombile::

Monitor WLAMN Device

Menitor WLAN Device Temporarily

Create Trace Output... Ctrl+L
Set Date/Time...

Activate Software Option... L

Save Certificate as File...

Upload Certificate or File...

< |

ppliees Activate License...

LANCOM Software Update for LANtools

The software update for the LANtools allows you to automatically download new versions of the LANtools and your
device firmware.
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New versions for the LANtools (LANconfig, LANmonitor and WLANmonitor) are downloaded directly from the
freely accessible download section of the LANCOM web server.

Manually starting LANCOM Software Update
To start the software update manually in LANconfig proceed as follows:

1. Start LANconfig.
2. C(lick on the Tools menu and select Check for updates....

LANconfig searches the local firmware archive for updates. Optionally, you can extend the search with the following
items:

> Find more updates online in the download area of the LANCOM web server.

> Include Release Candidates in the search. If you enable this option, the Software Update will not only offer to
download the released software versions for use in productive environments, but also any available release candidates.

Release candidates include the new features of upcoming software versions and have been thoroughly tested.
Until the final release of version, the software may be further optimized—partly due to user feedback.

Mach Updates suchen... @

n Hiermit suchen Sie nach Updates im lokalen Firmware-Archiv. Slﬁauch
online nach neuen Updates gesucht werden?
Online nach Updates suchen

["|Updates auf Release Candidates anzeigen
(fir Produktiv-Systeme nicht empfohlen)

Bei dieser Aktualisierung verwendetes Firmware-Archiv:
C:\ProgramData\L ANCOMYLANconfig\Firmware\,

Ausgewshltes Archiv erneut durchsuchen

[ oK ] [ Abbrechen

Settings for the automatic search for new updates
Proceed as follows to start the software update automatically in LANconfig each time the application starts:

1. Start LANconfig.
2. Click on the Tools menu and select Options.
3. Go to the Update page.

Automatic Update

n LAMNconfig can look regulary for updates in the local firmware archive
or online and point out you to new updates.

Automatically check for updates: Weekly -

QuickUpdate: After adding new devices search for
online updates immediately

Check online for updates

[ Show release candidate updates
{not recommended for productive systems)

Firmware archive:

CALCOS_Fimware -

4. Select the time interval for the automatic check for updates (Daily, Weekly or Monthly).

For the remaining settings for software updates, refer to the chapter Update on page 214.

Selecting and installing the available updates

After successful connection to the update server, LANconfig displays the available updates.
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Select the appropriate versions and click Download. As an alternative, you can click on the entries with the right-hand
mouse key and select the entry Select all or Select none from the context menu.

mﬁlg

-
[&] LANCOM Software Update

New updates are online available.

Select the updates to download.
After downloading the updates their installation will be proposed.

Product name Type MNew version Installed versi...
[C] LANCOM 1781AW ICOSAN 10120242RUS  10.00.0203 |
[ LANCOM 1781AW Check selected U3  10.00.0203

Uncheck selected

Check all L\\,

Check none

Comment:

LANCOM 1781AW - 10.12.0243 RUS

m Release notes

Software Update now downloads the selected software one after other and stores the files in the firmware archive.

[3] LANCOM Software Update (=[3] ® ]

Downloading the updates.

Please wait ...

Product name MNew version State

LANmonitor 1012.0028 Downleading...

Downloading update: LANmonitor { 36.65 MB )
4.52 MB of 36.65 MB
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After successfully downloading the software, Software Update offers to install the downloaded software (LANconfig and
LANmonitor only):

Install LANmonitor? l&]

Do you want to install the LAMmonitor update?

Select 'Mo' to save the update for a later installation

After installation, the Software Update displays the results of the update procedure:

ra ™y
LANCOM Software Update [ESREERX
Update finished.
Product name MNew version State
LANmonitor 1012.0028 Installation finished

Update finished.

Searching for firmware updates in the archive

To make the update of devices with new firmware as convenient as possible, the firmware files for the various models
and LCOS versions are, ideally, saved to a central archive directory. The search for new firmware versions in this directory
can either be initiated manually or automatically after starting LANconfig.

Automatic search for firmware updates

The directory where LANconfig looks for updates is configured under Tools > Options > Update > Firmware archive.

Automatic Update

LAMNconfig can look regulary for updates in the local firmware archive
or online and point out you to new updates.

Automatically check for updates: Weekly -

QuickUpdate: After adding new devices search for
online updates immediately
Check online for updates

[ Show release candidate updates
{not recommended for productive systems)

Firmware archive:

CALCOS_Fimware -
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If you set an interval for the automatic search, starting LANconfig automatically displays all of the devices for which new
updates are available.

[ |
Frmure deuaiseen (S, ==

Bitte wahlen Sie aus, welche Gerate-Firmware aktualisiert werden soll:

.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)
W cpmmmmr= — = 5,00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)
<7 Aachen: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)

<57 New-York: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)

<57 Peking: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)

<5 Moskau: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)

<57 Koeln: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010) Alle
<57 Rom: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)

<=7 Ravensburg: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)
<7 Nuernberg: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)
<=7 Muenchen: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)
<=7 Berlin: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)

<57 Huston: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)
<5 Miami: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)
<57 Brisbane: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)
<57 Athen: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)

<5 Wien: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)

<57 London: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)
<57 Scherpenseel: 8.00 (22.04.2010) -> 8.00.0124RC1 (25.04.2010)

Aktualisieren

Abbrechen

Selektion:

Manual search for firmware updates

To seach manually for firmware updates, click with the right-hand mouse key on a device marked in the list and select
the following point from the context menu: Firmware management > Check for firmware updates. If you highlight
several devices, the item Check for firmware updates is displayed directly in the context menu.

F3 LANconfig (=[O sl
Datei Bearbeiten Gerdt Ansicht Bxras 7
FRNVNOO v BBE? B 1¥|@ @ 2 ikrinder
) LANconfig MName Adresse Geratesta... Verlauf Gerdtetyp H Serienn
Kenfigurieren Strg+0 A
Setup Assistent Strg+W ATTAvE o C  400000C
~ AMCTATS e B 4000152
Prufen trg+F> L e et C 4000841
Konfigurations-Verwaltung (S Sl C  400385¢
Firmware-Verwaltung 4 MNach Firmware-Updates suchen l}Strg+5hh‘t+u poooc
000&s
WEBcenfig / Konsolen-5itzung 4 MNeue Firmware hochladen Strg+U
Gerat dberwachen Firmware-Liste aktualisieren b
Datum Zeit N Gerdt temporar dberwachen Strg+M i

View a full list of all firmware versions

If your search in the archive did not reveal a new firmware version, you can alternatively view a full list of all of the
firmware files that have been found. You can, for example, switch back to an older version. LANconfig displays all versions
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found for the marked devices, including the version currently active in each device. For each device, you can select
precisely one firmware version that will then be uploaded onto the device.

Firmware Update @

@ Mo newer firmware was found in the selected archive directory:
C:\LCOS_Firmware

Would you like to view the firmware found anyway?

Yes ] [ Mo ]
Firmware aktualisieren @
Fiir die folgenden Gerate wurden Firmwaren gefunden:
[ &9 e === 8,00 (20.05.2010) -> 8.00.013¢ » Aktualisieren
= e : 8.00 (20.05.2010) -> 8.00.010(]
—— -

[0 6 e e e 8,00 (20,05.2010) - 8.00.010%

O &9 = ————romes === §.00 (20.05.2010) -> 8.00.014| =

[ &9 e ——=—eeiiie=: 8.00 (20.05.2010) -> 8.00.012¢

[ &5 =sarmar —=—"=: 8,00 (20.05.2010) -> 7.60.0151 (13.02.200'

[ &5 =T —=—=: §8.00 (20.05.2010) -> 7.68.0062 (07.06.200'

[ &9 =T —=—=: §.00 (20.05.2010) -> 8.00.0064 (15.01.201

Exporting key fingerprints when commissioning CC devices

As of LCOS8.84, LANconfig offers a convenient way to export the SSH key fingerprints when you commission CC devices.
While running the CC Start-up Wizard, LANconfig creates the file CCWizSummary.csv, which contains the IP address
of the device, the device name, and its (SSH) key fingerprint. This generates a list which is useful, for example, for a
system administrator who needs to be certain of connecting to the correct device when conducting remote maintenance
or when logging in after a rollout.

By default, LANconfig saves the CSV file under C:\Program Files

(x86) \LANCOM\LANconfig\Logging\. You have also the option to change this path in the input field
under Tools > Start CC Start-up Wizard > Settings > Path.

3.1.3 LANconfig menu structure

182

Using the menu bar, you can manage devices and their configurations, and you can customize the appearance and
functioning of LANconfig.

File

This menu item is used to manage devices in general, and to exit LANconfig if required.

Add device

A new device is added under File > Add device. It opens a dialog where you can make the settings for the connection
to the device and for the backup.

General

On this page, you can define how LANconfig connects to a device. It is also possible to permanently store the access
credentials in the program, saving you from having to manually enter them when you connect to the device for the first
time after restarting LANconfig.
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If you save the username and password permanently, any user who is permitted to run LANmonitor also has

access to the device.

Eigenschaften von LANCOM WLC-4025 [ 2 3o

General Interface

Backup i

VEN _@ @ Metwork connection (TCF/IP)

Information (2 Serial port

Features & Options (71 Dial-Up connection
|P/MName: 152.168.2.101 -
Timeout: 3 = | seconds

Communication protocols and ports:

[¥]HTTPS [¥]ssH [#]HTTP [ TFTP

Prefer ‘check” via TFTP faster)
Check the status of this device at startup
Check for possible firmware updates

General
{/',J Administrator:
o Password:

Description:

0K || Cancel

b

Interface

In the Interface section you can configure the connection settings for a device.

Please select how the device is to be reached:

>
>
>

Network connection (TCP/IP): Select this option if the device can be reached over an IP network.
Serial port: Select this option if the device is connected directly via your computer's serial port.
Dial-up connection: Select this option if the device can be reached via Dial-Up Networking.

@ Please note that some devices do not support remote configuration via a dial-up connection.

IP/Name: Enter the IP address of the device. You can also enter a domain name (DN or FQDN) or a
NetBIOS name. This name is checked at every access. LANconfig stores and uses the resolved IP address.
If this check is not possible, then LANconfig takes the last IP address that was last used successfully.
Timeout: Here you enter how many seconds the program should wait for a response from this device.
HTTPS, SSH, HTTP, TFTP: When this is selected, you enable the individual protocols for the operations
firmware upload, configuration up/download, and script up/download. In these operations, LANconfig
attempts to use these protocols in the order HTTPS, SSH, HTTP and TFTP. If the transfer fails when using
one of the selected protocols, LANconfig automatically tries the next protocol.

Prefer ‘check’ via TFTP: This option causes LANconfig to perform checks with TFTP, irrespective of other
protocols that are selected. This is advantageous for devices located in the LAN. The checks are faster
and place less load on the computer, which makes an appreciable difference when processing a large
number of devices. The fact that HTTPS is not used should not be a problem in the LAN.
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> Check the status of this device at startup: Check this box if LANconfig should check the status of the
device every time it is started.

> Check for possible firmware updates: Select this option if LANconfig should check for possible firmware
updates.

As described in the section Communication protocols and ports on page 184, LANconfig tests other protocols
and executes them if TFTP is not available. Here, too, global settings take priority over the device-specific
settings.

After you have made the settings, the program tries to access the device and retrieve its name and version.
If this fails, LANconfig shows a short error message in the Device status column.

General
In this section you can enter a description of the device.

> Administrator: Enter the username for an administrator.
> Password Enter the associated password here.
> Description: Enter the description of the device that you want LANconfig to display in the main window.

Communication protocols and ports

LANconfig uses the communication protocols selected here to check the availability of the device, and to execute firmware
uploads as well as the uploading and downloading of scripts/configurations.

LANconfig attempts to carry out the device actions outlined above in the order HTTPS, SSH, HTTP, and TFTP and SSH. If
an action fails because of the protocol, then LANconfig repeats them with the next selected protocol.

At least one protocol must be selected in order for the action to function.

@ When using HTTP(S) and a proxy server, it may be necessary to circumvent this proxy server so that LANconfig
can reach the device. You can bypass the proxy server for local addresses by using a setting in the Window's
Control Panel, Internet options. In the Internet options' advanced settings, you can also define further addresses
which should not be contacted via the proxy server.

Protocols can be set globally or by means of device-specific settings. The global settings in the options menu take priority
over the device-specific settings. A benefit of this is that a single global switch can be used to disable a protocol for all
devices.

Tips

> When shipped, the device does not yet have an IP address. In this case, enter the IP address of your computer and
replace the last part of the number sequence by 254: If your computer's IP address is 192.168.1.1, then assign the
IP address 192.168.1.254 to the device.

> Also, if you do not know the device's IP address, you additionally have the option of searching for it with File >
Devices.

Potential problems when connecting with a new device

If LANconfig cannot reach a device at all, then one of the following error messages is displayed under status. To check
a device again, mark it in the list and click on Device > Check in the menu bar.

> Serial error: LANconfig could not open the serial interface. Close any program that may be accessing the port.

> IP error: Check that the IP address of the device is correct and that your computer is properly connected to the
network. You can also check that the TCP/IP protocol is installed properly and correctly configured.

> No response: Check if the IP address of the device is correct. Another possibility is that the network connection
between your computer and the device is too slow or unreliable.

> Status unknown: LANconfig reached the device via the specified IP address, but was unable to request any additional
information. LANconfig may not support this device.
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> Access denied: Access to this device from your computer is blocked.

Backup

On this page you enable and configure the device-specific backup settings. The setting options are identical to the global
settings (see Backup on page 211).

Delete device

You can delete a device that has been marked under File > Delete device. You can also use the 'Del' key to delete a
device.

Deleting a device only removes it from the current view. You can add it to the display again using File > Add
device or File > Find devices.

Find devices

This menu item triggers an automatic search for new devices for adding to the device view section.

1. Find Devices (2] = |

(':g\ Search parameters:

Pick the methods to be used to scan for new devices and dedde on additional search
parameters as necessary.

Search the local network. .. for 3 = seconds
[ search an IF range... 3

[ search on all serial ports. ..

[ search in a remote netwark. .. 3

Extend search to managed APs

[ Search ][ Cancel

Select where you wish to search for devices:

> Search on all serial ports
> Search in the local network
> Search in a remote network

If you wish to search in a remote network you must specify its address and the relevant network mask.
> If necessary, you can extend the search to managed access points (APs).

Click on Search to start the search. Any devices found will be added to the list automatically.

If a device is found that is already in the list, it will not be included in the list a second time. For this reason fewer
devices may be added to the list than were reported during the search operation.

Check devices in this view

You can check the status of all devices under File > Check devices in this view. The device status indicates, for
example, that new firmware is being uploaded or that a device cannot be reached.

@ A device can only be configured if the status of the device is OK.
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Check all devices for firmware updates

Manually starts the automatic search for firmware updates. Here, the online LANCOM database and your local firmware
archives are searched for firmware versions that are more recent than those currently installed on the devices. Also see
the chapter Searching for firmware updates in the archive on page 180.

Search Updates &J

n ‘fou can search for updates in the local firmware archive. Should also be
searched online for new updates?

Search updates online

Firmware archive to use for current update:
C:\LCOS_Firmware

Rescan selected archive

l"\’ oK ] [ Cancel

Cancel all actions

Use this menu item to cancel all ongoing actions for all devices shown in the view. You can use this function to cancel
the upload of a script or firmware, for example. This function is particularly suited to canceling processes that were
initiated through multiple selection or the execution of actions.

Devices/configurations from CSV file

In LANconfig you can import a large number of devices from a script file in one go by processing the device files with
an Import Wizard. You also have the option of using this device file together with a configuration template file to create
a custom configuration file for each device. The template file contains variables for the values in the device file.

Please refer to section Importing from a data source (CSV) on page 171 for further information.

Export device list

You can export the list of devices found on the network and later import them into LANconfig in one go. LANconfig
stores the list of managed devices as a CSV file.

Please refer to section Importing from a data source (CSV) on page 171 for further information.

New folder

This menu item creates a new folder in the directory tree. Also see Using directory trees to get organized on page 153.

Exit
This menu item terminates and closes LANconfig.
Edit

This menu item allows you to organize the configuration files for all of the devices in a device list.
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New configuration file

This function allows a configuration and a device entry to be created without a connection to an actual device.

New Configuration File l P S
Select the device that you want to create a new configuration file for,
Device type: Firmware version:  Couniry settings:
3 QuickFinder [10. 12 v] |Europe i

Devices until firmware version 1012« | Software options:

LANCOM 1780EW-4G+ %VPN {25 connections)
Drynarmic VPN
LANCOM 730-4G Clpublic-Spot
LANCOM LN-1700 [JPublic Spot PMS Accounting plus
LANCOM LN-1702 [CIContent Filter
LANCOM LN-860 -

[ oK ] [ Cancel

Device type

If you wish to create a configuration file you must specify the type of device this configuration is intended for
so that the program can display the correct parameters for it. Choose the desired device from the list.

Use the QuickFinder to filter the list of available devices. Simply enter a part of the name of the

required device type into the QuickFinder field and the dialog automatically reduces the selection to
the appropriate devices.

Firmware-Version

Since different firmware versions often provide options that differ from each other, the program needs to
know the version that this configuration is intended for. Please specify the firmware version number in the
desired device. The program will inform you if the version number is incorrect or not supported.

Country setting

Choose the country/region where the configuration file is to apply. In this case the configuration file only
offers those parameters, which are permitted in the selected country or region.

Software options

Choose the relevant software option that should be displayed.
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Clicking on OK opens the configuration dialog.

T ™y
=) 1780EW-4G, ... Configuration (2 [
G é - ;; QuickFinder

%’ Configuration
4 & Management
a General
2 Rollout Agent -
& Admin
a Authentication ~—
&5 LMC
Eﬁ Costs Comments
Eﬁ Budget
@ Location
._9 Advanced
<5 CWMP/TR-069
> ? Location Based Services
> g Wireless LAN
o ¥ Interfaces Information
s @ Date & Time Device type:
> 8 Log & Trace Hardware release:
> ﬁ Communication Firmware version:
> iy Pt Serial number:
. iy IPv6

o g IP Router

Device name:

Location:

Administrator:

» 2 Routing protocols
> @ Firewall/Qo5

> & Content Filter

> {3 VPN

> g Certificates

> g COM Ports

> o NetBIOS

- ™) Public-5pot

> [ RADIUS

> Eﬁ Least-Cost-Router
s & SIP-ALG

Lrodlotofs [0k ][ concal |

Systems

You can also create a new configuration file by right-clicking on your desktop to open the context menu and
clicking on New > LANconfig configuration.

@ You will find information on the individual configuration parameters in the LCOS documentation.

Edit configuration file

This menu item is used to open a stored configuration file for editing in the configuration dialog.

rE Edit Configuration File =)
Suchen in: , LCOS Configuration Files - @ ? % [~
MName ‘ Anderungsdatum Ty
| B Testlcf 05.03.2018 10:29 Lt
4| 1 L
Dateiname: Test Icf
Dateiyp: | Configuration Files +| [ Abbrechen |
Password:

[ Advanced...

Device type:  LANCOM 1780EW-4G+ with firmware version 10.12
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Wizard configuration file

This menu item is used to open a stored configuration file for modification in the Setup Wizard.

? Setup Wizard for Test.lcf

i

Setup Wizard for Test.lcf

With this wizard you can comfortably configure your device
for specific applications.

What do you wart to do?

-
Conrfigure WLAN
:? Set up Intemet access

:? Cortert Filter Setup

:? Provide remote access (RAS, VPN)
:? Connect two local area networks (VPN)
:? Corfigure Dynamic DNS

:? Prepare VolP provider access

:? Check security settings -

m

[==]

1=
2

\(

] | Cancel

Print configuration file

This menu option allows you to print out a stored configuration file.

Drucken &J
Drucker
Name: v| | Eigenschaften... |
Status: Bereit
Typ: Adobe PDF Converter
Standort: Documents'” pdf
Kommentar: Ausgabe in Datei
Druckbereich Exemplare
@ Alles Anzahl Exemplare: 1 =
Seiten
3 3 Sortieren
Markigrung 1'2' 1'2'
Options
Print passwords as clear text ; Management -
[Location Based Services
LUse large fonts [1Wireless LAN
[Interfaces
| Print only selected range ... [|Date Time e
—

The normal print dialog features an additional Options section, with options as follows:

Print passwords as cleartext

3 LANtools

Activating this option will print your passwords in cleartext. The main device password is printed on the first

page.
Use large fonts

A large font will be used for printing.

Print only selected range

Only specific areas of the configuration are printed, e.g. only WLAN controllers.
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Select all devices in this view

This menu item allows you to highlight all of the devices in the current view.

Invert selection

This menu item inverts the current selection of highlighted devices. The result is that all entries that were previously
marked become unmarked, and all entries that were previously unmarked become marked.

Device

Under this menu item you can edit the configurations of devices connected to the network, organize firmware updates
and monitor device connections.

These functions are only offered for selection if at least one device has been chosen from the list of devices. The menu
can also be called by clicking on a device with the right mouse button when it is marked.

Configure

Loads the configuration of the selected device using the connection settings as defined in the properties, assuming that
a connection can be established in this way. The configuration is then displayed in the configuration-settings window,
and changes can be made.

Setup Wizard

Loads the configuration of the selected device using the connection settings as defined in the properties, assuming that
a connection can be established in this way. The configuration is opened in the Setup Wizard, and this supports you
with the configuration of various application scenarios.

@ With WLCs equipped with the "WLC High Availability Clustering XL option” you are able to select all of the listed
WLCs and configure them all in one go using the WLC Clustering Wizard (see 7-Click WLC High Availability
Clustering Wizard).

Quick Rollback

This menu item provides the option to restore automatically created configuration backups for the selected device with
just one click. This returns the device to a previous configuration state. Learn more about this feature under Quick Rollback
on page 169.

Check

Checks the devices or the selected devices by reading out device information via the chosen connection. The status is
generated on the basis of this operation. The device status indicates, for example, that new firmware is being uploaded
or that a device cannot be reached.

@ A device can only be configured if the status of the device is OK.

Cancel action

This menu item cancels any action running on the selected device. You can use this function to cancel the upload of a
script or firmware, for example. However, actions for other devices that have not yet completed will continue to run.

Configuration management

The functions provided by configuration management enable you, among other things, to backup and restore configurations
and to transfer a configuration from one device to another. If the firmware versions of the two devices are different the
program will display the difference in the configurations, warning you that parameters will be lost. This menu item is
also used for file management, as used to upload special files such as templates or certificates directly into the device.
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The following configuration-specific actions are available:

Print
Loads the configuration of the selected device using the connection settings as defined in the properties,
assuming that a connection can be established in this way. In the subsequent print dialog you can select the
same output options as you can under Edit > Print configuration file. The configuration is printed out after
confirmation.

Save as file
Saves the configuration of the chosen device as a configuration file to a location that you select. Enter a name
for the configuration file in the file selection dialog. Then click on Save.

Restore from file
Loads a configuration file into the specified device (e.g. from an automatic backup). In the file-selection dialog,
select the configuration file that you wish to upload, and click on OK.

Save script as file
Saves the configuration of the chosen device as a script file to a location that you select. When doing this
you can select the same options as you can when saving a file.

Restore script from file
Loads a script file into the specified device (e.g. from an automatic backup).

Save certificate as file

In the file dialog that opens, you specify which certificate should be saved to a file from the chosen device.
The file type depends on the certificate selected.

Upload certificate or file

This menu item is used to upload certificates and special files to the device. Certificates are required, for
example, when using VPN encryption or for operating a WLAN controller. Special files, on the other hand,
are files with which you can replace device-specific templates (e.qg. custom templates for the Rollout Wizard)
or which are required for certain features by the device (e.g. the Terms and Conditions for the Public Spot
module).

You can enter a description for any configuration that you save. This is a convenient way of maintaining various
configurations for different devices.

Firmware management

This menu item is used to update the device firmware or switch the device to a different firmware version. The following
firmware-specific actions are available:

Check for firmware updates
Manually starts the automatic search for firmware updates. Here, the online LANCOM database and your
local firmware archives are searched for firmware versions that are more recent than those currently installed
on the selected device. Also see the chapter Searching for firmware updates in the archive on page 180.
Upload new firmware
Opens a file selection dialog with which you can upload a specific firmware file to the selected device.

The firmware already on a device is overwritten when the new firmware is uploaded. For this reason,
the upload should not be interrupted under any circumstances as the device may no longer function

properly.
Activate firmware running in test mode ([memory space number])

If you have performed a firmware update for a device and this is running in the (time-limited) test mode, you
can use this menu item to permanently activate this firmware. Learn more about this in section New firmware
with FirmSafe.
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1, 2 [firmware version] of [date]

Devices with FirmSafe are able to manage two firmware versions. This allows the system to return to the
previous firmware in the event of a failed update or in case of problems, for example. The memory space
numbers 1 and 2 enable you to select another firmware version and restart the device.

Note that switching the firmware terminates any existing connections and deletes all statistics and
charging information.

WEBconfig / console session

This menu item allows you to open a new configuration session by means of an alternative configuration path. The
following configuration paths are available:

Start the web browser

Opens the WEBconfig user interface for the highlighted device.

o 2
fg LANCOM WLC-4006+ - Log ;\+
€ ) @ hitps//10961396 € || Q Suchen wBe ¥ @ e =
LANCOM

Systams

LANCOM WLC-4006+

LANCOM WLC-4006+

Password |

0ok

Under Tools > Options > Extras > Browser used to display WEBconfig, you choose whether
LANconfig should use the system default browser or its own internal browser.
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Open Telnet session

Opens a connection to the device with the Telnet client that is configured in the settings.

i Telnet 192.168.2.35

it

i LANCOM 1811 Wireless DSL

i Uer. 7.80.8818 ~ 28.89.2089
i SN. 9153808600046

i Copyright {c> LANCOM Systems

Connection Mo.: B@2 (LAN>

Username

Open SSH session

Opens a connection to the device with the SSH client that is configured in the settings.

Monitor device
This menu item enables the basic monitoring of the device in LANmonitor.

The device is then added to LANmonitor's list of monitored devices, and will remain in the list even after exiting and
starting LANmonitor.

Monitor device temporarily
This menu item enables the temporary monitoring of the device in LANmonitor.

Information for the device is contained in a separate window from LANmonitor. The setting is not stored, meaning that
LANmonitor will not automatically display the device the next time that the program is started. Please also refer to
LANmonitor — monitoring devices on the LAN on page 223.

Monitor WLAN device

This menu item enables the monitoring of a WLAN device in WLANmonitor. Please also refer to WLANmonitor —monitoring
wireless devices on page 249

Create trace output
This option starts the trace output in LANtracer.

Please also refer to LANtracer — tracing with LANconfig and LANmonitor on page 265.
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Set date/time

This menu item is used to set the date and the time for the device. This action is vital for a number of functions (e.qg.
accounting) and steps in the Setup Wizard (e.g. setting up a Public Spot).

Date/Time of 1780EW-4G P |5
® Flease set the dock in your device here.
L i

The device requires time information to
carry out time-related functions and for
noting events.

Date: . 03. 2018
Time: 09:23:57

[ Adjust the dodk to the system time

[ oK ][ Cancel ]

If you check the option Adjust the clock to the system time, the time is taken from your computer's operating system.

Activate software option

If you have purchased additional software options, you activate these under Device > Activate software options by
entering the activation key.

You can test an option on any device by activating a demo license that is valid for 30 days. To do so click on the link
below the license key input fields. You will automatically be connected to the website for the LANCOM registration server.
Simply select the required demo license and you can register your device.

Previously activated options are displayed in the dialog Device > Properties > Features & options. Please also refer
to Features & options on page 198.

Check CC compliance

This menu item starts a test of whether the configuration of the selected device is CC compliant.

@ This action is useful only for CC devices. With non-CC devices, this action produces an error message.

Reboot

This menu item reboots the device.

LAMNconfig @

Rebooting a device will cause all connections to be dosed and all
l \  statistics and charge-counters to be lost.

Are you sure you want to execute a reboot now?

"] Do not show this warning again

After restarting the credentials for the admin account are requested, assuming that these where not already
stored on the device.

Unlocking the SIM card

Your SIM card will be locked if you enter an incorrect PIN three times. You can unlock your SIM card again by entering
the PUK or super PIN under this menu item.
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Unlock SIM card [

&

If you have locked your SIM card due to
entering several incorrect PIN codes, you can
unlock your 5IM card by entering the PUK or
super PIN.

PUK/SuperPIN:

3 LANtools

Confirm:

oK ] [ Cancel

@ Does not apply to devices with UMTS modem/card.

Properties

This menu item opens the Properties dialog for the selected device. A number of pages here allow you to inspect or
adjust various device-specific settings.

General

On this page you can adjust the device-specific connection settings. The corresponding setting options are identical to
those under File > Add device > General (see Generalon page 182).

Protocols & logins
On this page, you can configure and manage the protocols, ports, and access credentials used by the other components
of the LANtools when they call programs from within LANconfig. Configurable programs include:

> LANmonitor
> LANtracer
> LANtools-internal and also external Web browsers

If program is invoked with certain protocols already deactivated or configured differently, for example, only the
matches are applied.

Protocols
Enterthe port numbers here to be used by extemal applications.

Protocol
HTTPS
HTTP
S5H

Port
443
80
2

Enable
On
On
On -

[m] »

Login information
Enter login information here to be used by extemal applications

Usemame Usage

New. Edit... Delete

Protocols

Select a Protocol and click Edit to enable/disable the selected protocol for use in external programs, and to
change the default port if necessary.

Protocol @
Protocol SNMP enabled
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Login information

Enter the access credentials for the external programs in this field. Click New to select one or more
application(s) and enter the corresponding access credentials. Depending on your selection, the dialog window
requests different access credentials. If you invoke the program from LANconfig, you have the option of
authenticating yourself with the username and password of your administrator login.

In the case of LANmonitor, you have the option to specify an individual SNMP community for read-only access.
By default, when LANconfig opens a device configuration it checks whether and to what extent you have
stored access credentials for external programs. If you do not have access credentials or if these credentials
have been configured in the form of an SNMP community only, then invoking LANmonitor prompts LANconfig
to take the SNMP community from the loaded device configuration. If you edit a configuration in LANconfig
and you have set an SNMP community here, LANconfig automatically saves the SNMP community for the
corresponding device. This convenient behavior reduces the scope of authentication for LANmonitor, so no
separate configuration of the read-only access is required.

LANconfig evaluates the setup parameter 2.9.15 Read-Only-Community for the convenient behavior
described above. Any additional read-only SNMP communities configured in the device are ignored.

For more information about the SNMP access through single or multiple SNMP communities, see the section
Configuring SNMP read-only access on page 92.

Login information @ Login information @
Administrator: OK Administrator:
Password: Cancel Password fCommunity: Cancel

Usage: Usage:
LANmonitor (Read) [ Lanmonitor (Writs) [¥] LaNmanitor (Read) LANmonitor (Write)
LANtracer [ Browser LANtracer Browser
Backup

On this page you enable and configure the device-specific backup settings. The setting options are identical to the global
settings (see Backup on page 211).

VPN

This page contains the settings for VPN access.
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(D This dialog page is only displayed if the device supports VPN.

Public access
'Q This information allows the simplified setup of a VPN connection with
|l the 1-Click VPN wizard.

Public IP/name:

7] Operate as a VPN central site device

Public access

An easy way to set up VPN connections is to enter a public IP number or a name and telephone number here.

You can decide whether the telephone number is to be used as the preferred way of establishing a VPN
connection.

@ A telephone number can only be used if both devices are connected to the public telephone network
and both have their own unique telephone number (MSN). Devices can simultaneously be configured
to connect via IP number or telephone number. Connecting via telephone number is the more reliable
method, but this is not always possible and the connection may be subject to a charge.

Use as VPN central-site device:

Here you set the IP networks that the VPN remotes are to connect to.

Information

This page provides hardware- and system-specific information about the device.
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By using the mouse to right-click on the name of the entry in the left-hand column, a context menu will be
displayed. You can use this to copy the values into the Windows clipboard.
Information
@ Select an entry to display detailed information about that entry.
Name 1780EW4G
Device LANCOM 1780EW-4G
Hardware release
Serial number Copy Strg+C
MAC address
WLAN MAC: Select All Ctrl+A
Fimware version Invert Selection Ctrl+I
FirmSafe symmetric, 2 image(s)
Image 1 (active) Ver. 10.12.0288 (01.03.2018)
Image 2 Ver. 10.20.0028 (23.02.2018)
Loader version  Ver. 4.01.0001
Displays the hardware release of the device.
Features & options
This page contains details about the features supported by the device and options activated on it.
Software features
The following software features are supported by this device.
Feature Leasedline
Feature Mobile modem
Software options
Here you can check the activated software options for this device.
Click here to activate further software options for this device.
Option VPN (25 connections)
Option  Public-Spot
Option Content Fitter
Group

This menu item is used to manage the Group configurations.

Please refer to section Flexible group configuration with LANconfig on page 161 for further information.
New group configuration

Under Group > New group configuration you create a new group configuration in the current folder.
New folder with group configuration

Under Group > New folder with group configuration you create a new sub-folder with a new group configuration
in the current folder.
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Add group configuration

Under Group > Add group configuration you can save an existing group configuration to the active folder. Select the
relevant file to do this.

Edit group configuration
Under Group > Edit group configuration you have the option to edit the highlighted group configuration.

The parameters set here must be valid for the entire group. When the configuration dialog is closed, LANconfig will
request that you save the group configuration file to a location of your choice.

Refresh all devices

Under Group > Update all devices you have the option to use the selected and activated group to update all of the
devices in the current folder.

Update recommended devices

Under Group > Update recommended devices you have the option to use the selected and activated group to update
the recommended devices in the current folder.

Provide as template

Under Group > Provide as template you have the option to set the highlighted group configuration as a template for
future group configurations.

Provide Group Configuration As Template l D
E Enter an individual template name:
oK ] I Cancel
Active

Enable or disable the selected group configuration with the menu item Group > Active.

Delete

With Group > Delete you can delete the highlighted group configuration.

Properties

Under Group > Properties you can view information about an existing group configuration. Select the relevant file to
do this.

The General page displays the description of the group configuration.

General

E Description: Group Configuration
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The Information page shows the name, status, and the file name of the group configuration.

General

@ Select an entry to display detailed information.

Mame LANCOM Group Template Master 8.60

Description Group Configuration

State enabled

Filename  C:A\LCOS Configuration Files'\MNew Group Configuration File -

4 I 2

View

This menu item is used to customize the behavior of the LANconfig graphical user interface.

Toolbar

To customize the toolbar, select the following options in LANconfig:

Standard buttons
Shows/hides the buttons.

QuickFinder
Shows/hides the QuickFinder.

Large icons
Shows a larger view of the icons.

Customize

Opens up a dialog enabling the displayed icons to be selected. A separator can be inserted between groups
of icons. The order of the icons can also be changed.

Symbolleiste anpassen @

Verfigbare Schaltflachen: Alduelle Schaltflachen:

Schliefen

Trennzeichen - %7 Hochladen - =
B Flat View & Ubemprifen
Trennzeichen
<- Entfemen Optionen
& Hife |:| Nach cben
v + | | Mach unten
I » 4 t
Reset

Resets the settings for the toolbar to the default values.

Information about the icons is available in the chapter Toolbar icons on page 215.

Status bar

This menu item allows you to show or hide the status bar.
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Folder tree

The directory structure in the left margin of the LANconfig window can be shown or hidden with this menu item (or
alternatively with the function key F6). Also see the chapter Using directory trees to get organized on page 153.

Log view

This menu option is used to show or hide the log view (including the date, time, name, address, and message) in the
lower part of the LANconfig window.

Flat view mode

Here you can activate the flat view mode in LANconfig.

Large icons

In the display mode ‘Large icons’, the device icons are displayed in an enlarged view; useful for high-resolution displays.

= 7 =P --:"'_?
AccessPoint BAT300R_OFCA11 LANCOM L-322agn
192.168.2.23 192.168.2.22 dual Wireless192....

Small icons

The display mode 'Small Icons' reduces the size of the device icons.

& AccessPoint (192.168.2.23) & BAT300R_0FCAL1 (192.168.2.22)
&P LANCOM WLC-4025 (192.168.2.34) &P MyhccessPoint (192.168.2.35)

List

In display mode 'list’, the devices are shown in a list.

ELANconﬁg
Datei Bearbeiten Gerdt Ansicht Extras 7

¥Rk @Olvv I BBBY> BV O

i) LANconfig &P AccessPoint (192.168.2.23)
&P AccessPoint-1 (192,168.2.29)
S T e e TS o
&P MyDevice (192.168.2.35)
&P MyDevice (192.168.2.34)
Details

The 'Details' display mode shows details for each device.

E LAMNconfig EI @

Datei Bearbeiten Gerdt Ansicht Extras 7

*FHNSO vvIBBB > E¥I0 Lowre

) LANconfig MName ‘ Ordner  Beschreibung  Adresse Gerdtestatus Verlauf Hardware-Rele...
&P AccessPoint 192168.2.23 Ok B
= 192.168.229 Ok C
T 192168230 Ok A
192168.235 Ok B
&P MyDevice 192168.234 Ok C
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Arrange icons

Even for large-scale projects, a better overview and quicker orientation are facilitated in LANconfig by the columns which
feature device-related details that can be displayed or concealed according to your needs. Simply click on the column
header with the right-hand mouse button and use View > Details to select the columns to be displayed. The menu item
Arrange icons allows you to sort the items as you prefer. If you select the option Auto arrange the icons in the
configuration area are sorted automatically.

nach Produkt-Code
nach Hardware-Release
nach Seriennummer
nach MAC-Adresse
nach Firmware-Version
nach Firmsafe

nach 1. Image-Version

nach 2. Image-Version

Automatisch anordnen

E LAMcenfig EI@
Datei Bearbeiten Gerdt Gruppe | Ansicht | Extras I
LR DOV P Symboleiste
) LANconfig MName V| | Smnsleste Adresse Standort (
v Verzeichnisbaum F&
&P BRI 192.168.2.104 (
ALY Y Provkolnsige
SPLA Flat View Modus 192.168.2.101 (
&P My 192.168.2.105 (
Grofie Symbole
Kleine Symbole
Liste
@ Details
Symbeole anordnen nach Name
| Details auswahlen nach Ordner
= Gitterlinien anzeigen nach Beschreibung b
Datum Zeit MName Kontrollkistchen anzeigen nach Kommentar 0
ﬁ 31.07.2013  09:57:55 —=TE Am Raster ausrichten nach Adresse
g ig:igij 23;:2; w:f;:: Protokolldatei betrachten paciiandod |E|
ﬁ 31.07.2013  10:18:25  Updater i ; nach Status [~
P Ubergeordneter Ordner Riicktaste Ty -
Befehle zum Ancrdnen der Objekte im Fenster. nach Geritetyp
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Even for large-scale projects, a better overview and quicker orientation are facilitated in LANconfig by the columns which
feature device-related details that can be displayed or concealed according to your needs. Alternatively, you can right-click

the column headings and, in the context menu that opens, select the menu item View > Details.

Display gridlines

This menu item allows you to show or hide gridlines in the devices view.

LAMcenfig

Datei Bearbeiten Gerdt Ansicht Extras 7 |}
#i‘z|@@|¢¢|@E?|Ev|y|®5—2QU'D‘<F'ﬂGQ’

MName ‘ Ordner  Beschreibung  Adresse Gerdtestatus Verlauf Hardware-Rele...
&P AccessPoint 192.168.2.23 Ok B

&P AccessPoint-1 192.168.2.29 Ok C
@Accesspomt 192.168.2.50

BT || 1102168230 __
=4 MyDewce 192.168.2.35

&P MyDevice 192.168.234 Ok C

Fa = 192.168.2100 HTTP-Fehler A

| 1 ] ¢
AT e ST = Ver. 8.20.0045 (06.10.2010) SN. 0000000000A1.C10

LAMcenfig EI
Datei Bearbeiten Gerdt Gruppe | Ansicht | Extras I
R/ DOV | symbolieiste vl
) LANconfig MName v Statu.sleist.e Adresse Standort (
R v Verzeichnisbaum F& 192.168.2.104 ¢
SfEY V| Prortolenzsie
&P LAN Flat View Modus 192.168.2.101 (
P My 192.168.2.105 (
Grofie Symbole
Kleine Symbole
Liste
@ Details
Symbole anordnen 3
Details auswahlen b ¥ | MName
4 o] Gitterlinien anzeigen Ordner b
Datum Zeit MName Kontrollkdstchen anzeigen Beschreibung 0
6 31.07.2013 09:57:55 =T Am Raster ausrichten v | Kommentar
g jig:iij Ssi:i S::);:rc Protokolldatei betrachten j ':t:;e::t El
6 51072013 10:18:25  Updater Ubergeordneter Ordner Riicktaste | | Fai=Es -
Befehle zum Auswahlen der Spalten im Fenster. v | Verlauf
v | Geritetyp
Produkt-Code
Hardware-Release
v Seriennummer
v MAC-Adresse
v Firmware-Version
Firmsafe
1. Image-Version
2.Image-Version
Alles einblenden
Alles ausblenden
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Display check boxes

This menu item is used to enable the display of check boxes. A check box is then displayed next to each device entry,
which enables you to select the device. This gives you the option of selecting multiple devices for carrying out targeted
actions (e.g. uploading new firmware) without the need of keyboard shortcuts.

EI.ANconﬁg
Datei Bearbeiten Gerdt Ansicht Extras 7

RN SO v BBBEBY B |¥|@ | 2 ikfinder

[] Mame ‘ Ordner  Beschreibung  Adresse Gerdtestatus Verlauf Hardware-Rele *
@Accessp oint 192168.223 Ok

e
&P AccessPoint 192.168.2.50 Ok C

I —Samem 192168.230 Ok A

. s, MyDevice 192168235 Ok B
&P MyDevice 192168.234 Ok C 2

| 1 ] ¢

3 Gerate ausgewshlt

View log file

This menu item enables you to view and edit the LANconfig log file.

j lanconf.log - Editor EI
Datei Bearbeiten Format Ansicht 7

Lanconfig Log-File version 1.01 -
DATUM ZEIT NAME ADRESSE MAC_ADRESSE SERIEN_NR MELDUNG b

Automatische online Suche nach software-updates wurde gestartet...
Automatische online Suche nach software-updates wurde gestartet...

12.04.2011 11:40:51 MyDevice 192.168.2.35 00a0570fb9bf 4000153006000046
12.04.2011 11:40:51 MyDevice 192.168.2.35 00a0570fb9bf 4000153006000046
12.04.2011 11:40:53 MyDevice 192.168.2.35 00a0570fb9bf 4000153006000046 |
12.04.2011 13:39:31 ———= 192.168.2.100 00a0570fc994 4000000199000010 |=
12.04.2011 13:39:31 ———= 192.168.2.100 00a0570fc994 4000000199000010
12.04.2011 13:39:39 ——= 192.168.2.100 00a0570fc994 4000000199000010

Automatische online Suche nach software-updates wurde gestartet...
Keine software-updates verfiigbar

19.04.2011 09:25:03 = 192.168.2.100 00a0570fc994 4000000199000010
19.04.2011 09:25:03 = 192.168.2.100 00a0570fc994 4000000199000010
19.04.2011 09:25:50 = 192.168.2.100 00a0570fc994 4000000199000010
19.04.2011 09:26:18 = 192.168.2.100 00a0570fc994 4000000199000010
19.04.2011 09:26:18 = 192.168.2.100 00a0570fc994 4000000199000010
19.04.2011 09:26:20 = 192.168.2.100 00a0570fc994 4000000199000010
19.04.2011 09:26:33 = 192.168.2.100 00a0570fc994 4000000199000010
19.04.2011 09:26:33 = 192.168.2.100 00a0570fc994 4000000199000010
19.04.2011 09:27:55 e —— 192.168.2.100 00a0570fc994 4000000199000010

Automatische online Suche nach software-updates wurde gestartet

Automatische online-suche nach Updates wurde gestartet..

Keine Updates online verflgbar

Automatische suche nach updates im Firmware-archiv wurde gestartet...

Keine Updates im Firmware-archiv verfigbar

28.04.2011 12:29:22 MyDevice 192.168.2.34 00a0571218bb 4000841918000018

| 1 ] ¢

Up

Use this menu item to switch to the parent folder.

Tools

See this menu item for further options in LANconfig. You can also reach this dialog box by pressing F7.

Options

Under the menu item Options you can invoke additional functions, for example to communicate with connected devices,

invoke external applications, or carry out automatic searches for firmware updates.

General

This dialog box is used to set the General program settings.
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Configuration of devices

Configuration of devices

E @ Use \Wizard as standard
Start configuration dialog

QuickFinder
-'ﬁ", Search the configuration in ...
*y
I~ | Description V| Walue | Unit

You can decide that the Setup Wizard should be used by default when carrying out a configuration or that
the manual configuration dialog should be opened when you double-click on a device. In the default setting
the Setup Wizard starts when a device is double-clicked.

> Search the configuration in...

> Description: Searches through the description in the configuration
> Value: Searches through the values in the configuration
> Unit: Searches through the units in the configuration

Confirm the following actions

Folgende Aktionen bestatigen
VAN Beenden des Programms
i\" /| Ldschen eines Gerates aus der Gerateliste
/| Laden einer neuen Fimware-Datei
/| Aldivieren eines anderen Fimware-Images

| Neustart eines Gerates

7| Anderungen der Konfiguration, die einen Neustart
des Gerates efordem

> Closing the program: Activates or deactivates the message of confirmation when you exit the program.

> Deleting a device from the list: Deactivate this option if you do not wish to be warned when you delete
a device from the list.

> Loading new firmware onto the device: If you activate this option, you will see a warning when you
try to upload new firmware to the device.

> Activating a new firmware image If you activate this option, you will be warned each time you try to
activate another firmware image.

> Device reboot: With this option activated, you will receive a warning before the device is rebooted.

> Making changes to the configuration which cause the device to reboot: If you activate this option,
you will be warned each time you try to edit the device configuration.
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Home

In this dialog box, you specify how LANconfig behaves and acts when started.

%__ Find Devices

(Q\ Search parameters:

Pick the methods to be used to scan for new devices and dedde on additional search
parameters as necessary.
Search the local network. .. for 3 5 seconds
[ search an IF range... 3
192.168.4.0 192.168.4.254
» Additional methods
[ search on all serial ports. ..

[ search in a remote netwark. ..

[~ Extend search to managed APs

[ Search J[ Cancel ]

> Search for new devices at startup: With this option activated, the program searches predefined networks for new
devices each time the program is started.

This procedure may take some time in major installations with a large number of devices, or it may undesirable
for the program to try to establish contact to the devices.

> In the local network: If this option is activated, the program searches the local network for devices each time it is
started. It waits for a response for the time set here.

> In the following remote networks: With this option activated, the program searches the remote networks for
devices each time the program is started. The networks to be searched through are defined in the list that follows.

> Extend search to managed APs: Fully managed access points (APs) are normally excluded from the search as their
configurations are completely managed by a WLAN controller. Select this option if you wish to find fully managed
APs regardless of this.

(D This option is meaningless if your network does not contain WLAN controllers or managed APs.
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Communication

This dialog sets the global settings for the connections between LANconfig and the devices:

Options (B
General Netwark
Startup
e ] Always clear AR cache before IF communication
P
o . Protocols
Application
Backup [#lHTTRS  [@]S5H [#]HTTP [Z|TFTP
Extras Prefer 'check’ via TFTF faster)

Update
55H authentication

[ Use public key authentication

[=-]

Private key file:

Passphrase:

Concurment RAS device connections
@ Allow an unlimited number of RAS connections

") Restrict the number of concument RAS connections

Concument IP device connections
@) Allow an unlimited number of IP connections

) Restrict the number of concurmrent IP connections

Network

If a number of frequently changing devices share the same IP address in your network, then you should
activate the option Always clear ARP cache before IP communication to ensure that your computer can
communicate with these devices.

Protocols

The transfer of configuration data when working with LANconfig can be handled by various protocols: HTTPS,
SSH, HTTP or TFTP.

Widely available protocols are defined globally. In addition, it is possible to disable protocols for specific
devices. However, it is not possible to re-enable a globally disabled protocol for individual devices as the
global communication settings take precedence over the device-specific settings.

The configuration of the communication protocols differentiates between the protocol strictly for testing the
device and the protocols for other operations, such as firmware uploads, etc.:

> HTTPS, SSH, HTTP, TFTP

When this is selected, you enable the individual protocols for the operations firmware upload, configuration
up/download, and script up/download. In these operations, LANconfig attempts to use these protocols
in the order HTTPS, SSH, HTTP and TFTP. If the transfer fails when using one of the selected protocols,
LANconfig automatically tries the next protocol.

> Prefer checks via TFTP

The device evaluation only transfers small amounts of data with the system information. As such, it makes
sense to perform device checks in the LAN by TFTP protocol. When this option is activated, LANconfig
first uses the TFTP protocol to check the device, regardless of the communication protocols set previously.
If the check via TFTP fails, then LANconfig attempts the protocols HTTPS, SSH, and HTTP.

SSH authentication

If you have selected the SSH protocol, you can alternatively perform the authentication via a private key. In
this case, the authentication dialog for password entry is not invoked. If you select Use public key
authentication, enter the path to your private key file into the field, and, if necessary, the passphrase that
you used to encrypt the file. Load the corresponding public key with LANconfig or WEBconfig onto each
device.
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For detailed instructions about configuring the public-key authentication for your devices, see chapter SSH
authentication.

Concurrent RAS device connections

The number of concurrent RAS connections can be restricted. This makes sense where a limited number of
physical RAS channels is available, or where extreme loads on the system or network should be avoided.

If an action causes the number of RAS connections to exceed this limit, then the surplus actions are placed
in a queue and are only started when a RAS channel becomes available.

If you do not place a limit on the number, or you allow a higher number of connections than those physically
available, then the surplus actions are placed in a queue as mentioned above.

@ This option can minimize the effects that a large number of concurrent actions can have on the system
or network load.

@ If you do not limit the number and sufficient resources are available, then there is no limit on the
system load or network load generated!

Concurrent IP device connections

The number of concurrent IP connections can be restricted. This makes sense where a limited number of
physical channels is available, or where extreme loads on the system or network should be avoided.

If an action causes the number of IP connections to exceed this limit, then the surplus actions are place in a
queue and are only started when a logical IP channel becomes available.

If you do not place a limit on the number, or you allow a higher number of connections than those physically
available, then the surplus actions are interrupted with an error

@ This option can minimize the effects that a large number of concurrent actions can have on the system
or network load.

@ If you do not limit the number and sufficient resources are available, then there is no limit on the
system load or network load generated!

Proxy

If you wish to use a proxy server for access to your device, you can configure this here. Activate the required protocol
and enter the address and port for accessing the proxy server.
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Depending on the protocol, it may be possible to specify a list of networks or individual hosts for which the proxy settings
do not apply.

Optians (-2l
General Prosy settings
Startup
Cormmunication ’w [C]Use HTTP prowy
Prosy o 1P address: Port:
Application
Use HTTPS
Backup [se = piow
Extras IP address: Fart:
Update
Wireless ePaper Perform prosy uzer authentication
Uszermname:
Pazsword:
WT Daomain:

MT Hosthame:

Mo prosy for:

(0] 3 ] [ Cancel

Use HTTP proxy
Enables the use of an HTTP proxy.

> Address: Enter the [P address of the the HTTP proxy server.
> Port: Enter the port used by the HTTP proxy server.

Use HTTPS proxy
Enables the use of an HTTPS proxy.

> Address: Enter the IP address of the the HTTPS proxy server.
> Port: Enter the port used by the HTTPS proxy server.

Perform proxy user authentication

If the proxy server requires authentication, enter the user name and password here. If the NT LAN Manager
(NTLM) is to carry out the authentication, you additionally enter the NT domain and computer name.

@ This option is available only if the proxy setting is enabled.

No proxy for

Enter the IP addresses and the corresponding netmask to which the proxy settings do not apply.

@ This option is available only if the proxy setting is enabled.
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Application

This dialog contains the settings for the user interface.

Startup

Windows startup: [start LANcorfig never v]

Language
Dialog language: English -

Program settings
Use user specific settings
[ Use configuration file:

Startup behavior

LANconfig can be automatically started when the operating system starts. The following Windows startup
types are available:

> Start LANconfig never

The application does not start automatically with the operating system, and it has to be started manually.
> Start LANconfig always

The application always starts automatically after Windows starts successfully.
> Start LANconfig like last time

The application starts in the same status as when Windows was shut down the last time. If the application
was active then it will be started again; if inactive, it will not be automatically restarted.

@ When changing to a setting that enables the application to be started automatically, a change is
made to the operating system's registry. Firewalls applications on the computer or the operating
system itself (Windows XP, Windows Vista or Windows 7) may interpret this change as an attack and
may issue a warning or even prevent the entry from being made. In order to allow the desired startup
behavior, you can ignore these warnings and allow the changes to be made.

Language

This item changes the language of the user interface (GUI). The language is usually selected based on the
language of the operating system.

@ The application must be restarted in order for the language setting to take effect.

Program settings

Here it is possible to define that user-specific LANconfig settings are to be used. Also see the chapter
User-specific settings for LANconfig on page 152.

> Use user-specific settings

Activates the use of the lanconf.ini file in the current user's directory ...\Application
Files\LANCOM\LANconfig.

With this option activated, changes to the program settings are saved to this ini file.
> Use configuration file

The activates the usage of the lanconf.ini from the given directory. With this option activated, changes
to the program settings are saved to the ini file selected in the input field.

@ The file you select must be a valid LANconfig settings file.
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@ If neither of the two options is activated, the ini file from the program directory will be used instead.

Backup
This page contains the global backup settings.

Device configuration

Make an automatic backup of the cument device configuration
before uploading a fimware

before changing the configuration

before applying a script

(2]

Backup options
Save as configuration file
=) [ Save as corfiguration script

Mumeric Comments Default parameters
Compact Column names

Backup file

Backup path:

C:\Users\PublictDocuments\LANCOM Browse...

Backup filename (without extension):
y_%mn_%dn'%N_%G_%F[1-4]_%hh-%mm-%s

Device configuration

You can select what type of action is to be preceded by an automatic backup of the current device configuration.
To activate the automatic backup, you have to have selected at least one of the following settings:

> Before uploading the firmware The device configuration is automatically backed up before new firmware
is uploaded to the device.

> Before changing the configuration: The device configuration is automatically backed up before
uploading or when editing the device configuration.

> Before applying a script: The device configuration is automatically backed up before before a script is
applied to the device.

Backup options

This section allows you to select the type of backup. At least one of the following options must be selected
for the automatic backup of the current device configuration:

> Save as configuration file: The automatic backup saves the current device configuration to a configuration
file.

> Save as configuration script: The automatic backup saves the current device configuration to a
configuration script.

> Numeric: This option means that the sections in the script are shown numerically.

> Comments: This option adds additional comments.

> Default parameters: Normally the only settings to be stored are those that deviate from the default
values. This option causes the default values to be stored as well.

> Compact: This option produces output in a compact format. This suppresses spaces and tabs.

> Column names: Normally tables are filled first by describing the columns with the TAB command
and then by filling out each line with a SET command containing only those values which are to be
set. If this option is activated, the columns of the table are not described by the TAB command, but
instead each table SET command contains the column descriptors.
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Backup file

> Backup path: Here you can set the path to the storage folder on your computer or in the network. The
Browse option lets you navigate to the folder of your choice. In the default setting, backups are saved

to the 'Config’ folder in the program directory on the local computer.

> Backup filename (without extension): Here you can set the filename (without the file extension). The
file extension is set according to the backup type. The file name can contain the variables outlined in the
following table. These variables are used to produce the filename when an action is carried out. It is also
possible to suffix the backup filename with folders, which are created at the time of backup.

Table 15: Device information

Name

MAC address
Device type
Hardware release
Firmware-Version
IP address
Firmware date
Address

Serial number

%N
%M
%G
%W
%F
%I
%D
%H
%S

The following regular expressions can be used to display information about the device itself. Numbers in
square brackets following the variables generate partial information, such as %N[5]. The n-th character in
the variable will be expanded. A hyphen defines a character string, e.g. %H[2-5].

Table 16: Examples of the variables

[l
(1

[12], [12-12]
(1-5]

(2-5]

6]

Expands all characters

Expands the first character only

Expands the twelfth character only

Expands from the beginning to the fifth character
Expands from the second to the fifth character

Expands everything as of the sixth character

Table 17: Date and time

%y
%hh
%mn
%mm
%ma
%s
%dn
%ms

%da
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Year

Hour

Month of the year (1-12)

Minute

Month of the year (January - December)
Second

Day of the month (1-31)

Milliseconds

Day of the week (Sunday - Saturday)
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%dw Weekday (Sunday is 0, 0-6)

%% % (single percent sign)

If a file of the same name already exists in the target directory, then the name of the backup file is automatically
suffixed with an ascending number.

Table 18: Examples

Backup filename: MyBackup_%N_%S_%!I Result: MyBackup_MyDevice_12481632_10.10.1.1
Backup filename: %d_%mn_Y%y\Folder_2\%N Result: 25_08_2008\Folder_2\MyDevice
Extras

This dialog window allows you to make additional settings.

Options T ||

General

Startup
Communication
Prosy

Set up new devices

:}, Launch Setup Wizard when a new unconfigured device is found

Applicat
pplcation Extemal programs
Backup
Extras '15:!} Telnet client
Update 7 CWiindows\Sysnativetelnet exe
S5H dlient:
Automatic retry
Atempts 1 =
Time interval: 1 Minutes

Browser used to display WEBcorfig
@) Intemal browser

(©) Default browser of the system

Set up new devices

If this option is checked, LANconfig launches the Setup Wizard whenever it finds an unconfigured device.

External programs

This item specifies the executable files for the Telnet client and the SSH client to be used by LANconfig for connections
to the devices.

Automatic retry

Attempts

Specify the number of attempts for a firmware or configuration upload. You can set a number between 1 and
9999. LANconfig always attempts to make a connection. If this fails a retry is attempted after the defined
interval. The operation is retried until LANconfig reaches the number of defined attempts or until the operation
succeeds. LANconfig may terminate the retries if a situation arises in which completion is unlikely without
external intervention. This may be when the device cannot open a file, for example.
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Time interval

Enter the time interval in minutes between two attempts to upload the firmware or configuration. You can
set an interval between 1 and 9999.

Browser used to display WEBconfig

This item sets the default browser used by LANconfig to display WEBconfig. You can choose between your operating
system's default browser and LANconfig's internal browser, LCCEF (LANCOM Chromium Embedded Framework).

Update

This dialog contains the settings for the automatic updating.

Automatic Update
n LAMNconfig can look regulary for updates in the local firmware archive
or online and point out you to new updates.
Automatically check for updates: Weekly -

QuickUpdate: After adding new devices search for
online updates immediately

Check online for updates

[ Show release candidate updates
{not recommended for productive systems)

Firmware archive:

CALCOS_Fimware - Browse...

To make the update of devices with new firmware as convenient as possible, the firmware files for the various models
and LCOS versions are, ideally, saved to a central archive directory. The search for new firmware versions in this directory
can either be initiated manually or automatically after starting LANconfig.

> Automatically check for updates:

Select the time interval for the automatic check for updates (Daily, Weekly or Monthly). Alternatively, disable the
automatic search with the setting Never.

> Check online for updates
Enable this option and LANconfig will check online for updates in the download area of the LANCOM web server.
> Show release-candidate updates

If you enable this option, the Software Update will not only offer to download the released software versions for use
in productive environments, but also any available release candidates.

Release candidates include the new features of upcoming software versions and have been thoroughly tested.
Until the final release of version, the software may be further optimized—partly due to user feedback.

> Select a suitable local folder for the Firmware archive. When carrying out the automatic search for updates,
LANconfig searches this location for new versions of the LANtools and the firmware. This is the location where
LANCOM Software Update stores the updates from the download section of the LANCOM web server.

Start LANmonitor
This starts LANmonitor. Refer to chapter LANmonitor — monitoring devices on the LAN on page 223 for more information
on this.

Start WLANmonitor

This starts WLANmonitor. Refer to chapter WLANmonitor — monitoring wireless devices on page 249 for more information
on this.
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Analyze trace output

This starts LANtracer. Refer to chapter LANtracer — tracing with LANconfig and LANmonitor on page 265 for more
information on this.

Start CC Startup Wizard

This menu item invokes the CC Start-up Wizard, which helps you to configure your LANCOM CC products to run in the
certified CC operating mode as per CC EAL 4+.

Further information about using the Wizard and the configuration of CC devices is available separately in the "LANCOM
CC Installation Guide". You can find this together with the "LANCOM CC Start-up Kit" on www./ancom-systems.com.

This Wizard is irrelevant for non-CC devices.

Check for updates

Manually starts the automatic search for online updates. Also see the chapter LANCOM Software Update for LANtools
on page 177.

Help

This menu item offers help about the program and displays information about the software.

Help topics

This menu item gives you access to the help topics. Alternatively you can press F1.

Support

This menu item invokes the Support web page.

Info

This menu item shows you which software version you are operating and its build date.

3.1.4 Toolbar icons

Table 19: Icon meanings

u# Add o Upload
\.T* Delete w Check
q Find & Check all
@ Cancel action @ Help
@ Cancel all actions :3 Upwards
v Check ! Flat view
—y
v Check all ’-LQI Restore
E Monitor = Folder
E Monitor WLAN Log view
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E Configure Options
- Setup Wizard 1 View
/ p |

E Backup “f Properties

For information about the toolbar setup options, see the chapter Toolbar on page 200.

3.1.5 LANconfig context menu

The context menu in the device view contains the same functions as the Device menu.

3.1.6 LANconfig keyboard shortcuts

Ins Add device

Del Delete device

F3 Find devices

F5 Check all devices

Alt+F4 Exit

Ctrl+N New configuration file
Ctrl+E Edit configuration file
Ctrl+Shift+W Wizard configuration file
Ctrl+Shift+P Print configuration file
Ctrl+A Select all

Ctrl+0 Device > Configure

Ctrl+W Device > Setup Wizard
Ctrl+F5 Device > Check

Ctrl+P Print

Ctrl+S Save as file

Ctrl+R Restore from file
Ctrl+Shift+U Check for firmware update
Ctrl+U Upload new firmware
Ctrl+B Open secure web browser
Ctrl+T Open Telnet session
Ctrl+Shift+S Open SSH session

Ctrl+M Monitor device temporarily
Alt+Enter Properties

F6 Folder tree

Backspace Parent directory

Spacebar, ENTER Edit the selected table entry
+ Jump one table entry upwards (dynamic tables only)
- Jump one table entry downwards (dynamic tables only)
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Ins Add new table entry (dynamic tables only)

Del Delete highlighted table entry (dynamic tables only)
F7 Tools > Options

F1 Help topics

3.1.7 LANconfig command line parameters

With the help of the Windows command line, you can optionally launch LANconfig with specialized options and commands.
The input is carried out according to the syntax outlined below. Forward slash and hyphen are supported as parameter
prefixes. The use of upper or lower case is irrelevant when entering parameters.

The syntax is as follows:

lanconf.exe [(-]/)<Option>[:<Value>]] [(-|/)<Command>[:<Value>]]

> Square brackets indicate optional parameters.

> Parentheses indicate mandatory parameters.

> Avertical bar is used to indicate alternatives.

> Angle brackets indicate objects that are described under Options on page 217 and Commands on page 217.

For example, to start LANconfig with an English user interface, enter lanconf.exe /language:English.

To additionally open the Configuration Wizard with a specific configuration file, you add the Wizard command to the
entry like so: lanconf.exe / language:English /wizard:MyConfig.lcft.

Options
This section describes the options available when using the command-line interface:

Restart

Checks the LANconfig start options in the .ini file. Use this parameter to influence the behavior of LANconfig
when starting Windows. LANconfig will only start automatically if under Tools > Options > Application the
startup type is set to start LANconfig always or start LANconfig as before (i.e. the program was running
when Windows was shut down).

WizStyle

Influences the appearance of the Configuration Wizard. Possible values for <value> are:

> 0: 0ld Wizard style: The headers (title and subtitle) on the dialog pages are separated from the other
contents of the dialog by a horizontal line.

> 1: Current Wizard style (since Windows 98). The headers (title and subtitle) on the dialog pages are
separated from the other contents of the dialog by a horizontal line and a different color background.

Language

Changes the language for the user interface temporarily. By default LANconfig uses the system language, if

available. Otherwise the language is English. Possible values for <value> are:

> English

> German

> Spanish

Commands

This section describes the options available when using the command-line interface: Commands that relate to specific
configuration files require a file name to be specified as <vValue>, eg. lanconf.exe /
printto:MyConfig.lcf.
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Close

Closes the program after executing any pending commands. After executing the commands, LANconfig starts
normally unless another setting was made.

Owner
Handle to the owner of the window [hwndParent] . This can optionally be used with the commands Print,
PrintTo and AutoUpdate.

Edit
Used for editing a configuration file if it is not being edited already. If a configuration file is being edited, it
will be brought into focus.

Wizard
Starts the Wizard for the configuration file. If this has been opened already, it appears in the foreground.
Print
Prints the configuration file, unless a print job has already been dispatched.
PrintTo
Prints out the configuration file on a specified printer.
ShellNew
Creates a new configuration file.
AutoUpdate

This is how you start a firmware auto-update:

Search for the devices.

Search for the firmware files.

Select the new firmware.

Set which device the firmware update is intended for.

PwWwbN =

3.1.8 LANconfig application concepts

This section describes various applications of LANconfig.

Creating a password in LANconfig

At all points in the configuration that require the input of a password or a passphrase, LANconfig provides the option
to generate a password automatically.

Device configuration
/| Enforce device password policy
roct
Main device password: | Show
Generate password  |*
You also can set up further device administrators:
Further administratars...
SNMP read only community ‘public’ disabled
SMNMP read only community:

The switch Enforce device password policydetermines the following policies for the main device password and the
administrator passwords:

> The length of the password is at least 8 characters.
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> The password contains at least 3 of the 4 character classes, i.e. lowercase letters, uppercase letters, numbers, and
special characters.

Please note that this feature has no effect on existing passwords. Only when passwords are changed are
they checked for their policy compliance.

Enable the option Show next to the box for entering the password. Then click on the button Generate password to
create a password suggestion.

Device configuration

Enforce device password policy

roct

Main device password: HKXZLiS Show

Generate password  |* .

You also can set up further device administrators:

Further administratars...

[] SNMP read only community ‘public’ disabled

SMNMP read only community:

Optionally click the arrow next to the Generate password button to open the dialog box for the password policy
settings.

Settings 'Generate password' @
Password strength
| User defined Good Excellent | Maximurn |
Lt
Settings
Use lower case Password length
Use upper case _ Madirnum
Use numbers @ Limit: & =

Use simple special characters

[T Use extended special characters

o) (o)

Use the slider to set the desired password strength. With the User defined setting, you can define the maximum password
length and the required character types. The settings Good, Very goodand Maximum are predefined settings with
reasonable, non-modifiable values.

After making your changes, click on the Generate password button again to create a new password proposal in line
with your password guidelines.

(D LANconfig stores the current settings in this dialog box for the current user.

Different notations for MAC addresses

To make it easier to enter MAC addresses by using copy and paste from other applications into LANconfig, the following
formats can be used when entering MAC addresses:

> 000000000000
> 00:00:00:00:00:00
> 00-00-00-00-00-00
> 000000-000000

The input is then automatically converted into the form 00:00:00:00:00:00.
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3.1.9 Pairing devices with the LANCOM Management Cloud
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Basics of the LANCOM Management Cloud

The LANCOM Management Cloud (LMC) is capable of managing any size of "software-defined" networks. The LMC
handles the configuration of all of the network components to minimize the amount of work involved in monitoring and
configuration.

Further information about the LANCOM Management Cloud is available from https://www.lancom-systems.com/cloud.

If you wish to use the LANCOM Management Cloud for the configuration and monitoring of your device, the
device needs to be paired with the LMC.

Pairing devices with the LANCOM Management Cloud

This chapter describes the different ways of pairing LANCOM devices with the LMC. Existing devices are paired in a
different way than Cloud-ready devices.

Cloud-ready devices are LANCOM devices that the manufacturer has already equipped with LCOS version 10.0 or higher
(LANCOM switches: Switch OS 3.30) and that have a PIN for pairing with the LMC. You will find the PIN on the enclosed
product information.

Existing devices are LANCOM devices that have been updated from an older LCOS version to version 10.0 (LANCOM
switches: Switch 0S 3.30) or higher, which readies them for management by the LMC.

If you have a Cloud-ready device, no pairing is required. All you have to do in this case is to add your device to your
account in the LANCOM Management Cloud and enter the serial number and PIN. If you wish, you can alternatively
perform a pairing for Cloud-ready devices as well.

If you wish to link an existing device with the LANCOM Management Cloud, you need to conduct the pairing separately,
as described below.

Pairing existing devices via LANconfig

1. In the first step, you need to generate an activation code in the LANCOM Management Cloud.
2. C(lick on the corresponding LANCOM device with the right-hand mouse button.


https://www.lancom-systems.com/cloud

LCOS 10.20

3.

In the context menu, select the entry Link device to the LANCOM Management Cloud.

File Edit Device Group View Tools Help

FRRN DO v IBBB> B ¥ @ | Rorner

i) LANcenfig e
(2] LANCOM_ 1 LANCOM_
7 BRI-VPN
&FLANCO
Date Time MName

Comment Cluster Name

Configure
Setup Wizard
Quick Rollback...
Check

Configuration Management
Firmware Management

‘WEBcenfig / Console Session

Meonitor Device

Monitor Device Temporarily

Monitor WLAN Device

Monitor WLAN Device Temporarily

Create Trace Qutput..,

Set Date/Time...

Activate Software Option...

Activate Configuration Synchronization Settings

Add to Wireless ePaper Server

Linking device to LANCOM Management Cloud...

Check CC Compliance
Reboot

Unlock SIM Card...
Change 5IM Card PIN...

Delete

Cancel Action

Properties

Address

Ctrl+W 103
Ctrl+Q
Citrl+F5

Ctrl+M

Alt+Enter

4. Follow the Wizard's instructions to enter the activation code.

Three options are available:

> Public Cloud (default): You use the LANCOM Cloud.

> Private Cloud: You use your own Cloud.

> Use the settings currently stored in the device: A public or private cloud is used depending on the existing
configuration in the device.

LANCOM Management Cloud Pairing

[=5)

organization.

() Spedify a new LMC domain

LMC domain:

A’\ An activation code is needed to integrate one or several of your LANCOM devices
securely into the doud while simultaneously linking them to a particular project ar

Pirart rantrnl srrace tn e | ANEAM davicas ic naarard

Activation code: 2MTE-KMNEA-DLC7-ARMY-1F4

(@ Use the LMC URLs currently configured in the device (default)

5 ) e

Pairing existing devices via WEBconfig

1.

Start WEBconfig.

3 LANtools
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2. Under Extras > LANCOM Management Cloud Pairing you enter your activation code.

[Z] BRI-PSPOT-01 - Connected 25 root (=] E [

> v\g|https:;’;’192.168.8.1D4;’star‘tcloud;’?CONFSlD=6469288b887d8D594DO58786993783335f39b3239fbfe!;"‘Nﬁ

stems
A Setup Wizards
&) System information

LANCOM Management Cloud Pairing

& Configuration wﬂ
& LCOS Menu Tree B Logout
[ File management
& Extras
— Search n activation code is needed to integrate one or several of your evices safely and confidently into the
Al ivati de i ded to integ | of your LANCOM devi fely and confidently i he LMC

— @ Get Device SNMP MIB and simultaneously link them to a particular project or organization.

— @8 Show/Search Other Devicel
— <& Display Key Fingerprints
[ 4 Edit List of Allowed SSH H
[— &8 Packet-Capture

"l WLAN Link Test

— B3 Spectral Scan

[ = Create TCP/HTTP Tunnel
[~ <& Activate Software Option
— (O Set Date and Time

— @ Change password

— &8 Public-Spot Template-prev
[ &5 LANCOM Management Cl
— I License Information

— 8 Reboot

B [ HTTP-Session

— [B Logout

Activation code: 2MTE-KNBA-DLCT-ARMY-1F4U)|
LMC-Domain (opticnal):

Apply | Reset

b

3. Click on the Send button.

Pairing existing devices via the command line
To conduct pairing from the command line, enter the command startlmc.

1. Launch a command line utility.

2. Enter the pairing command using the activation code as a parameter, e.g. startlmc
2MTE-KNBA-DLC7-LPIZ-ARMY-1F4U.

An on-screen message will inform you if the pairing process has started successfully, or you will see an error message.

Manual upfront configuration of your device for management by the LANCOM Management
Cloud
You specify:

> Whether your device is to be managed by the LMC.

> Whether the LMC domain is to be retrieved from a DHCP server.
> Which domain your device connects to.

> The source address (optional).
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Navigate to Management > LMC.

LANCOM Management Cloud

If you want to use the LANCOM
Management Cloud to configure and
menitor the device, you must specify the
domain of the services.

Manage the device with LMC: No v
¥ Configuration via DHCP

Here you can specify the demain of the

services to which the device connects.

LMC domain cloud.lancom.de ¥

\ other... v
Source address (opt.)

Send || Reset
Select one of the three options under Manage the device with LMC:

> No: The device does not connect to the LMC.

> Yes: The LMC manages the device. (Default for devices without a WLAN interface)

> Only without WLC: Devices within a network managed by a WLC do not connect to the LANCOM Management
Cloud. (Default for devices with a WLAN interface)

To obtain the LMC domain from a DHCP server, place a check mark in Configuration via DHCP.

In order for the DHCP server to provide the LMC domain, the DHCP server requires sub-option 18 of the
DHCP option 43 to be set to the LMC domain. For more information about the configuration of LMC
parameters, see the section Delivery of the LMC domain by the LCOS DHCP server.

Under LMC domain you set the domain of the LANCOM Management Cloud that the device should connect to.

Enter an optional Source address (opt.) to be used instead of the one otherwise automatically selected for the
source address. If you have configured a loopback address, you can specify it here as the source address.

3.2 LANmonitor — monitoring devices on the LAN

LANmonitor is a monitoring tool for Windows that provides a convenient and structured on-screen display of key
information about the LANCOM devices.

v

vV V V V V V VvV VvV v

Display of connections and interface activities

Interface states

Transfer rates, protocols and IP addresses

Error statuses

Display of device information, SW version, CPU load and memory usage
Display of accounting information (online times, charges and transfer volume)
Display and logging of device activities

Establishment and termination of WAN, VPN and WLAN connections
LANCAPI connections

Firewall action log(s)

Many of the internal messages from the devices are translated into cleartext to display the current state of the device
and to help you with troubleshooting.
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You can also use LANmonitor to observe the data traffic at the various router interfaces, which can be a significant help
in optimizing the settings for data traffic.

In addition to reading-out device statistics which are also available from telnet or terminal sessions or by using WEBconfig,
LANmonitor provides useful functions such as increasing a charge limit.

E LANmonitor EI@
Datei Gerdt Ansicht Extras 7

F < ‘i' (=) (=] | @ B' %' g' @' @ @' e #< QuickFinder...
¥ MyDevice

b)) Wireless LAN

b .55 WAN-Verbindungen: Keine

b -8 Zertifikate

b -7y Firewall: 00/03,/0000 05:54:47 intruder detection - Paket verworfen
b &} Content-Filter

b -} System-Informationen

&P TR =
b .55 WAN-Verbindungen: Keine
b)) Wireless LAN
) Firewall: AUS
b -} System-Informationen
Y ST — e e
b .55 WAN-Verbindungen: Keine
..... i) Wireless LAN
b -7y Firewall: 00/07/0000 06:50:00 intruder detection - Paket verworfen
b -} System-Informationen
& AccessPoint-1
¥ MyDevice
¥ AccessPoint
<p 192.168.2.100 (keine Antwort)

@ LANmonitor can only be used to monitor devices that can be access by IP (local or remote). This program does
not communicate with devices via serial interface.

@ If you are unable to find a device in LANmonitor, it may be that the readout of device information via the access
path you have chosen (e.g. remotely via VPN) is not permitted. LANmonitor uses the SNMP protocol to read-out
device information, and this can be individually configured and restricted by the administrator.

3.2.1 Start LANmonitor

Start LANmonitor, for example with a double click on the desktop icon.

You can influence the startup behavior of LANmonitor under Tools > Options. Please also refer to Options on
page 244.

You can also launch LANmonitor for a specific device via the context menu in LANconfig or with the keyboard shortcut
'Ctrl+M".

3.2.2 QuickFinder in LANmonitor

Depending on the application, LANmonitor can display multiple devices with entries containing the searched term. After
starting the search LANmonitor initially highlights the first finding. You can move between the search results either by
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using the arrow keys to the right of the search window, or by pressing 'Ctrl+F3' for the next occurrence and 'Ctrl+Shift+F3'
to the previous occurrence.

@ LANmonitor EI@
Datei Gerdt Ansicht Extras 7
‘#‘Ki""'@@'%'g'@'@@'u 2 wan Z'KIDf‘A:AKA

¥ AccessPoint
b .55 WAN-Verbindungen: Keine
..... i) Wireless LAN
b -7y Firewall: 00/01,/0000 15:32:08 intruder detection - Paket verworfen
b -} System-Informationen
¥ MyDevice
b)) Wireless LAN
b =8 WAN-Verbindungen: Keine
o &) Zertifikate
b -7y Firewall: 00/01,/0000 19:48:35 intruder detection - Paket verworfen
b 4] Content-Filter
b -} System-Informationen
&“F AP-1
b .55 WAN-Verbindungen: Keine
b)) Wireless LAN
b a7y Firewall: 12/22/2010 19:11:46 intruder detection - Paket verworfen
b -} System-Informationen
—
» =5 WAN-Verbindungen: 1
b |‘3 VPM: 1 verbunden
b ™ VolIP Call Manager
b a7y Firewall: 01/19/2011 17:00:12 DoS protection - Paket verworfen
b -} System-Informationen

3.2.3 Display functions in LANmonitor

LANmonitor supports the administration of the applications by offering a range of functions that simplify the surveillance
of devices at widely dispersed locations. The overview of devices monitored by LANmonitor already shows the most
important information about the status of the devices: The information that can be taken from the overview includes,
among others, details about active WAN connections, the five most recent firewall messages, the current VPN connections
and system information about charges and online times.

Right-clicking with the mouse on a device in LANmonitor opens up a context menu with further information, including
among others:

Activity log

DHCP assignments

VPN connections

Firewall event logs for /Pv4 and IPv6
Syslog

Accounting information

vV VvV V VvV VvV Vv

3.2.4 The menu structure in LANmonitor

LANmonitor supports the administration of the applications by offering a range of functions that simplify the surveillance
of devices at widely dispersed locations. From the menu bar you can retrieve status information from the devices, reset
them, or carry out further analyses (e.g. spectral scan, trace output). Numerous menu items are also available in the
context menus in the device overview for each of the devices.

The overview of devices monitored by LANmonitor already shows the most important information about the status of
the devices: The information that can be taken from the overview includes, among others, details about active WAN

connections, the five most recent firewall messages, the current VPN connections and system information about charges
and online times.
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File

This menu item is used to manage devices in general, and to exit LANmonitor if required.

Add device

A new device is added under File > Add device. It opens a dialog where you can make the settings for the connection
to the device and for the protocol.

You also have the option of configuring new devices by entering IP addresses and the SNMP port when executing the
program. To do this, start the LANmonitor with the syntax lanmon /add: [<IPv6-Address>] :<Port>,
for example, lanmon /add: [£e80::2a0:57ff:felb:3302]:161.

General

On this page you specify the IP address and the SNMP port of the new device for monitoring by LANmonitor. If
authentication is required to read-out the device data or perform actions on the device, these access credentials must
also be stored in LANmonitor.

You must permanently store the credentials for read-only access as a minimum; otherwise the program cannot connect
to the device. Permanently storing write-access credentials is optional. This saves you having to enter the credentials
manually each time you send an action to LANmonitor for the first time.

If you save the username and password permanently, any user who is permitted to run LANmonitor also has
access to the device.

o . ==

General

Connection

Protocols & Logins

Vi Flease enterthe IP address or name of the device you want to
1ew 3. monitor.

Legging

IP/MName:
SMNMP port:

Access data

Metwork protocol:
@ SNMPv3 (encrypted data transmission, since LCOS 9.20)

() SNMP {unencrypted data transmission)

/.\ User:

Password:

Note:
The password is used for the authentication and privacy password.

Interface

> IP/Name: Enter the IP address of the device. You can also enter a domain name (DN or FQDN) or a
NetBIOS name. This name is checked at every access. LANmonitor stores and uses the resolved IP address.
If this check is not possible, then LANmonitor takes the last IP address that was last used successfully.

> SNMP port: Specify the port under which the SNMP service on the device is accessed. The default is this
161. Depending on the setting in the device (see Setup parameter 2.9.21) or ARF context, a different
port may be required.
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Authentication

In this section, choose how and with what credentials you authenticate yourself to the device. The setting
you need depends on whether you have restricted the SNMP read-access to the device and have defined a
community of your own. Learn more about this in the Section Configuring SNMP read-only access on page

92.
Network protocol

Select whether the LANmonitor accesses the device via SNMPv3 (encrypted), or via SNMPv2 (unencrypted,
not recommended). Access via SNMPv3 is supported as of LCOS 9.20.

SNMPv3

> User: Specify the user for SNMPv3 access.
> Password: Specify the password for SNMPv3 access. This is usually the master device password.

SNMPv2
> SNMP read-only community: Use this setting if authentication at the device is handled by

> the public community public or
> your own community in the form of a master password or username:password pair

. You then enter these into the Community field.
> Administrator/Password: Use this setting if authentication at the device is handled by

> your own community in the form of a username:password pair or
> the credentials of an administrator account

. You then specify the user name in the Administrator field and the password in the Password field.

Pay attention to the correct spelling/capitalization, because SNMP access to the device is blocked if
the wrong data is entered.

You also have the option of saving the access credentials for device actions (SNMP write community)
either for the current session or permanently in LANmonitor. This data is required for all device actions (such
as deleting or resetting status values). If you do not store any credentials, the program prompts you for them
the next time you attempt to execute an action.

For read-only access, you should preferably specify a read-only community instead of an administrator
account, as SNMP packets are transmitted in cleartext with SNMPv2.

Protocols & logins
On this page, you can configure and manage the protocols, ports, and access credentials used by the other components
of the LANtools when they call programs from within LANmonitor. Configurable programs include:

> LANconfig
> LANtracer
> LANtools-internal and also external Web browsers

If program is invoked with certain protocols already deactivated or configured differently, for example, only the
matches are applied.

The setting options are equivalent to those of LANconfig. Please refer to the section Protocols & logins on page 195 for
more on the configuration.
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View

On this page you can adjust the display-related connection settings.

Systray
@ [ Toottips im Systray fir dieses Gerat verbergen

If you select the option Disable tooltips in systray for this device, LANmonitor displays no tooltips for this device in
the system tray.

Logging

This page gives you control over how LANmonitor logs the device activities. Your selections under Filter determine which
activities LANmonitor records and which log file to write.

Gerateaktivitaten in einer Datei protokollieren
Fitter
,a || Gerate-Ereignisse protokoliieren
= [7] WAN-Verbindungen protokolliersn
[] WLAN-Verbindungen protokollisren
[7] ¥PN-Verbindungen protakollisren
[ Verbindungen der LANCAPI protokollisren
[ Verbindungen der a/b-Ports protokollieren
[ Aktionen der Firewall protokollisren
[7] VERP-Ereignisse protokollisren
[] VCM-Ereignisse protokollisren

Protokolldatei
™ (@ Eine Datei fir jeden Monat anlegen
() Bine Datei fir jeden Tag anlegen
() Bine Datei mit folgendem Namen anlegen...

Dateiname:
192.168.2.103-2013-10.Log, 152.168.2.103-2013-11.Log ...

Delete device

You can delete a device that has been marked under File > Delete device. You can also use the 'Del' key to delete a
device.

Deleting a device only removes it from the current view. You can add it to the display again using File > Add
device or File > Find devices.
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Find devices

This menu item triggers an automatic search for new devices for adding to the device view section.

4 Find Devices

Q\ Search parameters:

Pick the methods to be used to scan for new devices and dedde on additional search
parameters as necessary.

[¥] search the local network. .. for 3 5 seconds
DSeardﬂanIPrange... using | 3 = | tries

Fram: 10.96.13.1 Ta: 10.96.13.254

— & Additional methods
[ search on all serial ports. ..

[ search in a remote netwark. .. for |3 55| seconds

IF address: Metmask:

[~ Extend search to managed APs

[ Search ][ Cancel

Select where you wish to search for devices:

> Search in the local network
> Search in a remote network

If you wish to search in a remote network you must specify its address and the relevant network mask.
> If necessary, you can extend the search to managed access points (APs).

Click on Search to start the search. Any devices found will be added to the list automatically.

If a device is found that is already in the list, it will not be included in the list a second time. For this reason fewer
devices may be added to the list than were reported during the search operation.

Refresh all devices

Refreshes the connection to all devices.
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Expand devices

Expands the display of devices in the list. The opposite is the Collapse devicesview. The expanded display look as follows:

E LANmonitor EI@

Datei Gerdt Ansicht Extras 7

F < ‘i' (] "| @ B' %' g' @' @ @' B ;.iQuz':k'F{nc'er...

b A#’-a WAN-Verbindungen: 1

b [3 VPM: 1 verbunden

b ™ VoIP Call Manager

b -7y Firewall: 06/10/2010 15:16:33 intruder detection - Paket verworfen
b D System-Informationen

= JEL sm Bl L=
2 1) Wireless LAN
b A#’-a WAN-Verbindungen: Keine
<7y Firewall: Aktiv
. .4} Content-Filter
b D System-Informationen
& AccessPoint
b A#’-a WAN-Verbindungen: Keine
1)) Wireless LAN
<7y Firewall: 05/04/2010 20:11:54 intruder detection - Paket verworfen
b D System-Informationen
&P MyAccessPoint
> A#’.a WAN-Verbindungen: Keine
b)) Wireless LAN
.47y Firewall: Aktiv
b D System-Informationen

Collapse devices

Reduces the display of devices in the list. The opposite is the Expand devices view. The reduced view appears as follows:

ELANmonitor
Datei Gerdt Ansicht Extras 7

¥R EEO B0 BRI *

P> L e B T s
& AccessPoint
=9 MyAccessPoint

Exit

Closes and terminates LANmonitor.

Device

This menu item is used to manage and monitor a selected device in the network.

Refresh display

Updates the information displayed for the selected device.

View VPN connections

You can view the VPN connections for a certain device. The list of VPN connections is a log of the 100 most recent VPN
connections. Detailed information is recorded:

Name
Name of the remote station
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Status of the connection (for example, Connected or Not connected)

Last error
Last error to occur

Short hold time

3 LANtools

The short hold time set for this connection. The short hold time specifies the number of seconds that pass
before the device disconnects from the remote site if no data is transferred. Special values are:

> '0": The device does not disconnect by itself. In the case of a disconnect, the connection must be manually

established by the user.

> '9999': The device does not disconnect by itself. In the event of a disconnect from the remote station, the

router automatically attempts to reconnect immediately.

Connection

Name of the network used for the physical connection to the remote site
Gateway

IP address of the remote VPN gateway or remote site
Nat detection

Indicates whether NAT is active
Encryption algorithm

The encryption algorithm used
Hash algorithm

The hash algorithm being used and the length of the hash code (in bits)
Hmac algorithm

The HMAC algorithm being used and the length of the HMAC code (in bits)
Compression algorithm

IPCOMP algorithm used
SSL encapsulation

Indicates whether SSL encapsulation is used

ol | 1 - -Verbindungen
[ == s==ms= - VPN-Verbindung
Verbindungen Ansicht

MName Status Letzter Fehler Haltezeit Verbindung Gateway
oy = Verbunden 9999 Sekunden = 213.217.68.77
j): I Nicht Verbund... Dynamic VPN ... 0 Sekunden =T GO 0.0.00

You will find the following functions in the Connections menu:

> Refresh: Updates the displayed information.
> Close: Close the information window.

You will find the following functions in the View menu:

> Always on top: The window always stays in the foreground.

[F=3 o8>
MNat-Erkennu... Verschld
Kein MAT AES (128
Kein NAT (none)
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View device activities

You can view the device activities for a certain device. The activity log is a detailed list of the connections via WAN,
WLAN, VPN, LANCAPI and a/b port, and a list of firewall activities. Detailed information is recorded: Index, Date, Time,
Source and Message. The activity log is continually being updated.

H = == - Gerteaktivitaten == <
Datei Bearbeiten Ansicht Extras
Index Datum Uhrzeit  Quelle Meldung
=] 1 10.06.2010 15:38:41 LANmonitor Start des Aktivittsprotokolls
e 2 10062010 15:38:41 VPN Verbunden mit LCS (Gber & 200550
j) 3 10.06.2010  15:3841 VPN Nicht verbunden mit==#==="- Dynamic VPN - kein passender Eintrag in PPP-Liste vorhanden (In
= 4 10062010 15:38:41 WAN ADSL Kanal 1 -» "&=TC0055 Verbunden

You will find the following functions in the Connections menu:

> Save device activities: Stores the displayed device activities to a location of your choice in a suitable file format
(*.log).
> Close: Close the information window.

You will find the following functions in the Edit menu:

> Save selection: Stores the highlighted entries to a location of your choice in a suitable file format (*.log).
> Delete buffer: Deletes the marked entries.

You will find the following functions in the View menu:

> Always on top: The window always stays in the foreground.
You will find the following functions in the Tools menu:

> Options:

This menu item gives you control over how LANmonitor logs device-specific activities. For this purpose, select the
Inbound filter on the tab Display to specify which activities and to what extent (buffer) LANmonitor records the
activities.

Bktivitsts-Optionen fur BRI-PSPOT-01 -7 |z
Anzeige | Erveitert

Eingangs-Filker
o* [

- WwiAM Aerbindungen protokollieren
WLAM-Verbindungen protokallieren
WPM-Verbindungen pratokallieren
Werbindungen der LAMCAPI protokollieren
Werbindungen der a/b-Ports protokollieren
Aktionen der Firewall protokollieren
WRRP-Ereignizze protokallieren
WCM-Ereignisse protokollieren

Puffer:
Puffergrdie: 1000 Zeilen

[ Anzeige anhalten, wenn Puffergrabe erreicht wird

0K | [ Abbrechen
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On the Advanced tab, you specify whether LANmonitor saves the recorded data to a file.

Bktivitsts-Optionen fur BRI-PSPOT-01 -7 |z

Einzstellungen:

E Gerdteaktivitaten beim Schliefen speichern
O Nie
® Mach Riickfrage

[ ok | [ abbrechen |

@ To specify the file, go to Device > Properties > Logging.

View syslog
You can view the syslog for a certain device. Detailed information is recorded:
Time
Date, time of the syslog entry
Source
Source of the syslog message

Level
Level of the syslog message, e.g. alarm or error
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Message
Details of the syslog message

B e 5ysiog [ [
Syslog  Ansicht
Zeit Quelle Level Meldung 'S
® 06/10/2010 09:21:43 CONNECTION Error error for peer LCS: Keine Rufnummer 3
® 06/10/2010 09:21:48 CONNECTION Error WPM: Error for peer LCS: IFC-I-No-channel-available
® 06/10/2010 09:21:57 CONNECTION Error last message repeated 7 times
® 06/10/2010 09:21:58 CONNECTION Error WPM: Error for peer LCS: IFC-I-No-channel-available
® 06/10/2010 09:22:03 CONNECTION Error last message repeated 7 times
® 06/10/2010 09:22:16 PACKET Alarm Dst: 192.168.2.100:5351 {=9 =0} Src: 192,168.2.37:4959 (UDP): connection ref
® 06/10/2010 09:22:18 PACKET Alarm last message repeated 3 times
® 06/10/2010 09:22:51 PACKET Alarm Dst: 192.168.2.100:5351 -9 - S=—==0=} Src: 192,168.2.37:4986 (UDP): connection ref
® 06/10/2010 09:22:53 PACKET Alarm last message repeated 3 times
@ 06/10/2010 09:22:57 PACKET Alarm Dst: 192.168.2.100:5351 {9 " S=—==0} Src: 192,168.2.50:1736 (UDP): connection ref
@ 06/10/2010 09:22:59 PACKET Alarm last message repeated 3 times
® 06/10/2010 09:23:32 PACKET Alarm Dst: 192.168.2.100:5351 =9 [ S===0="}, Src: 192,168.2.50:1750 (UDP): connection ref
® 06/10/2010 09:23:34 PACKET Alarm last message repeated 3 times
® 06/10/2010 09:25:27 PACKET Alarm Dst: 192.168.2.100:5351 {#9  =—=0==}, Src: 192,168.2.37:1297 {bri-nb-05} (UDP): cor
® 06/10/2010 09:25:28 PACKET Alarm last message repeated 3 times
@ 06/10/2010 09:26:07 PACKET Alarm Dst: 192.168.2.100:5351 {79 =0}, Src: 192,168.2.50:1802 {bri-pc-02} (UDP): cor
@ 06/10/2010 09:26:09 PACKET Alarm last message repeated 3 times
® 06/10/2010 09:29:05 CONNECTION Error WPM: Error for peer =0=="IFC-I-No-PPP-table-entry-matched
® 06/10/2010 09:29:05 CONNECTION Error error for peer =9 Keine Gegenst.

@ 06/10/2010 09:29:05 CONNECTION Error WPM: Error for peer = IFC-I-Negotiator-no-remote
@ 06/10/2010 09:29:11 CONNECTION Error WPM: Error for peer- {IFC-I-Mo-PPP-table-entry-matched

@ NE AN ALINAT CARIMECTIOR Crenr UNKL Cornr far mnn S WETEE TE T Memntiobnr ma comendbe

You will find the following functions in the Syslog menu:

> Refresh: Updates the displayed information.

> Save syslog: Stores the displayed syslog output to a location of your choice in a suitable file format (*.Isl).
> Load syslog: Loads a saved syslog file.

> Close: Close the information window.

You will find the following functions in the View menu:

> Always on top: The window always stays in the foreground.

View IPv6 firewall event log

In LANmonitor you can view the firewall events for a selected device under Device > View firewall event log. The
firewall events show the last 100 actions of the firewall. The information displayed and the explanations are identical
to those of the /Pv4 firewall.

@ N === - Firewall-Ereignisanzeige @lﬁ“&
Ereignisanzeige  Ansicht
Tdx Zeitpunkt Quell-Adresze Ziel-Adresse Proto.. Quell-.. Ziel-Port Firewall-Re... Limit Alktion
_.l 1 06/10/201015:16:33 1921682311 10115 G6(TCP) 4132 (n.. 139 (ne.. intruderde.. Sofort Paket verworfen;
12 06/09/201017:48:44 192.168.1451 10113 6(TCP} 3219(.. 139 (ne.. intruderde.. Sofort Paket verworfen;
13 08/09/20100513:13 192.168.1451 10115 6(TCP} 1627 (t.. 139 (ne.. intruderde.. Sofort Paket verworfen;
_.l 4 06/09/2010 04:50:46 1921681451 10113 G6(TCP) 1058 (n.. 139 (ne.. intruderde.. Sofort Paket verworfen;
J5  06/08/201005:04:13 192.168.209.1 10115 6(TCP} 1043 (b.. 139 (ne.. intruderde.. Sofort Paket verworfen;
_.l 6 06/07/2010 23:14:55 1921681451 10113 G6(TCP) 2129 (c.. 139 (ne.. intruderde.. Sofort Paket verworfen;
_.l 7 06/07/201022:38:29 1921682091 10115 6(TCP} 1459 (p.. 139 (ne.. intruderde.. Sofort Paket verworfen;
_.l 8 06/07/201022:2511 1921682091 10113 6 (TCP) 1160 (o.. 139 (ne.. intruderde.. Sofort Paket verworfen;
_.l 9 06/07/201019:43:40 1921682091 10115 G6(TCP) 1866 (n.. 139 (ne.. intruderde.. Sofort Paket verworfen;
110 08/07/201011:49:05 192.168.231.1 10113 6(TCP} 3273 (s.. 139 (ne.. intruderde.. Sofort Paket verworfen;
J11 08/07/201005:36:56  192.168.145.1 10115 6(TCP} 2443 (p.. 139 (ne.. intruderde.. Sofort Paket verworfen;
112 08/05/2010 09:44:58  192.168.145.1 10113 6(TCP} 4745(f.. 139 (ne.. intruderde.. Sofort Paket verworfen;
113 06/05/2010 06:50:00 192.168.145.1 10115 6(TCP} 1433(.. 139(ne.. intruderde.. Sofort Paket verworfen;

You will find the following functions in the Event log menu:
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> Refresh: Updates the displayed information.
> Close: Close the information window.

You will find the following functions in the View menu:

> Always on top: The window always stays in the foreground.

View IPv4 firewall event log

You can view the firewall events for a certain device. The firewall event log lists the last 100 actions taken by the firewall.
Detailed information is recorded:

Idx
Sequential index entry of events
System time
Time when the event was logged
Source address
Source address of the filtered packet
Destination address
Destination address of the filtered packet
Protocol
Protocol (TCP, UDP, etc.) of the filtered packet
Source port
Source port of the filtered packet (only for port related protocols).
Destination port
Destination port of the filtered packet (only for port related protocols)
Firewall rule
Name of the rule that created the entry
Limit
Limit associated with the relevant firewall action. If a firewall action is not associated with a limit, this implies

a packet limit that is immediately exceeded with the first packet. In this case, the column shows the value
immediate.

For more information on limits, see the Menu Reference Guide under "2.8.10.4 Action table" in the section
“Limits".

Action
Short description of the performed action

@ Firewall-Ereignisanzeige EI@
Ereignisanzeige  Ansicht
Tdx Zeitpunkt Quell-Adresse Ziel-Adresse Proto.. Quell-.. Ziel-Port Firewall-Re... Limit Alktion I
1 07/31/20120520:27 10138199162 18417313676 6 (TCP) 49397 443 (ht.. intruderde.. Sofort Paket verworfen; SNMP gesendet
T2 07/30/20120035:49 101201041 21223115148 17{U.. 47116 53 (do.. intruderde.. Sofort Paket verworfen; SNMP gesendet g
T3 07/29/20131933:17  10.239.23.108 173194.70188 6 (TCP) 47330 5228 intruder de... Sofort Paket verworfen; SNMP gesendet
J4 07/29/201319:22:30 10193152185 17319440115  6(TCP) 54314 443 {ht.. intruderde.. Sofort Paket verworfen; SNMP gesendet B
[E]5 07/20/20121238:57 192168.2.89 87.79.237.42 6 (TCP) 55770 443 (ht.. DoS protec... Sofort Paket verworfen; SNMP gesendet
6 07/27/20131311:25 10234111230 21223115148 17(U.. 3801 (. 53 (do.. intruderde.. Sofert Paket verworfen; SNMP gesendet
07 ov23312:5817 1921684227 21223115132 17{U.. 14302 53 (do.. intruderde.. Sofort Paket verworfen; SNMP gesendet
J8  0727/20131256:27 10241142221 21223115148 17(U.. 30205 53 (do.. intruderde.. Sofort Paket verworfen; SNMP gesendet
D9 07/27/20131235:11  192168.4.227 21223115132 17 {U.. 20662 53 (do... intruderde.. Sofort Paket verworfen; SNMP gesendet
']10 07/27/2013 11:58:04  192168.4.227 21223115148 17 (U.. 48020 53 (do..  intruder de.. Sofort Paket verworfen; SNMP gesendet
11 07/27/201311552:00  192168.4.227 21223115132 17{U.. 62147 53 (do... intruderde.. Sofort Paket verworfen; SNMP gesendet -

You will find the following functions in the Event log menu:
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> Refresh: Updates the displayed information.
> Close: Close the information window.

You will find the following functions in the View menu:

> Always on top: The window always stays in the foreground.

View DHCP table

You can view the DHCP table for a certain device. Detailed information is recorded:

IP address
IP address of the local network device
MAC address
MAC address of the local network device
Timeout
Lease for the address assignment in minutes.
Host name
Names of the local devices on your network (if known)
Type
Type of assignment

> New: The client made the request for the first time. The DHCP checks that the address to be assigned to
the client is unique.

> Unknown: When the server checked if the address was unique, it was found that the address had already
been assigned to another client. Unfortunately, the DHCP server does not have any way of obtaining
further information about this client.

> Static: A client has informed the DHCP server that it has a fixed IP address. This address may not be used
for any other clients in the network.
> Dynamic: The DHCP server has assigned an address to the client.
Network name
Displays the name of the network that the local network device is connected to
Assignment
Date and time of the address assignment.

= pHep e =]

DHCP  Ansicht

IP-Adresse MAC-Adresse Timeout Rechnername Typ MNetzwerkname Zuweisung
192.168.21 00:03:cd:03:00:d3 4 Tage 01:5... INTRANET 01.08.2013 08:12:35
192.168.2.2 00:22:f4:97:4f:3b 08:16:00 android-65a05b2e816bfba6 Dynamisch  INTRAMNET 01.08.2013 10:18:26
192.168.2.3 00:01:e3:77:2f:fd 06:07:00 CAT5IP- Dynamisch  INTRAMNET 01.08.2013 08:10:05
192.168.2.4 e0:06:e6:d7:03:3 06:42:00 bri-nb-14 Dynamisch  INTRAMNET 01.08.2013 08:54:51
192.168.2.5 00:1f:16:bk:97:64 07:57:00 bri-nb-08 Dynamisch  INTRAMNET 01.08.2013 10:21:00
192.168.2.20 3c:07:0e:80:f4:87 06:31:00 EN218575 Dynamisch  INTRAMNET 01.08.2013 08:32:27
192.168.2.27 ec:eh:ihi2diddiac 00:01:00 MyDevice Dynamisch  INTRAMNET 01.08.2013 10:22:01
192.168.2.28 84:8f:60:d1:2f:ad 06:34:00 bri-nb-11 Dynamisch  INTRAMNET 01.08.2013 10:14:18
192.168.2.29 00:21:70:9d:5e:24 06:10:00 BRI-ME-06 Dynamisch  INTRAMNET 01.08.2013 09:49:39
192.168.2.89 00:1d:09:d5:ec:8b 06:11:00 bri-nb-13 Dynamisch  INTRAMNET 01.08.2013 09:38:49
192.168.2.93 88:53:2e:ch5aida 06:34:00 bri-nb-11 Dynamisch  INTRAMNET 01.08.2013 08:40:15
192.168.2.109 84:3a3:4b:93:aeidc 06:30:00 EN218575 Dynamisch  INTRAMNET 01.08.2013 08:32:17
192.168.2121 00:20:57:19:22:e8 00:02:00 LANCOM-00a0571922e8 Dynamisch  INTRAMNET 01.08.2013 10:22:18
192.168.2.138 00:a0:57:12:18:bb 00:01:00 LANCOM-00a0571218bb Dynamisch  INTRAMNET 01.08.2013 10:21:57
192.168.2197 c:9f:42:bd:baice 4 Tage 03:4... Dynamisch  INTRAMNET 01.08.201310:10:12

You will find the following functions in the Accounting menu:
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> Refresh: Updates the displayed information.
> Close: Close the information window.

You will find the following functions in the View menu:

> Always on top: The window always stays in the foreground.

Show accounting information

You can view the accounting information for a certain device. The accounting information is a protocol of the connections
from each station in the LAN to remote sites in the WAN. Detailed information is recorded:

User

The connection name, usually the name of the network device that has established a connection via the
selected device.

Remote site

Name of the remote site to which the selected device has established a connection.
Type

Type of connection
Connections

Number of connections of a certain type that are currently open to the listed remote site.
Received, transmitted

The amount of data that the user has received/transmitted within the connection time.
Total online time

Total online time in hours, minutes, and seconds.

= oo s |
Accouniing  Yiew
User Heriuie Siie Type Cunneoiiony Received  Transrniiged Tl Online Tire
@hri--rlh--ll A X 1 100206 Kl A5 Kl 1 ediy 282 hours
@hri--rlh--ll YIM connedion 0 0Kl [ 0000 hesrs
@hri--rlh--l;i YIM connedion 0 A1 Kl Ah06 K 00 hers
@hri--rlh--l;i ; 0 1NN KN RS KN 0241 hours =

You will find the following functions in the Accounting menu:

> Reset: Clears all accounting information and resets all counters to '0".
> Refresh: Updates the displayed information.

> Save accounting information: Stores the displayed accounting information to a location of your choice in a suitable
file format (*.acc).

> Load accounting information: Loads a saved file with accounting information.
> Close: Close the information window.

You will find the following functions in the View menu:

> Always on top: The window always stays in the foreground.
> Accounting list (current): Displays the current accounting list.
> Accounting list (last billing period): Shows the accounting list for the last accounting period.
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View volume budget archive

Displays the volume budget archive of all WAN interfaces.

% Volume budget archive
Volume budget archive  View

Peer (MByte) Decl2 Jan13 Feb13 Marl3d Aprld Mayl3 Junl3 Jull3
|8 TEST 0 0 0 0 0 0 0 0
[§ pEFauLT 0 0 0 0 0 0 0 0
|8 INTRANET 0 0 0 0 0 0 0 0

< [ 1,

= el

Augld Sepl3
0 0
0 0
0 0

b

Reset time and charge limit

This is where you can reset the time and charge limit of the marked device to zero. The time and charge counter restart
from zero even if the period for the limit has not been reached.

Ping

You can use LANmonitor to check the connection quality between stations in the LAN, WAN or WLAN. LANmonitor sends
ping command from the computer on which it is installed to the remote site at regular intervals. The responses it receives

are the basis for a compiled report.

To enter the parameters and display the results of the ping test, LANmonitor has a dedicated dialog.

e - ping = & ==
Einstellungen Statistik:
Hostname oder IP-Adresse: 192, 168. 2. 100 Bezeichnung Gesamte Laufzeit Perinde
Minimaler Ping-Abstand (ms): 1000 Laufzeit des Tests:
Ping-Timeout {ms): 1000 Gesendet:
Letzter Ping (ms):
Daten (Byte): 0
Empfangen bis Timeout:
Ausfiihrung: Minimum {ms):
) Maximum (ms):
(@) Dauerhaft Mittelwert {ms):
© Dauer (hh:mm): Standardabweichung (ms):
() Anzahl zu sendender Pakete: Empfangen nach Timeout:
Verspatet (%%):
i Minimum {ms):
Periodenauswertung: .
Maximum (ms):
Anzahl der zu beriicksichtigenden Pakete: 100 Mittelwert (ms):
Verlust:
Verhist (%)

Configuring ping

> Host name or IP address: The remote site which is to be queried by Ping is entered here. The following information
can be entered for all of the different network devices (servers, clients, routers, printers, etc.) which can be reached

via LAN, WAN or WLAN.

If a device is selected when the Ping dialog is opened with Device > Ping or via the context menu in LANmonitor,
then the IP address of this device is assumed to be the remote site.

> Minimum ping interval: The time interval between two consecutive pings in [ms].

The interval between two pings cannot be less than the packet transmission time, i.e. before sending a ping,
the previous ping must have been answered or the ping timeout must have expired.
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> Ping timeout: The time waited for the response to a ping to arrive [ms]. If this time expires and no response was
received then the ping is assumed to be lost.

> Data: The size of a ping packet [bytes]. A "ping" is an ICMP packet which is generally transmitted without any
content, i.e. it is just a header. To increase the load of the packets used for testing a connection, a payload can be
created artificially. The overall packet size then consists of an IP header (20 bytes), an ICMP header (8 bytes) and the
payload.

@ The packets will be fragmented if the payload of the ICMP packets exceeds the maximum IP packet size.

> Execution: Repeat mode for the ping command. You have the option to stop the ping transmission manually, after
a certain period, or after a specified number of sent data packets.

> Period evaluation: The right-hand portion of the Ping dialog displays the results of the ping test. The first column
shows the sum values over the entire test; the second column shows only the values collected over the evaluation
period, i.e. the sum of the most recent packets. Unanswered pings are not included in the evaluation.

@ The period evaluation considers only the pings sent during the defined period.

Statistics
The following information is displayed for evaluation:

Test run time: The total run time [hr./ min./ sec]

Transmitted: Total number of pings sent

Run time of the last ping [ms]

Received until timeout: The number of pings answered in the timeout period
Minimum runtime

Maximum runtime

Average

Standard deviation from the mean run time

Received after timeout: The number of pings answered after the timeout period
Late packets as a proportion of the total number

Minimum runtime

Maximum runtime

Average

Lost

Last error

VvV V V V V V V V V V V V V VYV

Create trace output
This option starts the trace output in LANtracer.

Please also refer to LANtracer — tracing with LANconfig and LANmonitor on page 265.

Show spectral scan

This menu item starts the spectral scanning module in the selected device. The results are displayed by LANmonitor's
internal Web browser. More information about its configuration is available under Functions of the software module on
page 855.

Setting up point-to-point WLAN antennas
If the selected device is equipped for WLAN, you can align the point-to-point WLAN antennas.
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This menu item is only visible in LANmonitor if the monitored device has at least one base station defined as a
remote station for a P2P connection (in LANconfig under Wireless LAN > General > Physical WLAN settings >
Point-to-Point).

Antenna alignment for P2P operations

The precise alignment of the antennas is of critical importance for establishing P2P connections. The more central the
receiving antenna is located in the "ideal line" of the transmitting antenna, the better is the actual power and the effective
bandwidth. If the receiving antenna is outside of this ideal area, however, significant losses in performance will be the
result.

The current signal quality over a P2P connection can be displayed on the device's LEDs or in LANmonitor in order to help
find the best possible alignment for the antennas.

The display of signal quality with the LEDs must be activated for the physical wireless LAN interface. The faster the LED
blinks the better the connection (a blinking frequency of 1 Hz represents a signal quality of 10 dB, double the frequency
indicates that the signal strength is twice as high).

In the dialog for setting up point-to-point connections, LANmonitor prompts for the information required to establish
the P2P connection:

> Is the P2P connection configured at both ends (remote base station defined with MAC address or station name)?

> Which access point is to be monitored? All of the base stations defined as P2P remote sites in the device concerned
can be selected here.

> Are both antennas approximately aligned? The basic P2P connection has to be working before fine-tuning can be
performed with the aid of LANmonitor.

Once signal monitoring has commenced, the P2P dialog displays the absolute values for the current signal strength and
the maximum value since starting the measurement. The trend of the signal strength over time and the maximum value
are also displayed in a diagram.

I | LANCOM 1811 Wireless DSL - Adjusting Point-to-Point WLAN Antennas =]

Check List Measurement

[V 1s the P-P link configured at both ends? Link signal strength [
Maximum (%&):
¥ Which access point is to be reached? 002057010203

¥ Are both antennas approximately aligned

Time

Start | Stop I Cancel |

Initially only one of the two antennas should be adjusted until a maximum value is achieved. This first antenna is then
fixed and the second antenna is then adjusted to attain the best signal quality.

Configure

Start LANconfig to configure the selected device.
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Start the web browser

Starts the default web browser to configure the selected device via WEBconfig.

Show content filter categories

If your device is equipped with an activated content filter module, you use this menu item to access the content filter
categories.

EA === - Content-Filter-Kategorien (Aktuell) =N Eoh(

Content-Filter-Kategorien  Ansicht

Kategorie Zugriffe Zugriffe (%) 'S
Pornography/Erotic/5ex 0 0,0

Swimwear/Lingerie 0 0,0 E
Shopping 0 0,0 1
Auctions/Classified Ads 1] 0,0
Governmental/Non-Profit Organizations 0 0,0
Cities/Regions/Countries 0 0,0

Education 1] 0,0

Political Parties 1] 0,0

Dealimimm Tl n nn

You will find the following functions in the Content filter categories menu:

> Reset: Clears all displayed information and resets all counters to '0".

> Refresh: Updates the displayed information.

> Save category information: Stores the displayed category information to a location of your choice in a suitable
file format (*.acc).

> Load category information: Loads saved categories information from a file.

> Close: Close the information window.

You will find the following functions in the View menu:

> Always on top: The window always stays in the foreground.
> Show content filter categories (current): Displays the current status of the content filter categories.

> Show content filter categories (last snapshot): Displays the status of the content filter categories at the last
snapshot.

Show content filter log

If your device is equipped with an activated content filter module, you use this menu item to view the content filter log.

ﬁ" S 0= - Content-Filter-Protokollierung - temporar (1) EI@
Content-Filter-Protokellierung  Ansicht
System-Zeit Grund Benutzer/Profil Kategorie/Fehler
16.06.2010 12:40:34 Error === Contentfilter not yet ready - Blocked

You will find the following functions in the Content filter logging menu:

> Reset: Deletes the displayed information.
> Refresh: Updates the displayed information.
> Close: Close the information window.

You will find the following functions in the View menu:

> Always on top: The window always stays in the foreground.

Properties

This menu item opens the Properties dialog for the selected device. A number of pages here allow you to inspect or
adjust various global and device-specific settings.
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@ The dialogs are largely identical to those under File > Add device. For this reason, this section covers only those
pages that appear in the Properties dialog. For all other pages, see

> General on page 226

> Protocols & logins on page 227
> Viewon page 228

> Logging on page 228

Information

This page contains more information about the manufacturer and device.

Advanced

On this page you will find advanced settings.

Einstellungen:

|;| Verbindungen trennen, wenn das Programm beendet wird
O Immer
O MNach Rickfrage
® Nie

Under Disconnect all lines when the program shuts down, you set whether LANmonitor disconnects active connections
between the device and remote sites when you exit the program.

> Always: LANmonitor always disconnects without asking.
> Prompt: LANmonitor disconnects only after prior confirmation by the user.
> Never: LANmonitor does not disconnect. The connections remain active.

View

This menu item is used to customize the behavior of the LANmonitor graphical user interface.

Always on top

If you enable this setting, the window always appears in the foreground.

Show status in systray

If you enable this option, LANmonitor displays the device status (error) in the systray.

Minimize LANmonitor to systray

If you enable this setting, LANmonitor is moved to the systray instead of the taskbar when minimized.

Toolbar

Hides or displays the toolbar. Please also refer to The toolbar in LANmonitor on page 244.

Show
This menu item is used to enable or disable the display of the following information:

> Error messages
> Diagnostic messages
> System information
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Many important details on the status of a device are only shown if the display of system information is activated.
This includes, among others, the interfaces and charge management. For this reason we recommend that
interested users should activate the display of system information.

Tools

This menu item is used to open the information stored by selected information windows (e.g. syslog or accounting logs)

and to start the other program components of the LANtools.

Start LANmonitor (temporary)

Opens a new LANmonitor window to temporarily monitor devces. When LANmonitor is closed the settings of the temporary

LANmonitor window will be lost.

Start WLANmonitor

This starts WLANmonitor. Refer to chapter WLANmonitor — monitoring wireless devices on page 249 for more information

on this.

Start LANconfig

This starts LANconfig. Refer to chapter LANconfig — configuring devices on page 149 for more information on this.

Open device logging file

Opens the backup of an activity log log file for viewing. Please also refer to View device activities on page 232.

Open accounting file

This is where you can load an accounting file. Please also refer to Show accounting information on page 237.

Open SYSLOG file

This is where you can load a system log file. Please also refer to View syslog on page 233.

Analyze trace output

This starts LANtracer. Refer to chapter LANtracer — tracing with LANconfig and LANmonitor on page 265 for more
information on this.

Ping

Click on this item to start a ping test. Please also refer to Ping on page 238.
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Options

This item is for editing the settings for the confirmation of actions, the language setting and the behavior of the application
at Windows startup.

Optionen @
Allgemein

Folgende Aktionen bestatigen
y \\ [¥] Beenden des Programms
;
—— Lischen eines Gerates aus der Gerateliste
Gerat Uber WAN-Verbindung becbachten

Spracheinstellung

Windows-Systemstart

Applikations-Verhalten: [U\Nmon'rtor nie starten v]

EGK ] [ Abbrechen |

> Confirm the following actions: Specify which actions need to be confirmed by the user.
> Application language: Select the language for the graphical user interface (English, German or Spanish).
> Windows system startup: Choose how LANmonitor should behave when you start Windows.

Help

This menu item offers help about the program and displays information about the software.

Help topics

This menu item gives you access to the help topics. Alternatively you can press F1.

Info

This menu item shows you which software version you are operating and its build date.

3.2.5 The toolbar in LANmonitor

3 FIIR T EAE0 B0 R3] = : 7+ QuickFinder...

The toolbar in WLANmonitor provides the following functions:

Add device

Find devices

Delete device

Collapse devices

Expand devices

Show accounting information
View IPv4 firewall event log
View VPN connections

View device activities

Ping

Create trace output

Show spectral scan

Start LANmonitor (temporary)

vV V V V V V V V V V V VYV
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> Start WLANmonitor
> Minimize all windows to systray
> QuickFinder

(D You can show or hide the toolbar with the menu item View > Toolbar.

3.2.6 LANmonitor context menu

The context menu for each device added to the LANmonitor contains the same functions as the Device menu in the
menu bar. It also contains the Delete function allowing a device to be removed from the LANmonitor view.

3.2.7 LANmonitor keyboard shortcuts

Arrow left, ENTER
Arrow right, ENTER

Ins Add device

Del Delete device

F3 Find devices

F5 Refresh all devices

Alt+F4 Exit

Arrow up Move up one entry in the list of devices
Arrow down Move down one entry in the list of devices

Collapse menu tree in the device list

Expand menu tree in the device list

Ctrl+F5 Refresh display
Space Device > Options
F7 Tools > Options
F1 Help topics

3.2.8 LANmonitor application concepts

This section describes various applications of LANmonitor.

Performance monitoring with LANmonitor

LANmonitor is able to record various parameters of a device and to represent them graphically in the form of a curve.
These include among others:

Transmit and receive rates for WAN connections
Transmit and receive rates for point-to-point connections
Signal reception strength for point-to-point connections
Link signal strength for point-to-point connections
Throughput for point-to-point connections

CPU load

Free memory

Temperature (not available on all models)

vV V V V V V VvV Vv
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LANmonitor displays the current values of a parameter in the device overview directly in the corresponding group branch.
To start the graphical display, open the context menu for a parameter and select Graph.

3 Latimenitr R
Datei  Gerdt Ansicht  Extras I

* < *l «] [+ | ["_*J @ B < QuickFinder.
&5 VPN_N

JEE WAN-Verbindungen: 1

al =» ADSL Kanal 1: Verbunden mit NET

» .52 Protokoll: PPP

& VPN-Verbindungen: 2

8 Verbindungszeit: 06:43 Stunden

<] Sende13.2 kBit/s, empfange 12.4 kBit/s

EE Qos Graph
----- = ISDN-1 Kang
_____ — ISDN-1 Kana Alctualisieren Strg+F5
----- = ISDN-2 Kangz Kopieren Strg+C

----- = ISDN-2 Kanal 2: Bereit
..... 1 DSL Kanal 1: Micht bereit
|‘j VPM: 2 verbunden
b ™ VoIP Call Manager
. IPvB-Firewall: Aktiv
b ¥ IPvé-Firewall: 10/31/2013 09:16:52 intruder detection - Paket verworfen
b .28 Lokale Netzwerke
»[@ DHCP-Server
> -} Budget
b - &) System-Informationen

An additional window is opened, which shows variation of of the parameter over time.

4 114 3
Einstellungen Statistik:
/| Senden: Bezeichnung Gesamte Laufzeit Periode
7] Empfangen: Laufzeit: 00:00:50
o Senden:
EriE Aktuel 31,9 kBitfs
@ Bit/s Byte/s Minirnum: 2,1kBitfs
Maximum: 300,5 kBit/s
Mittelwert: 46,4 kBit/s
Empfangen:
Aktuell: 202,9 kBit/s
Minimum: 1,8 kBit/s
Maximum: 1,149, 5 kBit/s
Mittelwert: 173,2 kBitfs

By using the left mouse button to mark a time period on the current graph, the statistics for these values are displayed
separately.
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Please note that the values on display are deleted when the dialog is closed. For monitoring over a longer period,
leave the window open. The dialog displays at most the values over the last 24 hours.

Check Internet connection

This section provides an example of how LANmonitor works by demonstrating the kind of information that it can supply
about your Internet provider.

1.
2.

Start LANmonitor, for example with a double click on the desktop icon.

Add a new device with File > Add device and, in the window that opens, enter the IP address for the device that
is to be monitored. If the configuration of the device is password protected, you can enter the password here.
LANmonitor automatically creates a new entry in its list of devices and it initially shows the status of the connection
channels.

Start your web browser and enter any web address.

Return to LANmonitor and open the branch WAN connections for the device. Under ADSL channel x: Under
Connected with..., LANmonitor shows you which channel is used to make the connection and also the remote site
that is contacted.

As soon as the connection is established, the communication channel is displayed with a plus sign in front of it, indicating
that information is available for this channel. By clicking on the plus sign or double-clicking on an entry, you open a
tree-like structure that displays various information.

@ LANmonitor EI@
Datei  Gerdt Ansicht  Extras I

LR EE|EBB|| R virne
G BRI -

AEE WAN-Verbindungen: 1

P 5p ADSL Kanal 1: Verbunden mit NETCOLOGN

4 =8 Protokall: PPP

AEE MNetzwerkprotokoll: IPvd

..} EigeneIP-Adresse: 87.79.237.42

: &) Eigener DNS-Server (erster): 81.173.194.77
o Eigener DNS-Server (zweiter): 194.8.194.60

) VPN-Verbindungen: 1
-8 Verbindungszeit: 1 Tag 00:06:00
----- 3‘5| Sende 14,8 kBit/s, empfange 1481 kBit/s
» =8 QoS

----- = ISDN-1 Kanal 1: Bereit

----- = ISDN-1 Kanal 2: Bereit

----- = ISDN-2 Kanal 1: Bereit

----- = ISDN-2 Kanal 2: Bereit

..... 1 DSL Kanal 1: Micht bereit

m

s |‘3 VPM: 1 verbunden

b ™ VoIP Call Manager

.y IPv6-Firewall: Aktiv

b a7y IPvd-Firewall: 08/05/2013 14:22:28 Do5 protection - Paket verworfen

b .28 Lokale Netzwerke -

This example illustrates how the protocol information on PPP shows the IP address the provider has allocated to your
router and the addresses of the DNS and NBNS servers.

Under the general information you can observe the data transfer rates of the current Internet connection.
Right-click with the mouse on the active channel and you can manually terminate the connection. You may require
the configuration password for this.

If you wish to log the LANmonitor output to a file, you can start the activity log (also see View device activities on
page 232).
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Show the current protocol for the ADSL/VDSL interface

For devices with an integrated ADSL/VDSL modem, LANmonitor's System information displays the ADSL standard
currently being used. Switch to the Interfaces branch and select ADSL/VDSL modem.

E LANmonitor EI@

Datei  Gerdt Ansicht  Extras I
F < ‘i' (] "| @ B' %' g' @' @ @' B ;.iQuz':k'F{nc'er...

Y -
----- | ] Mobilfunknetz: Vodafone.de (Heimnetz)
b =8 WAN-Verbindungen: 2
b [3 VPM: 2 verbunden
b a7y Firewall: 06/23/2011 14:53:28 port scan detection - Paket verworfen
b Q Content-Filter
Ao System-Informationen
b &P Gerdt ASNETRAI TN
AEE Schnittstellen
4 =B ADSL-Madem: Verbunden
----- ) Leitungstyp: 3
----- ) Leitungsmodus: G.992.1 (G.DMT) m
----- ) Herstellerkennung DSLAM: Texas Instruments
----- ) Upstream-Rate: 224 kBit/s
----- & Downstream-Rate: 2304 kBit/s
----- 0 Rauschabstand (Remote): 16,0 dB
----- 0 Rauschabstand (Lokal): 8,8 dB
----- ) Chipsatztyp: Fx-Amazon-SE
----- € DSL-API-Version: 3.20.5.1
----- & DSP-Firmware-Version: 3.51.10.0.2
> - Mohbilfunk: Sierra Wireless, Incorporated MCE705 T1_0_1_1AP R309 CNSZXL00000015 2011/01/21 18:28:30
b .28 Ethernet-Ports
b =8 15DM: D551 (Euro-ISDM)

m

> - Serielle Gerdte
» . USB-Gerite

= RN

Display of the GPS time

As of LCOS version 8.80, LANmonitor gives you the option to display the time received from the GPS network. Navigate
to the GPS section for the device in LANmonitor. The current GPS time is displayed under Timestamp.

E LANmonitor EI@

Datei  Gerdt Ansicht  Extras I
F < ‘i| [+ -"_.| E= B| 52 QuickFinder..
&=
Al Mobilfunknetz: Telekom.de
&) Status: Verbunden
& Anmeldung: Heimnetz
& Modus: LTE
& Mobilfunkband: LTE 1800 MHz
& Bandbreite: 15 MHz
4l Signalstarke: -71 dBm
b Netzliste
b =5 WAN-Verbindungen: 1
47 Firewall: Aktiv
¥ System-Informationen
4.6 Gps
o Zeitpunkt: 14.08.2012 14:46:46
:{ Lénge: 6.1199833° (57 7' 11.93")
.:{ Breite: 5077035837 (50° 46' 13.28")
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Querying CPU and memory utilization via SNMP

LANmonitor uses SNMP to query and display CPU load and memory utilization of a device. Open the menu tree of a
device, switch to System information and open the branch Device: ....

@ LANmonitor EI@
Datei  Gerdt Ansicht  Extras I

LR EE|EBB|| R virne
G FEREERL -

b =8 WAN-Verbindungen: 1
b |‘3 VPM: 1 verbunden
b ™ VoIP Call Manager
.y IPv6-Firewall: Aktiv
b a7y IPvd-Firewall: 08/05/2013 14:22:28 Do5 protection - Paket verworfen
b .28 Lokale Netzwerke
> -[@ DHCP-Server
Au System-Informationen
4 &P Gerit: LS T i S
----- &) Firmware: 8.82.0089Rel
----- € Seriennummer: 4000000199000010
----- ) MAC-Adresse: 00:30:57:0f:c9:94
..... € Standort: IT
----- &) Datum und Uhrzeit: 05.08.2013 16:33:00
----- €} Betriebszeit: 1 Tag 00:07:00
----- ) CPU-Typ: Intel iXP425 Stepping BO
----- ) CPU-Takt: 533 MHz
..... P<] CPU-Last: 5 %
----- £} Gesamter Speicher: 32,0 MByte
----- 3‘5| Freier Speicher: 4,7 MByte
» .= Schnittstellen
b - USB-Gerate <

m

Password protection for SNMP read-only access.

Read-only access to a device via SNMP — for example with LANmonitor — can be password protected. This uses the same
user data as that used to access LANconfig. Password protection of SNMP access means that the user data must be
entered before information about the device status, etc. can be accessed over SNMP.

User information can be entered in LANmonitor separately for each device. To do this, click with the right-hand mouse
key on the required device, select the Options item from the context menu and enter your user data.

@ Access rights in LANmonitor depend on the rights possessed by the user.

3.3 WLANmonitor — monitoring wireless devices

WLANmonitor is a separate component of LANmonitor. This program is for the central monitoring of the status of a
wireless network (WLAN). It provides access to information about the entire network in general and detailed information
about individual WLAN controllers, access points, and associated clients. This program also helps you to detect third-party
access points (Rogue AP detection).
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WLANmonitor also provides the option to collect access points into groups. These groups may consist of access points
gathered in buildings, departments, or at particular locations. In particular with large WLAN infrastructures, this helps
to keep an overview of the entire network.

@ WLANmonitor EI@

Datei Gruppe Access-Point WLAN-Controller  Ansicht  Extras 7

‘* “‘-< ‘i| D E -=;:| @| u ).;Qu!':k"r'!'r‘c'er LANCOM

Systems

Gruppen |Access-P0ints |Clients

ﬁ' WLANmonitor (1) Mame Interface  Clients Band MAC-Adresse Identifikation 5

] WLAN-Controller (1)
] Rogue AP Detection
] Alle APs
['_] Meue APs
['_] Rogue APs
] Unbekannte APs
(] Bekannte APs
(] Eigene APs
] Rogue Client Detection
] Alle Clients (43)
] Neue Clients (17)
] New Clients (26)
2] Rogue Clients
] Unbekannte Clients
(2] Bekannte Clients
] Eigene Clients

=) Myhccess..  WLAN-1 2 24 GHz ol 00:21:63:d6:f7:85  -- 1
al 00:22:4c:04:d2:92  -- 2

WLANmonitor

The program interface of WLANmonitor is divided into three columns:

The left column (Groups) contains a number of predefined group folders, which WLANmonitor uses to automatically
categorize the different types of devices. You can rename these groups as you like, or create additional groups.

The middle column (Access points) lists the access points found by the WLANmonitor. Also display is key information
about each access point.

>
>

vV VvV V V V V VvV v

Name of the access point
Active physical interface(s)

Devices with multiple WLAN modules appear multiple times in the list. Each WLAN module has its own
separate entry.

Number of clients associated with it

The frequency band used

The channel in use

The transmission power measured by the device
The noise level measured by the device

The current channel load

IP address of the access point

The activation status of the Background scan

The right-hand column (Clients) lists the clients that are logged in to the selected access point. The following information
is shown for each client:

>

VvV VvV VvV Vv

Connection quality as a bar chart

MAC address of the WLAN client

Identification or name of the logged-in clients, if these are entered into the access list or a RADIUS server.
Connection signal strength

Name of the access point that the client is logged on to
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Name of the WLAN network (SSID)

Encryption method used for radio communication
WPA version (WPA-1 or WPA-2)

Transmit rate (TX)

Receive rate (RX)

Last error that occurred with the client

> [P address of the WLAN client

VvV VvV V VvV VvV Vv

If no access point has been selected or if the respective access point has no clients, LANmonitor instead displays all
existing clients.

3.3.1 Start WLANmonitor

WLANmonitor is a component of LANmonitor. Start the WLANmonitor from LANmonitor using the Tools > Start
WLANmonitor menu item; you can do this via the corresponding button in the LANmonitor toolbar or directly from the
desktop icon.

Alternatively, WLANmonitor can be started from the console with the following command: [installation
path]lanmon -wlan

If you are running LANconfig, you can also start WLANmonitor by right-clicking with the mouse on a WLAN device and
selecting Monitor WLAN device.

3.3.2 QuickFinder in WLANmonitor

WLANmonitor includes access points and WLAN clients. Clicking on the magnifying glass on the left side of the search
window opens a context menu to select the type of search. Depending on the application you can search for access
points only, clients only, or all entries.

@WLANmomtor E@
Datei Gruppe Access-Point WLAN-Controller Ansicht Bxdras 7
¥R DE=E6| =
|GruppEn |Access-PUints ‘Chents GroB-/Kleinschreibung beachten
=] :FL.\::.ILT:]niCtorEG)” MName Interface  Clients Band MAC-Adress: Access-Points plnt
r___] ‘ -Apnr['J roller (1) & smTmer WLANL O 24GHz || ol 002250060 po 1
4 .,]rog:IT o et:ct\on & AccessPoin., WLAN-L 3 24GHz || alll T4e2A50F59 7| o t-1
] Alle APs (16) & == OWLAN O 24GHz | all 843s4b93ep t-1
(] Neue APs (13) T — =
E & WLAN-1 0 24GHz || & cD9f42bdbaice  -- - AccessPoint-1
] Rogue APs a4 .
£ Unbekannte APs ; MyDevice WLAN-L 0 24 GHz
& MyDevice WLAN-2 0 -

r__] Bekannte APs
(2] Eigene APs (3)

4 (2] Rogue Client Detection
(2] Alle Clients [357)
(2] Meue Clients (357)
2] Rogue Clients
(2] Unbekannte Clients
(2] Bekannte Clients
(2] Eigene Clients

WLANmoenitor

3.3.3 Rogue detection

WLANmonitor enables you to detect so-called "rogue access points (APs)" and "rogue clients" in your network. WLAN
devices that make unauthorized attempts at accessing a WLAN by posing as an access point or client are called rogues.

> Rogue clients are computers equipped with WLAN adapters that are located within the range of a WLAN and
attempt to log on to one of the access points in order, for example, to use the Internet connection or gain access to
secured areas on the network.

> Rogue APs are access points that, for example, a company's employees connect to the network without the knowledge
or permission of the system administrators, thereby consciously or unconsciously making the network vulnerable to
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potential attackers via unsecured WLAN access. Not quite as dangerous, but disruptive all the same are access points
that belong to third-party networks yet are within the range of the local WLAN. If such devices also use the same
SSID and channel as the local AP (default settings), then local clients could attempt to log on to external networks.

Unidentified access points within the range of the local network frequently pose a possible threat and security gap. At
the very least they are a disturbance, and so they need to be identified to decide whether further measures in securing
the local network need to be introduced. Information about the clients within range of your network is automatically
stored to an internal table in the access point. Once activated, background scans record neighboring access points
and list them to the scan table. Also see the chapter Enabling background scans for access points on page 264.

WLANmonitor conveniently processes this information by dividing the access points and clients into categories such as
‘Known', ‘Unknown’ or 'Rogue’.

The group “Rogue AP detection"
WLANmonitor organizes any rogue access points into the following pre-defined (sub) groups:

> All APs: Contains the overview of the APs in all of the scanned WLANs and thus represents the superset of all
subsequent groups. The APs are colored according to their grouping.

> New APs: Contains new unknown and unconfigured WLANSs. The relevant APs are yellow in color.

> Rogue APs: Contains WLANSs that are identified as rogue and require immediate observation. The relevant APs are
red in color.

> Unknown APs: Contains WLANSs that require further investigation. The relevant APs are gray in color.
> Known APs: Contains WLANSs that pose no risk. The relevant APs are gray in color.

> Own APs: Contains new affiliated WLANs from APs monitored by WLAN monitor. The relevant APs are green in
color.

@ If a parameter is changed on an AP, e.g. the security settings, then it is displayed again as a newly discovered
AP.

Within each group, WLANmonitor displays the following information about the rogue APs:

Time of first and last detection

Name of the AP (identification)

MAC address of the AP for this WLAN (BSSID)
Name of the WLAN (SSID)

The frequency band used

The channel in use

Encryption method used for radio communication
Use of the 108 Mbps mode

vV V V V V V VvV Vv

When you click a list entry, WLANmonitor displays the following details:

IP addresses of the APs scanned by the WLAN in question
The time when last seen or of the last scan

WLAN interface used to perform the scan

Signal strength of WLAN reception by the APs

Noise level

vV VvV V VvV Vv
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You have the option to move the found WLANSs into an appropriate group depending on their status. You can set up
your own network groups within the individual groups by using the context menu (right mouse button), with the exception
of the group All APs.

72 WiLANmenitor =N [ |
Datei  Gruppe Access-Point WLAN-Controller Ansicht Extras 2
¥R TE=IBB
| Gruppen | Rogue AP Detection
[ WLANmoniter () Zuletzt gesehen Identifikation B5SID Netzwerkname (SS.. Band  Ka.. Verschl.. 108M.. Zuerstgesehen o
;-] :'LAN';;’E‘;’D”E’ ) 4 2607.201315:0558 - 00:15:0c:c6:72:db  AufBrand2 24GH: 9 TKIP No 26.07.201315:05:58
'-]rDQJ:‘T W :tl:;“”” &) 26072013 150559 S07eSdA8ffe  WLAN-48F132 24GHz 6 AES No 26.07.2013 15:05:58
_L.} N < A; e 4} 26072013 15:05:59 WLAN-D3C407 24GHz 6 AES No 26.07.2013 15:05:58
i Meue APs .
ﬁ Rogue APs &) 27.07.201318:20:55 FRITZ 24GHz 6 AES No 27.07.2013 18:29:55
£ Unbekannte APs % 3007203120831  -- 22:25:d36£79:06  MyRouter MyRou.. 24GHz 11  AES No 3007.201312:08:30 |-
£ Bekennte AP & 3072013095240 00:21:47:63:e0:37 24GHz 13 None No 31.07.2013 09:52:39
£ Eigene APs (3) < 3107.201319:08:45  -- 00:1e:a9:d5:67:cb 24GHz 13 None No 31.07.2013 19:08:45
£ Rogue Client Detection &) 05082013 202053 - 00:1f:1£:23:0c94  admin 24GHz 10 AES No 05.08.2013 20:29:53
3 Alle Clients (404) %) 0608201317:47:12  -- 00:1f3767:758b  WLAN-Q0IF3F677.. 24GHz 11  AES+TKIP No 05082013 234351
3 Neue Clients (404) Ly 0608201317522  — Ja:cl:d3ebied:a3  portthru 24GHz 10 None No 26.07.201315:05:58 [
(] Regue Clients e Y |
[ Unbekannte Clients Gesehen von AP Zuletzt gesehen Interface Signal Rauschpegel
[ Bekannte Clients 192.168.2.104 29,07.2013 07:25:00 1 21% =
[_'} Eigene Clients 192.168.2.105 26.07.2013 15:05:58 1 22%
192.168.2.102 06.08.2013 17:52:21 1 43 % -
WLANmonitor

The group “Rogue client detection”
WLANmonitor organizes any rogue clients into the following pre-defined (sub) groups:

> All clients: Contains the overview of all discovered clients and thus represents the superset of all subsequent groups.
The clients are colored according to their grouping.

> New clients: Contains new unknown clients. The relevant clients are yellow in color.

> Rogue clients: Contains clients that are identified as rogue and require immediate observation. The relevant clients
are red in color.

> Unknown clients: Contains clients that require further investigation. The relevant clients are gray in color.
> Known clients: Contains clients that pose no risk. The relevant clients are gray in color.

> Own clients: Contains new own clients associated with access points being observed by the WLANmonitor. The
relevant clients are green in color.

Within each group, WLANmonitor displays the following information about the rogue clients:

> Time of first and last detection
> MAC address of the client
> Name of the WLAN network (SSID)

When you click a list entry, WLANmonitor displays the following details:

> P address of the access point that saw the client

> Time when last seen

> WLAN interface used to discover the client

> Signal strength with which the APs received the WLAN network
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of the group All clients.

You have the option to move the found clients into an appropriate group depending on their status. You can set up your
own network groups within the individual groups by using the context menu (right mouse button), with the exception

A WLANmoniter (==
Datei Gruppe Access-Point WLAN-Controller Ansicht Extras 2
IR MO=BE| * L
| Gruppen | Rogue Client Detection
[ WLANmeniter (6) Zuletzt gesehen MAC-Adresse Netzwerkname (SSID) Zuerst gesehen =
(2 WLAN-Controller (1) J 2807201306426  cB:bcicB:Sad8i1S 28.07.2013 06:13:34 =
a ?;9::::')23:;“” 7 8072013165648  3BeciedThbETL  NETCOLOGNE-3220 28.07.2013 16:56:34
2 Newe aPs 13 7 2807.201318:0448  d8:clichieliedifb 28.07.201318:04:34
3 Rogue APs 7 2807201320304 d8:3062:daelT8 28.07.2013 20:20:34
£ Unbekannic APs 7 2807.2013204859  38:a3c29:bbiSe 28.07.2013 20:48:34
] Bekannte APs 4 28072013 204917 3bs biafild  * 28.07.2013 20:48:34
£ Eigene APs () & 35.07.201321:1211  0:18:85:38:62:1c 28.07.2013 21411,
£ Rogue Client Detection 7 28072013230317  00:24:d7:741310  Toms Netz 28.07.2013 230234
G Alle Clients (463) 7 2007.201307:2701  00:0b:6b:b0:5e:38 20.07.2013 07:26:34
3 Neue Clients (459) 7 2007201308:3854  cB:dli0bASTRR 20.07.2013 08:38:23
(] Rogue Clients (3) 7 2007203110314 00:22:f6:2934:5¢  hamel-family 2007.201311:01:23
(] Unbekannte Clients (1) 4 20072013124014  bO:d09cObba:3c  Toms Netz 20072013 12:30:34 -
(] Bekannte Clients A
[ Eigene Clients Gesehen von AP Zuletzt gesehen Interface Signal ‘E
192.168.2.102 28.07.2013 21:12:07 1 9% -
WLANmonitor

3.3.4 The menu structure in WLANmonitor

File

Exit

This menu item stops LANmonitor.

Closes and terminates WLANmonitor.

Group

Groups are edited with the following functions:

> Add group
> Delete group
> Rename group

The menu bar helps you to manage WLAN devices and their configurations, and you can customize the appearance and
functioning of LANconfig.

WLANmonitor lets you organize all of the available access points in a manner that is independent of their physical
location. This helps to maintain an overview of the network and is particularly useful when localizing problems. Further,
WLAN information can be called up according to the groups. You can group your access points according to their
departments, locations or applications (e.g. public hotspot), for example.

The groups are shown in the left column in WLANmonitor. Starting from the top group "WLANmonitor', you can use the
menu item File > Add group to create new sub-groups and so build up a structure. Access points found during a search
are assigned to the currently selected group in the group tree.
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Datei Gruppe Access-Point WLAN-Controller  Ansicht  Extras 7
F < ‘i' NI =i| @| B )';Quz':k'r"ir‘c'er
|.Gruppen |Access-P0ints
&) WLANmonitor (4) Interface  Clients Band Kanal  Sendel.. Rausch.. Kana.. IP-Adresse
|E'J :"—AN"E;’[‘;W”ET @) & WLAN-L 0 o 0dBm O0dBm  255% 192168.232
= e ap stection & e WLAN-2 0 0 0cdBm 0dBm  255% 192168232
[:% N i A; 2 AccessPoint  WLAN-1 0 0 0dBm  0dBm 0% 192,168.2.23
] Meue APs f
- “F Myhccess.. WLAN-1 1 24GHz 11 15dBm -87dBm 3% 192.168.2.35
2] Rogue APs
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(D Access points that have been recognized already can be moved to the another group with drag and drop.
The allocation of access points and clients is made easier by marking a device with the mouse. The counterpart(s) will
then be marked in the linked list as well:

> If an access point is marked in the access point list, all of the clients logged in to this device will also be marked in
the client list.

> Ifaclientis marked in the client list, the access point that it is registered with will be marked in the access point list.

Add group
Adds a group.

Delete group

Deletes a group.

Rename group

This option allows you to change the name of a group.

Access point

This menu item is used to manage the access points.

Add access point

Use this menu item to add an access point to the list if WLANmonitor does not automatically detect it. The corresponding
setting options are identical to those under LANmonitor, i.e. File > Add device > General (see General on page 182).

If you save the username and password permanently, any user who is permitted to run WLANmonitor also has
access to the device.

Delete access point

Removes the selected access point from the list.

Find access points

This menu item triggers an automatic search for available access points in the network.

\)\ Search parameters:

Pick the methods to be used to scan for new devices and dedde on additional search
parameters as necessary.
Search the local network. .. for 3 5 seconds
[ search an IF range... 3
10.96.13.1 10.96.13.254
» Additional methods
[]search on all serial ports...

[ search in a remote netwark. ..

[~ Extend search to managed APs

[ Search J[ Cancel
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Select where you wish to search for devices:

> Search in the local network
> Search in a remote network

If you wish to search in a remote network you must specify its address and the relevant network mask.

> If necessary, you can extend the search to managed access points (APs).

Click on Search to start the search. Any devices found will be added to the list automatically.

If a device is found that is already in the list, it will not be included in the list a second time. For this reason fewer
devices may be added to the list than were reported during the search operation.

Refresh all access points

Refreshes the list of all access points.

Refresh display

Updates the information displayed for the selected access point.

Properties

Use this item to display the properties of the selected access point. The corresponding setting options are identical to
those under LANmonitor, i.e. File > Add device > General (see General on page 182). This page also contains further
information about the manufacturer and device.

If you save the username and password permanently, any user who is permitted to run WLANmonitor also has
access to the device.
WLAN controller

This menu item is used to manage the WLAN controllers in your network.

Add WLAN controller

Under Groups, click the WLAN controller folder and then select the menu item in the menu bar Add WLAN controller
in order to add a WLAN controller that WLANmonitor did not automatically detect. The corresponding setting options
are identical to those under LANmonitor, i.e. File > Add device > General (see General on page 182).

If you save the username and password permanently, any user who is permitted to run WLANmonitor also has
access to the device.

Delete WLAN controller
Deletes the selected WLAN controller.
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Find WLAN controller

This menu item triggers an automatic search for available WLAN controllers in the network.

\)\ Search parameters:

Pick the methods to be used to scan for new devices and dedde on additional search
parameters as necessary.
Search the local network. .. for 3 5 seconds
[ search an IF range... 3
10.96.13.1 10.96.13.254
» Additional methods
[ search on all serial ports. ..

[ search in a remote netwark. ..

[~ Extend search to managed APs

[ Search ][ Cancel

Select where you wish to search for devices:

> Search in the local network
> Search in a remote network

If you wish to search in a remote network you must specify its address and the relevant network mask.
> If necessary, you can extend the search to managed access points (APs).

Click on Search to start the search. Any devices found will be added to the list automatically.

If a device is found that is already in the list, it will not be included in the list a second time. For this reason fewer
devices may be added to the list than were reported during the search operation.

Refresh all WLAN controllers
Refreshes the list of all WLAN controllers.

Refresh display
Updates the information displayed for the selected WLAN controller.

Properties

Use this item to display the properties of the selected WLAN controller. The corresponding setting options are identical
to those under LANmonitor, i.e. File > Add device > General (see Generalon page 182). This page also contains further
information about the manufacturer and device.

If you save the username and password permanently, any user who is permitted to run WLANmonitor also has
access to the device.

View

This menu item is used to customize the behavior of the WLANmonitor graphical user interface.

Show status in systray

Shows the icon in the system tray.
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Minimize WLANmonitor to systray

If you enable this setting, WLANmonitor is moved to the systray instead of the taskbar when minimized.

Windows adjust vertical

Adjusts the windows vertically, i.e. so that the lists for access points and clients are displayed next to each other.

] Rogue APs
] Unbekanni
] Bekannte /
(] Eigene APs
] Rogue Client [
] Alle Client
] Meue Clier
1 Mew Cliend
£ Rogue Clig
] Unbekanni
] Bekannte (
[ Eigene Clig

[ m | + 4 [ |

2 WLANmonitor (=[O sl
Datei Gruppe Access-Point WLAN-Controller  Ansicht  Extras 7
‘? ;‘_{ :i | m E B | @ | ® ;, QuickFinder...
| Gruppen Access-Points Clients
&) WLANmonitor (4) MName Interface  Clients Band MAC-Adresse Identifikation Sig.. Access-Po
rEJ ;"'—AN';;’[‘;W & memme. WLAN-L O aill  00:21:63:d6:7:85 17% MyAccess|
3 E';g:: p S| memme.. WLAN2 0 dl 00:22:4c:04:d2:92 23%  MyAccess|
= MES & AccessPoint WLAN-L 0 -
] Meue APs
4 MyAccess.. WLAN-1 2 24 GHz

WLANmonitor
i

Windows adjust horizontal

Aligns the windows horizontally, i.e. so that the lists for access points and clients are displayed one above the other.

FZ2 WLANmonitor [F=% (o =5
Datei Gruppe Access-Point  WLAN-Controller Ansicht Extras 7
FILRDBE=H B = 2 QuickFinder..
Gruppen Access-Points
&) WLANmonitor (4) MName Interface  Clients Band Kanal  Sendel.. Rausch.. Kana.. IP-Adresse Background-5c
rEJ ;"'—AN';;’[‘;W & memme. WLANA 0 0 0cdBm  0dBm  255% 102168232 Aus
3 r__°9:: p S| memme.. WLAN2 0 0 0dBm OdBm  255% 192168232 Aus
JAIRAPS |y ) ccessPoint WLAN-L 0 0 0dBm OdBm 0% 192168223 Aus
2] Neue APs Ly
<4 MyAccess.. WLAN-1 1 24GHz 11 15dBm -87dBm 5% 192.168.235 Aus

] Rogue APs
] Unbekanni
] Bekannte /

] Unbekanni
] Bekannte (
[ Eigene Clig

(] Eigene APs

f)RogueClientt| <L o0 . ......____|.¢
] Alle Client: ,CIients—
] Meue Clier - _ - -
£ New Client MAC-Adresse Identifikation Sig.. Access-Point  Netzwerkname (55ID)  Verschlissel... WPA
] Rogue Clie all 00:22:4c:04:d2:92 24 %  MyAccessPo.. 8 TKIP 1
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Mark or filter rows

Use this option to filter the list of access points or clients for display.

3 LANtools

> Select an access point and go to the option View > Mark or filter rows. The list of clients now contains only those
clients associated with the selected access point.
> Mark one of the clients and click on the option View > Mark or filter rows. The list of access points now shows
only the access point with which the selected client is associated.

A WLANmonitor

Datei  Gruppe Access-Point  WLAN-Controller  Ansicht  Bxtras 7

=8 N

LR EI:’:{I‘ B = S QuickFinder
| Gruppen | Access-Points
&) WLANmanitor (6) Name Interface  Clients Band  Kanal Sendel.. Rausch.. Kana.. IP-Adresse  Backgreund-Scan
;—_JWL“N'[“"”“”E’ & L — WLAN-L D 0 DdBm O 255% 192168230 Aus
JﬁDQ:‘TA‘:PD“““” = S = WLAN-Z 0 0 0dBm 0 255% 192168230 Aus
53 Alle APs & WLAN-L 0 - 0 0dBm 0 0% 192168223 Aus
(5] Neue APs \
c = E} 24 GHz
] Rogue APs o —
c E = WLAN-L D 24GHz 11 15dBm 79 1% 192168250 Aus
] Unbekannte APs o
] Bekannte APs MyDevice WLANAL 1 246H 11 15dBm 76 1% 192168235 Aus
5] Figene APs
(X Rogue Client Detection [ Clients

(2] Alle Clients (74)

(2] Neue Clients (74)
(2] Rogue Clients

(2] Unbekannte Clients
(2] Bekannte Clients
(] Eigene Clients

Toolbar

MAC-Adresse
all 00:21:63:d6:7:85
all 00:22:5¢.06:0:75
dll 00:24:8c478:38

Identifikation

BRI-NB-06

Sig..
3%
50 %
63%

Access-Point

AccessPoint-1
AccessPoint-1
AccessPoint-1

Netzwerkname (551D}
BRIDGECOM
BRIDGECOM
BRIDGECOM

Verschlissel...

AES-CCM
AES-CCM
AES-CCM

WPA  TX-Rate

2 54 MBit/s
2 54 MBit/s
2 162 MBi...

Hides or displays the toolbar. Please also refer to The toolbar in LANmonitor on page 244.

Status bar
Hides or displays the t

Tools

oolbar.

RX-Rate

54 MBit/s
48 MBit/s
108 MBi...

Letater
Keiner
Keiner
Keiner

This menu item is used to start the other program components of LANtools and to configure the behavior of WLANmonitor,
for example when it discovers unknown or unconfigured access points.

Options

With this menu item, you perform the program-related settings for WLANmonitor.
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General

This dialog contains the general settings for the program.

Optionen @
Rogue AP Detection I Fogue Client Detection |
Allgemein | E-Mail-Benachrichtigung |
Applikation
Windows-Sy [WU\Nmon'rtor nie starten v]
[ ok | [ Abbrechen

Windows system startup

WLANconfig can be automatically started when the operating system starts. The following Windows startup
types are available:

> Start WLANmonitor never

The application does not start automatically with the operating system, and it has to be started manually.
> Start WLANmonitor always

The application always starts automatically after Windows starts successfully.
> Start WLANmonitor like last time

The application starts in the same status as when Windows was shut down the last time. If the application
was active then it will be started again; if inactive, it will not be automatically restarted.

@ When changing to a setting that enables the application to be started automatically, a change is
made to the operating system's registry. Firewalls applications on the computer or the operating
system itself (Windows XP, Windows Vista or Windows 7) may interpret this change as an attack and
may issue a warning or even prevent the entry from being made. In order to allow the desired startup
behavior, you can ignore these warnings and allow the changes to be made.

Dialog language

This item changes the language of the user interface (GUI). The language is usually selected based on the
language of the operating system.

@ The application must be restarted in order for the language setting to take effect.

This setting is available only in Windows versions up to XP. As of Vista, WLANmonitor uses the
language setting in LANconfig.
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E-mail notification

This dialog contains the settings for the alert function in WLANmonitor.

Optionen @
Fogue AP Detection Rogue Client Detection
E-Mail-Benachrichtigung

E-Mail-Benachrichtigung

Per E-Mail kann bei bestimmten Ereignissen eine
Benachrichtigung versendet werden.

Empfanger-E-Mail-Adressen:  admin@mycompary.de|

Eine E-Mail soll automatisch chne weitere Benutzer-
l %, eingabe gesendet werden. Dazu ist es efordedich,

dass ein E-Mail-Programm als Standard-Mail-
Anwendung eingerichtet ist. In den Konto-Einstellungen
mussen die Zugangsdaten hinteregt sein. Femer muss erdaubt
sein, dass eine andere Anwendung eine E-Mail mit diesem
E-Mail-Programm senden darf.
Magliche E-Mail-Programme sind MS Outlook Express oder
Mozilla Thunderbird.

Zum Testen der E-Mail-

Benachrichtigung, kann eine Test-E-Mail senden

Test-E-Mail versendet werden:

[ ok ][ Abbrechen |

WLANmonitor can inform the administrator automatically via e-mail whenever an unknown or unconfigured access point
is discovered. Activate this option if you would like WLANmonitor to report unknown or unconfigured access points via
e-mail.

> Recipient's e-mail address Enter the e-mail address(es) of the administrators here that should be informed in the
event of rogue AP detection. Multiple e-mail addresses should be separated by commas.

In order to send e-mail alerts, the computer on which WLANmonitor is running requires a standard e-mail client
(MS Outlook Express or Mozilla Thunderbird) that allows automatic mail transmission to be configured and
running.

> Send test e-mail: Some mail clients require a confirmation from the user before sending via third-party applications.
Test the alert function with this button.
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Rogue AP detection

This dialog contains the settings for the "Rogue AP detection”. For further information on this feature refer to the section
Rogue detection on page 251.

Optionen X
| Allgemein | E-Mail-Benachrichtigung |
Rogue AP Detection | Rogue Client Detection |

Fogue AP Detection
Rogue AP Detection aktiviert

Alte Eintrage automatisch ertfemen

Timeout (Tage): 0

Benachrichtigung, wenn die Rogue AP Detection einen
unbekannten oder unkorfigurierten Access-Point entdeckt
hat.

[ Versenden siner E-Mail.
[7] Anzeige eines Dialog-Fensters.

[ Anzeige eines ToolTips im Systray.

[ ok ][ Abbrechen |

The dialog gives you the following options:

> Rogue AP detection activated Activates the automatic search for rogue access points.

> Remove old entries automatically: If enabled, WLANmonitor automatically removes entries for access points from
the groups that were last seen longer ago than the number of days specified as Timeout.

You also have the option to specify how WLANmonitor notifies you of the discovery of an unknown or unconfigured
access point.

> Send notification per e-mail: Sends a message to the recipient address(es) entered under E-mail notification.
> Display a dialog box: Opens a pop-up window
> Display a tooltip in the systray: Shows a tooltip in the system tray.
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Rogue client detection

This dialog contains the settings for the "Rogue client detection". For further information on this feature refer to the
section Rogue detection on page 251.

Optionen (-2 |l
[ Allgemein | E-Mail-Benachrichtigung
| Fogue AP Detection | Rogue Client Detection

Rogue Cliert Detection

Rogue Client Detection aktiviert

Alte Eintrage automatisch ertfemen

Timeout (Tage): 0

[ ok ][ Abbrechen |

The dialog gives you the following options:

> Rogue client detection activated: Activates the automatic search for rogue clients.

> Remove old entries automatically: If enabled, WLANmonitor automatically removes entries for access points from
the groups that were last seen longer ago than the number of days specified as Timeout.

Start LANmonitor

This starts LANmonitor. Refer to chapter LANmonitor —monitoring devices on the LAN on page 223 for more information
on this.

Start LANconfig

This starts LANconfig. Refer to chapter LANconfig — configuring devices on page 149 for more information on this.

Help

This menu item offers help about the program and displays information about the software.

Help topics

This menu item gives you access to the help topics. Alternatively you can press F1.

Info

This menu item shows you which software version you are operating and its build date.

3.3.5 The toolbar in WLANmonitor

RN DB EIBE| 2 Rauickfinder

The toolbar in LANmonitor provides the following functions:

> Add device
> Find devices
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Delete device

Windows adjust vertical
Windows adjust horizontal
Mark or filter rows

Start LANmonitor

Minimize window to systray
QuickFinder

vV V V V V VvV Vv

(D You can show or hide the toolbar with the menu item View > Toolbar.

3.3.6 WLANmonitor context menu
Clicking on a device in WLANmonitor with the right-hand mouse key opens a context menu.

The contents of the context menu depends on the type of the selected device: If an access point is marked, the context
menu will resemble the Access point menu; if a controller is marked, the context menu will resemble the WLAN
controller menu.

3.3.7 WLANmonitor keyboard shortcuts

Alt+F4 Exit

Ins Add group

Del Delete group

F2 Rename group

Ins Add access point

Del Delete access point

F3 Find access points

F5 Refresh all access points
Ctrl+F5 Refresh display

Space Access point > Options
Ins Add WLAN controller
Del Delete WLAN controller
F3 Find WLAN controller
Space WLAN Controller > Options
F7 Tools > Options

F1 Help topics

3.3.8 WLANmonitor application concepts

This section describes various applications of WLANmonitor.

Enabling background scans for access points

In order to identify other access points within the device's local radio range, access points and wireless routers can record
the beacons received (management frames) and store them in the scan table. Since this recording occurs in the background
in addition to the access points' ‘normal’ radio activity, it is called a "background scan". Wireless routers in access-point
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mode normally use the background scan function for rogue AP detection. Without the background scan activated, the
rogue detection in WLANmonitor is limited to the detection of rogue clients.

When configuring the background scan, you specify a time period in which all available WLAN channels are scanned
once for the receiving beacons. The following tutorial describes how to set this time.

1. Start LANconfig and open the manual configuration dialog for your device.

2. In the dialog Wireless LAN > General, click Physical WLAN settings. and select the WLAN interface for which
the background scanning is to be enabled.

3. Inthe dialog window that opens, navigate to the Radio tab.

4. Select a time unit in the selection list Background scan unit and enter a corresponding duration in the input field
Background scan interval.

This scan interval should correspond to the time span within which rogue access points should be recognized, e.g.
3600 seconds.The minimum meaningful value in both the 2.4-GHz and the 5-GHz bands is 260 seconds.
In the case of 13 possible channels, this value prompts another channel to be scanned each 20 seconds
(interval/number of channels).

[5) Physical WLAN settings - WLAN interface 1 -7 |z
| Operation | FRadia | Ferfarmance I Faint-to-Foint I F2P Encryption I Client mode|
Frequency band: IWI
1
Channel number: Im]
2.4 GHz mode: IAutD—VI
Auto
Max. channel bandwidth: IAuto—VI
Antenna grouping: IAutD—VI
Antenna gain: 3 dBi
T power reduction: 1] dB
Access point density: LDW—'I
M awimumn distance: 1] km
Channel list: W
Background scan: 1]
Background scan unit: Isemnds—'I
Adaptive Moize Immunity: IDn—vI
.&dF?E;ive Moize Immunity iz part of the LAMCOM 'WLAN optimization concept Active Radio Control
[ (0] 3 ] I Cancel I

5. Close all of the dialogs and write the configuration back to the device.

That's it! From now on, at the specified scan interval your WLAN device cyclically searches the currently unused frequencies
of the active band for available access points.

3.4 LANtracer — tracing with LANconfig and LANmonitor

The trace function in LANconfig and LANmonitor goes beyond the standard trace functions available at the command-line
interface and offers greater convenience in the generation and analysis of traces. For example, a trace configuration
that activates the relevant trace commands can be stored to a configuration file. An experienced service technician can
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set up a trace configuration and provide it to a less experienced user for executing specialized trace requests for a device.
Also, the trace results can be saved conveniently to a file for return to the technician for evaluation.

8= == =i =]
Datei Bearbeiten Ansicht Tracen Extras
1= IR X =[P

& MyDevice ) Hifestellung: Fitersinstellungen
> Begleitete Konfiguration

4[] Experten-Konfiguration

Es kénnen Fiteroperationen auf alle szsugten Tracemeldungen angewandt werden. Sinn und Zweck ist & histbei dis erzeugten Daten auf solche
2 begrenzen, die zur Fehlerdiagnese nitzich sind. Ein vollstandiger Fiter kann aus verschiedenen Fitemegein zusammengesetat werden, die

5~ Show durch Leerzeichen getrennt sind. Eine Fitemegel besteht aus siner Zeichenkette nach derin den Tracedaten gesucht wird. Bestimmte Prafixe
.5 Status | e T e Sy e S e e ety ety s o P e o ke
4.1 Trace-Einstellungen 3 ODER-verknipft \ e
O ARP +  bidetsn Datei Bearbeiten Ansicht Tracen Extras
O Bridge Ll Y 7 1| [
O CAPWAP B e LﬂIE| x D'@‘DI4| Y
O COM-Port-Server Beispisle: -
*127.00.1loca| | Index Tracekatego.. Datum Zeitpunkt Inhalt
0 Cen-Control L oo =
O CONNACT HTTR) 0 TraceStarted  2010/12/12 13:35:15587  Used config;# Show commands;show bootlog
O CRL-Client 1 TraceStopped  2010/12/12 13:35:18428  Used config;# Show commands:show bootlog
O Cron 2 TraceStarted Used cenfig:; Trace configitrace + IP-masquerading;trace + IP-Routertrace + TCP;trac
O D-channel-dump 3 TCP 2010/12/12 13:35:44618  Devicetime: 1900/01/04 06:28:24,950 [TCP]: Loc 36 to 192.168.2.30:52635 Port992 est
o DFs Fiter: 4 WLAN-DATA  2010/12/12 13:35:44618  Devicetime: 1900/01/04 06:28:24,950;Send frame to address 00:1f:3cde:f1:59 (Intel-Mala
0 DHCP 5 TCP 2010/12/12 13:35:44621  Devicetime: 1900/01/04 06:28:24,950 [TCP]: Loc 36 StartRpt
O DNS 6 WLAN-DATA  2010/12/12 13:35:44621  Devicetime: 1900/01/04 06:28:24,960; Transmission to 00:1f:3c:4e:f1:59 successful, ACK §
0 DTS Erzeugte Trace-Ko| | 7 TCP 2010/12/12 13:35:44621  Devicetime: 1900/01/04 06:28:24,960 [TCP]: Loc 35 to 192.168.2.30:52634 Port992 est
O eap # Show command | 8 WLAN-DATA  2010/12/12 13:35:44621  Devicetime: 1900/01/04 06:28:24,960;Send frame to address 00:1f:3cde:f1:59 (Intel-Mala
O Ermor show bootiog 9 WLAN-DATA  2010/12/12 13:35:44,894  Devicetime: 1900/01/04 06:28:24,960;Received frame from address 00:1f:3c4e:f1:59 (Inte
D Ethernet 10 WLAN-DATA 2010/12/12 13:35:44896  Devicetime: 1900/01/04 06:28:24,960; Transmission to 00:1f:3c:4e:f1:59 successful, ACK §
] Ff‘es"“e’" 1 TCP 2010/12/12 13:35:448%6  Devicetime: 1900/01/04 06:28:24,960 [TCP]: Loc 35 StartRpt
0 Firewall 12 WLAN-DATA 2010/12/12 13:35:44896  Devicetime: 1900/01/04 06:28:24,960;Received frame from address 00:1f:3cdefL1:59 (Inte
E ::LP'SENE' i 13 TCP 2010/12/12 13:35:44897  Devicetime: 1900/01/04 06:28:24,980 [TCP]: Loc 37 from 192.168.230:52636 Port:992 e
1 TCP 2010/12/12 13:35:44897  Devicetime: 1900/01/04 06:28:24,980 [TCP]: Loc 37 Set i buffer size: window= 7300 ¢
15 TCP 2010/12/12 133544897  Devicetime: 1900/01/04 06:28:24,980 [TCP]: Loc 37 StopRpt f3cc7
« L
[TraceStarted] 2010/12/12 13:35:44,004
Used config:
# Trace config
trace + IP-masquerading
trace + IP-Router
trace + TCP
« I

3.4.1 Starting LANtracer

Traces can be executed very easily with LANconfig or LANmonitor. To open the trace window for a device, right-click
the device entry and select Create trace output from the context menu.

@ Telnet-access to the device (preferably SSL-secured) needs to be enabled to carry out trace requests with LANconfig
or LANmonitor. When starting the trace dialog, LANconfig or LANmonitor first attempts to establish an
SSL-encrypted Telnet connection to the device. If the device does not support SSL connections, LANconfig or
LANmonitor automatically switches to unencrypted Telnet. If access to the device configuration is
password-protected, the access data for an administrator with trace rights is also required.

The Guided configuration wizard facilitates the analysis of detailed trace data. The wizard guides you through a number
of dialogs, where you simply select the trace parameters for the analysis of certain problems. Once these entries have
been completed, the wizard automatic enables the corresponding trace configuration.

3.4.2 Working with LANtracer

The following chapter describes how to use certain functionalities of LANtracer for outputting and storing traces.

Guided configuration of trace output

As an alternative to the expert configuration of the trace output, LANtracer also features an optional guided configuration.
This Wizard simplifies the setup of trace output by displaying a selection of potential problems for which you need
diagnostic information. The Wizard then sets the necessary parameters and settings for you in the expert configuration.
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The Wizard is started from the left-hand part of the LANtracer window by clicking Guided configuration > Start wizard.
Navigate further by using the Problem selection.

Problemauswahl @

Problemauswahl
Fiir welche Art von Problem machten Sie einen Trace arfertigen?

@ ADSL
Das inteme ADSL-Modem erhalt keinen stabilen Sync.

VPN

Es konnte keine VPN-Verbindung aufgebaut werden, oder bestehende
VPN-Verbindungen brechen ab.

VolP
Es treten Probleme mit der VolP-Telefonie auf.

WLAN
WLAN-Netze sind gestort.

Routing/Firewall
Einzelne/mehrere Rechner oder Netze sind nicht emeichbar.

< Zurick || Weiter> |Abbrechen

Expert configuration of trace output

Going beyond the settings of the Guided configuration, traces and other displays can be set up precisely using the
Expert configuration. The Expert Configuration is divided into three areas: Show, Status and Trace properties.

Show

Relevant information can be retrieved from any device type using Show commands, which are usually applied at the
command line (Telnet). In the Expert configuration of the trace, this Show command can be invoked very conveniently
from the Windows user interface.

> To access the current dump of the Show command (e.g. show > wlan), click the name of a Show command in the
left-hand area of the trace dialog and then the Show button (e.g. show wlan).

> Depending on the entry selected you can, or may be required to, specify additional parameters. For an overview of
the available parameters, type a question mark ('?') in the input box and click the Show button.

To include the dump of a Show command in the trace data, click the appropriate checkbox to the left of the entry name.
Any Show command can be activated to run just once when the trace is started or at regular intervals (set in seconds).
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(D The settings of the Show commands are stored in the trace configuration together with the actual trace settings.

o) = [E=5E=R 5
Datei Bearbeiten Ansicht Tracen Extras
= ) & | I I
Ade &l x/P@®EEC] A
di - ]
g dt’":": ® Enmal auslesen
O eaptls Wiederhol auslesen
0 ethswitch B 0 Zeit zwischen Lesevorgangen in Sekunden
0 filter
O heap L ‘showBefehl Parameter.
0 interrupt
O job Resulat des ‘show"Befehls:
0 limit L4 B
0 mem Channels Alowed By Regulatory Domain Bl
O msg M
b Country Setting: Eymna
g o indoorOnty Cperd oy
O scep Mlowed Channels| *natei  Bearbeiten Ansicht Tracen Extras
0 e e _
Bt - ) - = y
0 ssh EIRP imt 184 JEB E&| x‘b@‘ml—” a
0 timer both indoor-an
di - _
o tis S dt""f"‘ @ Einmal auslesen
s W
0 vpn Pt O eaptls il Wiederholl auslesen
0 wlan #Trace corfig O ethswitch [ Zeit zwischen Lesevorgangen in Sekunden
»-[7] Status trace + |P-masque O filter
4[] Trace-Einstellungen :Eﬁz:%’;”“‘” O heap 5 ‘show'Befehl Parameter: 7
O ARP trace + WLAN-DA O interrupt
0 Bridge race + WLAN-N . Resultat des ‘show'Befehls:
R ioceg T O job esultat des 'show" Befehls
i o limit L4
M_COM-Part-Server channels: show channels allowed by requiatory limits
0O mem bpawer: show transmit power over supparted rates
0 msg
O qub
O random
O scep
O script
O ssh
O timer
o tls
O vpn Erzeugte Trace-Kommandos:
O script # Show commands
M ssh show hantlnn

Status

You can access detailed status information and statistics about a device from the command line (Telnet) or via WEBconfig.
All of the available status information can also be shown via the trace dialog.

> To display the current contents of the table or value, click the name of a status entry in the left-hand area of the
trace dialogue.

To include the dump of a status entry into the trace data, click the appropriate checkbox to the left of the entry name.
Any activated status entry can be read-out just once when the trace is started or at regular intervals (set in seconds).
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The settings of the Status information are stored in the trace configuration together with the actual trace settings.
Similarly, the output of the status information is stored along with the actual trace data.

- === (E=8 ECH x5

Datei Bearbeiten Ansicht Tracen Extras

Ol % P@EI0 s

: H VWL:’\’:J © Brmal ausiesen
G WIAN @ Wiederhot auslesen
[ Byte-Transport 30 Zsit zwischen Lesevorgangen in Sekunden
O Channel-Scan-Results e
> 2] Client
[ Competing-Networks fo Radio-Band RadioChannel  Radio-Mode B¢ Channel Noise-Level  Modem-Load Trar|
O Errors WLANA unknown ] nene Nene ] 255
O Foreign-Stations WLAN-2 unknown 0 none None 0 255
O Group-Encryption-Keys
O IAPP-Table

O Interfaces
+ 0] Interpaints

O Log-Table

& Networks

O Packet-Transport

O Pairwise-Keys 5 - :
[ QoS-Packet-Statistics

[0 QoS-Parameters Erzeugte Trace-Kommandos:

& Radios # Consols corfig P
[ RADIUS-Cache - repeat 30 list /Status WLAN/ Networks ; # Table

O Scan-Results repeat 30 list /Status/WLAN/Radios ; # Table

O Seen-Clients # Show commands

O Station-Table show bootlog

O WLAN-Parameter
. .[1 WI AN-Mananement

Trace settings

The traces to be dumped for the current device are enabled in the Trace settings area. To include the trace commands
into the trace results, click the appropriate checkbox to the left of its name.

A filter can also be entered for any trace. For example, to display only the IP address of a particular workstation, enter
the appropriate IP address as a filter of the IP router trace. To find out more about the filter function, read the section
Filtering trace output on page 269.

e — [E=5E=R 5
Datci Bearbeiten Ansicht Tracen [Extras
B > @ | = R
Sde alRP®EEDO R
0 sap i Hifestelung: Fitersinstellungen
O SCEP-Client
O Script Es kiinnen Fiteroperationen auf alle erzeugten Tracemeldungen angewand: werden, Sinn und Zweck ist es hierbei die erzeugten Daten auf solche
2u begrenzen, die zur Fehlerdiagnose nitziich sind. Ein volstandiger Fiter kann aus verschiedenen Fitsmegein zusammengesetzt werden, die
O SERIAL durch Leerzeichen getrennt sind. Eine Fitemegel besteht aus einer Zeichenketie niach derin den Tracedaten gesucht wird. Bestimmie Frafoe
O SMTP-Client dieser Zeichenketten bestimmen die boolsche Bezishung zwischen sinzelnen Fiteregeln. Ohne quaifizierendes Fiterprafix werden Fitsmegsin
ODER verknipft.
O SNTP
O Spgtree +  bildet eine UND-Verkniipfung zwischen Filtemegeln (dlle beteiigten Zeichenketien milssen in der Trace-Meldung verkommen)
O SPX-Watchdog - bidet eine NICHT-Verkniipfung (diese Zsichenkette darf nicht in der Trace-Meldung vorkommen)
o s " durch Anfiitrungszeichen umgebene Fiteregeln difen Leerzeichen, sowie '+' und - enthatten
O SSL-Encapsulation Ecispicle.
O Status “127.00.1localhost’ - erzeugt nur Trace-Meldungen, welche mindsstens sine der Zeicherfolgen (127.0.0.1' oder Tocalhost) enthat
*+TCP +"port: 807 erzeugt nur Trace-Meldungen, welche sowehl “TCP” als auch “port: 80" dls exakte Zeichenfolgen enthat.[gewdhniich
O Tacacs+ HTTP)
o Tcp
O TFTP-Client
oS
O Update-Client Fiter
O VLAN
O VPN-Packet
O VPN-Status Erzeugte Trace-Kommandos:
O VRRP # Trace config A
& WLAN-DATA = trace + IP-masquerading E
& WLAN-NOISE trace + IP-Router E
race + TCP
& WLAN-RATE irace + WLAN-DATA
& WLAN-STATUS trace + WLAN-NOISE
O WLAN-STRENGTH L IacELVER N AT e

Filtering trace output

Trace output from the command line or the LANtools trace dialog can often be very long, because the trace receives
information from the device at a very high frequency. To make the trace output easier to understand, you can apply
appropriate filters. The filters use a search function to analyze the trace output and present the desired information only.
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In the following example, the administrator activates a simple IP router trace on a device with three Internet connections
and sends pings to different destinations. The unfiltered trace output shows all packets processed by the IP router in the
device:

root@MyDevice:/
> trace # ip-router
IP-Router ON

root@MyDevice:/

>[IP-Router] 2010/12/20 17:11:06,430

IP-Router Rx (LAN-1, INTRANET3, RtgTag: 3):

DstIP: 4.4.4.1, SrcIP: 192.168.3.100, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo request, id: 0x0015, seqg: Oxlcde

Route: WAN Tx (INTERNET3)

[IP-Router] 2010/12/20 17:11:06,430

IP-Router Rx (LAN-1, INTRANET1, RtgTag: 1):

DstIP: 11.11.11.1, SrcIP: 192.168.1.100, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo request, id: 0x0016, seqg: Oxlccf

Route: WAN Tx (INTERNETI1)

[IP-Router] 2010/12/20 17:11:06,430

IP-Router Rx (INTERNET1, RtgTag: 1):

DstIP: 192.168.1.100, SrcIP: 11.11.11.1, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo reply, id: 0x0016, seq: Oxlccf

Route: LAN-1 Tx (INTRANET1) :

[IP-Router] 2010/12/20 17:11:06,430

IP-Router Rx (INTERNET3, RtgTag: 3):

DstIP: 192.168.3.100, SrcIP: 4.4.4.1, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo reply, id: 0x0015, seq: Oxlcde

Route: LAN-1 Tx (INTRANET3) :

[IP-Router] 2010/12/20 17:11:06,600

IP-Router Rx (LAN-1, INTRANET2, RtgTag: 2):

DstIP: 3.3.3.1, SrcIP: 192.168.2.100, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo request, id: 0x0014, seqg: Oxlcea

Route: WAN Tx (INTERNET2)

[IP-Router] 2010/12/20 17:11:06,600

IP-Router Rx (INTERNET2, RtgTag: 2):

DstIP: 192.168.2.100, SrcIP: 3.3.3.1, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo reply, id: 0x0014, seq: Oxlcea

Route: LAN-1 Tx (INTRANET2) :

[IP-Router] 2010/12/20 17:11:07,430

IP-Router Rx (LAN-1, INTRANET1, RtgTag: 1):

DstIP: 11.11.11.1, SrcIP: 192.168.1.100, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo request, id: 0x0016, seqg: 0xlcdO

Route: WAN Tx (INTERNETI1)

[IP-Router] 2010/12/20 17:11:07,430

IP-Router Rx (LAN-1, INTRANET3, RtgTag: 3):

DstIP: 4.4.4.1, SrcIP: 192.168.3.100, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo request, id: 0x0015, seqg: Oxlcdf

Route: WAN Tx (INTERNET3)

[IP-Router] 2010/12/20 17:11:07,430

IP-Router Rx (INTERNET1, RtgTag: 1):

DstIP: 192.168.1.100, SrcIP: 11.11.11.1, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo reply, id: 0x0016, seq: 0x1lcdO

Route: LAN-1 Tx (INTRANETI1) :

270



LCOS 10.20

3 LANtools

[IP-Router] 2010/12/20 17:11:07,430

IP-Router Rx (INTERNET3, RtgTag: 3):

DstIP: 192.168.3.100, SrcIP: 4.4.4.1, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo reply, id: 0x0015, seq: 0Oxlcdf

Route: LAN-1 Tx (INTRANET3) :

[IP-Router] 2010/12/20 17:11:07,600

IP-Router Rx (LAN-1, INTRANET2, RtgTag: 2):

DstIP: 3.3.3.1, SrcIP: 192.168.2.100, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo request, id: 0x0014, seqg: Oxlceb

Route: WAN Tx (INTERNET2)

[IP-Router] 2010/12/20 17:11:07,600

IP-Router Rx (INTERNET2, RtgTag: 2):

DstIP: 192.168.2.100, SrcIP: 3.3.3.1, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo reply, id: 0x0014, seq: Oxlceb

Route: LAN-1 Tx (INTRANET2) :

The output in just 2 seconds is enough to produce a large amount of data. For a better overview of the output, add a
filter to the trace command. The filters start with the @ symbol and enter a search criterion. In this example, the filter
reduces the output to that containing the search criterion "Internet1”, in order to output only the packets from this
remote site.

@ The filter is not case-sensitive.

root@MyDevice:/
> trace # ip-router @ INTERNET1

IP-Router ON @ INTERNET1

[IP-Router] 2010/12/20 17:11:50,430

IP-Router Rx (LAN-1, INTRANET1, RtgTag: 1):

DstIP: 11.11.11.1, SrcIP: 192.168.1.100, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo request, id: 0x0016, seq: Oxlcfb

Route: WAN Tx (INTERNET1)

[IP-Router] 2010/12/20 17:11:50,430

IP-Router Rx (INTERNET1, RtgTag: 1):

DstIP: 192.168.1.100, SrcIP: 11.11.11.1, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo reply, id: 0x0016, seq: 0xlcfb

Route: LAN-1 Tx (INTRANET1) :

[IP-Router] 2010/12/20 17:11:51,430

IP-Router Rx (LAN-1, INTRANET1, RtgTag: 1):

DstIP: 11.11.11.1, SrcIP: 192.168.1.100, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo request, id: 0x0016, seq: Oxlcfc

Route: WAN Tx (INTERNET1)

[IP-Router] 2010/12/20 17:11:51,430

IP-Router Rx (INTERNET1, RtgTag: 1):

DstIP: 192.168.1.100, SrcIP: 11.11.11.1, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo reply, id: 0x0016, seq: Oxlcfc

Route: LAN-1 Tx (INTRANET1) :

Again, the time frame of the trace is about two seconds, but the amount of data has already been reduced significantly.
The only data to be displayed is that relating to remote site "INTERNET1". However, further filter criteria can also be
specified simply by placing a space between the first and second criteria. As well as a space symbol, the symbols "+"
and "-" can also be used as operators. With a "+" both criteria must be met; with a "-" the criterion must not be fulfilled;
a space means that one or the other of the associated criteria must be fulfilled. The option to use strings containing
operators as a filter is implemented by quotation marks:

If you want to apply multiple search terms, you can separate the terms with the following operators:
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> Space: A space before a search term is a logical OR operation. The trace output is only displayed if it contains one
of the strings marked in this way.

> + Aplus sign before a search term is a logical AND operation. The trace output is only displayed if it contains all of
the strings marked in this way.

> -: A minus sign before a search term is a logical NOT operation. The trace output is only displayed if it contains none
of the strings marked in this way.

root@MyDevice:/
> trace # ip-router @ INTERNET1 -"echo request"

IP-Router ON @ INTERNET1 -"echo request"

[IP-Router] 2010/12/20 17:12:06,430

IP-Router Rx (INTERNET1, RtgTag: 1):

DstIP: 192.168.1.100, SrcIP: 11.11.11.1, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo reply, id: 0x0016, seq: 0x1d0b

Route: LAN-1 Tx (INTRANET1) :

[IP-Router] 2010/12/20 17:12:07,430

IP-Router Rx (INTERNET1, RtgTag: 1):

DstIP: 192.168.1.100, SrcIP: 11.11.11.1, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo reply, id: 0x0016, seq: 0x1dOc

Route: LAN-1 Tx (INTRANET1) :

The trace now shows only the entries that contain the remote site 'INTERNET1', but not the string ‘echo request'. This
displays only the responses to a ping as they return from the remote site.

You can use multiple traces simultaneously and filter by different criteria. In the following example, an Ethernet trace is
run in addition to the IP router trace to see the packet associated with the ping on the Ethernet:

root@MyDevice:/
> trace # ip-router @ INTERNET1 +"echo reply"
IP-Router ON @ INTERNET1 +"echo reply"

root@MyDevice:/
> trace # eth @ ICMP +"echo reply"
Ethernet ON @ icmp +"echo reply"

[IP-Router] 2010/12/21 14:17:21,000

IP-Router Rx (INTERNET1, RtgTag: 1):

DstIP: 192.168.1.100, SrcIP: 11.11.11.1, Len: 84, DSCP/TOS: 0x00
Prot.: ICMP (1), echo reply, id: 0x0002, seq: 0x2654

Route: LAN-1 Tx (INTRANET1) :

[Ethernet] 2010/12/21 14:17:21,000

Sent 98 byte Ethernet packet via LAN-1:
HW Switch Port : ETH-1

-->IEEE 802.3 Header

Dest : 00:a0:57:12:a9:21 (LANCOM 12:a9:21)
Source : 00:a0:57:12:£f7:81 (LANCOM 12:f7:81)
Type : IPv4

—-->IPv4 Header

Version : 4

Header Length : 20

Type of service : (0x00) Precedence 0
Total length : 84

ID : 18080

Fragment : Offset O

TTL : 59

Protocol : ICMP

Checksum : 24817 (OK)

Src Address : 11.11.11.1

Dest Address : 192.168.1.100

—-->ICMP Header
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Msg : echo reply
Checksum : 18796 (OK)
Body : 00 00 00 02 00 00 26 54 ......
7e c¢9 6d 8c 00 00 00 00 ~.m.....
00 01 02 03 04 05 06 07 ........
08 09 0a Ob Oc 0d Oe Of ........
10 11 12 13 14 15 16 17 ........
18 19 la 1b 1lc 1d le 1f ........
20 21 22 23 24 25 26 27 !"#$%

Display of the trace results

To commence the trace data, click the Start button (&) and switch from the configuration view to the results view in
LANtracer. The ongoing trace dumps are displayed in this view:

> The upper section lists the results for the executed trace commands chronologically line by line.

> The lower pane presents the results of the trace command selected in the upper pane. All of the active Trace, Status
and Show entries are listed here with their respective filters and parameters. The output contains multiple lines
because the results for a single trace command can be extensive.

A right-hand mouse click on a trace event opens a context menu, which you can use to display or hide the individual
trace categories by filtering.

@ Trace data is collected as long as the trace dump is enabled. To prevent overloading the main workstation memory
using LANconfig or LANmonitor, trace data is automatically written to a backup file. You set the time intervals
and the maximum size of a backup file for LANtracer under Extras > Miscellaneous settings > Trace

preferences.
& =)
Datei Besrbeiten Ansicht Tracen Extras
Qe g xP@EID |
Index Tracekatego.. Datum  Zeitpunkt  Inhalt B
0 TreceStated 2010712712 13 =
1 TreceStopped 2010/12/12 13
2 TraceStarted : rading:trace + IP-Routertrace + TCP:trace + WLAN-DAT Attrace + WLAN-NOISE:trace
3 TP 0101212 13:35:44,618 : = 36 to 192.163.230:52635 Port992 established [ACK | Seq 2564 Ack 857 Win 2064 .
4 WLAN-DATA 2010012712 133544618  Devicel /| wiAN-STATUS ne to address 00:1F3cA 159 (Intel-Malaysia 4€1:59) on WLAN-1::--» Orig Length:
5 TP 0101212 133584621 Deviee 1y om €36 StartRpt
6 WLAN-DATA 2010/12/12 133544621  Devicel sion to 00:1£3c:4e:f1:59 successful, ACK Strength 62%, ACK Signal -45 dBm
7 TP W10/1212 133544621 Device ¥ WHAN-NOISE 35 to 192.163.230:52634 Port992 established [ACK | Seq 2208 Ack 401 Win 2520 .
8 WLAN-DATA 2010/12/12 133544621 Devicel ¥ TCP ne to address 00:1F3cA 159 (Intel-Malaysia 4€1:59) on WLAN-1::--» Orig Length:
9 WLAN-DATA 2010/12/12 133544804 Device| v TraceStarted frame from address 001f:3cidefLi50 (Intel-Malaysia 4e:71:59) on WLAN-L;--> Orig Ler
10 WLAN-DATA 2010/12/12 13354489  Device| v TraceStopped sion to 00:1£3¢:4e:1:59 successful, ACK Strength 62%, ACK Signal -45 dBm
u o Tee 101212 133544896 Device| v sysinfo 35 StartRpt
12 WLAN-DATA 20101212 13354489  Devicel [, p.. frame from address 001f:3c:def1:59 (Intel-Malaysia 4e:1:59) on WLAN-L::-» Orig Ler
B TP 2010/12/12 1335:44897  Device| 37 from 102.168.2.30:52636 Port992 established [ACK ] Seq 253 Ack 1839 Win 170,
1 Tcp 200012712 133544897 Deviee Y. Tecovenlog 37 Settx buffer size: window= 7300 desired= 7300 size= 7300
15 TCp 010112712 133544897  Devicg ¥ ShowCmd €37 StopRptficc -
< v | WLAN-RATE ]
[TraceStarted] 2010/12/12 13:35:44,004 -
Used config: [
# Trace config
trace + IP-masquerading
trace + IP-Router
trace + TCP
<[ I ] il

Comparing trace data

In order to compare the results of two traces with one another, you can display two traces side by side in the split-screen
mode.

1. Stop the currently running trace and select from the menu View > Result twin view.
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2. Load your current or previously saved trace data into the empty pane.

L

Datei Bearbeiten Ansicht Tracen Bdras

Qs 2« 1] =]us| 5 o el @&

Index Tracekstego.. Datum Zeitpunkt  Inhalt + || Index Tracekatego.. Datum Zeitpunkt  Inhalt =

18978 TCP 201012712 151616368  Devicetime: 1800/01/01 01:40:27,020 || 0 TraceStarted  2010/12/12 Used config:# Show commandsisho—

18079 TCP 2010112112 151616368  Devicetime: 1900/01/01 01:40:27,020 || [ TraceStopped

18980 TCP 201012712 151616368  Devicetime: 1800/01/01 01:40:27,020 || 2 TraceStarted  2010/12/12

18081 TCP 2010112112 151616368  Devicetime: 1900/01/01 01:40:27,020 || 3 Tcp 2000/12/12

18982 WLAN-STAT.. 2010/12/12 151616992  Devicetime: 1900/01/01 01:40:27,070 || 4 WLAN-DATA  2010/12/12

18983 WLAN-STAT.. 20001212 151617006 Devicetime: 1900/01/01 01:40:27,160 || 5 Tcp 2000/12/12 Devicetime: 1900/01/04 06:28:24,96(

18984 TCP 201012712 151617157  Devicetime: 1800/01/01 01:40:27,220 || 6 WLAN-DATA  2010/12/12 Devicetime: 1900/01/04 06:28:24,96C

18085 TCP 2010112112 151617167  Devicetime: 1900/01/01 01:40:27,220 || 7 Tcp 2000/12/12 Devicetime: 1900/01/04 06:28:24,96(

18986 TCP 201012712 151617167  Devicetime: 1800/01/01 01:40:27,220 || 8 WLAN-DATA  2010/12/12 Devicetime: 1900/01/04 06:28:24,96C

18087 TCP 2010112112 151617167  Devicetime: 1900/01/01 01:40:27,220 || 9 WLAN-DATA  2010/12/12 Devicetime: 1900/01/04 06:28:24,96(

18088 TCP 201012712 151617167  Devicetime: 1900/01/01 01:40:27,220 || 10 WLAN-DATA  2010/12/12 Devicetime: 1900/01/04 06:28:24,96C

18089 TCP 2010/12/12 151617167  Devicetime: 1900/01/01 01:40:27,220 || 11 TCP 2000/12/12 Devicetime: 1900/01/04 06:28:24,96(

18990 WLAN-STAT.. 2010/12/12 151617167  Devicetime: 1900/01/010140:27,270 || 12 WLAN-DATA  2010/12/12 Devicetime: 1900/01/04 06:28:24,96C

18001 WLAN-STAT.. 201012/12 151617191  Devicetime: 1900/01/01 0140:27,360 || 13 TCP 2010/12412 133544897  Devicetime: 1900/01/04 06:28:24,98(

18992 TraceStopped 2010/12/12 151617341  Used config:# Trace configirace + I ||| 14 TCP 2010/12/12 133544897  Devicetime: 1900/01/04 06:28:24 98
-l15  Tep 2010/12412 133544897  Devicetime: 1900/01/04 06:28:24,98( ~

< 0 ] » 0 0 ] 5

[TraceStopped] 2010/12/12 15:16:17,341 + [[TraceStopped] 2010/12/12 13:35:18,428 =

Used config: lUsed config: (|

# Trace config # Show commands

trace + IP-masquerading show bootlog

trace + IP-Rounter B

trace + TCP | l|rTraceStarted] 2010/12/12 13:35:44,004

3. Start the time-stamp based synchronization of the two traces with the [l button. In the following window, enter a
suitable value for the offset in milliseconds and start the synchronization.

MyDevice - Anhand von Zeitstem

Zeitstempel synchronisieren
Zeitstempel links Offset in Milisekunden Zeitstempel rechts
2010/12/12 13:35:44,621 Pz B entspricht 2010/12/12 13:35:18,428

Cascaded find

You have the option of intelligently nesting your Find queries to perform a cascaded (multi-level) search of the trace
results. Do this before starting the first Find by activating the option Search results in new window and leave the
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option for all other searches enabled. You then search successively for the various terms in the each of the recently
opened windows, which further refines your hit list.

S [= =] =]

Datei  Bearbeiten Ansicht Tracen Extras

Q- xP® @O 4

Index Tracekatego.. Datum Zeitpunkt Inhalt m
124 VPN-Packet  2013/08/12 15:44:49130  Devicetime: 2013/08/12 15:44:48,734;for send: 10.99.100.52->10.98 1101 64 TCP port 56556->139;--
125  VPM-Packet  2013/08/12 15:44:49130  Devicetime: 2013/08/12 15:44:48,735;encap: 87.79.23742->213.217.69.77 84 IP-ENCAP ;-->IPwd Hee
126 R
177 @Tra(es o= | =]
128 Datei Bearbeiten Ansicht Tracen Extras
129 L= Y e = 1 ¥
2 | QElIPeEE0 L
131 Index Tracekatego.. Datum Zeitpunkt Inhalt -
132 119 VPM-Packet  2013/08/12 15:44:50,790  Devicetime: 2013/08/12 15:44:50,586; decrypted: 213.217.69.77->87.79.237.42 116 IP-EMCAP ;--»
133 120 VPN-Packet  2013/08/12 15:44:52,610  Devicetime: 2013/08/12 15:44:52,351;encap: 87.79.237.42->213.217.69.77 104 IP-ENCAP ;-->IPw¢
134 1 — =
1 || 12 Traces = =N
d 133 Datei Bearbeiten Ansicht Tracen Bxtras
[VEN- B \ e ., D BRE:
enoap| 124 ‘j E| x‘ D @ L —J| Y
125
;_>Il_> 126 Index Tracekatego.. Datum Zeitpunkt Inhalt o
ersi
Heaase| | 127 || 7 VPM-Packet  2013/08/12 1544:50780  Devicetime: 2013/08/12 15:44:50,556;received: 213.217.69.77-»87.79.237.42 168 ESP SPI[4476e33:
8 VPM-Packet 2013/08/12 15:44:50,780 Devicetime: 2013/08/12 15:44:50,557 received: 213.217.69.77->87.79.237.42 168 ESP SPI[4476e33;
<[]|9 VPM-Packet  2013/08/12 1544:50,780  Devicetime: 2013/08/12 15:44:50, 557 received: 213.217.69.77-»87.79.237.42 168 ESP SPI[4476e33:
10 VPM-Packet 201 ESP SPI[4476e33;
[VEN Such =
cnca| |11 VPN-Packet 201 - HENER E= R == | SPI[4476e33;
-->T | 12 VPM-Packet 201 Suche: received ESP SPI[4476e33;
Vers o=
13 VPM-Packet 20 5uchopti ESP SPI[4476e33: =
Fead e VeNpacke ] o w— ESP SPI[1bd6bf7:
ac [ GroB/Kleinschreibung beachten [] Suche in allen Tracefenstem
5 VPN-Packet 201 [T] Mur ganze Wore [¥] Suchtreffer in neues Fenster Schlielen ESP SPI[1bdGbff:
_— e, gin er pro Nachric T
B Elm Treff Nachricht -
[VEN-Packet] 2013/0 | penger Index Tracekategorie  Datum Zeitpunkd Inhalt i
received: 213.217.§
-->1Pvd Header
Version
Aeader Lenath <
4 1 3

In order to generalize a query again, or to go back a step, simply close the most recent results window and return to the
previous results window.

For more about the Find setup options, see the chapter Find on page 277.

Backup settings for traces

When starting a trace with LANconfig or LANmonitor, a backup file with the current trace data is saved automatically.
Find more about the corresponding setting options in the section Trace preferences on page 278.

Backing up and restoring the trace data

For later editing, or for transfer to another user, the actual trace data can be written to a storage medium with File >
Save trace data/support configuration and later re-opened with File > Load trace data.

Alternatively, you can also use the buttons “J 10 load and H to save the trace data.

Backing up and restoring the trace configuration

The entire configuration of the trace dump can be written to a storage medium for later re-use or for transfer to another
user. Click on File > Save trace config and re-open it later with File > Load trace config.

®

Trace configurations themselves are non-device-specific, so they can be used in combination with any device.
Any options, status values, or show commands that are not supported by the target device are skipped during
the process of loading. LANtracer emits a warning message with a list of the components of the trace configuration
that are not supported by the target device.
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Exporting a configuration file for Support

LANtracer optionally creates a special configuration file that you can pass on for support with troubleshooting or other
assistance. This file contains the current configuration and further information about the device, which facilitates
troubleshooting by employees in Support.

If you do not wish to share certain information, LANtracer has an option to hide sensitive information when saving the
file. Find more about the corresponding setting options in the section Support configuration file on page 279.

3.4.3 The menu structure in LANtracer

276

The menu bar enables you to load and save trace configurations and data, start and stop traces, and to customize the
appearance of LANtracer and the way it works.
File

This menu item allows you to save and load trace configurations/data, and to exit LANtracer.

Load trace data

This menu item loads the trace data stored in an *.Ict file into the results view.

Save trace data/support configuration

This menu item allows you to save the recorded trace data to an *.Ict file after a trace. In parallel, a support configuration
file is stored to the same directory. This file is identical to that described in the section Save support configuration on
page 276.

Load trace configuration

This menu item loads the trace configuration stored in an *.Icg file into the configuration view.

@ Trace configurations themselves are non-device-specific, so they can be used in combination with any device.
Any options, status values, or show commands that are not supported by the target device are skipped during
the process of loading. LANtracer emits a warning message with a list of the components of the trace configuration
that are not supported by the target device.

Save trace configuration

This menu item allows you to save the settings you made in the configuration view to a non-device-specific *.Icg file.

Import trace data

This menu item imports the trace data stored in an *.Ict file into the results view. This allows you to graphically process
the trace data created from the command line (e.g. with Telnet or PuTTy).

Save support configuration
This menu item allows you to save the settings you made in the configuration view to a device-specific *.spf file.

A support configuration file contains the current configuration and additional information about the device. Because
this file is used for technical support purposes and will leave your hands, you can use the settings for the support
configuration file to hide sensitive areas of the configuration, if you prefer.

Close

Closes and terminates LANtracer.
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Edit

This menu item allows you to search through the displayed traces or delete them.

Find

This menu item opens the Find dialog, which allows you to search for specific terms in the recorded or restored trace
data. As long as no other search options have been selected, this feature performs a wildcard search for the entered
search term in all of the available columns. The results window lists all hits containing the entered search term.

In order to specifically search for trace entries of a certain category or with a specific date, enter for example firewall
or2013/08/09 and click Start.

s Suchen [F=5 Eol 5
Suche: Firewall
Suchoptionen
_Start
[ Grok/Klginschreibung beachten [T Suche in allen Tracefenstem -
[ Mur ganze Worte [ Suchtreffer in neuss Fenster Schliefen

[] Max. ein Treffer pro Nachricht

Fenster Index  Tracekategorie  Datum Zeitpunid Inhalt

i 0 TraceStarted 2013/08/09 12:04:16235  Used config::# Trace configirace + |Pv4-LAN-Packet trace + IF
2 VPN-Packet 2013/08/03 12:04:20243  Devicetime: 2013/08/09 12:04:23 564 ;encrypted: 87.79.237 .4
2 VPN-Packet 2013/08/03 12:04:20243  Devicetime: 2013/08/09 12:04:23 564 ;encrypted: 87.79.237 .4

2768 Firewall 2013/08/09 12:04:48243 Devicetime: 2013/08/09 12:04:52,165;Packet matched rule Cf
2771 Firewall 2013/08/09 12:04:48.303 Devicetime: 2013/08/09 12:04:52,187.Packet matched rule Cf
35925  Firewall 2013/08/09 12:04:58.957 Devicetime: 2013/08/09 12:05:02,685;Packet matched rule Cf
6340 Firewal 2013/08/09 12:05:21.407 Devicetime: 2013/08/09 12:05:25,300:Packet matched rule Cf
6425  Firewall 2013/08/09 12:05:22 357 Devicetime: 2013/08/09 12:05:26,167.Packet matched rule Cf

6639 TraceStopped  2013/08/09 12:0%:24577  Used config::# Trace configirace + |Pv4-LAN-Packet trace + IF
6639 TraceStopped  2013/08/09 12:0%:24577  Used config::# Trace configirace + |Pv4-LAN-Packet trace + IF
] 1 ¢

You also have the following search options:

> Match case: Enables a case-sensitive search.

> Match whole word: Enables the search for whole words or disables the search for substrings. In this case a search,
for example, for VPN only returns entries where the term as such is present. Terms such as VPN-Packet fall
outside of the search pattern.

> Max. one hit per message: Collects multiple hits for a term within a trace entry into a single search hit.

> Find in all trace windows: Extends the search to all open result windows. Otherwise the search is limited to the
results of your last search. Also see the chapter Cascaded find on page 274.

> Show results in new window: The results are displayed in a new window.

Delete trace data

Using this menu item, you delete the trace data currently displayed in the results section.

View

This menu item is used to customize the behavior of the LANtracer graphical user interface.

Trace results

Switches to the mode for displaying the trace output

Result twin view

Switches to the split-screen mode to display the trace results in two parallel windows (twin view).
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Configuration

Switches to the mode for configuring the trace output.

Traces

This menu item is used to start and stop the trace output.

Start tracing

This menu item starts the trace output.

Start tracing

This menu item stops the trace output.

Extras
This menu item contains the program-related optional settings for LANtracer, e.g. for automatic logging of trace output

or to define the support configuration file.

Miscellaneous settings

With this menu item, you perform the program-related settings for LANtracer.

Trace preferences

This menu item enables you to adjust the settings for the trace data and the device time.

Sonstige Einstellungen @
Tracesinstellungen | Support-Korfigurationsdatei

Tracedaten

Standardverzeichnis:
ChlUsers\mme===w== o= —ST0\| ANtracer\Trace".| | Auswahlen

10 Anzahl Megabytes, bei der eine neue Tracedatei begonnen wird

60 Anzahl Sekunden zwischen Datenbackups wahrend eines
Tracevorgangs

Geratezeit

® [ Setzen der aktuellen Zeit auf Geraten mit ungiitiger/manuell gesetzter Zait

0K | [ Abbrechen

Trace data

When starting a trace with LANconfig or LANmonitor, a backup file with the current trace data is saved automatically.
The settings for the trace backup are located in the Trace data section. Enter

> ... the maximum size of a trace-backup file in megabytes. When this size is reached with an ongoing trace, a new
trace backup file is created automatically.

> ...aninterval (in seconds) after which the LANtracer stores the trace output to the file.
> ... adirectory where LANtracer stores the trace files by default.

Device time

To obtain trace output containing the correct time, enabling this option allows LANtracer to check the device time before
running a trace: If the time of the device is wrong or was set manually, it is corrected automatically.
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Support configuration file

This menu item allows you to set which content is automatically removed when a support configuration file is saved.
The support file created in this way contains all information in cleartext. The file can be opened using an editor and
checked for any critical entries.

Sonstige Einstellungen

Traceeinstellungen | Support-Korfigurationsdatei

Die Support-Korfigurationsdatei beinhaltet die aktuelle Korfiguration und zusatzliche
Informationen Gber das Gerat. Da diese Datei fir den technischen Support bestimmt ist
und somit ihre Hande veralit, haben sie hier die Moglichkeit, sensible Bereiche der
Korfiguration auszublenden. Bedenken sie jedoch, dal die ausgeblendeten
Informationen eventuell bei der Fehleranalyse helfen wirden!

Support-Korfigurationsdatei Optionen
E Passwirter ausblenden

[ kritische ValP-Einstellungen ausblenden

[ kritische WLAN({-Managemert}- und Public Spot-Einstellungen ausblenden
[ kritische Radius-Einstellungen ausblenden

[ Email-Adressen kritische SMTP-Einstellungen ausblenden

[ Sonstige kritische Einstellungen ausblenden

[ ok ][ Abbrechen |

The following content and settings can be hidden by selecting the individual options. In LANconfig, use the QuickFinder

to access the individual identifiers:

> Hide passwords

Dialog or table Identifier SNMP-ID
Communication > RADIUS CLIP password 2.2.22.7
VPN > ... > IKE keys & identities Preshared key 2.19.533
VPN > ... > IKE keys & identities - 2.19534
Public Spot > ... > User list Password 22422
Public Spot > ... > Authentication servers Auth. server secret 22434
Public Spot > ... > Authentication servers Acc server secret 22437
RADIUS Server > ... > User accounts Password 2.25.10.7.2
Log & Trace > SMTP account Password 2.27.6
WLAN Controller > ... > Stations WPA passphrase 2.37.20.4
Certificates > ... > Challenge table Challenge 2.39.253.4
> Hide sensitive VolIP settings
Dialog or table Identifier SNMP-ID
VolP Call Manager > ... > SIP users Password 2.333.1.13
VolP Call Manager > ... > ISDN users Password 2.333.2.2.6
VolP Call Manager > ... > Analog users Password 2333325
VolP Call Manager > ... > SIP lines Password 2.33.4.1.1.6
VolP Call Manager > ... > SIP PBX lines Password 2334214

> Hide sensitive WLAN (management)/Public Spot settings

Dialog or table

Wireless LAN > ... > WLAN encryption settings

Identifier

Key 1/passphrase

2.23.20.3.6
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Dialog or table Identifier SNMP-ID
Wireless LAN > ... > WEP group keys Key 2 2.23.2043
Wireless LAN > ... > WEP group keys Key 3 2.23.204.4
Wireless LAN > ... > WEP group keys Key 4 2.23.20.45
Public Spot > ... > User list Password 22422
Public Spot > ... > Authentication servers Auth. server secret 22434
Public Spot > ... > Authentication servers Acc server secret 2.243.7
Wireless LAN > ... > RADIUS servers Secret 23034
WLAN Controller > Options E-mail recipient 2.37.10.3
WLAN Controller > ... > Stations WPA passphrase 2.37.20.4

> Hide sensitive RADIUS settings

Dialog or table Identifier SNMP-ID
Communication > RADIUS Secret 22224
Communication > RADIUS CLIP password 22227
RADIUS server > ... > Forwarding server Authentication server: Secret 2.25.103.4
RADIUS server > ... > Forwarding server Accounting server: Secret 2.25.10.3.10
RADIUS Server > ... > User accounts Password 2.25.10.7.2
Wireless LAN > ... > RADIUS servers Secret 23034

> Hide e-mail addresses/sensitive SMTP settings

Dialog or table Identifier

Firewall/QoS > General Administrator e-mail 2.8.10.10
Log & Trace > SMTP account Password 2.27.6
WLAN Controller > Options E-mail recipient 2.37.10.3

> Hide miscellaneous settings that might be critical

Dialog or table Identifier

Communication > ... > PPP list Password 2253
Communication > ... > Action table Remote site 2.2.253
Communication > ... > Action table Action 2.2.25.6
Management > ... > Further administrators Password 2.11.21.2

Please consider that hiding sensitive areas of the configuration can possibly complicate the fault analysis by our
Support department.

3.4.4 The toolbar in LANtracer

The Trace module provides the following buttons:
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Table 20: Icon meanings

{_j’ Loads a file containing trace data
E Stores the current trace data for passing on to a user.

Clears the current display of trace results

®
b Starts outputting the trace results as produced by the current configuration and automatically switches to the trace-result

display mode. As soon as the trace results are returned, the other buttons are deactivated.

@ Stops the output of trace results

Switches to the mode for configuring the trace output

=] Switches to the mode for displaying the trace output

1] Switches to the split-screen mode to display the trace results in two parallel windows (twin view)
{@ Starts the time-stamp based synchronization of the two traces in the split-screen display

{eﬂ Stops the synchronization of the two traces in the split-screen display

' & Opens the window to search through the trace results.

3.4.5 LANtracer context menu

The context menu is only available in the results view. Here you can hide individual trace categories as a rough filtering

of the displayed results, or you can completely empty the window of its contents.

= =

Datei Bearbeiten Ansicht Tracen Extras

(E=8 ECH x5

Qde axPb@EI0|[a

Index Tracekatege.. Datum  Zeitpunkt  Inhalt B
0 TreceStarted  2010/12/12 133515587 Used configs# Show commands;show bootlog B
1 TreceStopped 2010/12/12

2 TreceStarted ] e

3 TP 201012712 133544618  Device| 36 to 192.168.230:52635 Port:992 established [ACK | Seq 2564 Ack 857 Win 2064 .

4 WLAN-DATA 201011212 133544618  Devicel | wian-STATUS ne to address 00:1f3cAefL:59 (Intel-Malaysia 4e:£1:59) on WLAN-1;--> Orig Length:

5 Tep V00712712 BB Devicel a0 36 StartRpt

6 WLANDATA NI00212 IBIMSEN  Devee o sion to 00:1f3c:4eif1:59 successful, ACK Strength 62%, ACK Signal -45 dBm

7 Tee 201012712 133544621 Device| €35 to 192.168.230:52634 Port:992 established [ACK | Seq 2208 Ack 401 Win 2520 ,

3 WLAN-DATA 2010/12/12 133544621 Devicel ¥ TCP ne to address 00:1f3cAefL:59 (Intel-Malaysia 4e:£1:59) on WLAN-1;--> Orig Length:

9 WLAN-DATA 2010/12/12 13354489  Device| v TraceStarted frame from address 00:1f:3c:def1:59 (Intel-Malaysia 4e:1:59) on WLAN-L::--» Orig Ler
10 WLAN-DATA 2010/12/12 13354489  Device| v TraceStopped sion to 00:1f3c:4eif1:59 successful, ACK Strength 62%, ACK Signal -45 dBm

o Tee 1071212 1335445%6  Devicel y | syeinfo €35 StartRpt

12 WLAN-DATA 200071212 1335448%  Deviee , 1o frame from address 00f:3cidefLi50 (Intel-Malaysia 4e:71:59) on WLAN-L;--> Orig Ler
B TP 201012712 1335:44897  Device| 37 from 192.168.2.30:52636 Port992 established [ACK ] Seq 253 Ack 1889 Win 170,
14 TP 0004212 133564807 Device V. ToovELo 37 Settx buffer size: windows= 7300 desired= 7300 size= 7300

15 TCP 20101212 133544897  Device) ¥ ShowCmd 37 StopRpt ficcT -
< v | WLAN-RATE |
[TraceStarted] 2010/12/12 13:35:44,004 -
Used config: I
# Trace config

trace + IP-masquerading

trace + IP-Router

trace + TCP

P i | =

3.4.6 LANtracer keyboard commands

Alt+L
Alt+l
Alt+S

Load trace data
Import trace data

Save trace data/support configuration
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Ctrl+L Load trace configuration

Ctrl+S Save trace configuration

Ctrl+F Opens the window to search through the trace results.

Alt+D Clears the current display of trace results

Ctrl+R Switches to the mode for displaying the trace output

Ctrl+T Switches to the split-screen mode to display the trace results in
two parallel windows (twin view)

Ctrl+K Switches to the mode for configuring the trace output

Spacebar, Enter Marks the selection box in the Expert configuration

Alt+C Closes LANtracer
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4.1 Trace information—for advanced users

Trace outputs may be used to monitor the internal processes in the router during or after configuration. One such trace
can be used to display the individual steps involved in negotiating the PPP. Experienced users may interpret these outputs
to trace any errors occurring in the establishment of a connection. A particular advantage of this is: The errors being
tracked may stem from the configuration of your own router or that of the remote site.

The trace outputs are slightly delayed after the actual event, but are always in the correct sequence. This will
not usually hamper interpretation of the displays but should be taken into consideration if making precise
analyses.

4.1.1 How to start a trace

Trace output can be started in a Telnet session. Set up a Telnet connection to your device. The command to call up a
trace follows this syntax:

> trace [code] [parameters]

The trace command, the code, the parameters and the combination commands are all separated from each other by
spaces.

4.1.2 Overview of the keys

This code... ... in combination with the trace causes the following:
? displays a help text
+ switches on a trace output

switches off a trace output
# switches between different trace outputs (toggle)

no code displays the current status of the trace

4.1.3 Parameter overview for the trace command

@ The traces available for a particular model can be displayed by entering t race without any arguments.

Table 21: Overview of some executable traces

This parameter ... ...causes the following message in the trace:
Status Connection status messages

Error Connection error messages

ADSL ADSL connection status

ARP Address resolution protocol

ATM cell ATM packet layer
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This parameter ...

ATM error
Bridge

Connact

Cron

D-channel dump

DF'S

DHCP

DNS

EAP

Ethernet
Firewall

GRE

hnat

IAPP

ICMP

IGMP

IP masquerading
IPv6 config
IPv6 firewall
IPv6-Interfaces
IPv6-LAN-Packet
IPv6 router
IPv6-WAN-Packet
L2TP

LANAUTH

LCR

Load balancer
Mail client
NetBIOS

NTP

Packet dump

PPP

RADIUS

RIP

Script

...causes the following message in the trace:

ATM error

Information on the wireless LAN bridge
Messages from the activity protocol

Activities of the scheduler (cron table)

Traces the D channel of the ISDN bus connected

Trace on dynamic frequency selection, automatic channel selection in the 5 GHz
wireless LAN band

Dynamic host configuration protocol

Domain name service protocol

Trace on EAP, the key negotiation protocol used with WPA/802.11i and 802.1X
Information on the Ethernet interfaces

Displays firewall events

Messages to GRE tunnels

Information on hardware NAT

Trace on inter access point protocol giving information on wireless LAN roaming.
Internet control message protocol

Information on the Internet group management protocol
Events in the masquerading module

Information about the IPv6 configuration

IPv6 firewall events
Information about the IPv6 interfaces

Data packets over the IPv6 LAN connection

Information about the 1Pv6 routing

Data packets over the IPv6 WAN connection

L2TPv2 / v3 protocol

LAN authentication (e.g. Public Spot)

Least cost router

Information on load balancing

E-mail processing by the internal mail client

NetBIOS management

Timeserver trace

Displays the first 64 bytes of a packet in hexadecimal
PPP protocol negotiation

RADIUS trace

IP routing information protocol

Script negotiation
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This parameter ... ...causes the following message in the trace:

Serial Information on the state of the serial interface

SIP packet SIP information that is exchanged between a VolP router and a SIP provider or an
upstream SIP telephone system

SMTP client E-mail processing by the internal mail client

SNTP Simple network time protocol

Spgtree Information on spanning tree protocol

USB Information on the state of the USB interface

VLAN Information on virtual networks

VPN packet IPSec and IKE packets

VPN status IPSec and IKE negotiations

VRRP Information on the virtual router redundancy protocol

WLAN Information on activity in the wireless networks

WLAN-ACL Status messages about MAC filtering rules.

@ The display depends on how the WLAN data trace is configured. If a MAC
address is specified there, the trace shows only the filter results relating
to that specific MAC address.

XML-Interface-PbSpot Messages from the Public Spot XML interface

Advanced wireless LAN traces

To support better diagnostics in the WLAN, a number of trace parameters can be specifically adjusted under Setup >
WLAN.

Trace-Data-Packets

The output of the trace messages can be restricted to certain data packets.

Possible values:
Normal

ZERO

Other

Default:

Normal

ZERO

Other

Trace MAC

For the WLAN data trace, the output of the trace messages can be restricted to the particular client with the
MAC address entered here.

Possible values:
Max. 12 hexadecimal characters from
0123456789%abcdef
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Default:
000000000000
Special values:

000000000000 Deactivates this function and outputs trace messages for all clients.

This filter is effective for the traces WLAN-DATA, WLAN-STRENGTH and WLAN-AGGREGATION, but
not for WLAN-STATUS.

Trace-Mgmt-Packets

With this selection it is possible to set which type of management frames should automatically appear in the
WLAN-DATA trace

Possible values:

Association: (Re)Association Request/Response, Disassociate
Authentication: Authentication, Deauthentication
Probes: Probe Request, Probe Response

Action

Beacon

Other: all other management frame types
Default:

Association

Authentication

Probes

Action

Other

Trace packets

Similar to Trace MAC and Trace level, the output from WLAN DATA traces can be restricted by the type of
packet sent or received, e.g. management (authenticate, association, action, probe-request/response), control
(e.g. powersave poll), EAPOL (802.1x negotiation, WPA key handshake).

Possible values:
Management
Control

Data

EAPOL

All

Default:

All
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Trace level

The output of trace messages for the WLAN data trace can be restricted to contain certain content only. The
value entered here restricts the packets in the WLAN-DATA trace to the specified level.

Possible values:

0to 255

Special values:

0: Reports that a packet has been received/sent

1: Adds the physical parameters for the packets (data rate, signal strength, etc.)
2: Adds the MAC header

3: Adds the Layer-3 header (e.g. IP/IPX)

4: Adds the Layer-4 header (TCP, UDP...)

5: Adds the TCP/UDP payload

255: No restrictions on content. The trace includes the entire packets.

Default:
255

4.1.4 Combination commands

This combination command... ... brings up the following display for the trace:
Display status and error outputs

Protocol LANCOM and PPP outputs

TCP-IP IP-Routing, IP-RIP, ICMP and ARP outputs

Any appended parameters are processed from left to right. This means that it is possible to call a parameter and then
restrict it.
4.1.5 Trace filterss

Some traces, such as the IP router trace or the VPN trace, produce a large number of outputs. The amount of output can
become unmanageable. The trace filters allow you to sift out the information that is important to you.

A trace filter is activated by adding the parameter “@" that induces the following filter description. In filter description
uses of the following perators:

Operator Description
(space) OR: The filter applies if one of the operators occurs in the trace output
+ AND: The filter applies if the operator occurs in the trace output

Not: The filter applies if the operator does not occur in the trace output

the output must match the search string exactly

An operator can be entered as any string of characters, such as the name of a remote station, protocols or ports. The
trace filter then processes the output according to the operator rules, much like an Internet search engine.
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4.1.6 Examples of traces

This code... ... in combination with the trace causes the following:

trace displays all protocols that can generate outputs during the configuration, and the status
of each output (ON or OFF)

trace + protocol display switches on the output for all connection protocols together with the status and error
messages

trace - icmp switches on all trace outputs with the exception of the ICMP protocol

trace ppp displays the status of the PPP

trace + ip-router @ GEGENSTELLE-A  switches on all trace outputs for IP routers related to remote site A or B
GEGENSTELLE-B

trace + ip-router @ GEGENSTELLE-A  switches on all trace outputs for IP routers related to remote site A or B that do not use
GEGENSTELLE-B -ICMP ICMP

trace + ip-router @ GEGENSTELLE-A  switches on all trace outputs for IP routers related to remote site A or B that use ICMP
GEGENSTELLE-B +ICMP

trace + ip-router @+TCP +"port: 80" switches on all trace outputs from the IP router wiht TCP/IP and port 80. “port: 80" is in
quotes so that the space is recognised as a part of the string.

4.1.7 Recording traces

Traces can be conveniently recorded under Windows (e.g. as an aid to Support), and we recommend you do this as
follows:

Start a terminal program, e.g. HyperTerminal. Enter a name of your choice when prompted to do so.

Connect To

&L LANCOM Systems

Enter details for the host that you want to call

Host address: | 192.169.2.100) |

Fart nurnber: | 23 |

Connect using: | TCPAP Mwinsack) v |

[ Ok H Cancel ]

In the window ‘Connect to" use the pulldown menu 'Connect using' and select the entry "TCP/IP'. As 'Host address' enter
the local/official IP address or the FQDN of the device. After confirmation, HyperTerminal dipslays a request to log in.
Enter the configuration password.

You record the traces by clicking on Transmit / Capture text. Enter the path of the directory where the text file is to be
saved. Now change back to the dialog window and enter the required trace command.

To stop the trace, click on the HyperTerminal menus Transmit / Stop text capture.

4.2 Tracing with LANmonitor

You find information about this topic in the chapter LANtracer — tracing with LANconfig and LANmonitor on page 265.
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4.3 Recording and analyzing data packets

LCOS offers you two ways of recording data packets for the purpose of troubleshooting.

One way is to execute the console command Icoscap. This command enables the capture of packets and writes the
results to a file that you can open and analyze with a tool like “Wireshark”.

Another way is to use the much more convenient method with WEBconfig. This allows you to specify different parameters
and record the data packets of selected interfaces, which you subsequently write to a results file for analysis.

This method offers you several advantages:

> You do not need any special software, because you can run WEBconfig on any Web browser.
> There is no need to input any CLI commands. Instead, you work with a convenient menu.
> If you use WEBconfig over HTTPS, the confidentiality and security of captured traffic is guaranteed.

The LCOScap client is able to connect to the device via IPv4 or IPv6.

4.3.1 Data capture with packet capturing

The Extras > Packet capture function offers you a simple way to capture data packets from different interfaces and
then analyze them with a program such as Wireshark.

Interface-Selection WLAN-1 v
Include beacons on WLAN-*
Only include frame headers on WLAN-

Only include packets to/from MAC Address:

Volume-Limit (MiB)
Packet-Limit (#)
Time-Limit (s)

Gol

Stop!

To specify the output file the following general menu items are available:

Interface selection
Use this drop-down menu to choose the interface that you want to capture data packets for.
Include beacons on WLAN-*

Enable this option to capture beacon information in addition to the data packets if the selected interface is
a WLAN interface.

Include packet headers only on WLAN-*

Enable this option to limit the capture of data packets to the packet header if the selected interface is a WLAN
interface.

Only include packets to/from MAC address

If you only want to record data packets for a particular physical address within the selected interface, you
can specify it here.

Volume limit (MiB)

Enter the maximum volume of the recorded packets in Mebibytes.
Packet limit (#)

Here you can set the maximum number of packets to be recorded.
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Time limit (s)
Enter the maximum time in seconds, after which the recording ends.

After you set the parameters and click on Go! you create a file that you can save anywhere and open with Wireshark,
for example. After a certain period of time (depending on the connection speed), a window opens for you to save the
generated files. You can now save the file locally with the suffix *.cap. By default, the file name is composed of the
description and interface associated with the device for which the data packets were recorded (e.g. MyDevice-LAN-2.cap).
You can change the name when saving or later.

You can stop a recording at any time by clicking on Stop!. This is useful for correcting or adjusting parameters before
the data capture.

If you start recording without setting any limits, the device keeps recording the packets until you manually halt
the process by clicking on Stop.

Flexible WLAN capture format

A variety of different formats are available to you for storing WLAN packet-capture data. Setup > WLAN >
Packet-Capture).

4.3.2 Data capture with LCOSCAP

With “LCOSCAP” you have the option to capture and store data traffic in a format compatible with Wireshark. You operate
“LCOSCAP" from the command line interface by appending the appropriate parameters.

The following parameters control LCOSCAP:
-0
Target file containing the captured data.
P
Password of the device for which LCOSCAP captures the data.

Interface of the device for which LCOSCAP captures the data.

@ If you omit the -i parameter, LCOSCAP outputs the device's interface list.

Switch to include the beacons in the data traffic (WLAN only).
Switch to include the 802.11 headers, although without payload (WLAN only).

Specifies the maximum size of the capture file. If the specified value is reached, LCOSCAP creates a new file.
The files are given sequential numbers.

-n

Specifies the number of files produced by LCOSCAP. If the maximum number of files is reached, LCOSCAP
overwrites the first file.

--h
With LCOSCAP —-h you invoke LCOSCAP's Help function.

Enter the following command to record the data traffic for a device:

LCOSCAP -i LAN-1 -p lancom -o d:\lancom.pcap 192.168.1.1
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The device in this example has the IP address "192.168.1.1".
The password is "lancom"”.

You are recording the data traffic on the interface "LAN-1".
File name and location are d: /lancom.pcap.

vV VvV VvV Vv

Use the keyboard shortcut Ctrl + C to stop the recording.

CC! \WINDOWSEys[emBZ\cmd exe !E B

ML =
cosc;g’?s 67 0C) 2011 LANCON Systens. Germany
lcoscap [options] <ip address>

ptiun! -o (file) nd output to <fi le) jn!teud of stdio
-b clude beacons in tr:
Zp {passud: vice pasawor
Bt fect Prohe’lomt for srobe lisy
-h 1 ne. eaders, omi ad
1 ¢aized i rotate cup(ure 2 iles et ke meS ﬁems
-n {count} : # of files to keep when rotating capture files (default 1@) __|

£32heeeogP ol (kANCL P Iansam, -0, di Zlapcon. pooe 192, 168.1.1
C0SCap V8.60 (C) 2011 LANCOM s‘ms Germ:nv
pture finished: recei 235" e, 130174 bytes

=l

For the analysis, open the file generated by LCOSCAP with "Wireshark".

T The Wireshark Hetwerk dnalyzer [Wireshark 1.6.4. (SWN ie 39341 from ftrur

40.720638  192.165.1.148

0.7278 1161148 192.168.1.1 TS ddecienc el lo
192.168.1 192.163.1 1514 5 LAl e
e K] £oqe02 Acke1481 Wine84310 Len-0

[ESE
50.923302 102.168.1.1
44 192.166.1.148 change ciphar spec, Encrypred wandshake me.
1

59 Ack=1932 Win=G3749 Lan=0

K] s -0
application oata, application paca, applicaci

€ CFEEFEFrareaae)
182.168,1.255 (192.168.1.255)
o

3:60.
92 1 (192.168.1.
' (357), Dat pore:

FF FE FE 6F F FF 00 20 37
10 00 4% 03 71 00 00 3B 11 f7
20 o1 716 1204 93 99 3b
S0 06 o
o 99 34 00 3c 00 0% 09 0

(8]

4.3.3 Data capture with RPCap

The RPCap interface integrated in LCOS allows you to use the packet analysis tool “Wireshark” to capture data packets
from any interface of a LANCOM router.

In contrast to data capture with LCOSCap, using RPCap allows the captured data to be analyzed in real time and you
can create capture filters.

Please note that a running Wireshark instance consumes significantly more resources on the PC than an LCOSCap
instance. For long-term data capture, we therefore recommended the use of LCOSCap.

Packet capture with RPCap has the following prerequisites:

> Current versions of Wireshark and WinPcap under Microsoft Windows
> LCOS version 8.80 or later
> IP connectivity between the PC running Wireshark and the router being analyzed

Activating packet capture with WEBconfig
Proceed as follows to use WEBconfig to capture data packets:

1. Open the router configuration in WEBconfig and switch to the menu item Extras > Packet-Capture.
2. Select the interface for packet capture (e.g. LAN-1).
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3. (lick on the button Go! to start the data capture.

Interface-Selection LAN-1

[“linclude beacons on WLAN-*
[“ only include frame headers on WLAN-*
Only include packets toffrom MAC Address:

Volume-Limit (MiB)
Packet-Limit (#)
Time-Limit (s)

Go!

The data packets on the selected interface are now captured. Click the Stop! button to halt the data capture.

Activating packet capture from the command line

Proceed as follows to capture data packets from the command line:

1. Start a CLI session on the router from which packets are to be captured.
2. Change to the path /Setup/Packet-Capture.
3. Activate the RPCap interface with the command set RPCap-Operating yes.

|_§" root@Router:/Setup/Packet-Capture - |EI|1|

#

| LANCOM 1781A-3G

| Ver. 8.80.0159RU1 / 19.84.2013
| SN. 4662089418100058

| Copyright (c) LANCOM Systems

Router, Connection No.: 883 (LAN)
root@Router:/
> cd /Setup/Packet-Capture/

root@Router: /Setup/Packet-Capture
> 1s

LCOSCap-Operating WVALUE: Yes

LCOSCap-Port VALUE: 41847
RPCap-Operating VALUE: No
RPCap-Port VALUE: 2002

root@Router: /Setup/Packet-Capture
> set RPCap-Operating yes
set ok: RPCap-Operating VALUE: Yes

root@Router: /Setup/Packet-Capture
»

[

-

The data packets on the selected interface are
RPCap-Operating no.

now captured. Deactivate packet capture with the command set

Analyzing captured packets with Wireshark

To analyze the captured packets with the packet analysis tool “Wireshark”, proceed as follows:

1. Start Wireshark.

Please note that using the RPCap interface only works properly in combination with the Windows version of Wireshark.
This is because PRCap is only supported by the WinPcap driver available for Windows and included in Wireshark.
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2. After starting the program, select Capture Options. In the window that appears, click on the button Manage

Interfaces.

" The wWireshark Network Analyzer [Wireshark 1.8.2 (SVN Rev 24520 fromnp=:

Fle Edit View Go Capture Analyze

Statistics Telephony  Tools

Inten

B eea e

e &

G s ® @

Filter: I

The World's Most Popular Neg

Version 1.

Interface List

Live list of the capture interfaces
{counts incoming packets)

Start
Choose one or more interfaces to capture from, then Start

% | 5un: \Device\NPF _{FEDOBESS-CER 1-437F-AG54-521
@ LANCOM Secure Client Virtual NDISS Adapter: \Devi
@ Intel(R) 82579LM Gigabit Network Connection: \,Deu:l
K [

&l

@ Juniper Netwark Connect Virtual Adapter: \Devioa\’ﬁj

Capture Options
Start 2 capture with detziled options

R | PEPpr g S

|

(SVN Rev 44520 from |

L Capwe Q|

Open

Open 2 prt
Open Recent:

C:Users\PPENNI
Ti\Transfer|2PPe
E:\ZyXel\dmz--pq
E:'Fietze-Qos-bi
E:\Fietzeladsl1.p
CiiUsers{PPENNI
E:Yan1.pcap [ng
CiiUsers{PPENNI
C:Users\PPENNI
CiiUsers{PPENNI

@ Sampl

& rich assc

Wireshark: Capture Options

el ]
~=lolx|

Captur
capture] Interface [Linkdayer headerlProm. Modefsnaplen [B]Buffer MEI(;I
¥ fesnnesbybiczads9:s7e Ethernet enabled  default 1
152.168.56.1
LANCOM Secure Client Virtual ND...
- fa80:11110:215456728dc Ethernet enabled  default 1
Intel(R) 82579LM Gigabit Netwo...
[T fesousenibabz:fras sdef Ethernet enabled  default 1
10.1.202.153
Microsoft: \Device \NPF_{89811...
[T fes0u7dsessara62:2072 Ethernet enabled default 1
152,168,50.99 ¥
1l | Bl
I capture on allinterfaces. Manage Interfaces
W capture &l in promiscuous mode
Capture File(s) Display Options:

File: I

Browse. ..

¥ Use pcap-ng format
[
[

™ Use multiple files

¥ Mext file every Il ﬂ megabyte(s)
= Mext file every Il ﬂ minute(s)
= Ring buffer with IZ_ﬂ files

= Stop capture after Il_ﬂ file(s)

¥ Update list of packets in real time
W Automatic scrolling in live capture

¥ Hide capture info dialog

Name Resolution———————————

W Enable MAC name resolution

Stop Capture ...
.. after Il j packet(s) [ Enable network name resolution
[ .. after Il ﬂ meazsbyte(s) j
. v i
. after I1 j ) j ¥ Enable transport name resolution
Help | Start I Close |

O| Ready to load or capture

r | Profile: Default

In the following window, select the tab Remote Interfaces and add your router. The field Username can be left
blank. Set the password as the main device password for the router.

" wireshark: Remote Intel

Host: I 192.168.50.1

-lolx]
=l

Port: [2002
Authentication

£~ Null authentication

% Password authentication

Username: I

Password: |uuuuuuu|
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4. Alist of all of the interfaces on the router available for data capture is displayed. Confirm the dialog by clicking on
Apply and Close.

~i0ix

Fipes |Loml Interfaces Remote Interfaces |
-Remote Interfaces

A
T |
&

Host 4 |Name
= 192.168.50.1

rpcap:/{[192. 168.50.1]: 2002/D5L-1
rpcap:/{[192. 168,50, 1]: 2002/DSL-2
rpcap:/{[192. 168,50, 1]: 2002/D5L-3
rpcap:f{[192. 168,50, 1]: 2002/D5L-4
rpcap:/{[192. 168,50, 1]: 2002/ADSL-CTRL
rpcap:/{[192. 168,50, 1]: 2002/ADSL
rpcap:f{[192. 168,50, 1]: 2002/LAN-1
rpcap:/{[192. 168,50, 1]: 2002/LAN-2
rpcap:/{[192. 168,50, 1]: 2002/LAN-3
rpcap:/{[192. 168,50, 1]: 2002/LAN-4

Oanaaanaann

Delete Apply Close

5. In the Capture Options, select which of the interfaces are to be captured. Now click on the Start button.

7! wireshark: Capture Options 10l =|

rCaptur
Captur: Interface Link4ayer header|Prom. Mode{Snaplen [B]|Buffer B;I
[T $e80:9050:b2h3:F725:548F ™" Ethernet enabled default 1
10.1.202.153
Microsoft: \Device\NPF_{898117D6-5B34-...
[T feB0u7demssaraasasr Ethernet enabled default 1
192,168.50.95
rpcap:/ /[192.168.50.1]:2002/DSL-1 Ethernet =2 default 1
[T rpcap://[192.168.50.1]:2002/D5L-2 Ethernet enabled default 1
[T rpcap://[192.168.50.1]:2002/D5L-3 Ethernet enabled default 1
[T rpcap://[192.168.50.1]:2002/D5L-4 Ethernet enabled default 1
[T rpcap://[192.168.50.1]:2002/ADSL-CTRL Ethernet enabled default 1
[T rpcap://[192.168.50.1]:2002/ADSL Ethernet enabled default 1
[T rpcap://[192.168.50.1]:2002/LAN-1 Ethernet enabled default 1
[T rpcap://[192.168.50.1]:2002/LAN-2 Ethernet enabled default 1
[T rpcap://[192.168.50.1]:2002/LAN-3 Ethernet enabled default 1
[T rpcap://[192.168.50.1]:2002/LAN-4 Ethernet enabled default 1 z
4 | i

[~ Capture on all interfaces Manage Interfaces |

¥ Capture all in promiscuous mode

-Capture File(s) -Display Optiong ———————————————
File: I Browse... | ¥ Update list of packets in real time
[~ Use multiple files ¥ Use pcap-ng format

5 v Automatic scrolling in live capture
¥ Next file every |1 j megabyte(s) v a . 2

= Mext file every I 1 ﬂ minute(s)
™ Ring buffer with |2 ﬂ files
™| Stop capture after I 1 ﬂ filefs)

[
[

[V Hide capture info dialog

-MName Resolution

[¥ Enable MAC name resolution

rStop Capture ...
[ ... after I 1 j packet(s) [~ Enable network name resolution
[ ... after 1 ﬂ megabyte(s) j
e I1 ﬂ TG j ¥ Enable transport name resolution

Help | Start I Close

294



LCOS 10.20

4 Diagnosis

The packets passing through the selected interfaces are now captured.

4.4 The SYSLOG module

The SYSLOG module allows accessing of the device to be logged. This function is especially interesting for system
administrators as it optionally records a complete history of all activities in the device.

A corresponding SYSLOG client or daemon is required to receive the SYSLOG messages. Logging under UNIX/Linux is
generally performed by the SYSLOG daemon that is set up as standard in these operating systems. The daemon either
establishes contact with the console or writes its log to an appropriate SYSLOG file.

Under Linux, the file /etc/syslog.conf contains a definition of which facilities (service or component that
triggered the message) should be written to which log file. Please check your daemon's configuration to see if it explicitly
listens to network connections.

Windows does not provide a corresponding system function. You require special software to provide the functionality
of a SYSLOG daemon.

To extend the output of the SYSLOG information over an appropriate SYSLOG client, the most recent SYSLOG messages
are stored in the device's RAM. Depending on the memory fitted, this can vary from 100 to 23,000 syslog messages.
These internal syslogs can be viewed in various ways:

> In the device statistics via the command line

> In WEBconfig under /System information/Syslog

> LANmonitor additionally lets you export the syslog from the device and save it to a file. Simply click on the entry for
the device with the right mouse button and select View Syslog from the context menu. A snapshot of the current
status is displayed. Clicking on Refresh exports a copy of the current syslog and this is displayed in the window.
Save syslog stores the current display to a file. The content of syslog files can be viewed with Load syslog.

SYSLOG messages will only be written to the device's internal memory if the device was entered as a SYSLOG
client with the loopback address 127.0.0.1.

(@5 YPN_NHAMEL - Syslog =1olx]
Syslog  Yiew
Refresh | | Source | Lewvel | Message o
El COMMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
e ” Pl CONMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available e
Pl CONMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-poll-table-entry-matched
Close Pz CONMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
‘ 12/18/2008 16:35:22  COMMNECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:22  COMMNECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:23  COMMNECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:23  COMMNECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:24  COMMNECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:24  COMMNECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:25  COMMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:25  COMMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:25  PACKET Alarm Dsk: 10,1.1.3:137 {les-en}, Src: 192,168,145,1:137 (UDP): intrusion detection
. 12/18/2008 16:35:25  PACKET Alarm Dsk: 10.1.1.3:137 {lcs-en}, Sro: 192,168,145,1:137 (UDPY: port filker
. 12/18/2008 16:35:25  COMMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:25  COMMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:25  PACKET Alarm Dsk: 10,1.1.3:137 {les-en}, Src: 192,168,209,1:137 (UDP): intrusion detection
.| 12/18/2008 16:35:25 PACKET Alarm Dsk: 10,1.1.3:137 {les-en}, Src: 192,168,209,1:137 (UDPY: port filker 4
4 3 v
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Alternatively you can view the current SYSLOG messages on the first page of WEBconfig on the SYSLOG tab:

System data Device status Syslog

ldx. Time Source Level Message

743 11/11/2008 14:55:52 LOCALS  Alarm Dst: 10.1.1.5:132 . Sre: 192.162.8.1:14122 (TCPF): port filter

744 11/11/2008 14:55:52 LOCALS  Alarm Dst: 10.1.1.5:132 . Sre: 192.162.202.1:14122 (TCP): intrusion detectic
745 11/11/2008 14:55:52 LOCALS  Alarm Dst: 10.1.1.5:132 , Src: 192.168.202.1: 14133 (TCP): port filter

746 11/11/2008 14:55:54 LOCALS  Alarm Dst: 10.1.1.5:132 . Sre: 192.162.8.1:14127 (TCP): intrusion detection
747 11/11/2008 14:55:54 LOCALS  Alarm Dst: 10.1.1.5:132 . Sre: 192.162.8.1:14427 (TCPF): port filter

748 11/11/2008 14:55:54 LOCAL2  Alarm Dst: 10.1.1.5:132 {les-data}, Src: 192.168.202.1: 14138 (TCP): intrusion detectic
749 11/11/2008 14:55:54 LOCALS  Alarm Dst: 10.1.1.5:132 {les-data}, Src: 192.168.202.1: 14138 (TCP): port filter

750 11/11/2008 15:12:24 LOCALS  Alarm Dst: 192.1682.2.100:22228 {VPN_NHAMEL}, Src: 192.168.2.47:5000 {evh2-00al
751 11/11/2008 15:12:24 LOCALS  Alarm Dst: 192.168.2.100:222328 {VPN_NHAMEL}, Src: 192.168.2.47:5000 {evh2-00al
752 11/11/2008 15:12:24 LOCALE  Alarm Dst: 192.1682.2.100:22228 {VPN_NHAMEL}, Src: 192.168.2.47:5000 {evh32-00al
753 11/11/2008 15:12:24 LOCAL2  Alarm Dst: 192.168.2.100:222329 {VPN_NHAMEL}, Src: 192.168.2.47:5001 {evh2-00al
754 11/11/2008 16:237:12 LOCAL2  Alarm Dst: 10.1.1.5:138 {les-data}, Src: 192.168.2.1: 16446 (TCP): intrusion detection
755 11/11/2008 16:27:12 LOCAL2  Alarm Dst: 10.1.1.5:1382 {lcs-data}, Src: 192.168.2.1: 16448 (TCP): port filter

756 11/11/2008 16:27:19 LOCAL2  Alarm Dst: 10.1.1.5:132 {les-data}, Src: 192.168.202.1: 16447 (TCP): intrusion detectic

les-data
les-data
les-data
les-data
les-data

4.4.1 Structure of SYSLOG messages
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SYSLOG messages consist of three parts:

> Priority
> Header
> Contents

Priority

The priority in a SYSLOG message contains information about the the message severity and the facility (service or
component that triggered the message).

The eight severity levels originally defined in SYSLOG have been reduced to five levels in the device. The table below
shows the correlation between the alert level, the meaning and the SYSLOG severities.

Priority Meaning SYSLOG severity

Alert This category includes all messages requiring the system administrator's  PANIC, ALERT, CRIT
close attention.

Error All error messages which can occur under normal conditions are ERROR
communicated at this level; no special attention is required by the
administrator (e.g. connection errors).

Warning This level communicates messages which do not compromise normal ~ WARNING
operating conditions.

Information At this level, all messages are sent that have a purely informational NOTICE, INFORM
character (e.g. accounting information).

Debug Communication of all debug messages. Debug messages generate large  DEBUG
data volumes and can compromise the device's operation. For this reason
they should be disabled for normal operations and only used for
troubleshooting.

The table below provides an overview of the meaning of all internal message sources that you can set in the device. The
final column in the table also provides the default correlation between the internal sources of the device and the SYSLOG
facilities. This mapping can be changed, if necessary.

Source Meaning Facility

System System messages (boot events, timer system, etc.) KERNEL
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Source Meaning Facility

Logins Messages concerning the user's login or logout during the PPP AUTH
negotiation, and any errors that occur during this.

System time Messages about changes to the system time CRON

Console login Messages about console logins (Telnet, Outband, etc.), logouts and any AUTHPRIV
errors that occurred during this.

Connections Messages about establishment and termination of connections and any LOCALO
errors that occurred (display trace)

Accounting Accounting information stored after termination of a connection (user, LOCAL1
online time, transfer volumes)

Administration Messages on changes to the configuration, remotely executed commands, LOCAL2
etc.

Router Regular statistics about the most frequently used services (breakdown  LOCAL3
per port number) and messages about filtered packets, routing errors,
etc.

Header

The header contains the name or the IP address of the device which sent the SYSLOG message. The chronological sequence
is also very important for evaluating the messages. Time information is only added to the messages at the SYSLOG client
in order not to disturb their chronological consistency due to different device times.

@ The devices must have a valid time stamp for the evaluation of the SYSLOG messages in internal memory.

Contents

The actual contents of the SYSLOG messages describe the event, for example a login occurrence, the establishment of
a WAN connection, or firewall activities.

4.4.2 Configuring SYSLOG using LANconfig

For configuration with LANconfig, the SYSLOG module is located under the configuration section Log & Trace > General
on the SYSLOG pane.

Sv5LO0G
Send information about spstem events to the SY5LOG servers in the following list

[ SYSLOG servers... ] [ Facility mapping

[7] Send config changes via command line interface to SYSLOG server

Click on SYSLOG servers to see the entries available for SYSLOG.
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With the factory settings, the table of SYSLOG entries is set up to display important events which are relevant to diagnostics,
and to save these to the internal SYSLOG memory. These settings correspond to the specifications in the UNIX world,
where SYSLOG originates from. The following screenshot shows these pre-defined SYSLOG entries under LANconfig:

SYSLOG servers ? PS

Server address  Source addr,  System  Login System time  Console login - Connections  Accounting  Adn Ok

127.0.0.1 INTRAMET OFf off On OFf OFf OFf OFf
. |
127.0.0.1 INTRAMET on Off Off OFf OFf OFf OFf

127.0.0.1 INTRAMET OFf OFf OFf OFf on OFf OFf
127.0.0.1 INTRAMET OFf OFf OFf OFf OFf OFf on
127.0.0.1 INTRAMET OFf on OFf OFf OFf OFf OFf
127.0.0.1 INTRAMET OFf OFf OFf on OFf OFf OFf
127.0.0.1 INTRAMET OFf OFf OFf OFf OFf on OFf @
127.0.0.1 INTRAMET OFf OFf OFf OFf OFf OFf OFf

4 [ | + @
)'i QuickFinder [ Add... ] [ Edit... ] [ Copy... ] [ Remave ]

N W

Click on Add, or select an entry and click Edit.

SYSLOG servers - Edit Ena_

Server address: 127.0.01

Source address (opt.): INTRANET
Port: 514
Protocal: UDP -

UDP
Source TCP l

[] System [ Login
System time [ Console login

[ Connections [ Accounting
[ Administration [ Router

Priority

[ Alert [ Emor

[7] Waming [ Information
[ Debug

Server address

Used to set the IP address of the SYSLOG server. This can be specified as an IPv4 or IPv6 address, or as a host
name.

Source address (optional)

You can optionally specify a source address that the SYSLOG client uses as the target address, instead of the
one that would normally be selected automatically. If you have configured loopback addresses, you can specify
them here as sender address.

Port
Specifies the port number (e.g. 514 for TCP/UDP).

Protocol
Defines the protocol used. Possible values:
ubP
User Datagram Protocol

TCP
Transmission Control Protocol
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Source

The table below provides an overview of the meaning of all message sources that you can set in the device.
The final column in the table also provides the correlation between the internal sources of the device and the
SYSLOG facilities.

Source Meaning Facility

System System messages (boot events, timer system, etc.) KERNEL

Logins Messages concerning the user's login or logout during the PPP negotiation, and any errors  AUTH
that occur during this.

System time  Messages about changes to the system time CRON

Console login  Messages about console logins (Telnet, Outband, etc.), logouts and any errors that occurred  AUTHPRIV
during this.

Connections  Messages about establishment and termination of connections and any errors that occurred  LOCALO
(display trace)

Accounting  Accounting information stored after termination of a connection (user, online time, transfer LOCAL1
volumes)

Administration Messages on changes to the configuration, remotely executed commands, etc. LOCAL2

Router Regular statistics about the most frequently used services (breakdown per port number) LOCAL3

and messages about filtered packets, routing errors, etc.

Priority

The eight priority levels originally defined in SYSLOG have been reduced to five levels in the device. The table
below shows the correlation between the alert level, the meaning and the SYSLOG priorities.

Priority  Meaning SYSLOG priority

Alert This category includes all messages requiring the system administrator's close attention. PANIC, ~ ALERT,
CRIT

Error All error messages which can occur under normal conditions are communicated at this ERROR

level; no special attention is required by the administrator (e.g. connection errors).

Warning  This level communicates messages which do not compromise normal operating WARNING
conditions.

Information At this level, all messages are sent that have a purely informational character (e.g. NOTICE, INFORM
accounting information).

Debug Communication of all debug messages. Debug messages generate large data volumes DEBUG
and can compromise the device's operation. For this reason they should be disabled
for normal operations and only used for troubleshooting.

Once you have set all of the parameters, confirm your entries with OK. The SYSLOG table shows the SYSLOG client with
its parameters.

Assigning device-internal sources to SYSLOG facilities

The SYSLOG protocol uses certain designations for message sources, the so-called facilities. Each internal source in the
devices that can generate a SYSLOG message must therefore be assigned to a SYSLOG facility.

The standard mapping can be changed, if necessary. In this way you can, for example, send all SYSLOG messages from
a device with a specific facility (Local7). It is thus possible to collect all messages in a common log file by configuring
the SYSLOG client appropriately.
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Under Log & Trace > General in the section SYSLOG under Facility mapping, the internal sources can be assigned
to the corresponding SYSLOG facilities.

Facility mapping - System l} @Iéj

Source: System

AUTHPRIV
SYSTEMD
SYSTEM1
SYSTEM2
SYSTEM3
SYSTEM4
LOCALD
LOCAL1
LOCAL2
LOCAL3
LOCAL4
LOCALS
LOCALG
LOCALY

Facilities

The button Facility mapping enables the assignment of all of the device messages, so that the SYSLOG client can write
them to a special log file without any additional effort.

All facilities are set to 'local7'. Under Linux, the file /etc/syslog.conf with the entry
local7.* /var/log/lancom.log

writes all of the device output to the file /var/log/lancom. log.

Sending configuration changes made with the command line to the SYSLOG server

In LANconfig, the settings for logging configuration changes made via the CLI console are to be found under Log &
Trace > System events.
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This protocol logs commands entered on the command line only. Configuration changes and actions made using
LANconfig and WEBconfig are not logged.

ee- R

& Configuration
[ Management
ey Wireless LAN
-@? Interfaces
--{7) Date & Time

& Log & Trace

iy General

1Y

| BMTP Accoun
| SMTP Options
-8 communication
iy IPvd
iy PG
g [P RoOUter
[ FirewalliQos
8 Certificates
@? COM Ports
iy NetBIOS
.y Puhlic-Spot
[ RADIUS Server
[} Least-Cost-Router

LANCOM

Systems

E Mew Configuration for LAMCOM L-4582agn dual Wireless

Sv5LO0G

Send infarmation about spstem events to the SYSLOG
zervers in the following list

| SYSLOG servers || Facilty mapping = |

==l

Send config changes via command line interface ta
SYSLOG server

System event logging

If you send system events amongst others to the server
127.0.0.1, they are logged to a device internal table and can
be obzerved e.g. by LAMmanitor,

For this it iz helpful to chooze if new entries are inzerted on top
or added to bottom of this table.

Meszages table order: newest on top -/

Fleaze specify if the device is suppozed to perodically save the
table of the collected system events boot persistent.

System event saving activated

Saving interval: 2 hours

Bootlog

Fleaze specify if the device is suppozed to save bootlog
information boot persistent.

Bootlog information saving activated

Eventlog

Fleaze specify if the device is suppozed to save eventlog
information boot persistent.

Eventlog information saving activated

| ()8 | | Cancel

Define for how long system events are saved

Under Log & Trace > System events in the section System event logging, you specify for how long the device saves
system events. To do so, select the option Remove old entries from the system event table and specify a time
(0-9999) in hours, days or months.

@ In this case, a month is 30 days.

System event logging

If you send system events amongst others to the server 127.0.0.1, they are logged to a device
intemal table and can be observed e.g. by LANmonitor.
Forthis it is helpful to choose if new entries are inserted on top or added to bottom of this table.

Messages table order:

Remove old entries from system evert table

after: 24

Inewest on top v]

hours -

SYSLOG, Eventlog und Bootlog bootpersistent

In LANconfig, the settings for the boot-persistent SYSLOG, event log and boot-log messages are to be found under Log
& Trace > System events. Activate the following options:

> SYSLOG: System event saving activated
> BOOTLOG: Bootlog information saving activated
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> EVENTLOG: Eventlog information saving activated

Flease specify if the device is supposed to periodically save the table of the collected system
events boot persistent.

System event saving activated
Saving interval: 2 hours
Bootlog

Flease specify if the device is supposed to save bootlog information boot persistent.
Bootlog information saving activated

Eventlog
Flease specify if the device is supposed to save eventlog information boot persistent.

Eventlog information saving activated

Logging DNS requests and responses to external SYSLOG servers

The DNS server in LANCOM devices resolves the DNS queries from clients. SYSLOG provides an overview of the clients,
the names they requested, and the responses they received.

@ It is not possible to use the router/AP's own internal SYSLOG. For this reason it is necessary to employ an external
SYSLOG server.

DNS logging is configured in LANconfig under IPv4 > DNS in the section SYSLOG.
SY5L0G

DM replies to clients can be logged to an external SYSLOG server.

Log DS resolutions to an external SYSLOG server

Server address:

Log the DNS resolutions on an external SYSLOG server

Select this option to enable the DNS logging.

This option is independent of the setting in the SYSLOG module. Even if the SYSLOG module is disabled
(setting under Log & Trace > General in the section SYSLOG), DNS logging is carried out nevertheless.

The corresponding SYSLOG message is structured as follows:

PACKET_INFO: DNS for <IP address>, TID {Hostname}: Resource-Record
Server address

Contains the IP address or the DNS name of the SYSLOG server.

The settings behind the button Advanced influence the content of SYSLOG messages.

Advanced @

Source address [optional]:  INTRAMET -

[ (0] 3 ][ Cancel ]

Source

Contains the log source as displayed in the SYSLOG messages.
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Contains the log level as displayed in the SYSLOG messages.

Source address (optional)

Contains the source address that is shown in the SYSLOG messages.

4.4.3 Meaning of SYSLOG messages

Extended status display of the login to the cellular network

4 Diagnosis

In order to more quickly analyze connection problems in a cellular network, WWAN-capable routers report all logon
procedures to the SYSLOG. In this manner, the user can recognize if and why the cellular service provider rejected the
connection, for example.

The device generates a SYSLOG entry for each of the following events:

Status

WWAN:

WWAN

WWAN:

WWAN:

WWAN

WWAN:

WWAN:

WWAN

WWAN:
WWAN:
WWAN
WWAN:
WWAN:

Meaning

WWAN: Currently not searching for network The modem is not registered and is not

searching for a cellular network.

Searching for network The modem is not registered and is not
searching for a cellular network.
: Registered to home network The modem has registered on its service
provider's cellular network.
Registered to foreign network The modem has successfully registered on

the cellular network of the service
provider's roaming partner.

Unknown registration Initial value. The modem has not yet
received a response from the radio module
regarding the registration status.

: Network registration denied The cellular service provider has rejected

the login on the cellular network.

Lost network registration The modem lost the connection to the
registered cellular network.

Failed to set network The modem has replied to the command
to assign the network with an error
message. This error occurs if, for example,
the network cannot be reached or does not
exist, or an error has occurred on the
device.

: Failed to set network mode The modem has replied to the command

to assign the network mode with an error
message. This error occurs if, for example,
the network cannot be reached or does not
exist, or an error has occurred on the
device.

Using modem "...". Displays the modem in use.

Modem is gone. Modem no longer available.

: Resetting modem. Re-init by modem reset

Local disconnect. D-channel disconnect

Local disconnect (Release). D-channel release

SYSLOG severity

INFORM

INFORM

INFORM

INFORM

INFORM

ERROR

NOTICE

ERROR

ERROR

INFORM
INFORM
WARNING
INFORM
INFORM
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Status Meaning
WWAN: Force 2G mode at ... dB. Modem starts the 2G fallback
WWAN: Ending forced 2G mode. Modem ends the 2G fallback
WWAN: Forced 2G mode disabled. The 2G fallback mode is disabled.
WWAN: PIN missing in profile. PIN is missing from the profile.
WWAN: PUK required. Modem requires the PUK.
WWAN: Invalid PIN. Incorrect PIN
WWAN: Failed to set APN Error when setting the APN The modem
has replied to the command to assign the
APNs with an error message. This error
occurs if, for example, the network cannot
be reached or does not exist, or an error
has occurred on the device.
WWAN: Using profile "...". Name of the profile in use.
WWAN: Cannot find profile *...". Profile not available.
WWAN: Disconnected. Physical connection is terminated.
WWAN: Connected: '...". The modem has established a data
connection and can now transmit data over
the cellular network.
WWAN: Cell-ID is ..., Local Area Code is .... Cell ID and country code.
WWAN: Current Network is *...". Network (text)
WWAN: Current Network is .... Network (number)
WWAN: Mode ..., Band "...". Display of network mode and band
WWAN: Mode ..., Band "...", Display of network mode, band, bandwidth
Bandwidth in MHz: ..., and channel (transmit and receive
Channel (Rx/TX): .../.... direction).
WWAN: Mode ..., Band "...", Display of network mode, band and
Channel (Rx/TX): .../.... channel (transmit and receive direction).
WWAN: Max. Datarate (Ds/Us): .../.... Current QoS data rate (down/upstream)
WWAN: Network mode is '...". Current mode. Possible values are:
> GPRS
> EDGE
> UMTS
> HSPA
> LTE/AG
WWAN: Signal strength is ... dBm. Current signal strength
WWAN: Using stored APN. APN: "...", PDP  Access point currently being used in the
type: ... network.
WWAN: Setting new APN. APN: "...", PDP  Change of network access point
type: ...
WWAN: Temperature is ...°C. Current temperature of the module
WWAN: Temperature status: ...". Current temperature status of the module.
Possible values are:
> Normal
> High warning
> High critical

SYSLOG severity
NOTICE

INFO

INFO

ERROR

ERROR

ERROR

ERROR

NOTICE
ERROR
INFORM
INFORM

INFORM
INFORM
INFORM
INFORM
INFORM

INFORM

INFORM
INFORM

INFORM
INFORM

INFORM

INFORM

INFORM (normal), WARNING (high
warning), CRITICAL (high critical, low
critical)
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Status Meaning SYSLOG severity
> Low critical

WWAN: Closing device: "...". The device running the connection to the  INFORM
WAN is shutting down.

WWAN: Hangup: *...". The modem terminates the network INFORM
connection.

WWAN: Error in modem init: '___". An error has occurred when initializing the  ERROR
modem.

4 Diagnosis

Documenting events on the xDSL interface

The device generates a SYSLOG entry for each of the following xDSL interface events:

Status Meaning SYSLOG severity
xDSL: Booting modem: ... The modem is restarting. NOTICE

xDSL: Set up line to <line mode>/<line The xDSL module establishes the INFORM

type> connection with the mode and type

specified. The following values are possible:

> Line mode: Disabled, auto and all
modes configured in Setup >
Interfaces > ADSL or VDSL
interface.

> Line type: POTS, ISDN

xDSL: Line is up. DS-Rate: ..., US-Rate: ..., The modem connected successfully with ~ NOTICE

DS-Margin: ..., US-Margin: ..., the specified values.

DS-Attn: ..., US-Attn: ...,

Mode: ..., Profile: ...

xDSL: Line data update. After a synchronization, the modem and ~ NOTICE
DS-Rate: ..., US-Rate: ..., the DSLAM perform an optimization of the
DS-Margin: ..., US-Margin: ..., XDSL connection. This can lead to a change

DS-Attn: ..., US-Attn: ..., in the line values. After one minute, the

Mode: ..., Profile: ... modem transmits the current line values.

xDSL: Line data update. After a synchronization, the modem and ~ NOTICE

the DSLAM perform an optimization of the
XxDSL connection. After one minute, the
modem transmits this message if the line
values do not change after the
synchronization.

xDSL: Line disconnected due to .... The connection was disconnected for the  NOTICE
specified reason. The following values are
possible:

modem reboot

retrain

silence

high line error rate
protocol setting

line type setting
automode line type switch
modem timeout

VC parameter change

vV V V VvV V V V Vv Vv

305



LCOS 10.20

4 Diagnosis

Status Meaning SYSLOG severity

XDSL: SNR margin (dB, Down/Up): .../... The value between the required and INFORM
measured signal-noise ratio (SNR) has
changed by more than 1dB.

4.5 Parameter overview for the ping command

306

The ping command entered at the command prompt of a terminal connection sends an “ICMP echo-request” packet to
the destination address of the host to be checked. If the receiver supports the protocol and it is not filtered out in the
firewall, the destination host will respond with an “ICMP echo reply”. If the target computer is not reachable, the last
device before the host responds with a “network unreachable” or “host unreachable” message.

The syntax of the ping command is as follows:

ping [-fngr] [-s n] [-1 n] [-c n] [-a a.b.c.d] destination

The meaning of the optional parameters is explained in the following table:

Table 22: Overview of optional parameters for the ping command

Parameter Meaning

-a a.b.c.d Sets the ping's sender address (default: IP address of the device.

-a INT Sets the intranet address of the device as the sender address

-a DMZ Sets the DMZ address of the device as the sender address

-a LBx Sets one of the 16 loopback addresses in the device as the sender address. Valid

values for x are the hexadecimal values 0 — f

-6 <IPv6-Address>%<Scope> Performs a ping command to the link-local address via the interface specified by
<scope>.

For IPv6, the scope of parameters is of central importance: IPv6 requires a link-local
address (fe80::/10) to be assigned to every network interface (logical or physical)
on which the IPv6 protocol is enabled, so you must specify the scope when pinging
a link-local address. This is the only way that the ping command knows which
interface it should send the packet to. A percent sign (%) separates the name of
the interface from the IPv6 address.

Examples:
> ping -6 £fe80::1%INTRANET

Ping the link-local address "fe80::1", which is accessible via the interface and/or
the network "INTRANET".

> ping -6 2001:db8::1
Pings the global IPv6 address '2001:db8::1".

-6 <Loopback-Interface> Sets an IPv6 loopback interface as the sender address.

-f flood ping: Sends a large number of pings in a short time. Can be used to test
network bandwidth, for example. WARNING: flood ping can easily be misinterpreted
as a Do attack.

-n Returns the computer name of a specified IP address
-0 Immediately sends another request after a response
-q Ping command returns no output to the console (quiet)
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-r Changes to traceroute mode: The route taken by the data packets underway to the
target computer is shown with all of the intermediate stations
-s n Sets the packet size to n bytes (max. 65500)
-in Time between packets in seconds
-c n Send n ping signals
Destination Address or host name of the target computer
stop /<RETURN> Entering "stop" or pressing the RETURN button terminates the ping command

92.168.2.100 - PuTTY 10l =|
= FY

17.160.175.241

t from 217.160.175.241 seq.no=0 time

ping
pis

4.6 Monitoring the switch

The data transmission over the switch of LANCOM devices only takes place on the port the target computer is attached
to. Therefore the connections on the other ports are not visible.

For monitoring data traffic between ports, the ports must be set to monitor mode. In this state all data is issued, that is
transmitted over the switch of the devices between stations of the LAN and WAN.
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For the configuration with LANconfig open the Ethernet switch settings under Interfaces > LAN with the button Ethernet

ports.

Ethernet Ports - ETH 1 2]
Ethernet Port: ETH 1
Interface usage: LAMN-1 ﬂ Cancel |

M {power down)
Transfer mode: Idclnge peEr Ean
LAN-1
MDI mode: L:I‘-H

DSL

[ Suppress data communi

port and the
others {private mode)

4.7 Cable testing

A cabling defect might have occurred, if no data is transmitted over LAN or WAN connection, although the configuration
of the devices does not show any discernible errors.

You can test the cabling with the built-in cable tester of your LANCOM. Change under WEBconfig to menu item LCOS
menu tree > Status > Ethernet-Ports > Cable test. Enter here the name of the interface to be tested (e.g. “DSL1" or

“LAN-1"). Pay attention to the correct spelling of the interfaces. Start the test for the specified interface by clicking on
Execute.

Cable-Test

Enter here any additional arguments for the command you are about to execute:
Arguments | LAN-1

Change then to menu item LCOS menu tree > Status > Ethernet-Ports > Cable test results. The results of the cable
test for the individual interfaces are show up in a list.

Cable-Test-Results

Ifc MDI0-Status MDI0-Distance MDI1-Status MDI1-Distance MDI2-Status MDI2-Distance MDI3-Status MDI3-Distance

ETH-1 open 5m open 5m open 5m open 5m
ETH-2 link-up link-up link-up link-up
ETH-3 link-up link-up link-up link-up
ETH-4 link-up link-up link-up link-up
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4.8 Average value of the CPU load display

4.8.1 Introduction

4 Diagnosis

The current CPU load of the devices is displayed via various output options (LANmonitor, via WEBconfig or CLI in the

status area, on some models in the display).

¥ L ANmonitor

File Device Wew Tools Help

=10l x|

DQH(EH IR RE| T LU |6953| 3

e = =
- WaN connections: 1
-4 System information

Bl Device: S I war S
----- o Firmware: RIS
----- o Serial number: TIITTE=——IT
----- o MAC address: 00:a0:57:0F:c9:94
----- o Location: IT
----- o Date and time: 25.11,2009 05:25:00
----- o System up time: 4 days 19:14:00
----- o CPU type: Inkel i%P425 Stepping BO
----- € CPU clock: 533 MHz
e CPU load: 3 %
----- €9 Tokal memory: 32,0 MEvte
| Free memary: 11,9 MEyte
F- 4 Mtk list

4.8.2 Configuration

You can set the time period over which the displayed CPU load is to be averaged as required.

Command line: Setup > Config

CPU-Load-Interval

Here you can select the time period for averaging the CPU load display. The display of CPU load in LANmonitor,
status area, display (if available) as well as in any SNMP tools used is based on the averaging time frame. In
the status area under WEBconfig or CLI, the CPU load values for all four possible averaging time frames are

displayed.

Possible values:

> 1,5, 60 or 300 seconds.
Default:

> 60 seconds.
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The default averaging over 60 seconds is prescribed in the HOST-RESOURCES-MIB, which is used by
common SNMP tools to display the CPU load in a tachometer display. Please note this when adjusting
the CPU load interval.

Hardware-Info
i) {5 Board-Revision A
& &8 CPU-Clock-MHz 533

i) & CPU-Load-1s-Percent 3

&) &) CPU-Load-300s-Percent 3

&) §) CPU-Load-5s-Percent 7

i) ¥ CPU-Load-60s-Percent 3

&) ) CPU-Load-Percent a

& & CPUType Intel iXP425 Stepping BO
&) {9 Ethemet-Switch-Type  88E6060 Fev. 2

&) & Free-Memory-KBytes 11586

&) & Model-Number LANCOM 1722 VolP (Annex B)
&) & Serial-Number 000019900010
&) & SW-Version 7.80.0058 / 18.11.2008

@i ﬁ Temperature-Degrees 51

i ) Total-Memory -KBytes 32768
Iy -fBy

@ @ VPN-HW-Accelerator  Yes

4.9 Sending attachments with the mailto command

E-mails with information on device status can be sent automatically if certain events occur. To do this, just include the
mailto command into entries in the action table or cron table.

Attachments can be sent with the e-mails. This allows the results of console commands executed on the device before
sending the mail to be sent as an attachment. In this way, the content of tables or menus (e.g. detailed status messages)
can be sent by e-mail.

> Action (action table) or command (cron table) (max. 250 characters)

Here you describe the action that is be executed at a certain time or when a change in the status of the WAN
connection occurs. Only one action can be triggered per entry.

Possible values for the actions (max. 250 characters):
> mailto: — This prefix causes an e-mail to be sent.
Optional variables for the actions:

> attach="console command'

Any console command can be entered which outputs useful information. The console command is enclosed in
"backquotes” also known as backticks. This character is produced with the aid of the “accent grave” key.

The output of the console command is written to a text file for attachment to the mail. This text file is headed by the
command and a time/date stamp, followed by the output.
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Default:

> Blank

Examples:

The following action enables you to sent the ADSL status by e-mail:
mailto:admin@mycompany.de?subject=ADSL status?attach="dir /status/adsl®

An action can be used to send mutliple console commands:

mailto:admin@mycompany.de?subject=Status_ reports?attach="dir /status/adsl ?attach="dir
/status/config"’

The attached files are named 'cmd1.txt', ‘cmd2.txt', etc.

4.10 Enhanced Sysinfo

To determine whether changes have been made to the configuration, and to find the time/date when a change was
made, Sysinfo contains additional entries in the field CONFIG_STATUS.

The devices store the value CONFIG_STATUS each time a change is made to the configuration (via the command line,
via SNMP or by loading a script or complete configurations). The value CONFIG_STATUS consists of the following
components:

> Hash value of the device configuration as a unique identifier of configuration status.

> Timestamp of the last change to the configuration in the format HHMMSSddmmyyyy based on Coordinated Universal
Time UTC. The reference to UTC guarantees unique values without being influenced by time zone or daylight-saving
settings.

> Counter of configuration changes, sequential.

The field CONFIG_STATUS contains, along with a value for the configuration status switches and a value for the
configuration flash status, the additional components in the form <Hash>.<Date>.<Counters.

Changes to the configuration can be implemented in the appropriate files or scripts (e.g. with LANtools) or on the devices
directly (by command line or WEBconfig). The content of CONFIG_STATUS is influenced by the method by which
configuration changes are made.

The device configuration hash value

Hash values are calculated solely by LCOS, the operating system used by the devices. The hash value differs for every
state of configuration, and a modified hash value indicates that a device configuration has been changed.

@ LCOS stores the calculated hash value to the device during the flash process.

Timestamp of the last configuration change

Both LCOS and LANtools can set the timestamp, assuming that they have a valid time.

If the chosen method of configuration does not have a valid time, the device sets the timestamp to the value
'00: 00:00 0000-00-00".

Configuration changes counter

When the devices are shipped, the counter of configuration changes is set to '0". Every configuration change after this
increases the value by 1. The configuration-changes counter allows changes to the current version of the configuration
to be determined, even if no valid time of configuration was available and the timestamp is therefore set to '00: 00:00
0000-00-00".
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A configuration counter that shows '0" after changes have been made to the configuration indicates an error

while reading or writing the counter during flashing.

Displaying CONFIG_STATUS
To display the value for CONFIG_STATUS, enter the command sysinfo on the command line for the device.

T e

rootBWLC4A25 : / -
> sysinfo

DEUICE: =

HW-RELEASE: G

SERIAL—NUMBER: 084191800018
MAC-ADDRESS : BBaA571218hh
IP-ADDRESS = 1922.168.2.34
IP-NETMASK: 255.255.255.08
INTRANET-ADDRESS: B.0.8.8

INTRANETMASK: 8.0.8.8

UERSTON: 8.50.86828 - B4.81.2611
NAME : WLC4825

CgNFIG—STHTUS: 1184;8;a3a3h?e35a542d0826d732d6e4c6bb5Be3bBf Ac2 . ANNABAARAROANG

FIRMWARE-STATUS: 131.3351.4;8.50.15122010.32;8.50.04812011.33
HW-MASK: HERAARAREARARRARRARAANARRAARAA1 A

FEATUREWORD : AERAERAREARRARAARE1AARA10AA1 1161
REGISTERED-WORD: G00100000AA00ANAAG01ARAR160AA111681
FEATURE-LIST = aa-F

FEATURE-LIST = az2,F

FEATURE-LIST = a3/F

FEATURE-LIST = a4,F

FEATURE-LIST = as/F

FEATURE-LIST = adF

FEATURE-LIST = icH
23,F-dBc?7h80-0001 /00000017
24,F

2h/F
AERRARARBAREEG
1)

HITPS—PORT :
TELNET-PORT :
TELNET-SSL—PORT :
SSH-PORT :

rootEWLC4825
>

Figure 1: Displaying system information on the command line

4.10.1 Output additional ports in SYSINFO at the console

As of LCOS version 9.00, the sysinfo command also outputs the numbers of the following ports:

HTTP

HTTPS
TELNET
TELNET-SSL
SSH

SNMP
TFTP

vV VvV V V V VvV Vv

4.10.2 Output the configuration date

312

As of LCOS version 9.10, you have the option to read out the date and time of the device configuration via

status/config/config-date.

SNMP ID: 1.11.20
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@ The values are displayed in UTC format.

4.10.3 Output the configuration hashes

As of LCOS version 9.10, you have the option to read out the hash value of the device configuration via
status/config/config-hash.

SNMP ID: 1.11.21

@ The displayed value is a SHA1 hash.

4.10.4 Output the configuration version

As of LCOS version 9.10, you have the option to read out the version number of the device configuration via
status/config/config-version.

SNMP ID: 1.11.22
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4.11 Bandwidth measurements with iPerf

Measurements of network performance determine values such as the throughput, latency, jitter and error rates over a
network connection. The measured values are used, among other things, for network optimization, error detection and
troubleshooting, and for assessing the performance of network infrastructures.

iPerf has become established as a free program for generating and evaluating data streams over data connections. An
iPerf server daemon receives TCP and UDP streams and measures the throughput for the corresponding applications
along with the latency, jitter, packet loss and packet reordering over UDP connections.

To conduct a bandwidth measurement between two hosts, you start the iPerf server on one device and the iPerf client
on the other one. The iPerf client then connects to the iPerf server. The server and client exchange data packets for a
certain time or a certain amount of data and generate statistics about this. These statistics provide information about
the quality of the connection between the two devices.

When measuring the quality of the TCP connection, the iPerf client transmits completely filled TCP data packets at the
fastest speed possible. The average data rate of successful data transfer ("goodput”) is the result of what the iPerf server
received correctly.

When measuring UDP connection quality, the iPerf client transmits data over a specified bandwidth (1 Mbps by default),
although this is without flow or performance control. The “goodput” relates to the maximum bandwidth with which the
client's transmission buffer remains permanently filled without data packets being lost.

LANCOM devices include an Iperf2-compatible feature that directly measures the network performance between network
nodes such as routers, VPN gateways, and APs. This makes it easier to measure the data throughput over WAN connections
or WLAN point-to-point links, for example.

Measurements can be carried out between two LANCOM devices or between a LANCOM device and another
iPerf2 instance.

4.11.1 Setting up iPerf with LANconfig

314

In LANconfig, you configure iPerf under Log & Trace > General and clicking on iPerf settings.

iPerf settings @

iPerf settings

iPerf server daemaon active

Tranzport protocols: TCR+UDP -

Part: 5.00

Testing on 'WaM: denied hd

Here you configure the networks from which an iPerf test may be

initiated.
Access stations...

[ (0] 3 ] | Cancel

iPerf server daemon active
Activates or deactivates the iPerf server daemon.

Rather than setting up the iPerf server to run permanently at this point, you can optionally start a one-off test
by accessing the command-line console via SSH and starting a temporary iPerf server.

Transport protocols

Here you set which transport protocols are to be measured for bandwidth.
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Port
This port is used for communications between the iPerf client and server (“5001” by default).
Testing on WAN

Here you determine whether measurements are also permitted over a WAN connection.

Depending on the provider contract, additional connection charges may arise from measurements
over WAN connections.

Access stations

In order restrict iPerf access to certain stations only, enter the connection data into this table.

Access stations - New Entry @
IP address: 0.0.0.0
Metmask: 255.255.255.255
Fiouting tag: 1]
Comment:
(0] 3 ] | Cancel
IP address

Enter the IPv4 address of the remote station.
Netmask

Enter the netmask of the remote station.
Routing tag

Enter the routing tag that specifies the connection to the remote station.
Comment

Enter a descriptive comment for this entry.

4.11.2 Temporary iPerf server and client

If you configure iPerf with LANconfig, the iPerf function remains permanently active. You can optionally start a temporary
iPerf daemon, which remains active for just one test, by using SSH to connect to the command-line console.

To do this, start a terminal program (e.g. PuTTY) and open a connection to the device where you want to perform the
iPerf test. Use the console command ipexr £ and the appropriate option switches to start the temporary iPerf daemon.
The following examples illustrate some standard commands.

@ More information about the option switches for i perf is available in the section Commands for the console.

Running the iPerf server in TCP mode

root@device:/Setup/Iperf/Server-Daemon
> iperf -s
[Iperf-TCP-Server|1526] Now listening on port 5001

Press the Enter button again or close the console window to stop the iPerf server.
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Running the iPerf server in UDP mode

root@device:/Setup/Iperf/Server-Daemon
> iperf -s -u
[Iperf-UDP-Server|1524] Now listening on port 5001

Press the Enter button again or close the console window to stop the iPerf server.

Running the iPerf client in UDP mode

root@device:/Setup/Iperf/Server-Daemon

> iperf -u -c 172.16.30.23

WARN: Using default UPD bandwidth limitation of 1 MBit/s

WARN: Using default UDP payload length of 1472 bytes (for matching Ethernet MTU
via IPv4)

[Iperf-UDP-Client|2100] Connecting to server...

[Iperf-UDP-Client|2100] Connection established to 172.16.30.23:5001

root@device:/
>

Press the Enter key to exit the test.

[Iperf-UDP-Client|2100] Connection closed actively

[Iperf-UDP-Client|2100] Sent 1249728 bytes within 10s (10000ms) -> 0 Mbit/s (999
Kbit/s)

[Iperf-UDP-Client|2100] Server reports 1249728 bytes received within 9s (9985ms)
-> 1 Mbit/s (1001 Kbit/s)

[Iperf-UDP-Client|2100] Server received 849 packets (0 lost / 0 out-of-order) with
62us jitter

root@device:/
>

4.11.3 Analyzing iPerf results with LANmonitor
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LANCOM devices include an Iperf2-compatible feature that directly measures the network performance between network
nodes such as routers, VPN gateways, and APs. This makes it easier to measure the data throughput over WAN connections
or WLAN point-to-point links, for example.

For more information on iPerf, see the section Bandwidth measurements with iPerf.
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The last iPerf test result can also be viewed in LANmonitor under “iPerf”. In this case it is unimportant whether the device
initiated a connection or was contacted externally. The connection type “Test mode” displays the mode accordingly:

@LANmoni‘tor
File Device View Tools Help

FILREE|BBBIB| | Rseorcn.
&P Steff-1780EW-4G '

b =8 WAN connections: 1

b |‘3 VPM: 5 connected

> il EoGRE tunnel

- i) Wireless LAN

4 Public spot

b .28 Border Gateway Protocol

b I8l Rapid Spanning Tree

b g Certificates

b a7y IPvG firewall: 03/07/2016 14:01:16 intruder detection - Packet dropped
b a7y 1P firewall: 03/03/2016 10:37:51 intruder detection - Packet dropped
b SLA monitoring
a7 iPerf
a- ¥ Last test result (TCP)
----- € LocalIP: 17216301
----- ) RemotelP:172.16.30.217
----- £ Test mode: Unidirectional server daemon

a &) Server report

----- €} Start of test: 07.03.2016 13:54:03

----- € End of test: 07.03.2016 13:54:13

----- € Test duration: 10048ms

----- € Transferred data: 28966Kbytes

----- ) Measured bandwidth: 23062Mbit/s
a-£) Client report

----- €} Start of test: 07.03.2016 13:54:03

----- € End of test: 07.03.2016 13:54:13

----- € Test duration: 10000ms

----- &) Transferred data: 50807Kbytes

----- ) Measured bandwidth: 40646Mbit/s
> -5 Local networks

b E, DHCP server

b - Budget

5 &} System information

% GPS: Disabled

) Monitoring: SNMPv3 (encrypted)

(=[O sl

LANmonitor displays the test results stored in the device under Status > Iperf > Last results.

4.12 SLA monitoring

SLA monitoring is used to monitor the connections to remote stations within a network infrastructure. Ping tests to
specified targets provide information about peer availability, packet transmission times and the number of lost packets.
You can optionally define alerts that are issued when certain threshold values are exceeded, and to output these with
LANmonitor. The history of past checks is also stored, so helping administrators to stay up to date about the quality of

the connections.

4.12.1 Configuring SLA monitoring with LANconfig

For configuration with LANconfig, the SLA monitor is located under Log & Trace > General on the SLA monitoring

pane.

SLA monitoring

Through S5LA monitoring wou can test the accessibility of remate sites and services from this

device.

ICMP tests...

317



LCOS 10.20

4 Diagnosis

Click the button ICMP tests, add new queries and set guideline values for the connection tests.

ICMP tests
Test active  Mame IP version  Destination Tag Source address {optional) Interval Offset Count  Delay Size RTT max. v, RTT max. <. RTT avg. w
on CENTRAL  Auto 132.168.1.120 0 30seconds Oseconds 5 1.000 miliseconds 56 byte 100 miliseconds 200 miliseconds 80 millisecor
4 | i
;.; CuickFinder Add... ] [ Edit... ] [ Copy..

Click the Add button, or select an existing entry and click Edit.

rICMP tests - New Entry l P S )
4 Result evaluation
Marne: CEMTRAL RTT max. warning: 100 millizeconds
IP version: RTT max. Critical: 200 millizeconds
Destination: 192.168.1.120 RTT avg. warning: 80 millizeconds
Routing tag: 1] RTT avg. Critical: 170 milizeconds
Source address [optianall - Packet logs warning: 10 percent
Test interval: a0 seconds Packet losz critical: 20 percent
Stant offzet: 1] seconds
Comment:

Count per test: 5
Packet delay: 1.000 milizeconds
Packet size: BB byte

(0] 8 ] [ Cancel

Test active

With this check box enabled, the device uses the specified settings for the connectivity test.
Name

Name of connection
IP version

Specifies the use of IPv4 or IPv6.

@ The setting "Auto" is selected by default.

Destination
Specifies the destination for testing (ICMP/PING destination).
Routing tag
Specify a routing tag if a particular route is to be used.
Source address (optional)
You can optionally configure a source address if you want to use a specific network as the source interface.
Test Interval:
Specifies the time interval in which the device sends ICMP packets (default: 30 seconds).

Start offset
Set a delay time before ICMP packets are sent.
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Count per test
Specifies how many ICMP packets are sent per test (default: 5).

Packet delay
Set a delay before packets are sent.

Packet size
Sets the packet size for the ICMP message.

Result evaluation

In this section, you specify the threshold limits for packet handling.

RTT max. warning

Specify a maximum packet transmission time (Round Trip Time). A warning message is generated if an ICMP
packet takes longer than the transmission time specified here.

RTT max. critical
An error message is generated if an ICMP packet takes longer than the transmission time specified here.

RTT avg. warning

Specify an average packet transmission time here. A warning message is generated if the average number of
ICMP packets takes longer than the transmission time specified here.

RTT avg. critical

Specify an average packet transmission time here. An error message is generated if the average number of
ICMP packets takes longer than the transmission time specified here.

Packet loss warning
A warning message is generated if the percentage of lost packets reaches the value specified here.

Packet loss critical
An error message is generated if the percentage of lost packets reaches the value specified here.

Comment
Enter a descriptive comment for this entry.

4.12.2 Displaying the SLA monitoring results in LANmonitor

LANmonitor displays the configured tests under SLA monitoring.
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It shows the results of the most recently collected information from the connection test.

- Bl
[ LANmonitor - temporary ( 1) — - — —— E@ﬂ

File Device Wiew Tools Help

¥R T EE0H BN RER B
P Steff-1780EW-4G
. =5 WAN connections: 1
(&) VPN: 5 connected
- .jmi EoGRE tunnel
o)) Wireless LAN
7 Public spot
. .= Border Gateway Protocol
. I8 Rapid Spanning Tree
2 Certificates
> 7y IPv6 firewall: 03/07/2016 14:01:16 intruder detection - Packet dropped
> a7y IPvd firewall: 03/03/2016 10:37:51 intruder detection - Packet dropped (|l
4 % SLA monitoring (|
a g ZENTRALE
- Destination address: 172.16.10.1 i
&) Timestamp: 03/07/2016 15:42:07
) Packetloss: 0
) Round trip time(Minimum}: 223,870
) Round trip time(Maximum): 233.671
) Round trip time(Average): 227.234
0 Test result critical due te: Round trip time(Maximum], Round trip time(Average)
o [ iPerf
. =5 Local networks
. [@ DHCP server
5 Budget
- &) System information
-] GPS: Disabled
€ Monitoring: SNMP3 (encrypted)

LANCOM

Systems

You also have the option to display the history of the connection tests. Click with the right mouse button on the entry
SLA monitoring. In the following dialog, select SLA monitoring history.

[H 5LA monitoring testresults of Steff-1780EW-4G ; @ — p—
SLA-Menitoring  View
Index Timestamp Name Destination  Packetloss  Minimal round trip time  Maximum round trip time Average round triptime  Warning dueto .. Critical dugto ..
24359 03/07/2016 153307 ZENTRALE 17216101 0 224869000 256337000 238560000 Maximum round ... Maximum rou.
24360 03/07/2016 153337 ZENTRALE 17216101 0 224867000 272.290000 238726000 Maximum round .. Maximum rou..
24361 03007/2016 153407 ZENTRALE 17216104 0 225852000 280624000 254387000 Maximum round .. Maximum rou..
24362 03/07/2016 153437 ZENTRALE 17216101 0 2255658000 294134000 245780000 Maximum round ... Maximum rou.
24363 03/07/2016 153507 ZENTRALE 17216101 0 225040000 280.097000 246493000 Maximum round .. Maximum rou.
24364 03/07/2016 153537 ZENTRALE 17216101 0 225196000 361.272000 259568000 Maximum round .. Maximum rou..
| 24365 03/007/201615:36:07  ZENTRALE 17216104 0 226.200000 205104000 208344000 Maximum round .. Maximum rou..
I 24366 03/07/20161536:37  ZENTRALE 17216101 0 224.919000 377.248000 271843000 Maximum round ... Maximum rou.
[ 24367 03/07/2016 153707 ZENTRALE 17216101 0 225174000 285583000 243667000 Maximum round ... Maximum rou.
I 24368 03/07/2016 1537:37  ZENTRALE 17216101 0 224845000 237.954000 228928000 Maximum round .. Maximum rou..
| 24360 03007/2016 153807 ZENTRALE 17216104 0 224027000 232320000 226219000 Maximum round .. Maximum rou..
I 24370 03/07/20161538:37  ZENTRALE 17216101 0 224.437000 283768000 242988000 Maximum round .. Maximum rou.
I 24371 03/07/2016 153907 ZENTRALE 17216101 0 225133000 273192000 247214000 Maximum round ... Maximum rou.
| 24372 03/07/201615:39:37  ZENTRALE 17216101 0 224352000 243303000 232394000 Maximum round .. Maximum rou..
I 24373 03/07/20161540:07  ZENTRALE 17216104 0 226346000 272141000 206442000 Maximum round .. Maximum rou..
[ 24378 03/07/201615:40:37  ZENTRALE 17216101 60 225465000 386022000 305743000 Meximum round ... Maximum rou.
[ 24375 03/07/2016 154107 ZENTRALE 17216101 0 225130000 250071000 234968000 Maximum round ... Maximum rou.
I 24376 03/07/2016 154137 ZENTRALE 17216101 0 224692000 257.372000 239098000 Maximum round .. Maximum rou..
I 24377 03007/2016 154207 ZENTRALE 17216104 0 223870000 233671000 227234000 Maximum round .. Maximum rou..
I 24378 03/07/2016 154237 ZENTRALE 17216101 0 225082000 390594000 265360000 Maximum round .. Maximum rou.
: 24379 03/07/2016 154307 ZENTRALE 17216101 0 225358000 241393000 231379000 Maximum round ... Maximum rou.
W
W
W
W

4.13 Layer-7 application detection
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Layer-7 application detection helps you to identify services on your network that consume high levels of bandwidth. This
feature also allows you to isolate the clients that use these services most intensively and to inspect their traffic.
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(D To use this function, you need to activate the layer-7 application detection. It is not enabled by default.

Application detection analyzes the inbound and outbound connections at each tracked interface, and it stores the
statistics of the specified applications.

In LANconfig, you enable and configure layer-7 application detection under Firewall/QoS > General > Layer-7
application detection.

Layer-7 application detection ? X
[] Layer 7 application detection enabled
Decide which inteffaces use layer-7 application detection.

Port table...

Decide here, what VLAN IDs to track.
WLAN table...
Define target applications based on their UDP and TCP port.

Port based tracking...
HTTP/HTTPS tracking...

Pick the update interval for statistics here.

Update after: | 5 ‘ minutes

Cancel

Use this dialog to specify the following parameters:
Layer-7 application detection enabled
This entry is used to enable or disable layer-7 application detection.

Port table

Here you specify the ports that are to be tracked by layer-7 application detection. Enable or disable the
available ports correspondingly.

Port table 7] =
Part Part active j* K
LAN-1: Local area network 1 on |E|
WLAN-1: Wireless Network 1 OFf —

PZP-1-1: Point-to-Point 1 - 1 eli N @ 53
P2P-1-2: Paint-to-Paint 1 -2 Off | POrt table - Edit Entry

PZP-1-3: Point-to-Point 1 - 3 eli )

PoP-1-4: Point-to-Point 1 - 4 off Part: WwLAN-1: Wireless Network 1

PZP-1-5: Point-ko-Point 1 - 5 OFf Fart active

PZP-1-6: Point-to-Point 1 - & eli

P2P-1-7: Point-to-Paoink 1 - 7 OFf [ ok ] [ Carcel ]
PZP-1-8: Point-to-Point 1 - & eli

PZP-1-9: Point-to-Point 1 - 9 eli

P2P-1-10: Point-to-Paint 1 - 10 OFf - r
;; QuickFinder
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VLAN table

Here you specify the VLAN IDs to be monitored and you determine the extent to which the layer-7 application
detection collects traffic information.

VLAN table - New Entry ? X

VLAN-ID:

D Layer 7 application detection enabled for this VLAN
[[] Track users

Cancel

> Layer-7 application detection enabled for this VLAN: The device tracks general and application-specific
data.

> Track users: The device tracks user-specific data (user or client name and MAC address) in the specified
VLAN.

In order for layer-7 application discovery to be active in the VLAN, the data must collect
application-specific data at the least.

Port-based tracking

Here you select the applications to be tracked. Optionally you can chose default applications or you can specify
your own applications. You also specify the destination domains or the destination networks of the application.
Extend the list according to your needs.

Port based tracking ? Pg
Application name  Destination domainsfnets  Ports i | QK
= 3
BhS & Port based tracking - Edit Entry ? P
FTP 20,21
HrTR &0 Application name: DMS
HTTPS 443
IKE 500 Destination domains/nets:
map 143 Parts: 53
IMAPS 993
IPerf S001
PR 631 [ 0K J [ Cancel
e AT T acnn
. \
o QuickFinder [ Add... ] [ Edit... ] [ Copy... ] [ Remove ]

You can specify several destination domains, destination networks or ports by using a comma-separated
list in CIDR notation (classless inter-domain routing). You have the option of using IPv4 or IPv6
destination networks.

HTTP/HTTPS tracking

Use this table to specify which HTTP/HTTPS services are tracked. You should additionally specify parts of the
application's host name.
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Use wildcards ("*" for multiple characters or "?" for exactly one character) to define the parts of the

host name.

HTTPR/HTTPS tracking ? =
Priority  Application name Destination domains/nets i Ok
30 iCloud *icloud*

| |
20 Google-analytics *google-analytics™
20 iTunes *tunes, apple®
10 Google Play Store *play.google*
10 ‘foutube *youtube®, *googlevideo®, *ytimg*
o ARD Mediathek; Tagesschau  *tagesschau®
o AliExpress *aliexpress* E
o Amazon *ssl-images-amazon®, *amazon®, *amazonaws*
o Apple *apple*, *mzstatic*
o Bing *hing*
] Bitdefender *bitdefender
o Blogspat *Blogspot*
o Clipfish *clipfish*
o Dailymation *dailymation™
o Dropbox *dropbox*
o DuckDuckGo *duckduckgo*
o Ebay *shay*, *ebaystatic*
o Facebook, *facebool*, *fbcdn®, *fbstatic®
o Github *github*
o Google *google*, *gstatic*
] Heise *heise®
o ImDb *mdb*, *media-imdb*
o Imngur *mgur*
o Instagram *instagram®
o LastPass *lastpass™
] LinkedIn *inkedin®
] Maxdome *maxdome*
o Microsoft-Live *ive, *windows*, *mobileengagement™ =
#= QuickFinder [ Add... ] [ Edit... ] [ Copy... ] [ Remove ]

@ Multiple host-name parts can be specified in a comma-separated list.

By specifying the priority you have the additional option of setting the order in which services are evaluated
if certain host-name parts appear in multiple entries (e.g. *google).

Update after
Specify an interval in minutes for updating the usage statistics.

When a client establishes a connection over a tracked interface, layer-7 application detection begins analyzing and
recording the traffic volumes.

The results of the recording and the usage statistics depend on the configuration that was specified for this
connection.

Layer-7 application detection monitors the destination port of an application. If a connection Is detected arriving at port
80 or 443 (HTTP or HTTPS), the connection establishment is further analyzed. If a different destination port is used, the
application is identified according to the applications entered into the "Port-based tracking” list.

If the establishment of an HTTP/HTTPS connection is detected, this connection is subjected to deeper analysis. For HTTP
connections, the application detection additionally extracts the destination host from the destination URL in the HTTP
GET request.

(D The only part to be used is the host; additional parts of the URL are truncated

If an HTTPS connection is detected, the layer-7 application detection attempts to identify the destination host in the
following sequence:

> Server name indication from the TLS "Client Hello"
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> Common name from the transmitted TLS server certificate
> Reverse DNS request to the server IP address

For HTTP and HTTPS connections, the destination host name found is compared with the "HTTP/HTTPS tracking” list. This
list contains the most widely used Web services/applications, including the components of their host names.

If neither the service nor the connection appear in the list, i.e. the application cannot be identified, then it is classified
as a general HTTP or HTTPS service on the port.

@ Allocation in this way requires the "Port-based tracking" list to include the entries HTTP and HTTPS.

If the destination service is known for every connection on a tracked interface, the combination with the connecting
client makes is possible to track the connection and to determine which client caused what amount of traffic to / from
a service.

The values found are available from the corresponding tables in the LCOS menu tree under Status >
Layer-7-App-Detection.

Layer-7 application detection can be operated either centrally or decentrally on your network. Both options prevent
traffic being listed multiple times:

Central
Layer-7 application detection is enabled on a central router in the LAN, and it is disabled on all other LANCOM
devices.

Decentral

Layer-7 application detection is enabled only on the final bridges in the LAN, e.g. on access points or LANCOM
routers with the clients connected directly to their LAN interfaces.

To avoid distorted results, the traffic should pass through just one single device or bridge running the layer-7 application
detection.

4.13.1 IPv4/IPv6 traffic accounting
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Layer-7 application detection captures IPv4 and IPv6 traffic separately.

There is no need to switch on this feature separately. With layer-7 application detection is active, both IPv4 and IPv6
applications are automatically resolved separately.

Layer-7 application detection logs details about the traffic transmitted over the relevant interface.

This is presented in the following status table:
root@LN-1700Esc:/Status/Layer-7-App-Detection/Total-Traffic-per-Protocol

> 1s -a

[1.3.6.1.4.1.2356.11][1.95.8]
Protocol-Name Tx-KBytes Rx-KBytes Tx-KBytes-Curr.-Day Rx-KBytes-Curr.-Day

(1] [2] [3] [4] [5]
IPv4 522 259 522 259
IPV6 2696 18 2696 18

The inbound (RX) and the outbound (TX) traffic are listed separately for IPv4 and IPv6 in kBytes.
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You probably would not be happy about strangers viewing or modifying the data on your computers. Furthermore, the
configuration settings of your devices need to be protected against unauthorized changes. This chapter is therefore
dedicated to a very important topic: Security. The security settings are described in the following sections:

> Protecting the configuration

> Password protection
> Login barring
> Access control

> Securing the ISDN dial-in access

The most important security settings are summarized in a checklist at the end of the chapter. This list will help you to
secure your device properly.

Further functions of the LCOS contribute to the security of your data, and some of these are described in separate
chapters:

> Firewall
> Router functions
> VIAN

5.1 Protecting the configuration

By configuring the device, you specifiy a range of important parameters for data communication: This includes the security
of your own network, cost controls, and the authorization of individual network users.

Obviously, the parameters you have set should not be changed by unauthorized persons. For this reason, the device
offers various means of protecting the configuration.

5.1.1 Password protection

The simplest way of protecting the configuration is to agree upon a password.

@ If no password has been agreed for the device, the configuration is open to be changed by anybody. For example,
your Internet access credentials could be exposed or the router reconfigured to disable the security mechanisms.

@ Among other things, the power LED flashes on devices that have no password set, assuming that the configuration
can be accessed via WAN or WLAN.

Handling passwords properly

At this point we would like to make a few recommendations for handling passwords:

> Keep your password as secret as possible.

Never write down a password. Popular but completely unsuitable are, for example: Notebooks, wallets and text files
on the computer. It sounds trivial, but it cannot be repeated often enough: Do not share your password with anybody
else. Even the securest systems are defenseless against talkativeness.

> Communicate passwords securely.
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Once set, a password must be communicated to the remote site. Choose the most secure method possible. Avoid
using: Unencrypted e-mail, letter, fax. It is better to communicate personally and face to face. The highest level of
security is achieved when you enter the password personally at both ends.

> Choose a secure password.

Use random sequences of letters and numbers. Passwords that are normal words are not secure. Special characters
such as '&"?-*_:;,1°" make it even more difficult for attackers to guess your password, which is a plus for your security.

@ The password for the configuration is case sensitive.

> Never use a password twice.

Using the same password for multiple purposes makes it less secure. If a remote site is compromised, the other
connections that use this password are endangered all at once.

> If you suspect anything, change the password immediately.

When an employee with access to a password leaves the company, then it is high time to change that password. If
you have even the slightest suspicion of a leak, change the password.

If you follow these simple rules, you will achieve a high level of security.

Entering the password

In LANconfig, the field for entering the password is to be found in the ‘Management' configuration area on the ‘Admin’
tab. In an SSH session, set or change the password with the command passwd.

LANconfig: Management / Admin / Password
WEBconfig: Extras / Change password

As soon as a password is set for the “root” administrator in the device's configuration, WEBconfig will display
the button Login that starts the login window. After entering the correct user name and password, the WEBconfig
main menu will appear.

Protecting the SNMP access

At the same time you should also protect the SNMP read access with a password. SNMP uses the general configuration
password.

LANconfig: Management / Admin / Password required for SNMP read permission access only

WEBconfig: LCOS menu tree / Setup / SNMP / Password-Required-for-SNMP-Read-Access

5.1.2 Further administrators with restricted rights

There is no need for every administrator to have full rights and access to all parts of the configuration. As root
administrator, you can add further administrators with restricted rights under Configuration > Management > Admin >
Further administrators. Consequently, there is no need for every administrator to know the main device password.
Further details are available under Managing rights for different administrators on page 88.

5.1.3 Login barring
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The configuration in the device is protected against “brute-force attacks” by barring logins. A brute-force attack is the
attempt by an unauthorized person to crack a password to gain access to a network, a computer or another device. To
achieve this, a computer, for example, can go through all the possible combinations of letters and numbers until the
right password is found.

As a measure of protection against such attacks, the maximum allowed number of unsuccessful login attempts can be
set. If this limit is reached, access will be barred for a certain time.

The login lock only applies to the access path being used. The other access paths are still available.
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(D For technical reasons, SSH and Telnet can only be locked and unlocked together.

To configure the login lock, the following entries are available in the configuration tools:

> Activate lock after (number of login errors)
> Duration of the lock (lockout in minutes).

LANconfig: Management / Admin

(D If you fill out the field Lock configuration after with the value “0", the login lock is deactivated.

WEBconfig: LCOS menu tree / Setup / Config

@ The login lock has no function if RADIUS or TACACS are being used for authentication.

5.1.4 Restricting access to the configuration
Access to the internal functions can be configured for each interface separately:

> ISDN administration access

> LAN

> Wireless LAN (WLAN)

> WAN (e.g. ISDN, DSL or ADSL)

Access to the network configuration can be further restricted so that, for example, configurations can only be edited
from certain IP addresses. Furthermore, the following internal functions can be switched on/off separately:

> LANconfig (TFTP)

> WEBconfig (HTTP/HTTPS)
> SNMP

> Terminal/Telnet

For devices supporting VPN, it is also possible for internal functions that operate over WAN interfaces to be
restricted to VPN connections only.

Restricting access to the ISDN administrator account

Applies only for models with an ISDN interface.

As long as no MSN-configuration has been entered, a non-configured device accepts calls on all MSNs. As soon as the
first change in the configuration is saved, the device only accepts calls on the configured MSN.

If the initial configuration has no configured MSN, the remote configuration feature is disabled to protect the
device against access via the ISDN line.
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1. Switch to the ‘Admin’ tab in the ‘Management’ configuration area.

Device configuration
Enforce device pazsword policy
rook
Main device password: [ Shaw

Generate password

Mumber [MSH]:
Further administrators. ..
Configuration login lock
Lock configuration after: 5 login failures
Lock configuration for: 5 minutes

Device access

Configure over which channels configurations may be uploaded to and downloaded from the
device and through what means the web interface of the device can be reached.

Access settings...

SHMP

Configure the access rights for all protocol versions of SMMP here.

SHMP settings...

Management protocols

Here you can enter the management protocols port numbers.

Farts...

2. In the 'Device configuration' section, enter one of your connection’s phone numbers that is not required for other
purposes.

Alternatively, enter the following command in Telnet:

set /setup/config/Admin- (EAZ-MSN) 123456

The ISDN administrator account is the only configuration method excluded from the network access restrictions
that are described below. That is, all incoming connections on the ADMIN-MSN are not restricted by the
access controls on remote networks.

(D If you want to completely switch off the ISDN remote management, leave the field with Admin MSN empty.

Restricting network configuration access

Access to the internal functions can be controlled for each of the configuration services individually according to whether
they are accessed from the local network, from remote networks, or from wireless LANS.

Access to the configuration can be allowed or denied in general, as purely read-only access or, if your model is so
equipped, via VPN only.

328



LCOS 10.20

5 Security

To open the LANconfig configuration dialogs containing the access rights from the local network (LAN), from the WLAN
or via remote networks (WAN), go to Management > Admin in the section Device access and use the Access settings
button. You then click on Configurations access ways > Access rights and select the appropriate interface:

E Access rights - From a LAN interface | ? 22 |
Protocols | S5H
TELNET, [allowed -]
TELNET over SSL: [allowed -
SSH: [allowed -
TFTP: [allowed -
Hirt!

fL) The TFTP protocol is used by LANconfig amongst others for device search. Forthis, at least

read-only access rights are necessary.

SNMPy1A2: [allowed -

SNMPy3: [allowed -

/3 Hint!
i ) The SNMP protocol is used by LANmenitor to communicate with the device. Forthis, at least

read-only access rights are necessary.

HTTF: [allowed -
HTTPS: [allowed -

[ ok ][ canca |

To completely block access to the router from the WAN, set the configuration access rights from remote networks
to “denied” for all protocols.

Restricting access to the network configuration to specific IP addresses

By means of a special filter list, you can restrict access to the internal functions of a device to specific IP addresses only.
In LANconfig, the configuration dialog for entering the addresses that are permitted to access the stations is located in
the Access stations table to be found under Management > Admin > Device access > Access settings > Configuring
access ways.

Access stations l _|—J‘E‘J e e
IP address Metmask Tag Comment CK
;.; QuickFinder Edi Cop Remove

By default, this table contains no entries. This means that you can access your device from any IP address. You activate
the filter by entering an IP address and the corresponding subnet mask. After that, only the IP addresses entered are
entitled to use the internal device functions. Further entries will expand the selection of users with the associated rights.
The filter entries can include individual computers or even entire networks.
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5.1.5 Deactivating Ethernet interfaces

The Ethernet interfaces on any publicly accessible device can potentially be used by unauthorized persons to gain physical
access to a network. The Ethernet interfaces on the device can be disabled to prevent this.

Ethernet ports - ETH 1 P |-
Ethemet port: ETH 1
Transfer mode: TR TR
. LAN-1
MDI mode: LAN-2
. LAN-3
Clock role: LAN-4
Suppress data communic LAN-5 h port and the
LAN-6
others (private mode)
D5LA
D5L-2
D5L-3
D5L-5
Monitor

LANconfig: Interfaces / LAN / Interface settings
WEBconfig: LCOS menu tree / Setup / Interfaces
> Interface usage

Here you select how this interface is to be used.

Possible values:

> None (power down): The interface is deactivated.

Idle: The interface is not allocated to any particular task, but it remains physically active.
LAN-1 to LAN-n: The interface is allocated to a logical LAN.

DSL-1 to DSL-n: The interface is allocated to a DSL interface.

Monitor: The port is a monitor port, i.e. everything received at the other ports is output via this port. A packet
sniffer such as Wireshark/Ethereal can be connected to this port, for example.

vV VvV VvV Vv

Default:

> Depends on the particular interface or the hardware model.

5.2 Securing ISDN dial-in access

For a device with an ISDN connection basically any ISDN subscriber can dial-in to your device. You therefore have to pay
special attention to securing the ISDN access in order to avoid unwanted intruders.

The security functions of the ISDN access can be divided into two groups:
> lIdentification control

> Authentication by name and password
> Authentication by caller ID

> Call-back to predefined phone numbers

5.2.1 Identification control

Identification control makes use either of the name of the remote site or the caller ID. The caller ID is the telephone
number of the caller, which with ISDN is usually transmitted to the remote site with the call.

The “Identifier” to be used to identify the caller is set in the following ways:
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LANconfig: Communication / Call management
WEBconfig: LCOS menu tree / Setup / WAN / Protect
The following options are available:

> All: Calls are accepted from any remote station.

> By number: Calls are only accepted from Calling Line Identification numbers (CLIP) that are entered in the number
list.

> By approved number: Only calls from those remote stations whose Calling Line Identification number (CLIP) is entered
in the peer list and whose number is found to be correct by the exchange.

Obviously, identification assumes that the caller transmits the corresponding information.

Verification of user name and password

In the case of PPP, a user name (and in conjunction with PAP, CHAP or MS-CHAP, a password) is sent to the remote
station when the connection is established. When a computer dials into the device, the communications software, for
example Windows Dial-Up Network, prompts the user for the user name and password.

If the router establishes the connection itself, for instance, to an ISP, it uses the user name and password from the PPP
list. If no user name is entered there, the device name is used instead.

LANconfig: Communication / Protocols / PPP list
WEBconfig: LCOS menu tree / Setup / WAN / PPP

In addition, the PPP protocol also permits the caller to require an authentication from the remote station. The caller then
requests a user or device name and password from the remote station.

Of course, you do not use PAP, CHAP or MS-CHAP security procedures if you are using the device yourself to dial
into, for example, an Internet service provider.

Number verification

When a call is placed over an ISDN line, the caller's number is usually sent over the D channel before a connection is
even made (CLI — Calling Line Identifier).

Access to your own network is granted if the call number appears in the number list, or the caller is called back if the
callback option is activated. If the device is set to provide security using the telephone number, any calls from remote
stations with unknown numbers are denied access.

You can use call numbers as a security measure with any B-channel protocol (layers).

5.2.2 Callback

The callback function offers a special form of access security: This requires the 'Callback’ option to be activated in the
peer list for the desired caller and the call number to be specified.

LANconfig: Communication / Remote sites / Remote sites (ISDN/serial)
WEBconfig: LCOS menu tree / Setup / WAN / Dialup-peers
Using the settings in the name and number list, you can control the callback behavior of your router:

> The router can refuse to callback.

> It can call back using a preset call number.

> It can first check the name and then call back a preset telephone number.
> The caller can opt to specify the call number to be used for callback.

With this feature, the cost of the connection is largely carried by the company. If call back 'With name' is set in the peer
list, the router accepts all unit charges, except for the unit required to send the name. The caller also accepts a unit if
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the caller is not identified via CLIP (Calling Line Identifier Protocol). On the other hand, the caller incurs no costs if
identification of the caller's number is possible and is accepted (callback via the D channel).

An especially effective callback method is the fast-callback procedure. This speeds up the callback procedure considerably.
The procedure only works if it is supported by both stations. All current LANCOM routers with an ISDN interface support
fast callback.

5.3 Location verification by ISDN or GPS

After being stolen, the device can theoretically be operated at another location by unauthorized persons.
Password-protected device configurations do not stop third parties from operating RAS access, LAN connectivity or VPN
connections that are set up in the device: A thief could gain access to a protected network.

The device's operation can be protected by various means; for example, it will cease to function if there is an interruption
to the power supply, or if the device is switched on in another location.

5.3.1 GPS location verification

GPS location verification enables a geographical position to be defined within the device. After being switched on the
device automatically activates the GPS module and checks if it is located at the “correct” position. The router module
only switches on if the check is positive. After location verification has been carried out the GPS module is switched off
again, unless it was activated manually.

5.3.2 ISDN location verification

ISDN location verification can prevent the misuse of a router. Each time it is switched on, the router carries out a check
by making an ISDN telephone call to itself to ensure that it is installed at the intended location. Only after successful
location verification is the router module activated.

Prerequisites for successful ISDN location verification:

> The device must be reachable from the public ISDN telephone network.

> The device needs two free B channels for the duration of the check. If just one channel is free, e.g. one channel at
a point-to-multipoint connection with two B channels is being used for a telephone call, then the device cannot make
a call to itself via ISDN.

5.3.3 Configuring location verification
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Parameters for location verification are to be found in LANconfig under Management > Location.

Under Management > Dvanced > GPS module you can switch on the GPS module so that it operates
independently of the location check, for example to monitor the coordinates of the current location with
LANmonitor.

Location check (Anti-Theft protection)

Location check increases the protection of your device against misuse. It is perfformed each
time the device is switched on.

/| Location check enabled

GPS check compares the cument device position with the here entered reference coordinates.

Get reference coordinates via GPS once

Degree of longitude: 6.1515780
Degree of latitude: 50.80505980
Tolerated deviation: 50 meter
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> Activate location verification with the option Location check enabled.
> Select the method for the location check:
> ‘Self call' for a check via ISDN by means of a return call.

> 'Call forwarding check’ via ISDN by requesting the call number from the exchange. No call-back is necessary in
this case.

> 'GPS verification’ for a check on the geographical coordinates.

For a location check by GPS an appropriate GPS antenna must be connected to the AUX connector on the

device. Additionally, a SIM card for mobile telephone operation has to be inserted and the device must be
logged on to a mobile phone network.

> For the location check enter 'Self call' or 'Call forwarding check' and enter the destination number as the telephone
number to be used for the check.

> For location verification by GPS enter the necessary parameters:

> Degrees latitude and longitude
> Deviation from the intended position in meters

The device is itself able to determine the geographical coordinates for its current position by activating the
Once get reference coordinates via GPS checkbox. Once the configuration is written back to the device,
the current longitude and latitude are entered automatically, assuming that location verification is activated
and a valid GPS position is available. Subsequently this option is automatically deactivated again.

As an alternative you can determine the geographical coordinates from tools such as Google Maps.

(S LaNmonitor ~=lol x|

File Device View Tools Help

Slo x| z3lz] @)%\ T L ssley| x|
@ M 1751 UM

-8 UMTS/GPRS network

?: WAN connections: Mone

@ Firewall: 00,/02/0000 18:45:23 intruder detection - Packet dropped

o-§¥ System information

-Hg GPs

'ji’ Timestamp: 26.02,2008 04:55:31
¥ Longitude: 6.1511666° (6°9' 4.197)
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When the current geographical coordinates are displayed in LANmonitor, you can right-click with the mouse
on the entry 'GPS' to call up that location in Google maps.

~i0ix

File Device View Tools Help

ol frald] o] @ |<8|R| R D £ suled| 3|
@ LANCOM 1751 UMTS
- ¥ UMTS/GPRS network: Vodafone.de
-5 WAN connections: None
@ Firewall: 00,/02/0000 18:45:23 intruder detection - Packet dropped
o System information
B “Dipta locaion in map Gntermet conmection necessary) |
23
b

50.805098, 6.151198
+50°7 48 18.35", +6° 9 4.31"

Get directions: To here - From here
Search nearby - Save to My Maps

LANconfig: Communication / Remote sites / Remote sites (ISDN/serial)

WEBconfig: LCOS menu tree / Setup / Config / Anti-Theft-Protection

Anti-Theft-Protection

i) B¥ Called-Number 0241520219
&) B® Checked-Calling-Number

{2 [ Enabled No

i) B ISON-fe 50-1

{2 [ Method Basic-Call

&) B Outgoing-Calling-Number
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Status request, location verification

The status of location verification can be viewed with LANmonitor:

-ioix

File Device Yiew Tools Help

o= zale| sl ls|=lE B g3l x| e —
e YPM_MHAMEL

BT WaN connections: 1
WPMN connections: 1
: g Wireless LAN

@ Firewall: 6{17/2005 13:40:33 Do3 protection - Packet dropped
o Syskem information

------ o Anti-theft protection: Successful

With  WEBconfig (LCOS menu tree / Status / Config / Location verification) or Telnet
(Status/Config/Location-verification)you can view the status of the location verification:

Anti-Theft-Protection

& & Current-Latitude[deg]

&) & Current-Longitude[deg]

&) & Delta-Latitude[m] -1
&) ) Delta-Longitude[m] 1

&) &) Expected-Latitude[deg] 50.8050980
&) &) Expected-Longitude[deg] 6.1519780
& & Position-valid No

& & State Active

Only when the location verification has the status 'Successful’ will the router data be transferred over the WAN interfaces.

> Location verification via ISDN is successful when the number 'Expect call from" agrees with the number 'Last call
from". This call is not picked up by the router. The status also displays whether a call was accepted at all.

> Location verification via GPS is successful when the GPS position is valid and within the tolerated range deviation
from the known position.

5.4 Preventing password form fields in the browser from storing passwords

Input dialogs on web pages allow web browsers to store any passwords that are entered. This makes things easier for

a user accessing the page again in future. This web browser feature is a vulnerability that malicious software can exploit
to read out the confidential form data.

To force the manual input of login passwords each time a page is accessed, open WEBconfig and navigate to Setup >
HTTP > Disable-Password-Autocompletion and prevent the storage of passwords with the setting “Yes".
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5.5 The security checklist

The following checklists provide an overview of all of the important security settings. Most of the points in this checklist
are uncritical for simple configurations. In these cases, the security settings in the basic configuration or that were set
with the Security Wizard are sufficient.

Have you secured your wireless network with encryption and access control lists?

With the help of 802.11i, WPA or WEP, you can encrypt the data in your wireless network with different
encryption methods such as AES, TKIP or WEP. LANCOM recommends the strongest possible encryption with
802.11i and AES. If the WLAN client adapters do not support these, then you should use TKIP or at least WEP.
Make sure that the encryption function in your device is activated, and that at least one passphrase or WEP
key has been entered and selected for application.

For security reasons, LANCOM strongly advises you not to use WEP! You should only ever use WEP
under exceptional circumstances. When using WEP encryption, use additional security mechanisms
additionally.

To check encryption settings in LANconfig, go to Wireless LAN > Encryption > WLAN encryption settings
and select the settings for the logical WLAN interfaces.

With the access control list (ACL) you can permit or prevent individual clients accessing your wireless LAN.
The decision is based on the MAC address that is permanently programmed into wireless network adapters.
To configure the access-control list in LANconfig, go to Station rules under Wireless LAN > Stations/LEPS >
LEPS-MAC.

The LANCOM Enhanced Passphrase Security (LEPS) uses an additional column in the ACL to assign an individual
passphrase consisting of any 8 to 64 ASCII characters to each MAC address. The connection to the access
point and the subsequent encryption with IEEE 802.11i or WPA2 is only possible with the right combination
of passphrase and MAC address. See also Configuration on page 838.

Access control is takes place in phases. First, a search is made for a LEPS-MAC entry. If no such entry exists,
a search is made for a LEPS-U entry. Finally, a search is made for a passphrase set for the WLAN under
Wireless LAN > Encryption > WLAN encryption settings.

When operating LEPS-U and/or LEPS-MAG, this passphrase should be kept secret and preferably not
used at all. Users or MAC addresses removed from the system should not be able to gain access by
means of the WLAN passphrase instead.

Have you protected the configuration with a password?

The simplest way of protecting the configuration is to agree upon a password. If no password has been agreed
for the device, the configuration is open to be changed by anybody. In LANconfig, the field for entering the
password is located under Management > Admin. It is absolutely imperative to assign a password to the
configuration if you want to enable remote configuration!

Have you permitted remote configuration?

If you do not require remote configuration, please ensure to switch it off. If you need to make use of remote
configuration, ensure that you do not fail to password-protect the configuration. In LANconfig, the field for
disabling remote configuration is located under Management > Admin > Device access > Access settings.
In the section Configuration access ways Access rights > From a WAN interface set all protocols to
denied. You also have the option of blocking the HTTP port for web-server services. To do this, go to the
section Access to web server services and under Access rights > From a WAN interface select the option
disabled.
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Have you allowed configuration from the wireless LAN?

If you do not need to configure the device from the wireless LAN, switch this function off. In LANconfig, the
field for disabling configuration from a wireless LAN is also located under Management > Admin > Device
access > Access settings. In the section Configuration access ways Access rights > From a WLAN
interface set all protocols to denied. You also have the option of blocking the HTTP port for web-server
services. To do this, go to the section Access to web server services and under Access rights > From a
WAN interface select the option disabled.

Have your password-protected the SNMP configuration?

Protect the SNMP configuration with a password too. The field for password-protecting the SNMP configuration
is also to be found in LANconfig under Management > Admin.

Have you activated the firewall?

The stateful inspection firewall of devices ensures that you local network cannot be attacked from the outside
while your WLAN controller is operating as a Public Spot. Activate the firewall in LANconfig under
Firewall/QoS > General.

Note that firewall security mechanisms (incl. IP masquerading, port filters, access lists) are active only
for data connections that are transmitted via the IP router. Direct data connections via the bridge are
not protected by the firewall!

Are you using a “deny all” firewall strategy?

Maximum security and control is initially achieved by denying all data traffic from passing the firewall. The
only connections to be accepted by the firewall are those that are to be explicitly permitted. This ensures that
"Trojan horses” and certain types of e-mail virus are denied communication to the outside. The firewall rules
in LANconfig are located under Firewall/QoS > IPv4 rules > Rules and Firewall/QoS > IPv6 rules > IPv6
inbound rules or Firewall/QoS > IPv6 rules > IPv6 forwarding rules.

The stateful inspection firewall of devices ensures that you local network cannot be attacked from the outside
while your WLAN controller is operating as a Public Spot. Activate the firewall in LANconfig under
Firewall/QoS > General.

Note that firewall security mechanisms (incl. IP masquerading, port filters, access lists) are active only
for data connections that are transmitted via the IP router. Direct data connections via the bridge are
not protected by the firewall!

Have you activated IP masquerading?

With “IP masquerading”, local computers remain invisible to the outside while they access the Internet. All
that is revealed to the Internet is the IP number of the router module of the device. The IP address can be
fixed or dynamically assigned by the provider. The computers in the LAN use the router as a gateway and are
not visible individually. The router separates the Internet from the intranet like a wall. The application of IP
masquerading is set in the routing table for every route individually. The routing tables for IPv4 and IPv6 in
LANconfig are located under IP router > Routing. Here you also have the option of configuring a time control
for the default route.

Have you used filters to close critical ports?

The firewall filters in the device offer filter functions for individual computers or entire networks. It is possible
to set up source and destination filters for individual ports or port ranges. Furthermore, filters can be set for
individual protocols or any combination of protocols (ICMP). It is especially convenient to set up the filters
with the aid of LANconfig. You can create and modify filter rules under Firewall/QoS > IPv4 rules > Rules
and Firewall/QoS > IPv6 rules > IPv6 inbound rules or Firewall/QoS > IPv6 rules > IPv6 forwarding
rules.
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Have you excluded certain stations from accessing the device?

A special filter list can be used to limit access to the device's internal functions via TCP/IP. The phrase "internal
functions” refers to configuration sessions via LANconfig, WEBconfig, Telnet or TFTP. As standard this table
contains no entries, meaning that computers with any IP address can use TCP/IP and TFTP to commence
accessing the device. The first time an IP address is entered with its associated netmask, the filter is activated
and only the IP addresses contained in this entry are entitled to make use of internal functions. Further entries
can be used to extend the circle of authorized parties. The filter entries can describe individual computers or
even entire networks. The access lists in LANconfig are located under Firewall/QoS > IPv4 rules and
Firewall/QoS > IPv6 rules.

Do you store your saved configuration to a safe location?

Protect your saved configurations in a location that is safe from unauthorized access. Otherwise, byway of
example, an unauthorized person may load your stored configuration file into another device and they can
access the Internet at your expense.

Concerning the exchange of your particularly sensitive data via wireless LAN; have you set up the
functions offered by IEEE 802.1X?

If you move especially sensitive data via wireless LAN you can provide even stronger security by using the
IEEE 802.1X technology. In LANconfig, the IEEE 802.1X settings are configured under Wireless LAN > 802.1X.

Have you activated the protection of your WAN access in case the device is stolen?

After being stolen, the device can theoretically be operated at another location by unauthorized persons.
Password-protected device configurations do not stop third parties from operating RAS access, LAN connectivity
or VPN connections that are set up in the device: A thief could gain access to a protected network.

The device’s operation can be protected by various means; for example, it will cease to function if there is an
interruption to the power supply, or if the device is switched on in another location.

GPS location verification enables a geographical position to be defined within the device. After being switched
on the device automatically checks if it is located at the “correct” position. Only after a positive check is the
router module activated.

The scripting function can store the entire configuration in RAM only so that restarting the device will cause
the configuration to be deleted. The configuration is not written to the non-volatile flash memory. A loss of
power because the device has been relocated will cause the entire configuration to be deleted.

Is the storage of configuration files adapted to your security requirements?

For “standalone operation”, the configuration for a WLAN interface being managed by a WLAN controller is
stored in flash memory for a certain time only, or even in the RAM only. This device configuration is deleted
if contact to the WLAN controller is lost or if the power supply is interrupted for longer than the set time
period.

Have you ensured that the reset button is safe from accidental configuration resets?

Some devices simply cannot be installed under lock and key. There is consequently a risk that the configuration
will be deleted by mistake if a co-worker presses the reset button too long. The behavior of the reset button
can be set so that a press is either ignored or it causes a re-start, depending on the time for which it is held
pressed.
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6 Routing and WAN connections

This chapter describes the most important protocols and configuration entries that relate to WAN connections. It also
describes how WAN connections can be optimized.

6.1 General information about WAN connections

WAN connections are used for the following applications.

> Internet access
> LAN-LAN links
> Remote access

6.1.1 Bridges for standard protocols

WAN connections differ from direct connections (for example, via the LANCAPI) in that the data in the WAN are transmitted
via standardized network protocols that are also used in the LAN. Direct connections, on the other hand, use proprietary
methods that are specifically designed for point-to-point connections.

WAN connections act to extend a LAN, while direct connections merely connect one individual PC to another PC. WAN
connections form bridges for the communication between networks (or for connecting individual computers to the LAN).
Which protocols are used on WAN connections?

WAN connections over high-speed connections (e.g. DSL) use the IP standard for transmitting packets.

Close cooperation with the router modules

Characteristic of WAN connections is the close cooperation with the router modules in the device. The router modules
(IP) provide the connection between LAN and WAN. They use the WAN modules to respond to requests from LAN-based
PCs for external resources.

6.1.2 What happens with a request from the LAN?

Initially, the router modules only determine which remote site a data packet should be sent to. In order for the required
connection to be selected and/or established, various parameters need to be agreed for all of the necessary connections.
These parameters are stored in different lists, which interact to allow the correct connections.

A simplified example will illustrate this process. Here we assume that you know the Internet IP address of the computer
you are looking for.
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Data packet with I ! I

IP target address

- @-oEle@

IP routing tab | IP address -> remote station name

peer list remote station -> interface,
connection parameters (ISDN,
telephone number),
communications layer

remote station -> user name and
password

PPP-list

1. Selecting the right route

A data packet from a computer initially finds its way to the Internet by means of the IP address of the recipient. The
computer sends the packet with this address through the LAN to the router. The router refers to its IP routing table
to determine which remote site is used to reach the IP address in question, e.g. 'Provider'.

2. Connection data for the remote site

The router uses this name to check the list of remote sites and find the connection data required for the provider.
This connection data includes, for example, the WAN interface (DSL, ISDN) used to reach the provider, protocol
information, or the number required for an ISDN dial-in connection. The router also refers to the PPP list to obtain
the corresponding user name and password.

3. Establishing the WAN connection

The router then establishes a connection to the provider via a WAN interface. It authenticates itself by user name
and password.

4. Transmission of data packets

Once the connection is established, the router sends the data packet to the Internet.

6.2 IP routing

An IP router works between networks that use TCP/IP as the network protocol. In order for data to be transmitted, the
destination addresses must be available in the routing table. This section explains the structure of the IP routing table
of a LANCOM router, as well as the additional functions available to support IP routing.
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6.2.1 Routing options

In LANconfig, you configure the general routing options under IP router > General.

Flouting options
Usze Proxy ARF to tie remote stations into the LAM

V| Send ICMP redirects
Transfer ICMP packets secured

V| Pazz on TCP SN and ACK. packets preferentially
Transfer packets from internal services via the router
Consider the Type-0f-Service field in [P packets

| Congider the DiffSery field in IP packets
Copy DiffSery tags from Layer-3 to Layer-2

DiffSery tags from Laper-2: | lgnore - |

Use Proxy ARP to tie remote sites into the LAN

Use this option to enable or disable the proxy ARP mechanism. The use of proxy ARP integrates remote
computers into your local network as if they were physically located within it.

Send ICMP redirects

You know how workstations behave in a local network: If the computer wants to send a packet to an IP
address that does not exist in the local LAN, it looks for a router for further help. The computer's operating
system generally points to this router by means of an entry for the default router or standard gateway. If a
network has several routers, it is generally only possible to specify one default router that is theoretically able
to reach all of the IP addresses that are unknown to the workstation. Occasionally this default router may be
unable to reach the target network, but it knows of another router that is able to find this target.

By default, the router sends the computer a response containing the address of that router which knows the
route to the target network (this response is called the “ICMP redirect”). The workstation then uses this address
to send the packet straight to the other router.

However, some computers are unable to process ICMP redirects. In order for the data packets to be delivered
despite this, you make use of the local routing. You instruct the router in your device to send the packet to
the other responsible router. Also, it is no longer able to send ICMP redirects to the clients.

Local routing can be very helpful in individual cases, but it should be used only in situations of this
type. This is because local routing leads to a doubling of all network packets to the target network.
The packets are first sent to the default router, which then sends them to the appropriate router in
the local network.

You use this option to determine whether the device sends ICMP redirects.
Transfer ICMP packets secured

Here you determine whether the device sends secured ICMP redirects.
Pass on TCP-SYN and ACK packets preferentially

The SYN/ACK-speedup method is used to accelerate IP traffic. With SYN/ACK-speedup, IP control characters
(SYN for synchronization and ACK for acknowledge) in the transmit buffer are given priority over standard
data packets. This avoids the situation where control characters are caught up in the transmit queue, so
causing the remote site to stop sending data.

SYN/ACK-speedup is most effective with high-speed connections like ADSL, where data are transferred at
high speed in both directions at the same time.

In the factory settings, SYN/ACK-speedup is activated by default.

The preferential treatment of individual packets leads to a change from the original packet order. Although
TCP/IP provides no guarantee of a specific packet order, this can lead to problems with some applications.
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This only affects applications which, in divergence from the standard protocol, require a certain packet order.
In this case, disable the SYN/ACK-speedup.

Transfer packets from internal services via the router

By default, local services always bypass the router. Acknowledgments are always returned directly to the MAC
address where the request originated. Select this option if you wish packets from internal services to be sent
via the router. Packets will then be sent not directly to the MAC address of the sender but via the router
(provided an appropriate route has been configured).

Consider the Type-of-Service field in IP packets

If you have selected “Type-Of-Service”, the router searches the IP packets for options that indicate whether
the packets should be transmitted particularly quickly or secured.

Consider the DiffServ field in IP packets

If the router considers the DiffServ field in IP packets, it applies preferential transmission according to the
standardized DSCP (DiffServ code point) AFxx (Assured Forwarding) for secured transmission and EF
(Expedited Forwarding). All other IP packets will be transmitted normally. This option is enabled by default.

This option cannot be used in combination with ToS since the DiffServ field replaces the ToS field
within the IP packet.

For more information about DiffServ, see the chapter Quality-of-Service.
Copy DiffServ tags from layer 3 to layer 2

The setting for Layer3-Layer2 tagging regulates the behavior when a data packet is transmitted. With this
option enabled, VLAN tags with priority bits originating from the DSCP precedence are generated if the
recipient has sent at least one tagged packet.

DiffServ tags from Layer 2
The setting for Layer2-Layer3 tagging regulates the behavior when a data packet is received.

> Ignore: VLAN tags are ignored.
> Copy to layer 3: Priority bits in the VLAN tag are always copied to the precedence of the DSCP.
> Copy automatically: Priority bits in the VLAN tag are only copied to the DSCP precedence if this is “000".

6.2.2 The IP routing table

The IP routing table informs the router which remote site (i.e. to which other router or computer) is to be used for any
given IP addresses or IP address ranges. This type of entry is called a “route” since it is used to describe the path that
the data packet should take. This procedure is also known as “static routing” since these entries are made manually and
remain unchanged until you edit or delete them. In contrast to this, there is also “dynamic routing”. Here, the various
routers independently exchange information about the routes and keep this information up to date. When IP RIP is

enabled, the IP router refers to both the static and the dynamic routing tables.

With the help of the IP routing table you also inform the router about the length of the route so that, in conjunction with
IP RIP, the most effective route is selected where multiple routes exist to the same destination. The default setting for
the distance to another router is 0, i.e. the router is directly accessible. All locally accessible devices, i.e. other routers
in the same LAN or workstations that are connected via proxy ARP, are entered with the distance 0. Setting a higher
distance (up to 14) reduces the “quality” of a route. These “unfavorable” routes will only be used if no other route to

the corresponding remote site is available.

IP routing tables for IPv4/IPv6

Unlike previous versions where the configuration menu contained just a single IP routing table, this item now offers the

configuration of separate routing tables for IPv4 and IPv6 connections.

You will find the new table under IP router > Routing > IPv6 routing table
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The IPv4 settings that were previously in the table IP routing table are now located in the IPv4 routing table .
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| IPy4-Routing-T abelle |
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Default-Route angeben.

[T Zeitabhangige Steusrung der Default-Route aktiviert
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The table contains the entries to be used for routing packets with IPv6 addresses.

Prefix

Specify the prefix of the network area for which the data is to be routed to the given remote site.

Routing tag

Specify the routing tag for this route. This route is active only for packets with the same tag. The data packets
receive the routing tag either from the firewall or depending on the LAN or WAN interface used.

Router

This is where you specify the remote site for this route.

Comment

Enter a descriptive comment for this entry.

(D Entering a comment is optional.
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Configuring the routing table
LANconfig: IP-Router / Routing / Routing-Table
WEBconfig: LCOS menu tree / Setup / IP-Router / IP-Routing-Table

An IP routing table might look like this:

IP address Routing tag Distance Masking

192.168.120.0  255.255.255.0 0 MAIN 2 Off Yes
192.168.125.0 255.255.255.0 0 NODE1 3 Off Yes
192.168.130.0  255.255.255.0 0 191,168,140,123 0 Off Yes

What do the various entries in the list mean?
> P address and netmask

This is the address of the destination network, to which data packets may be sent, together with its associated
network mask. The router uses the network mask and the destination IP address of the incoming data packets to
check whether the packet belongs to the destination network.

The default route has the IP address '255.255.255.255" and the network mask '0.0.0.0". All data packets that cannot
be routed by other routing entries are sent over this route.

> Routing tag

The routing tag allows the selection of the destination route to be controlled more precisely. In this case, route
selection relies not only on the target IP address, but also on further information added to the data packets by the
firewall (Policy-based routing on page 345). With the routing tag “0" the routing entry applies to all packets.

> Router
The router transmits the data packets to the remote site with the matching IP address and netmask.

> If the remote site is a router in another network or an individual workstation computer, then the name of the
remote site is entered here.

> If a router is unable to reach the remote site, the IP address entered here is that of another router in the LAN
that knows the route to the destination network.

The name of the remote site indicates how data packets with the corresponding IP address and network mask should
be handled.

> Routes with the entry '0.0.0.0" identify exclusion routes. Data packets for this “zero route” are discarded and not
forwarded. This means that routes prohibited on the Internet (private address spaces, e.g. '10.0.0.0") are excluded
from transmission.

> If the remote site is entered as an IP address, then this is a locally accessible router that is responsible for
transmitting the corresponding data packets.

> Distance

Number of routers between your own and the destination router. This value is often equated with the cost of
transmission and used to distinguish between inexpensive and expensive call paths for wide-area connections. The
distance values entered here are propagated as follows:

> While a connection is established to a destination network, all networks reachable via this connection are
propagated with a distance of 1.

> All'non-connected networks are propagated with the distance entered in the routing table (at least with a distance
of 2), as long as a free transmission channel is still available.

> If no channels are available, the remaining networks are propagated with a distance 16 (= unreachable).
> Exceptions are the remote sites that are connected via proxy ARP. These “proxy hosts” are not propagated at all.

> Masquerading
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The 'Masquerade’ option in the routing table tells the router which IP address to use when forwarding packets.

Please refer to section /P masquerading on page 371 for further information.

6.2.3 Policy-based routing

Policy-based routing does not rely exclusively upon the destination IP address to define the destination route (i.e. the
remote device to be used for transferring the data). Further information can be used—such as the service or the protocol
used, sender addresses, or the destination for the data packets—to select the destination route. Policy-based routing
can be used to achieve a significantly finer-grained routing behavior, such as in the following application scenarios:

> The LAN's entire Internet traffic is diverted to a proxy without entering the proxy address into the browsers. As the
users do not notice the proxy routing, the scenario is named “transparent” proxy.

Source: local Network Source: Proxy
Destination: all Destination: all
Port: 80 Port: 80
Data packet routed

) Action: Transfer Action: Transfer
Data packet with target Tag:1 Tag: 0 to the internet

address in Internet

[=]-5--- (D7 ---

Data packet with destination Data packet with destination
address and IP routing tag ‘1’ address and IP routing tag ‘0’

Firewall rules
Firewall rules

\

Extract of IP routing table

IP address Netmask Rt-Tag Router
255.255.255.255 | 0.0.0.0 1 Proxy
255.255.255.255 | 0.0.0.0 0 Internet

> With load balancing, the data traffic for selected protocols is diverted over a certain DSL port that uses an additional
external ADSL modem.

> A server in the local network is routed via a specific WAN interface as it needs to be accessible from the WAN at a
fixed IP address.

> VPN traffic is forwarded to a VPN tunnel with dynamic end points by using the routing tag '0'; the company's
remaining Internet traffic is diverted to another firewall by means of another suitable routing tag.

In order for channel selection to be decided according to information other than just the destination IP address, suitable
entries can be made in the firewall. These entries are supplemented with a special “routing tag” that is used to control
the channel selection with the routing table. For example, a rule adds the routing tag ‘2’ to the entire data traffic for a
local group of computers (defined by an IP address range). Alternatively, certain protocols receive a different supplementary
routing tag.

The diagram demonstrates the application of policy-routing with load balancing:
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i

IP routing IP address -> routing tag ->
table remote station
peer list remote station -> DSL port,

connection parameters,
communication layer

> When establishing a connection, the firewall initially checks if the packets for transmission fit to a rule which contains
a routing tag. The routing tag is entered into the data packet.

> The IP routing table combines the routing tag and destination IP address to determine the appropriate remote site.
The IP routing table is processed from top down in the usual fashion.

> If an entry is found corresponding to the network, then the second step is to check the routing tag. The required
remote site can be found with the help of the appropriate routing tag. During load balancing, the device can use
the remote site from the list of remote sites/peers to determine the correct DSL port.

@ If the routing tag has a value of “0" (default) then the routing entry applies to all packets.

> Internal services implicitly use the default tag. If the user wishes to direct the default route through a VPN tunnel
with a dynamic tunnel endpoint, for example, then the VPN module uses the default route with the routing tag “0”
as standard.

To direct the default route through the VPN tunnel anyway, create a second default route with routing tag “1" and
the VPN remote site as router names. With the appropriate firewall rule you can transfer all services from all source
stations to all destination stations with routing tag “1".

> Routing tags and RIP: The routing tag is also sent in RIP packets and evaluated upon receipt, so you can, for example,
change the distances in the correct routes.

Routing tags for VPN and PPTP connections

Routing tags are used on the device in order to evaluate criteria relevant to the selection of the target route in addition
to the IP address. In general, routing tags are added to the data packets using special firewall rules. However, in some
cases, it is desirable to assign the tags directly.

> Routing tags for VPN connections

The VPN name list can be used to enter the routing tag for every VPN connection. The routing tag is used in order to
determine the route to the remote gateway (default '0").

In addition, every gateway can be assigned a specific routing tag in the gateway table. The tag 0 has a special function
in this table: If the tag is set at 0 on a gateway, then the tag from the VPN name list table is used.

The VPN routing tag parameters can be found under Setup/VPN/VPN Peers or Setup/VPN/Additional Gateways and under
LANconfig in the configuration section 'VPN' on the 'General' tab by clicking on 'Connection List' and 'Further remote
gateways' in the list.

> Routing tags for PPTP connections

In the PPTP table, a routing tag can be entered in addition to the IP address of the PPTP server. Using this routing tag,
two or more DSL modems that use a single IP address can be operated on different DSL ports.
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IP address Rtg tag Port
PEERO1 10.0.0.138 1 1723 9999
PEER02 10.0.0.138 2 1723 9999

In the IP routing table, two appropriately tagged routes are required:

IP address IP-Netmask Rtg tag Peer-or-IP DINENTL Masking
10.0.0.138 255,255,255,255 2 PEER02-PPTP 0 No
10.0.0.138 255,255,255,255 1 PEERO1-PPTP 0 No
192.168.0.0 255.255.0.0 0 0.0.0.0 0 No
172.16.0.0 255.240.0.0 0 0.0.0.0 0 No
10.0.0.0 255.0.0.0 0 0.0.0.0 0 No
224.0.0.0 224.0.0.0 0 0.0.0.0 0 No
255,255,255,255 0.0.0.0 0 PEER-LB 0 Yes

Using these settings and the corresponding entry in the load balancing table, load balancing can be performed that
would also work in Austria.

Bundle-Peer-1 Bundle-Peer-2 Bundle-Peer-3

PEER-LB PEERO1 PEERO2

6.2.4 Dynamic routing with IP RIP

In addition to the static routing table, routers from LANCOM also have a dynamic routing table. Unlike the static table,
you do not fill out this table manually as this is handled by the router itself. It does this by means of the routing information
protocol (RIP). All devices that support RIP use this protocol to exchange information about the available routes.

What information is propagated via IP RIP?

A router uses the IP RIP information to inform the other routers in the network of the routes it finds in its own static
table. The following entries are ignored:

> Rejected routes with the '0.0.0.0" router setting.
> Routes referring to other routers in the local area network.
> Routes that link individual computers to the LAN via proxy ARP.

Although the entries in the static routing table are set manually, this information nevertheless changes depending on
the connection situation of the routers, which in turn influences the RIP packets transmitted.

> If the router has established a connection to a remote site, it uses RIPs to propagate all of the networks that can be
reached over this route and gives them the distance '1". This informs other routers in the LAN that a connection to
this remote site is available using this router. This saves other routers from accessing their dial-up connections, which
in turn reduces connection costs.

> Furthermore, if this router is unable to connect to any other remote sites, all of its other routes are propagated by
RIP with the distance '16'. The *16' stands for “This route is not available at the moment”. The following causes may
prevent a router from establishing a further connection in addition to its current one:

> All other channels are busy with another connection (including via LANCAPI).
> Y-connections for the SO port are explicitly excluded in the interface table.

> The existing connection is using all B-channels (channel bundling).
>

The existing connection is a leased line. Only a few ISDN providers allow a dial-in connection to be established
on the second B-channel in parallel with a permanent connection on the first B-channel.
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What information does the router extract from received IP RIP packets?

When the router receives IP RIP packets, it incorporates them into its dynamic IP routing table, which looks something

like this:

IP address IP-Netmask Distance Router
192.168.120.0 255.255.255.0 1 2 192.168.110.1
192.168.130.0 255.255.255.0 5 3 192.168.110.2
192.168.140.0 255.255.255.0 1 5 192.168.110.3

What do the entries mean?

IP address and network mask identify the destination network, the distance shows the number of routers between the
transmitter and receiver, and the last column shows which router advertised this route. With the ‘Time', the dynamic
table shows how old the route is. The value in this column acts as a multiplier for the interval at which the RIP packets
arrive, so a '1' stands for about 30 seconds, a '5' for about 2.5 minutes, and so on. When new information about a route
arrives, this route is considered to be directly accessible and receives the time '1". The value in this column is automatically
incremented when the corresponding amount of time has elapsed. After 3.5 minutes, the distance is set to '16' (route
unavailable), and after 5.5 minutes the route is deleted.

If the router now receives an IP RIP packet, it must decide whether or not to include the routes it contains in its dynamic
table. This is done as follows:

> The route is included if it is not yet listed in the table (if there is enough space in the table).

> Theroute is present in the table with the time from '5' or '6". The new route will be used if it has the same or a better
distance.

> The route is present in the table with the time from '7' to '10°, so it has the distance '16'. The new route will always
be used.

> The route is present in the table. The new route comes from the same router that also communicated this route, but
has a worse distance than the previous entry. If a device communicates the degradation of its own static routing
table in this way (e.g. a disconnect increases the distance from 1 to 2, see below), the router accepts this and includes
the poorer entry in its dynamic table.

RIP packets from the WAN are ignored and immediately discarded. RIP packets from the LAN will be evaluated
and are not propagated in the LAN.
Interaction of static and dynamic tables

The router combines the static and dynamic tables to assemble the actual IP routing table used to determine the path
for data packets. In doing so, it combines the routes from its own static table with the routes from the dynamic table
which it does not know itself or which indicate a shorter distance than its own (static) route.

Scaling with IP RIP

If you use several routers in a local network with IP RIP, you can represent the routers outwardly as one large router.
This procedure is also called “scaling”. Due to the constant exchange of information between the routers, this type of
router theoretically has no limits to the transmission options available to it.

Configuring the IP RIP function

In order for statically defined routes and routes learned from RIP to be broadcast across the WAN, or for routes to be
learned from the WAN, the respective remote sites can be entered into the WAN RIP table.
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LANconfig: Routing protocols > RIP > WAN RIP

WAN RIP - New Entry ? *
RIP type: RIP-1 ~

[] Send RIP to this remate site
[] Accept RIP from remote site

Masquerade: On ~

[] Block back routes (poisoned reverse)
[[] Active propasing of RIP according to RFC 2091 activated

Source address (opt.):
Default routing tag:
Routing tag list:

R fitter:

Tx fitter:

=
=
=
=
H
< < <
Ly
g

0 Cancel

Command line: Setup > IP-Router > RIP > WAN-Sites

RIP-capable routers send the RIP packets approximately every 30 seconds. The router will only send and receive
RIPs if it has a unique IP address. In the default setting with the IP address xxx.xxx.xxx.254 the [P RIP module
is switched off.

RIP filter

Routes learned from RIP can be filtered by their routing tag according to the settings for LAN and WAN RIP. Routes can
additionally be filtered by specifying network addresses (e.g. "Only learn routes in the network 192.168.0.0/255.255.0.0").
First of all a central table is used to define the filters that can then be used by entries in the LAN and WAN RIP table.

LANconfig: Routing protocols > RIP > RIP filter sets

RIP-Filter-5&tze - Meuer Eintrag @
Mame: LANT QK
Fiter-Ausdricke: P
+10.0.0.0¢255.0.0.0 -

Command line: Setup > IP-Router > RIP > Filter

Setting up RIP for separate networks

Similar to the NetBIOS proxy, the local network structure should generally not be propagated by RIP in the DMZ.
Furthermore it is sometimes desirable to propagate routes to a network, but not to learn routes from that network (e.g.
in the WAN). For this reason, the RIP function can be configured separately for each network.

349



LCOS 10.20

6 Routing and WAN connections

350

LANconfig: Routing protocols > RIP > RIP networks

RIP networks - Mew Entry L\\) ? X
MNetwork name: Select
RIP type: Off -

Send RIP to this network
Accept RIP for this network
[[] Propagate this network on other networks via RIP
[] Block back routes (poisoned reverse)
Cancel

Command line: Setup > IP-Router > RIP > LAN-Sites

Timer settings

The Routing Information Protocol (RIP) regularly provides neighboring routers with updates on the available networks
and the associated metrics (hops). RIP uses various timers to control the exchange of routing information.

Command line: Setup > IP-Router > RIP > Parameter

Triggered update in the LAN

With a triggered update, changes to the metrics are immediately reported to the neighboring router. The system does
not wait until the next regular update. An update delay stops faulty configurations from causing excessive update
messages.

> Update delay

The update delay starts as soon as the routing table, or parts of it, are propagated. As long as this delay is running,
new routing information is accepted and entered into the table but it is not reported any further. The router actively
reports its current entries only after expiry of this delay.

The value set here sets the upper limit for the delay — the actual delay is a random value between one second and
the value set here.

Triggered update in the WAN

Other than in the LAN, WAN bandwidth limitations may make regular updates every 30 seconds undesirable. For this
reason, RFC 2091 requires that routes are transmitted to the WAN once only when the connection is established. After
this, updates only are transmitted.

Because updates are explicitly requested here, broadcasts or multicasts are not to be used for delivering RIP messages.
Instead, the subsidiary device must be statically configured with the IP address of the next available router at the central
location. Due to these requests, the central router knows which subsidiary routers it has received update requests from;
it then sends any messages on route changes directly to the subsidiary device.

The WAN-RIP table has been extended for configuring the triggered update in the WAN.

Poisoned reverse

Poisoned reverse prevents the formation of routing loops. An update is sent back to the router that propagated the route
to inform it that the network is unreachable at the associated interface.
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However, this has a significant disadvantage over WAN connections: The central location transmits a high number of
routes which would then suffer from route poisoning, so leading to a heavy load on the available bandwidth. For this
reason, poisoned reverse can be manually activated for every LAN/WAN interface.

The LAN and WAN RIP tables have been extended for the configuration of poisoned reverse.

Static routes for constant propagation

Routers use RIP to propagate not only dynamic routes but statically configured routes as well. Some of these static routes
may not be constantly available, for example when an Internet connection or dial-up access is temporarily unavailable.

For a static route, the setting for “Active” in the routing table defines whether it should be propagated constantly or
only when it is actually reachable.

Command line: Setup > IP-Router > IP-Routing-Table

6.2.5 Bonjour proxy

Apple Bonjour allows devices to discover and operate certain approved services automatically and without prior
configuration. This procedure is also known as "Zero Configuration Networking" (ZeroConf).

The most popular services include, among others:

> Printer services (with or without Apple Airprint support)
> File services (folder or file shares)

> Apple Airplay

> iTunes

Bonjour basics

Bonjour exchanges information by means of individual multicast DNS packets (mDNS) according to RFC 6762 and
DNS-based service discovery (DNS-SD) according to RFC 6763. The clients exchange Bonjour information via the multicast
address 224 .0.0.251 (IPvd) or ££02 : : £ (IPv6) on port 5353. Bonjour packets are not routed (multicast packet,
TTL = 1), which limits their use to the current local area network.

Please note that the Bonjour proxy only serves to aid the discovery of Bonjour services. The actual routing between
the communicating parties requires a separate configuration or restriction by means of, for example, routing or
firewall entries.

Itis often impractical to provide all services on a single network. This is why larger networks are often divided into several
subnets. However, Bonjour is unable to operate in this situation.

Example application with two networks

At a school, students use a dedicated IP network to access the WLAN. In parallel to this, the local printer is made available
on a second internal IP network. In principal, the appropriate routing and restrictions would make it possible for students
to use their smartphones to access the local internal printer. However, because mDNS is only defined as link-local,
Bonjour is unable to help students to discover the printer with their smartphones. The LANCOM Bonjour proxy mediates
between two networks, which enables students to discover printers in other networks.

Basically, there are two ways of realizing such a scenario:

Multicast routing
A router forwards the search queries and service advertisements between the two networks.

@ This option causes unnecessary traffic, which makes it rather inefficient.

Caching of services

The router stores discovered mDNS service advertisements in its local cache. A router that receives an mDNS
query then responds on behalf of the original service. Before processing the advertisement and before
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transmitting anything from the cache, the router checks its policies to see whether the service is approved or
blocked. The policies are used to control which services are approved for discovery and between which
networks.

@ Please note that reading out the mDNS cache content with the SNMP protocol is not supported.

The Bonjour proxy supports an mDNS query client, which at set time intervals queries an interface about the services of
interest. This query keeps the cache entries for approved services up to date. In order for the cache to be up-to-date at
all times, it is useful to enable automatic searches for services that are permanently available (e.g. print services).

If no automatic queries about frequently used services are configured, the Bonjour proxy may be unable to
respond to the corresponding queries even though the services are approved.

Bonjour proxies only operate on logical LAN / WLAN interfaces or on logical networks with an IP address. WAN interfaces
/ remote sites or tunnels (except for WLC L3 tunnels) and VLANs without address binding are not supported.

Configuration with LANconfig

The Bonjour proxy is configured with LANconfig under IP router > Bonjour.

Bonjour prosy
The Bonjour prosy allows Bonjour services to be used between different network.s.
Bonjour prozy activated

I thiz table, vou define between which networks which services may be found,

Metwork list...

I these tables, you can create lists of services that can be uzed in the Bonjour proxies network,
lizt.

Services list... | | Services...

To ensure that the Bonjour prosy can alwaps hold current cache entries, regular search queries
for the desired services must to be caried out.

V| Automatically request network list services

Query client...
Query client interval: 15 minutes
Instance limit: 1.024

The following settings are available:

Bonjour proxy activated
Use this checkbox to enable or disable the Bonjour proxy.
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Network list

Use this table to specify the networks between which Bonjour services may be discovered. To function properly,
the networks or interfaces need to be configured with an IPv4 or IPv6 address. This table offers you the
following options:

MNetwork list ? PS
Mame Active Server interface  Client interface  Services  Comment | K
"
MNetwork list - New Entry ? = Cancel
M ame: f
Entry active l
. Server interface: -
o QuickFinder L
Client interface: -
Services: - Select
Comment:
()3 ] [ Cancel ]

Name

Specify a unique name for this table entry.
Entry active

Enable or disable this table entry.

Server interface

Set the name of the IPv4 network or IPv6 interface that is used to provide the Bonjour services (e.g. print
services).

Client interface

IPv4 network name or IPv6 interface name to be used for Bonjour clients to discover services on the server
network

Services

This references an entry in the list of services. Clients are only able to find services contained in this list.
Non-listed services are rejected.

@ If this box is left empty, all services are allowed.

Comment
Enter a comment about this table entry.

Services list
In this table, create a list of Bonjour service types that are available for use in the Bonjour network list.
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The following settings are available:

Services list ? PS
Mame Services K
AIRPLAY-AY AIRPLAY, RACP
PRIMTIMNG  AIRPRINT, IPP, IPPS, LPDy, POL =

Services list - New Entry ? =
M ame:
- Services:
o QuickFinder
. [ (] 8 J [ Cancel ]
\
Name

Specify a unique name for this table entry.

Services
Enter a comma-separated list of services that are to be available for use in the Services table.

Services

This table is used to specify the Bonjour service types that can be used in the services list. Additional settings
are available as follows:

Services ? PS
Marne Service bype Camment Ok
AIRPLAY _airplay._tcp.local Apple AirPlay
AIRPRINT _universal, _sub._ipp._tcp.local  Apple Airprint
GOOGELECAST _googlecast. _tep.local Google Cast [/ Chromecast Protocol
HTTP _http._tep.local
PP _ipp._teplocal Internet Printing Protocol
IPPS _ipps._tep.local IPP over TLS
LFD _printer._tcp.local LPR or LPD printing
FOL _pdl-datastream. _tcp.local Printer Page Description Language u
RAQP _raop._tcp.local Remate Audio Output Protocol R
S5H ssh. _tep.local Services - Mew Entry ? 23

; uickfFingder
r<Q [ M ame:

\ . | —
Service type:
Comment:

[ (] 8 J [ Cancel
\
Name

Specify a unique name for this table entry.

Service type

Specify the Bonjour service type as a DNS SRV record, e.g. with _http. tcp.local.
Comment

Enter a comment about this table entry.

Automatically request network list services

With this item enabled, the device sends regular queries about which services (as specified in the network
list) are available from the corresponding server interface. This option is enabled by default. This setting is
also recommended.
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If this setting is disabled, you need to manually enter the services to be queried into the Query client
table.

Query client

To keep the Bonjour proxy services cache up-to-date all times, you need to configure regular queries about
the desired services. The query client regularly contacts the configured service types for information about
their availability.

Query client ? b4
Mame Active Server interface  Services QK
Query client - New Entry ? &
M ame: @
Entry active
Server interface: -
#= QuickFinder
Services: - Select
(] 8 ] [ Cancel ]

Name

Specify a unique name for the corresponding entry.
Entry active

Activates or deactivates this table entry.

Server interface

Set an IPv4 network name or an IPv6 interface name that is to offer the Bonjour services (e.g. print services)
and which will regularly be used by the router to make the queries.

Services

This references an entry in the list of services. These services are regularly queried by the router at the server
interface. This entry may not be empty.

Query client interval

Set the interval in minutes in which the query client updates the Bonjour services configured in the Query
client table. 15 minutes are defined by default.

Instance limit
Specify the maximum number of service instances that the Bonjour proxy stores at the same time.

6.3 Advanced Routing and Forwarding (ARF)

6.3.1 Introduction

In simple use cases, a device manages two local networks only: The intranet and the DMZ. In more complex environments,
however, it is often desirable to realize more than one intranet and one DMZ with a device, for example to provide
Internet access to multiple IP networks by means of a central device. Depending on the model, current devices support
up to 64 different IP networks.

Various scenarios are possible when realizing multiple IP networks:
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> One network per interface.
> Multiple networks per interface.

> Multiple VLANSs per interface; one or more networks per VLAN (which corresponds with a combination of the first
two scenarios).

The realization of these scenarios is facilitated by advanced routing and forwarding (ARF), which provides very flexible
options in the definition of IP networks and the assignment of these networks to the interfaces. The diagram below
illustrates the network/interface assignment at various levels. The configuration options applied here are described in
the following chapters.

Logical Interfaces

Physical Logical with VLAN tags,
Interfaces Interfaces Bridge groups IP networks
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The assignment of IP networks to interfaces proceeds as follows:

> The various models have different numbers of physical interfaces, i.e. Ethernet ports or WLAN modules. The logical
interface(s) is/are assigned to the physical interface:

> For the Ethernet ports, assignment is handled by Ethernet port mapping.

For some but not all models, the number of logical LAN interfaces corresponds to the number of physically
available Ethernet ports.
> In the case of the WLAN modules, the establishment of point-to-point connections (P2P) and/or the use of
Multi-SSID can mean that multiple WLAN interfaces are assigned to each physical WLAN module: Up to 16
wireless networks and up to 16 P2P connections per module

> These logical interfaces are further specified and grouped in the next stage:

> For devices supporting VLAN, multiple VLANSs can be defined for each logical interface simply by using VLAN-IDs.
Although the data traffic for the various VLANSs flows via a common logical interface, the VLAN-ID ensures that
the different VLANs remain strictly separated. From the perspective of the device, the VLANs are completely
separate interfaces, meaning that a single logical interface becomes multiple logical interfaces for the device,
and each of which can be addressed individually.

> For devices with WLAN modules, the individual logical interfaces can be grouped together. This is handled by
the LAN bridge which requlates data transfer between the LAN and WLAN interfaces. The formation of bridge
groups (BRG) allows multiple logical interfaces to be addresses at once and they appear as a single interface to
the device—in effect achieving the opposite of the VLAN method.
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> In the final stage, the ARF forms a connection between the logical interfaces with VLAN tags and the bridge groups
on the one side, and the IP networks on the other. For this reason, an IP network is configured with a reference to
a logical network (with VLAN-ID, if applicable) or to a bridge group. Furthermore, for each IP network an interface
tag can be set, with which the IP network can be separated from other networks without having to use firewall rules.

The definition of routing tags for IP networks as described above is one of the main advantages of Advanced Routing
and Forwarding. This option allows “virtual routers” to be realized. By using the interface tag, a virtual router uses only
a part of the routing table for an IP network, and in this way controls the routing specifically for that one IP network.
This method allows, for example, several default routes to be defined in the routing table, each of which is given a
routing tag. Virtual routers in the IP networks use the tags to select the default route which applies to the IP network
with the appropriate interface tag. The separation of IP networks via virtual routers even permits multiple IP networks
with one and the same address range to be operated in parallel on a single device.

An example: Within an office building, a number of companies have to be connected to the Internet via a central device,
even though each of these companies has its own Internet provider. All of the companies want to use the popular IP
network '10.0.0.0" with the netmask '255.255.255.0". To implement these requirements, each company is given an IP
network '10.0.0.0/255.255.255.0" with a unique name and a unique interface tag. In the routing table, a default route
with the corresponding routing tag is created for each Internet provider. This allows the clients in the different company
networks, all of which use the same IP addresses, to access the Internet via their own provider. Employing VLANs enables
logical networks to be separated from one another even though they use the same physical medium (Ethernet).

The differences between routing tags and interface tags

Routing tags as assigned by the firewall and interface tags as defined by the IP networks have a great deal in common,
but also some important differences:

> The router interprets both tags in the same way. Packets with the interface tag '2" are valid for routes with the routing
tag set to ‘2" in the routing table (and all routes with the default route tag '0'). The same routes apply for packets
which the firewall has assigned with the routing tag ‘2.

Thus the interface tag is used in the same way as a routing tag.
> Interface tags have the additional ability to delimit the visibility (or accessibility) between different networks:

> Inprinciple, only networks with the same interface tag are “visible” to one another and thus able to interconnect.

> Networks with the interface tag '0' have a special significance; they are in effect supervisor networks. The networks
can see all of the other networks and can connect to them. Networks with an interface tag not equal to '0' cannot
make connections to supervisor networks, however.

> Networks of the type 'DMZ" are visible to all other networks, independent of any interface tags—this is useful
as the DMZ often hosts public servers such as web servers, etc. The DMZ networks themselves can only see
networks with the same interface tag (and any other DMZ networks, of course).

> Aspecial case involves networks of the type 'DMZ" with the interface tag '0": As “supervisor networks” they can
see all other networks and they are visible to all other networks.
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6.3.2 Defining networks and assigning interfaces

When defining a network, the first setting is for the IP address range which is to be valid for a certain local interface on
the router. “Local interfaces” are logical interfaces that are assigned either to a physical Ethernet port (LAN) or a wireless
port (WLAN). To realize the scenarios outlined above, it is possible for several networks to be active on one interface:
Conversely, a network can also be active on multiple interfaces.
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IP network:

Company A
10.0.0.0/255.255.255.0
Interface tag 1

IP network:

Company B
10.0.0.0/255.255.255.0
Interface tag 2

For cases which do not allow IP addresses to be uniquely assigned by interface tag, the Advanced Routing
and Forwarding can be supported by firewall rules. In the above example, this would be the case if each of

the networks were to support a public web or mail server, all of which use the same IP address.

The networks are defined in a table under IPv4 > General > IP networks. A unique name for the networks is set along
with definitions for the address range and interface assignment. The network name allows the identification of networks
in other modules (DHCP server, RIP, NetBIOS, etc.) and to enable control over which services are available in which

networks.

IP networks - Mew Entry

Metwork name:

IP address:

Metmask:

Metwork type:

WLAN 1D:

Interface azzsignment:
Address check:
Interface tag:

Comment:

0000
2552652550

(2 el

Intranet -

0
LAN-1

-

Loose -

0

(0] 3 ] [ Cancel
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Located under Interfaces > LAN, the Port table is used to specify the properties of the logical interfaces.

Part table - Edit Entry
Interface:
/| Enable thiz port
Bridge group:
Point-to-paint port:

DHCP lirnit:

LaN-1: Local area network 1

ERG-1 -
Auto -

0

(2 el

Lo Jf

Cancel

Enable this port

This option activates or deactivates the logical interface.

Bridge group

Assigns the logical interface to a bridge group to enable bridging from/to this logical interface via the LAN
bridge. If assigned to a common bridge group, several logical interfaces can be addressed at once and they
appear to the router to be a single interface. This can then be used for Advanced Routing and Forwarding,

for example.

If the interface is removed from all bridge groups by setting none, then there is no communication between
the LAN and WLAN via the LAN bridge (isolated mode). With this setting, LAN/WLAN data transfers over this
interface are only possible via the router.

@ A requirement for data transfer from/to a logical interface via the LAN bridge is the deactivation of
the global “isolated mode” which applies to the whole of the LAN bridge. Furthermore, the logical
interface must be assigned to a bridge group. With the setting none, no transfers can be made via
the LAN bridge.

Point-to-point port

This item corresponds to the “adminPointToPointMAC” setting as defined in IEEE 802.1D. By default, the
point-to-point setting for the LAN interface is derived from the technology and the concurrent status: However,
this automatic specification can be revised if this is unsuitable for the required configuration.

Interfaces in point-to-point mode have various specialized capabilities, such as the accelerated port

status change for working with the Rapid Spanning Tree Protocol.

DHCP limit

Number of clients which can be handled by DHCP. If the limit is exceeded, the oldest entry is dropped. This
feature can be used in combination with the protocol filer table to limit access to just one logical interface.

6.3.4 Interfaces tags for remote sites

The definition of interface tags in Advanced Routing and Forwarding (ARF) facilitates the use of virtual routers, which
only use a part of the overall routing table. For inbound data packets from the WAN, the assignment of interfaces tags
can be regulated in different ways:

> By using appropriate firewall rules that only capture data packets from particular remote sites, IP addresses or ports

> Via an explicit assignment of tags to remote sites.

This assignment of tags to the remote sites to separate ARF networks can also be conveniently used for packets received
at the WAN-side (which by default contain Tag 0). Without controlling the assignment of tags explicitly with the firewall,
the virtual router can be determined directly from the remote site or source route from the form of the interface tag.
Inbound and outbound communication can thus be easily divided between virtual routers bidirectionally.
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@ The interface tags determined via the tag table can be overwritten with an appropriate entry in the firewall.

Assigning interface tags via the tag table

LANconfig: Communication > Remote sites > WAN tag table

WAN tag table - New Entry [ 2 [
Remote site: DEFALILT - Select
Interface tag: 0

WAN IP pool

Start address: 0.0.0.0
End address: 0.0.0.0
Name server addresses

Primary DNS: 0.0.00
Secondary DNS: 0.0.00
Primary NBNS: 0.0.00
Secondary NBMNS: 0.0.00

[ ok [ cancel |

Interface tags assign remote sites to a unique ARF network or tag. This assignment must be done manually for each ARF

network.

From LCOS 10.20, automatic WAN-tag generation is no longer supported. All remote sites have to be assigned

manually.

6.3.5 Setting the routing tag for local routes

The definition of interface tags in Advanced Routing and Forwarding (ARF) facilitates the use of virtual routers, which
only use a part of the overall routing table. The interface tag for a packet received from another local router is set
according to the following procedure:

1. If there is only one ARF network on a LAN interface/VLAN pair, this is selected automatically.

2. Ifthere are multiple ARF networks on a LAN descriptor / VLAN pair, then a check is made to see if the source address
of the packet is local to one of the ARF networks. If so, this network is then selected.

3. Ifnot, a reverse ARP lookup is performed for the source MAC address, which determines the address of the next hop
to the source address. If the address can be resolved, then a check is made to see whether it is local to one of the
ARF networks. If so, this network is then selected.

4. |f the address cannot be resolved, then the first ARF network of the LAN interface / VLAN pair is selected.

5. The selected ARF network determines the interface tag to be used.

6.3.6 Routing tags for DNS forwarding
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With DNS forwarding, it is possible to set up multiple forwarding definitions (especially general wildcard definitions with
“*") that are independent of one another by marking them with unique routing tags. Depending on the routing context
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of the requesting client, the router considers only those forwarding entries that are correspondingly tagged and any

general entries that are marked with “0".

DNS server enabled DNS forwarder enabled

General settings
Own domain: intem

Here a separate domain can be corfigured for each logical netwark.
Validity: 2.000 minutes

Answer inquiries to own domain with own IP address

SYSLOG
DMS replies to clients can be logged to an extemal SYSLOG server.
[7] Log DNS resalutions to an extemal SYSLOG server

Host name resolving

Resolve addresses of DHCP clients Resolve names of NetBIOS stations

Erter the host names and the comesponding IP addresses here.

You can forward explicit requests for certain domains to certain remote sites. In addition, you
can corfigure if and for which destination certain services are to be triggered.

Forwarding... ] [ Service table...

In the following tables you can specify for each tag context and each destination address DNS

settings differing from those made above.

[ Tag context table... ] [ Loopback addresses...

Station name

The item IPv4 > DNS > Host names is used to define the tag context and IP number used by the device to resolve the

station names.

( Host names - New Entry T | l
Host name
Routing tag: 0
IPv4 address 0.0.00
IPvE address
DNS destinations

The item IPv4 > DNS > Forwarding is used to set the routing tags for the forwarding rules, so ensuring they only apply

when the correct routing tags are used.

Forwarding - New Entry o X
Domain *intemal
Routing tag: 1
Remote site: COMPANY - Select
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Service table

The item IPv4 > DNS > Service table is used to assign routing tags to the services, so ensuring that they are only
available when the correct routing tags are used.

Service table - New Entry [
Service identifier:
Routing tag: 0
Host name
Service port 0
o

Tag context table

In LANconfig under IPv4 > DNS > Tag context table, tag contexts can be defined which override the global settings
of the DNS server for specific interface and routing tags (routing context):

Tag context table - New Entry l 2 iz-]
Routing tag: 1]
DNS server enabled

DNS forwarder enabled

Answer inquiries to own domain with own IP address
Resolve addresses of DHCF clients

Resolve names of NetBIOS stations

[ ok [ cancel |

If an entry for a tag context exists, then only the DNS settings in this table apply for this context. However, if there is no
entry in this table, then the global settings of the DNS server apply.

The following options are possible for each tag context:
Routing tag

Unique interface or routing tag in the range of 1 to 65535, the subsequent settings will override the global
settings of the DNS server.

DNS server enabled
Enables the DNS server of the device.

DNS forwarder enabled
Enables DNS forwarders for this device.

Answer inquiries to own domain with own IP address
If enabled, DNS requests relating to the router's own domain will be answered with the router's IP address.

Resolve addresses of DHCP clients
Enables resolution of station names that have requested an IP address through DHCP.

Resolve names of NetBIOS stations
Enables resolution of station names that are known to the NetBIOS router.

Loopback addresses

LANconfig allows loopback addresses to be specified for every remote site under IPv4 > DNS > Loopback addresses.
Consequently, there is an adjustable sender address for DNS forwarding. Each loopback address consists of exactly one
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remote site and loopback address. Since only one remote site can be entered per loopback address, two entries are
required here if the DNS Destinations have been configured with two remote sites for one domain.

Loopback addresses - New Entry M

Destination: |

Loopback address:

[ ok [ cancel |

The following options are possible for each loopback address:

Destination

The remote site for a loopback address. This is either an interface name, an IPv4 or IPv6 address. A routing
tag can be added after an “@". The remote site must also be in the DNS Destinations table.

Source address

The loopback address for a specific remote site. This is either an interface name, an IPv4 or IPv6 address or
a known loopback address.

6.3.7 Virtual routers

Interface-dependent filtering—in combination with policy-based routing—allows virtual routers to be defined for every
interface:

Example:

Two separate IP networks are used by the Development and Sales departments. Both networks are connected to different
switch ports although they use the same network '10.1.1.0/255.255.255.0". Sales should be able to enter the Internet
only, whereas Development should also have access to a partner company's network ('192.168.1.0/255.255.255.0").

The result is the following routing table (where the Development dept. has tag 2, Sales has tag 1):

IP address IP-Netmask Rtg tag Peer-or-IP Distance Masking Active
192.168.1.0 255.255.255.0 2 PARTNER 0 No Yes
192.168.0.0 255.255.0.0 0 0.0.0.0 0 No Yes
255,255,255,255  0.0.0.0 2 INTERNET 2 Yes Yes
255,255,255,255  0.0.0.0 1 INTERNET 2 Yes Yes

If Development and Sales were in IP networks with different address ranges, then it would be no problem to assign the
routing tags with firewall rules. Since both departments are in the same IP network, the only available method of
assignment is with network names.

Tag assignment can be carried out directly in the network definition:

Network name  IP address  Netmask VLAN ID Interface  Source check Type Rtg-Tag
DEVELOPMENT 10.1.1.1 255.255.255.0 0 LAN-1 Strict Intranet 2
SALES 10.1.1.1 255.255.255.0 0 LAN-2 Strict Intranet 1

Alternatively the assignment of tags can be carried out with a combination of network definitions and firewall rules. The
networks are defined as follows:

Network name  IP address  Netmask VLAN ID Interface  Source check Type Rtg-Tag
DEVELOPMENT 10.1.1.1 255.255.255.0 0 LAN-1 Strict Intranet 0
SALES 10.1.1.1 255.255.255.0 0 LAN-2 Strict Intranet 0
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Routing tags can be used to define the following firewall rules:

Protocol Source Destination Action Linked Prio ()
DEVELOPMENT ~ ANY %Ldevelopment ANYHOST  %a Yes 255 2
SALES ANY %Lsales ANYHOST %a Yes 255 1

Important for these rules is the maximum priority (255) so that these rules are always checked first. Since filtering is still
possible by services, the option "Linked" has to be set in the firewall rule.

6.3.8 NetBIOS proxy

For security reasons, the behavior of the NetBIOS proxy has to be adjusted to the relevant networks, for example because
it normally is not to be active within the DMZ. For this reason, the NetBIOS proxy can be configured separately for each

network.
N
NetBIOS networks - New Entofs [ 2 [
MNetwork name: INTRAMET] - Select

NetBIOS proxy enabled for this network
Workgroup: INTERN

[ ok [ cancel |

LANconfig: NetBIOS > General > NetBIOS networks
Console: Setup > NetBIOS > Networks
> Network name
Name of the network that the NetBIOS proxy is to be activated for.
> NetBIOS proxy operating for the network
This option defines if the NetBIOS proxy is active for the selected network or not.
> Workgroup

The workgroup or domain used by the network clients. With multiple workgroups, mentioning one workgroup suffices.

In the default setting 'Intranet' and 'DMZ" are entered into this table; the NetBIOS proxy is activated for the
intranet and deactivated for the DMZ.

As soon as a network has an interface tag, then the only names (hosts and groups) visible from this network are those
in a network with the same tag, or which are accessible via a suitably tagged (with the same tag) WAN route. An untagged
network sees all names. Similarly, all names learned from untagged networks are visible to all networks.

The DNS server considers the interface tags when resolving names, i.e. the only names resolved by DNS are those learned
from a network with the same tag. The special role played by untagged networks applies here too.

The workgroup/domain enables networks to be scanned for NetBIOS names when a device is started. The workgroup is
different for every network and has to be defined everywhere. In networks without domains, the name of the largest
workgroup should be defined here.

6.4 Configuring remote sites

Remote sites are configured in two tables:

> The Remote site list (or lists) contain(s) all the information that applies individually to only one remote site.
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> Parameters for the lower protocol levels (under IP) are specified in the Communication layers table.

This section does not include how to configure the authentication (protocol, user name, password). Refer to
section Connection establishment with PPP on page 394 for information on authentication.

6.4.1 Remote sites

The available remote sites are specified in this list, along with a suitable name and additional parameters. Each WAN
interface has its own separate list of remote sites. The remote site lists are accessed in the following ways:

LANconfig: Communication / Remote sites / Remote sites (DSL)

The following parameters are required for a remote site:

Remote site list

DSL-Broadband-Peers

Remote sites (Mobile or
ISDN)

Parameter Meaning

Name This name is used to identify the remote site in the router modules. As soon as the
router modules have used the IP address to determine where the remote site can
be reached, the corresponding connection parameters are taken from the remote
site list.

Short hold time  This time defines how long a connection is kept active even if no more data is
being transferred. If a zero is entered as hold time, the connection will not be
interrupted automatically. If the short hold time is set to 9999, interrupted
connections will be reestablished automatically (see Permanent connection for flat
rates — keep-alive on page 401).

VPI Virtual path identifier.

val Virtual channel identifier. The values for VCI and VPI are communicated by the
ADSL network operator. Common values for the combination of VPI and VCI are:
0/35, 0/38, 1/32, 8/35, 8/48.

Access The access concentrator (AC) is the server that can be reached at this remote site.

concentrator If multiple providers can be accessed via your ADSL connection, use the name of
the AC to select the provider responsible for the IP-address range of this remote
site. Your provider will inform you of the values to be entered for the AC. If no
value is entered for the AC, all ACs will be accepted that offer the requested service.

Service Enter the provider's service that you wish to use. This can be, for example, simple
Internet surfing or even video downstreaming. Your provider will inform you of the
values to be entered for the service. If no value is entered for the service, all services
will be accepted that are offered by the requested AC.

Layer name Select the communication layer to be used for this connection. How to configure
this layer is described in the following section.

MAC address type Here you select the MAC address to be used. If you need to specify an explicit MAC
address for the remote gateway (user-defined), then enter it under MAC address.
With Local selected, additional virtual addresses based on the MAC address of
the device are generated for each WAN connection. Global uses the MAC address
of the device for all connections.

DSL ports Select the DSL ports to use if your device has more than one DSL port. Activate
channel bundling in the relevant layer to bundle the DSL lines.

VLAN ID See VLAN IDs for DSL interfaces on page 817

IPv6 This entry specifies the name of the IPv6 WAN interface. Leaving this entry blank

causes IPv6 to be disabled for this interface. The IPv6 remote sites are configured
under IPv6 > General > WAN interfaces.

Name The name from the list of DSL broadband peers.
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Remote site list Parameter Meaning

Phone number A telephone number is only required if the remote is to be called. The field can be
left empty if calls are to be received only. Several numbers for the same remote
can be entered in the round-robin list.

Short hold time ~ The name from the list of DSL broadband peers.

Short hold time ~ When channels are bundled, the second B channel will be terminated if it is not

(bundle) used for the time entered here.

Layer name The name from the list of DSL broadband peers.

Automatic Automatic callback enables a secure connection and reduces costs for the caller.
callback Please refer to section Callback functions on page 404 for further information.
IPv6 This entry specifies the IPv6 remote site. Leaving this entry blank causes IPv6 to

be disabled for this interface. The IPv6 remote sites are configured under IPv6 >
General > WAN interfaces.

@ Please observe the following advice when editing the remote-sites lists:

> If two remote-site lists contain identical names for remote sites (e.g. DSL broadband peers and Dialup peers),
the device automatically takes the “fastest” interface when establishing the connection. The other interface
is available for backup purposes.

> If the list does not specify DSL broadband remote sites, access concentrators or services, then the router
connects to the first access concentrator that responds to the request over the exchange line.

> For an existing DSLoL interface, the same entries apply as for a DSL interface. This information is entered
into the list of DSL broadband remote sites.

6.4.2 Layers list
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A layer is used to specify a collection of protocol settings for use when connecting to specific remote sites. The
communication layers lists are located under:

LANconfig: Communication > General > Communication layers
Console: Setup > WAN > Layer

The most common protocol combinations are already predefined in the communication layers list. You should only make
changes or additions if remote sites are incompatible with the existing layers. The possible options are contained in the
following overview.

Please note that the actual parameters for a device depend on how it is equipped. Your device possibly does not
offer all of the options described here.

Parameter Meaning

Layer name This name is used for selecting the layer in the list of remote sites/peers.

Encapsulation ~ Additional types of encapsulation can be set for the data packets.

‘Transparent’ No additional encapsulation
'Ethernet’ Encapsulation as Ethernet frames.
‘LLC-ETH' Ethernet via ATM with LLC encapsulation as per RFC 2684.
'LLC-MUX' Multiplexing via ATM with LLC/SNAP encapsulation as per RFC 2684. Several protocols
can be transmitted over the same VC (virtual channel).
‘VC-MUX' Multiplexing via ATM by establishing additional VCs as per RFC 2684.
Layer-3 The following options are available for the network layer:
‘Transparent’ No additional header is inserted.
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Parameter Meaning

'PPP’ The connection is established according to the PPP protocol (in synchronous mode, i.e. bit
oriented). The configuration data are taken from the PPP table.

'AsyncPPP' Like 'PPP", but here the asynchronous mode is used instead. PPP works with characters.
... with script’ All options can be executed with their own script. The script is specified in the script list.
'‘DHCP! Assignment of network parameters by DHCP.

Layer-2 This field configures the upper sublayer of the data link layer. The following options are available:
‘Transparent’ No additional header is inserted.
'X.75LAPB' Connections are established with X.75 and LAPM (Link Access Procedure Balanced).
'PPPOE' PPP information is encapsulated in Ethernet frames

Options Here you can activate the compression of transmitted data and channel bundling. These options are only come
into effect if they are supported by the interfaces used and by the selected Layer 2 and Layer 3 protocols. Please
refer to section ISDN channel bundling with MLPPP on page 407 for further information.

Layer-1 This field configures the lower sublayer of the data link layer. Further information is available in the documentation
of the setup parameters 2.2.4.6 Lay-1.

6.5 Generic routing encapsulation (GRE)

6.5.1 Understanding the generic routing encapsulation (GRE) protocol

GRE is a tunneling protocol that encapsulates any layer-3 data packets (including IP, IPSec, ICMP, etc.) into virtual
point-to-point network connections. This is very useful, among other things, when the two communication partners wish
to use a particular transport protocol (for example, IPSec) that is unavailable on the transmission path. Since GRE itself
does not encrypt the tunneled data, the two communication partners themselves must ensure that the data is protected.

Configuring a GRE tunnel

To configure a GRE tunnel with LANconfig, navigate to Communication > Remote sites > GRE tunnel and click GRE
tunnel.

-
GRE tunnel - New Entry @I&J

Remote site: |

IP address:
Routing tag: 0

[~] Checksum || Packet sequence
[ Key present

Source address (opt.): - Select
IPvE: DEFAULT R Select

Remote site

The name of the remote site for this GRE tunnel. Use this name in the routing table in order to send data
through this GRE tunnel.
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IP address

Address of the GRE tunnel endpoint (valid IPv4 or IPv6 address or FQDN).

Routing tag

Routing tag for the connection to the GRE tunnel endpoint. The device maps data packets to this GRE tunnel
by means of the routing tag.

Checksum

Here you specify whether the GRE header should contain a check sum.

With the check sum function enabled, the device calculates a checksum for the transmitted data and attaches
this to the GRE tunnel header. If the GRE header of incoming data contains a checksum, the device checks
this against the transmitted data. The device discards any data received with an erroneous or missing check
sum.

With the checksum function disabled, the device sends all tunnel data without a checksum and it expected
data packets without a checksum. Incoming data packets with a checksum in the GRE header are discarded.

Key present

Here you specify whether the GRE header should contain a key for data-flow control.

If you enable this feature, the device inserts the value set in the key field into the GRE header for this GRE
tunnel. The device only maps incoming data packets to this GRE tunnel if their GRE header contains an identical
key value.

With this feature disabled, the GRE header of outgoing data packets does not contain a key value. The device
only maps incoming data packets to this GRE tunnel if their GRE header similarly does not contain a key value.

The key that assures data-flow control in this GRE tunnel. Two devices connected via several GRE tunnels use
this key to map the data packets to the appropriate GRE tunnel.

Sequencing

Here you specify whether the GRE header contains information about the sequence of the data packets.

With this feature enabled, the device includes a counter in the GRE header of outgoing data packets in order
to communicate the sequence of the data packets to the GRE tunnel endpoint. The device analyses the
sequence of incoming data packets and drops packets with an incorrect or missing packet sequence.

Source address

Here you can optionally specify a source address for the device to use as the target address instead of the
one that would normally be selected automatically. Possible values are:

Name of the IP networks whose addresses are to be used.
“INT" for the address of the first intranet

"DMZ" for the address of the first DMZ

LBO to LBF for the 16 loopback addresses

Any valid IP address

vV VvV VvV VvV Vv

If the list of IP networks or loopback addresses contains an entry named “DMZ”, then the associated
IP address will be used.

IPv6

This entry specifies the name of the IPv6 WAN interface. Leaving this entry blank causes IPv6 to be disabled
for this interface. The IPv6 remote sites are configured under IPv6 > General > WAN interfaces.

If you need to specify an IP address for the tunnel interface, proceed as follows:
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IPv4

Create a new entry under Communication > Protocols > IP parameters and set the name of the remote
site as the name of the GRE tunnel remote site. Finally, enter the necessary values for the IP address and
Netmask.

IPv6

Create a new entry under IPv6 > General > IP addresses and set the interface name as the name of the
GRE tunnel remote site. Finally, enter the necessary values for the Address/Prefix length.

6.5.2 Ethernet-over-GRE (EoGRE)

For more information about the GRE protocol, see Understanding the generic routing encapsulation protocol
(GRE).

The current version of LCOS provides a number of “Ethernet over GRE” tunnels (EoGRE) to transmit Ethernet packets via
GRE. Since these Ethernet packets move on OSI layer 2 only, the EoGRE tunnel only functions as a bridge.

This can be used to implement L2VPN (VPN as a simple level-2 bridge) or a transparent Ethernet bridge over WAN.

Configuring an EoGRE tunnel

To configure an EoGRE tunnel with LANconfig, navigate to Communication > Remote sites > GRE tunnel, click EOGRE
tunnel and select the appropriate tunnel.

EoGRE tunnel - GRE-TUMMEL-1 -7 |z
Interface: GRE-TUNMEL-
Active

Server address:

Fiouting tag: 1]
Checkzum Packet sequence
Key prezent
1]
(0] 3 ] | Cancel
Interface

Name of the selected EoGRE tunnel.
Active

Activates or deactivates the EoGRE tunnel. Deactivated EoGRE tunnels do not send or receive any data.
Server address

Address of the EoGRE tunnel endpoint (valid [Pv4 or IPv6 address or FQDN).
Routing tag

Routing tag for the connection to the EoGRE tunnel endpoint. The device maps data packets to this EoGRE
tunnel by means of the routing tag.

Checksum
Here you specify whether the GRE header should contain a check sum.

With the check sum function enabled, the device calculates a checksum for the transmitted data and attaches
this to the GRE tunnel header. If the GRE header of incoming data contains a checksum, the device checks
this against the transmitted data. The device discards any data received with an erroneous or missing check
sum.
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With the checksum function disabled, the device sends all tunnel data without a checksum and it expected
data packets without a checksum. Incoming data packets with a checksum in the GRE header are discarded.

Key present
Here you specify whether the GRE header should contain a key for data-flow control.

If you enable this feature, the device inserts the value set in the key field into the GRE header for this EOGRE
tunnel. The device only maps incoming data packets to this EOGRE tunnel if their GRE header contains an
identical key value.

With this feature disabled, the GRE header of outgoing data packets does not contain a key value. The device
only maps incoming data packets to this EOGRE tunnel if their GRE header similarly does not contain a key
value.

Key

The key that assures data-flow control in this EoGRE tunnel. Two devices connected via several EoGRE tunnels
use this key to map the data packets to the appropriate EoGRE tunnel.

Sequencing
Here you specify whether the GRE header contains information about the sequence of the data packets.

With this feature enabled, the device includes a counter in the GRE header of outgoing data packets in order
to communicate the sequence of the data packets to the EoGRE tunnel endpoint. The device analyses the
sequence of incoming data packets and drops packets with an incorrect or missing packet sequence.

Connecting a local interface to an EoGRE tunnel
Connecting a local interface to an EoGRE tunnel involves the following steps:

1. Create a new entry under Communication > Remote sites > GRE tunnel > EoGRE tunnel.

EoGRE tunnel - GRE-TUMMEL-1 -7 |z

Interface: GRE-TUNMEL-
| Active
Server address: 192.168.1.66
Fiouting tag: 1]

Checksum Packet sequence

Key prezent

1]
[ (0] 3 ] | Cancel |

Activate the tunnel and, under Server address, enter the address of the remote device to which the EoGRE tunnel
is to connect (IPv4 address, IPv6 address, or FQDN).

2. Add a bridge group for the activated EoGRE tunnel under Interfaces > LAN > Port table.

Part table - Edit Entry -7 |z

Interface: GRE-TUNMEL-
/| Enable thiz port

Bridge group: BRG-2 hd
Point-to-paint port: Auto hd

DHCP lirnit: 0

[ (0] 3 ]| Cancel |

Enable the port and select the required bridge group.
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3. Again under Interfaces > LAN > Port table, supplement the same bridge group with the local interface that you
want to connect through the EoGRE tunnel (e.g. WLAN-1).

Part table - Edit Entry -7 |z

Interface: WwLAN-1: Wireless Network 1
/| Enable thiz port

Bridge group: BRG-2 hd
Point-to-paint port: Auto hd

DHCP lirnit: 0

[ (0] 3 ]| Cancel |

Enable the port and select from the list the bridge group that contains the EoGRE tunnel.

6.6 IP masquerading

One of the most common tasks for a router nowadays is connecting many workstations in a LAN to the mother of all
networks, the Internet. Everyone should, if possible, have direct access to the Internet for the latest work-related
information.

“IP masquerading” is used as a means of concealing intranet clients so that individual computers and their IP addresses
are not visible from the Internet. IP masquerading places two conflicting demands on the router: Whereas each computer
needs a valid intranet IP address in order to be reachable from the LAN, it also needs a valid, public IP address (either
fixed or assigned dynamically by the provider).

As a matter of principle these two addresses cannot co-exist in a single logical network, so the router must have two IP
addresses:

> The intranet IP address for communication with the clients in the LAN
> The public IP address for communication with remote devices in the Internet

The computers in the LAN use the router as a gateway and are not visible individually. The router separates the Internet
from the intranet.

In addition to the options “simple masquerading” and “port forwarding” listed below, LCOS also supports WAN
policy-based NAT on page 611, which allows masquerading via firewall rules.

6.6.1 Simple masquerading

How IP masquerading works

Masquerading exploits a characteristic of TCP/IP data transmission, in that source and destination port numbers are
used in addition to the source and destination addresses. When a router receives a data packet for transmission, it notes
the IP address and the port of the sender in an internal table. The packet is then given the IP address of the router and
an arbitrary new port number. This new port number is also entered in the table, and the packet is forwarded with its
new IP address and port number.
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Source: 10.0.0.100
Target: 80.123.123.123

Source: 80.146.74.146, Port 3456 T .I - I .
Target: 80.123.123.123 — IP:10.0.0.100

&

internal IP: 10.0.0.1
s | public IP 80.146.74.146

|

=

SRR -

Source IP | Port
10.0.0.100 | 3456

The response to this packet is now returned to the router’s IP address together with the sender port number. The router
can now forward the response to the original sender by using the entry in the internal table.

Source: 80.123.123.123
Target: 10.0.0.100

Source: 80.123.123.123 s - .
Target:80.146.74.146, Port 3456 'ﬂ 1P:10.00.100

internal IP: 10.0.0.1
s | public IP 80.146.74.146

|

=

Q

Source IP | Port
10.0.0.100 | 3456

Which protocols can be transmitted with IP masquerading?

IP masquerading works well for all IP protocols that are based on TCP, UDP, or ICMP, and that communicate exclusively
over ports. These uncomplicated protocols include, among others, the basic protocol of the World Wide Web: HTTP.

Although some IP protocols do use TCP or UDP, they do not communicate exclusively through ports. Protocols of this
type require special treatment during IP masquerading. Protocols supported by IP masquerading in the device and
requiring special treatment include:

> FTP (using the standard ports)

H.323 (to the same extent as used by Microsoft Netmeeting)
PPTP

IPSec

IRC

VvV VvV VvV Vv
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Configuring IP Masquerading

The application of IP masquerading is set in the routing table for every route individually. The routing table can be
accessed as follows:

LANconfig: IP-Router > Routing > Routing-Table
Console: Setup > IP-Router > IP-Routing tab

6.6.2 Port forwarding (inverse masquerading)

With simple masquerading, all of the IP addresses on the local network are masked behind the router’s IP address. If
now a certain computer on the LAN, such as an FTP server, needs to be accessible from the Internet, simple masquerading
means that the IP address of the FTP server remains hidden from the Internet. This makes it impossible to connect to
this FTP server from the Internet.

To enable access to this type of server ("exposed host *), the IP address of the FTP server is entered in a table (the
port-forwarding table) along with the services (ports) that it should also present outside the LAN. For a computer sending
a packet from the Internet to the FTP server on the LAN, the router itself appears to be the FTP server. Using the protocol
used, the router reads the IP address of the FTP server in the LAN from the entry in the port forwarding table and forwards
the packet to the local IP address entered there. Packets sent by the FTP server in the LAN (responses from the server)
are masked behind the IP address of the router.

Source: 80.123.123.123

Target: 80.146.74.146, Port 21 H

R ]
| !
2y @lmo.o.o.m

Ports | Target IP
20to 21 | 10.0.0.10

The general difference between simple and inverse masquerading:

> Forinverse masquerading, external access to a service (port) on the intranet must be defined in advance by specifying
a port number. This is done in the port forwarding table, where the destination port is specified along with the
intranet address of the FTP server, for example.

> When accessing the Internet from the LAN, on the other hand, the router itself automatically enters the port and IP
address information into the table.

The table concerned can hold up to 2048 entries, thus enabling 2048 simultaneous transmissions between the
masked and the unmasked network.

After an adjustable time period, however, the router assumes that the entry is no longer necessary and deletes it from
the table automatically.

Stateful inspection and inverse masquerading: If a port is exposed in the masquerading module (i.e. all
packets received on this port are forwarded to a computer in the local network), a deny-all firewall strategy
requires an additional entry in the stateful-inspection firewall to allow computers to access that server.
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On occasion it is desirable for the “exposed host” not to be contacted over this standard port, e.g. when security reasons
demand the use of another port. In this case it is not only necessary to map the ports to an IP address, but to translate
between ports as well (port mapping). Another use of port mapping would be to translate multiple WAN ports to one
common port in the LAN, although to different IP addresses (N-IP mapping).

The configuration of port mapping involves the assignment of a port or port range (start port to end port) to an IP address
from the LAN as the target and the port (map port) to be used in the LAN.

Port forwarding table - New Entry ? X
ot —
Remote site: Select
Intranet address:
Protocal: TCP+UDP ~
WAN address:
Comment: I:I
Cancel

LANconfig: IP router > Masquerading > Port forwarding table

Console: Setup > IP-Router > 1-N-NAT > Service-Table

> First port

D-port from (start port)

> Last port

D-port to (end port)

> Peer

Remote site which applies for this entry. The use of virtual routers (Advanced Routing and Forwarding (ARF) on page
355) when using port forwarding demands an exact selection of the remote site. If no peer is entered then the entry
applies to all peers.

> Intranet-Address

Internet address that a packet within the port range is forwarded to.

> Map-Port

Port used for forwarding the packet.

@ If “0" is entered for the map port, the ports used in the LAN will be the same as those used in the WAN. If
a port range is to be mapped, then the map port identifies the first LAN port to be used. For example, mapping
the port range '1200' to '1205' to the internal map port '1000' means that the ports 1000 to 1005 will be
used for data transfer in the LAN.

@ Port mapping is static, meaning that two ports or port ranges cannot be mapped to the same map port of
a target computer in the LAN. The same port mapping can be used for different target computers.

> Protocol

Protocol which applies for this entry.

WAN address

WAN address which applies for this entry. If the device has more than one static IP address, then this allows port
forwarding to be limited to certain connections.

Entry active
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Switches the entry on or off.
> Comment

Comment on the defined entry (64 characters)

6.7 Demilitarized Zone (DM2)

A demilitarized zone (DMZ) makes certain routers in a network accessible from the Internet. These computers in the DMZ
are generally used to offer Internet services such as e-mail or similar services. The rest of the network should of course
be inaccessible for attackers on the Internet.

In order to allow this architecture, data traffic between the three zones Internet, DMZ and LAN must be analyzed by a
firewall. The firewall's tasks can also be consolidated in a single device (router). For this, the router needs three interfaces
that can be monitored separately from each other by the firewall:

> LAN interface
> WAN interface
> DMZ interface

@ The table lists the devices supporting this feature.

6.7.1 Assigning network zones to the DMZ

Various network zones (address ranges) are assigned to the DMZ, the LAN and the ARF using the address settings.
Depending on availability, WLAN interfaces can also be selected.

IP networks - Edit Entry ? X

Network name: DMZ]

IP address:

Netmask:

Metwork type: DMZ ~

wav o C—
Interface assignment: LAN-2 -

Address check: Loose ~

Interface tag: I:I

Comment:

Cancel

LANconfig: IPv4 > General > IP networks

Console: Setup > TCP-IP

6.7.2 Address check with DMZ and intranet interfaces

To shield the DMZ (demilitarized zone) and the Intranet from unauthorized attacks, you can activate an additional address
check for each interface using the firewall's Intrusion Detection System (IDS).

The relevant buttons are called 'DMZ check' or 'Intranet check' and can have the values 'loose’ or 'strict'":

> If the button is set to 'loose’, then every source address is accepted if the device is addressed directly.

> If the switch is set to 'strict', then a return route has to be explicitly available so that no IDS alert is triggered. This
is usually the case if the data packet contains a sender address to which the relevant interface can also route data.
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Sender addresses from other networks to which the interface cannot route, or sender addresses from its own address
range therefore lead to an IDS alert.

(D For all devices, the default is 'loose’.

You will find the button for activating the DMZ and Intranet address check in LANconfig:

IP networks - Edit Entry ? X

Network name:

=)o

=

4
Ev

IP address: .0.0.0
Netmask: 255.255.255.0
Metwork type: DMZ ~
wav o C—
Interface assignment: LAN-2 ~
Address check: Loose ~
Interface tag: I:I
Cormert
Cancel

LANconfig: IPv4 > General > IP networks

Console: Setup > TCP-IP

6.7.3 Unmasked Internet access for servers in the DMZ

While the inverse masquerading described in the previous section allows at least one service of each type (e.g. one web,
mail and FTP server) to be exposed, the method is subject to some restrictions.

> The service of the exposed host must be supported and ‘understood’ by the masking module. For example, some
VolIP servers use non-standard, proprietary ports for advanced signaling. As a result, these server services can only
be operated on connections without masking.

> From the security standpoint, it must be noted that the exposed host is in the local network. If the computer is
hijacked by an attacker, it would be open to abuse for attacks against other machines in the local network.

@ To prevent attacks from a ‘cracked" server on the local network, some devices feature a dedicated DMZ interface
(e.g. the LANCOM 7011 VPN). Other models with a 4-port switch are able to separate their LAN ports (either
individually or “en bloc”) by hardware on the Ethernet level (LANCOM 821 ADSL / ISDN, LANCOM 1511 DSL,
LANCOM 1521 ADSL, LANCOM 1621 ADSL/ ISDN, LANCOM 1711 VPN, LANCOM 1811 DSL and LANCOM 1821
ADSL).

Two local networks — operating servers in the DMZ

This feature requires Internet access with multiple static IP addresses. Please contact your ISP for a quote.

An example: Your provider assigns you the Internet IP network address 123.45.67.0 with the netmask 255.255.255.248.
Then you can assign the IP addresses as follows:

Public DMZ IP Meaning/use

address

123.45.67.0 Network address

123.45.67.1 Intranet gateway

123.45.67.2 Any device in the local network that should have unmasked access to the Internet, e.g. a web server on the
DMZ port

123.45.67.7 Broadcast address
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Computers and devices in the intranet have no public IP address and appear on the Internet with the IP address of the
device (123.45.67.1).

Separation of intranet and DMZ

Even though the intranet and DMZ may already be separated from one another at the Ethernet level by dedicated
interfaces, separating them at IP level requires the use of a firewall rule.

The server service should be accessible from the Internet and the intranet, but IP traffic should be prohibited from the
DMZ to the intranet. For the example above, the following would result:

> For an "allow-all" strategy (default): Block access from "123.45.67.2" to "All stations on the local network"
> For a "deny-all" strategy: Allow access from "All stations on the local network" to "123.45.67.2"

6.8 Multi PPPoE

In most cases just one connection at a time is established over a DSL or ADSL WAN interface. However, there are
applications where it makes sense to use multiple parallel connections on the WAN interface. Devices with a DSL or
ADSL interface can establish up to eight different channels in parallel in the WAN using the same physical interface.

6.8.1 Example application: Home office with private Internet access

One possible application is the home office used by sales personnel who need access to the network at the headquarters
via a VPN connection. The company pays for the VPN connection, the employee in the home office pays for Internet
access privately.

company access
Fixed IP-address VPN connection via the internet
213.217.69.57 provider used by the headquarters

Private Internet connection
Connection via the private
Internet provider

all other IP-addresses

To ensure a clean separation of the data links, two Internet connections are established, one to each provider. In the IP
routing table, the default route is assigned to the private provider; the network with the headquarters via the VPN
connection is routed over the headquarters' provider.

6.8.2 Configuration

The configuration of this scenario involves the following steps with the home-office router:
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Configuration of the private Internet access, for example with the LANconfig Wizard or with WEBconfig.
Configuration of the Internet access that is invoiced to the headquarters.

Selection of the private provider for the default route in the IP routing table (e.g. manually with LANconfig or with
the Wizard for selecting Internet providers in WEBconfig.

Configuration of the VPN connection to the network at the headquarters.

Assignment of the VPN connection to the headquarters' provider.

To ensure that the data traffic for the headquarters is routed via the desired Internet provider, one more entry in the
IP routing table is required. Here, the VPN gateway at the headquarters is entered along with its fixed IP address
and appropriate netmask, and is forwarded to the remote site used by the headquarters' provider.

It is important that the route to the Internet provider used at the headquarters is masked; otherwise the
device would apply the LAN address and not the WAN address, and the connection would never be established.

Further information about these steps in the configuration are to be found in the documentation for your device.

(D Administrator rights for the employee in the home office: To avoid the employee making accidental changes

to the settings for the Internet provider or VPN access, he should be assigned the WEBconfig function rights for
the “Internet connection” and “Selection of Internet provider” Wizards only.

@ Use the necessary filter rules in the area 'Firewall/QoS' to ensure that the Internet traffic is not accidentally

directed via the network at the headquarters.

6.9 Load balancing

378

Despite the ever increasing bandwidth of DSL connections, these remain the communications bottle-neck. In some cases
it can be advisable to combine multiple DSL connections. There are a number of possibilities to realize this, some of
which need active support from the Internet provider:

>

>

DSL channel bundling (Multilink-PPPoE — MLPPPoE)

The availability of direct bundling depends on whether or not the carrier supports it. If available, the user has access
to the sum of the bandwidths of all of the bundled channels. Multilink-PPPoE can only be used to bundle PPP
connections.

@ This version of channel bundling provides bandwidths that are a multiple of the smallest bundled channel.
This means that it is especially efficient when channels are all of the same bandwidth. The direct bundling
of different bandwidths means that the channels with the higher data rates suffer from a loss in effective
bandwidth.

MLPPPoE bundles DSL channels just like MLPPP bundles ISDN channels /SDN channel bundling with MLPPP on page
407.

« T s e,
One TCP connection divided s ( ---s !
between two DSL ports U Ep

¥

External ADSL
Modem

Load balancing
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Load balancing dynamically divides TCP connections between independent DSL connections. The user has access to
the sum of the bandwidths of the bundled channels, although each individual TCP connection is limited to the
bandwidth of the DSL connection assigned to it.

Two TCP connections divided .
between two DSL ports <

External ADSL

Modem
........... =]

Unlike direct channel bundling, load balancing offers the true sum of all bundled bandwidths. This version
is thus highly effective for combining different bandwidths.
> Indirect bundling for LAN-LAN links

With indirect bundling, a PPTP connection is established on each of the two or more independent DSL connections.
These PPTP connections are then bundled. For LAN-LAN links at least, genuine channel bundling is possible over the
Internet even if the Internet provider itself does not offer channel bundling.

—
‘7 [w £
. mﬂ' 4 — Ay -J
Zwei PPTP-S Externes |,
wel erver ADSL-Modem @

biindeln die Bandbreiten

6.9.1 DSL port mapping

A basic requirement for DSL channel bundling is the support of more than one DSL interface per device. This means that
one or more external DSL modems are connected to the switch of a router.

Please refer to the Quick Reference Guide for your device to see if it supports the connection of external DSL
modems.

Assignment of switch ports to the DSL ports

Depending on the mode, devices with an integrated switch can enable some of the LAN ports to be used as additional
WAN ports for connecting to external DSL modems. These ports are listed in the interface table as separate DSL interfaces
(DSL-1, DSL-2, etc.). Each DSL port is enabled as a DSL interface in the list of WAN interfaces, where it is configured with
the correct upstream and downstream data rates. It is assigned to the switch ports in the list of LAN interfaces.

Example LANCOM Wireless 1811 DSL:
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Port Assignment Connector MDI-Mode Private mode
LAN-1 LAN-1 Auto Auto No
LAN-2 LAN-1 Auto Auto No
LAN-3 LAN-1 Auto Auto No
LAN-4 LAN-1 Auto Auto No
WAN DSL-1 Auto Auto No

> The column 'Port' contains the description of the associated port as marked on the back cover of the device.
> The utilization of the port is listed in the column 'Assignment':

> None: The port is deactivated

> LAN-1: The port is assigned to the LAN

> DSL-1, DSL-2, ... : The port is assigned to one of the DSL interfaces

> Monitor: The port is a monitor port, i.e. everything received at the other ports is output via this port. A packet
sniffer such as Ethereal can be connected to this port, for example.

The assignment of DSL ports to the Ethernet ports can be chosen freely. An effective solution is to assign the DSL ports
in the reverse order to the ports at the switch:

Example LANCOM Wireless 1811 DSL:

o

Antenna Aux ACl2V WAN ISDN§ Config(COM) Reset Ant
10/100Mbit/s

1. LAN4/DSL-2

2. LAN3/DSL-3

3. LAN2/DSL-4

4. LAN1/LAN-1: This port remains reserved for the LAN.

5. WAN / DSL-1: (dedicated WAN port for the device)

If the device is equipped with more than one DSL port, the DSL port to be used is entered in the list of DSL broadband
peers:

> Ifnoport s defined (or port “0"), the device selects the port after the one chosen for the connection's communication
layer.

> If Layer-1 is set with 'AAL-5", then the ADSL interface is chosen.
> If Layer-1 is set with 'ETH', then the first DSL port (i.e. DSL-1) is chosen.

> If a particular port is defined (not “0”), then it will be used for the connection.

@ Observe that the communication layer set for the connection over this port in Layer 1 is set to 'ETH".

> To enable channel bundling via multiple DSL interfaces, the appropriate ports are entered into the peer list for the
remote site (as a comma-separated port list '1,2,3" or as a port range '1-3'). With a port list, the bundled channels
will be established in the given order; only in case of error will the channels be tested in ascending order. With a
port range, the channels are always established in ascending order.

> In the list of Ethernet ports, the ports must be switched to DSL port.
> The DSL ports have to be activated as DSL interfaces in the list of the WAN interfaces and need to be configured
with the correct up- and downstream rates.
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> In the layer used for the connection, a bundling method has to be activated that is also supported at the remote
site.

> To configure channel bundling for an internal ADSL interface, the ADSL port '0" is entered into the list of ports
at the top of the list (e.g. '0,1,2,3" as port list or '0-3" as port range). In the remote device, the communications
layer must be set to Layer 1 'AAL-5".

@ An entry in the peer list can contain various ports (e.g. ADSL and Ethernet), but it can only reference one
communications layer in which just one layer-1 protocol can be defined. For bundled communications
over ADSL and Ethernet ports, however, two different layer-1 protocols are required. For this reason,
layer 1 is set to 'AAL-5' in these cases. As only one ADSL interface can exist in the devices, all of the
interfaces bundled into this are automatically changed to layer 1 with 'ETH' for Ethernet DSL ports. This
automatic change of the layer can only succeed if the ADSL interface is the first one to be selected for
bundled connections.

> For devices with a built-in ADSL modem and an additional Ethernet interface (DSL or DSLol), it is clear which
ports are used for bundling. In this case it is not necessary to enter the ports into the remote site list. These
devices always internally assume a port list '0,1' so that the internal ADSL interface is the first one to be used
for bundling.

For Multi-PPPoE (Multi PPPoE on page 377), multiple PPPoE connections share one physical DSL connection.
With Multi-DSL, several PPPoE connection are divided between the available DSL interfaces. The maximum
possible number of parallel connections is limited to 8 channels.

Assigning MAC addresses to the DSL ports

If a device uses switch ports to gain access to multiple DSL (WAN) interfaces, a corresponding number of MAC addresses
is required to differentiate the DSL ports. As there are cases where the required MAC address depends upon the remote
site which, for example, uses the MAC address to determine the DSL access charge, the MAC addresses are defined for
the logical DSL remote sites and not for the physical DSL ports.

The following options are available for setting the MAC address:

> Global: Global system MAC address
> The unique, locally managed MAC address is calculated from the global address
> User defined: A MAC address that can be freely defined by the user

@ Every DSL connection contains its own MAC address. If two remote sites are configured with the same MAC
address, this address is used for the first connection to be established. For the second connection, a “locally
managed MAC address” is calculated from the user-defined MAC address, which is thus unambiguous. Similarly,
for channel bundling the configured MAC address is used for the first connection; for the other bundle connections,
a "locally managed” MAC address is calculated from the user-defined MAC address. If one of your connections
is charged via the MAC address, configure this MAC address for the separately charged connection only. For all
other connections you should use another address.

6.9.2 DSL channel bundling (MLPPPoE)

For the bundling of DSL connections, the DSL ports to be used are entered into the lists of DSL broadband remote sites.
Only the number of DSL ports is entered, separated by commas if multiple ports are used (1,2,4) or as a range (1-4).

Two further cases have to be distinguished with regard to DSL channel bundling. These depend on the access type used
on the DSL connection. In Germany, most access types use PPPoE. Other countries like Austria and France have access
types based on PPTP instead.

> Bundling with PPPoE

All that is required for PPPoE bundling is to activate bundling in the relevant layer and to use the port list to assign
the relevant ports.

> Bundling with PPTP
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When bundling PPTP connections, the DSL modems usually have a fixed, often non-editable IP address (e.g. 10.0.0.138)
and may also require that the router also has a fixed IP address (e.g. 10.0.0.140).

In cases such as this, channel bundling is implemented via load balancing. For this purpose, multiple separate DSL
connections are set up on different ports. All of these connections are given the same entries in the IP parameter
list. Bundling takes place if additional remote sites are defined in the load balancing list for the physical connection
to the PPTP remote site. The PPTP then requests the next physical connection from the load balancer and establishes
it there. This corresponds to indirect bundling for LAN-LAN links (/ndirect bundling for LAN-LAN links via PPTP on
page 385).

6.9.3 Dynamic load balancing
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If the Internet provider does not directly support bundling, then multiple normal DSL connections can be coupled with
a load balancer. First of all, the DSL accesses are set up for the necessary DSL ports. These are then coupled with a
load-balancing table. This list assigns a virtual balancing connection (the connection that is entered into the routing
table) to the other real DSL connections (bundle connections). Depending on the number of available DSL ports, several
bundle connections can be assigned to one balancing connection.

@ The balancing connection is entered as a “virtual” connection. N