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1.1 About this documentation

Components of the documentation

18

The documentation of your device consists of the following parts:
Installation Guide
The Quickstart user guide answers the following questions:

m Which software has to be installed to carry out a configuration?

How is the device connected up?

How can the device be contacted with LANconfig, WEBconfig or via the serial interface?
How do | start the Setup Wizard (e. g. to set up Internet access)?

How do [ reset the device?

m Where can | find information and support?

User Manual or Quick Reference Guide

The User Manual or the Quick Reference contains all of the information required to setup your device quickly. It also
contains all of the important technical specifications.

Manual on PBX functions (only for models with VolP support)

The PBX Functions manual gives you detailed step-by-step instructions on commissioning a VolP router as a PBX (private
branch exchange) for a single location. Also described are the main operating instructions for users, and how to connect
terminal equipment.

Reference manual

The Reference Manual goes into detail on topics that apply to a variety of models. The descriptions in the Reference
Manual are based predominantly to the configuration with LANconfig. Also given for each LANconfig dialog is the
corresponding path to find the parameters when working with WEBconfig, for example:

LANconfig: Wireless LAN / 802.11i/WEP / WPA or Private WEP settings
WEBconfig: LCOS Menu Tree / Setup / Interfaces / WLAN / Encryption

The paths for configuration via CLI/Telnet can be derived from this and are therefore not listed explicitly listed. The Telnet
path to the encryption setting is, for example:

cd /Setup/Interfaces/ WAN Encryption
Menu Reference

The Menu Reference comprehensively describes all of the parameters in LCOS, the operating system used by the devices.
This guide is an aid to users during the configuration of devices by means of WEBconfig or the telnet console. The
parameters are listed in the alphabetical order of the paths as they appear when carrying out a configuration with
WEBconfig. Each parameter is described briefly and the possible values for input are listed, as are the default values.

All documents for your product which are not shipped in printed form are available as a PDF file from
www.lancom.eu/en/download or on the data medium supplied with your product.


http://www.lancom.eu/en/download/
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LCOS, the operating system of the LANCOM devices

All routers, gateways, controllers and access points from LANCOM Systems work with the same operating system: LCOS.
A proprietary development of LANCOM, this operating system is highly resistant to external attack and provides a high
level of security.

The consistent use of LCOS also ensures that operation is easy and uniform between products. The extensive feature set
with all products is immediately available. Free, reqular software updates are constantly under development.

Validity
This Menu Reference Guide applies to all devices with firmware version 8.82 or later.

The functions and settings described in this Menu Reference Guide are not all supported by all models or all firmware
versions.

This documentation was created by...

...members of our staff from a variety of departments in order to ensure you the best possible support when using your
product. If you should find any mistakes, have a criticism, or wish to suggest any improvements, please do not hesitate
to contact us.

E-Mail: info@lancom.de

@ If you have any questions on the content in this manual, or if you require any further support, our Internet server
www.lancom.eu is available to you around the clock. The ‘Support' section will help you with many answers to
frequently asked questions (FAQs). Furthermore, the knowledge base offers you a large reserve of information.
The latest drivers, firmware, utilities and documentation are constantly available for download. You can also
refer to LANCOM support. For telephone numbers and contact addresses for LANCOM Support, please refer to
the enclosed leaflet or the LANCOM Web site.

1.2 Configuration with Telnet

Open Telnet session
To commence the configuration, start Telnet from the Windows command line with command:

= C\>telnet 10.0.0.1

Telnet establishes a connection to the device with the IP address entered.

After entering the password (assuming one has been set to protect the configuration) all of the configuration commands
are available to you.

Linux and Unix additionally support Telnet sessions via SSL-encrypted connections. Depending on the distribution
it may be necessary to replace the standard Telnet application with an SSL-capable version. Start the encrypted
Telnet connection with the following command:

m C\>telnet -z ssl 10.0.0.1 tel nets

Changing the console language

Terminal mode is available in English or German. The devices are set with English as the standard console language. .
If necessary, change the console language with the following commands:

WEBconfig: /Setup/Config-Module/Language

19
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Close the Telnet session

To close the Telnet session, enter the command exi t at the command prompt:

= C\>exit

Structure of the command-line interface

The command-line interface is always structured as follows:

. Telnet 192.168.2.23

Connection Mo.:

882 (LAN>

= Status

Contains the status and statistics of all internal modules in the device

= Setup

Contains all adjustable parameters of all internal modules in the device

= Firmware

Contains the firmware management

= QOther

Contains actions for establishing and terminating connections, reset, reboot and upload.

1.3 Command-line commands

The command-line interface can be operated with the following DOS- or UNIX-style commands. The LCOS menu commands
that are available to you can be displayed at any time by entering HELP at the command line.

@ Supervisor rights are necessary to execute some commands.

Command Description

beginscript

cd [PATH]

default [-r] [PATH]
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Resets the console session to script mode. In this state, commands entered are not transferred
directly to the device's configuration RAM but initially to the device's script memory.

Switch to the current directory.
Various abbreviations can be used, such as replacing " cd ../.." with "cd ...", etc.

Resets individual parameters, tables or entire menu trees back to their default configuration.
If PATH indicates a branch of the menu tree, then the option - I (recursive) must be
entered.
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Command
del [PATH]*
deletebootlog

dir [PATH] list [PATH] Is [PATH] Il
[PATH]

do [PATH] [<Parameter>]

echo <ARG>...
exit/quit/x
feature <code>

flash Yes/No

getenv <NAME>
history

killscript

loadconfig

loadfirmware

loadscript

passwd

passwd -n new [old]

ping [IP address or name]

ping -6 [IPv6 address]%[Scope]

printenv
readconfig
readmib

readscript [-n] [-d] [-c] [-m] [PATH]

Release [ -x] <Interface 1> ...
<Interface n>

repeat <INTERVAL> <Command>

sleep [-u] value[suffix]

1 Introducti

Description

Deletes the table in the branch of the menu tree defined with Pat h.
Clears the contents of the persistent boot log memory.

Displays the current directory content.

The suffix parameter "-a" lists the SNMP IDs associated with the content of the query. Th
output begins with the SNMP ID of the device followed by the SNMP ID of the current men
The SNMP IDs of the subordinate items can be read from the individual entries.

Executes the action [PATH] in the current directory. Other parameters can be entered in
addition.

Display argument on console
Ends the command line session
Activation of a software feature with the feature code as entered

Changes to the configuration using commands in the command line are written directly t
the boot-resistant Flash memory of the devices as standard (flash yes). If updating the

configuration is suppressed in Flash (flash no), changes are only stored in RAM (deleted on

booting).
Display environment variable (no line feed)

Displays a list of recently executed commands. Command ! # can be used to directly call
the list commands using their number (#): For example, ! 3 runs the third list command.

Deletes the script session contents yet to be processed. The script session is selected by its

name.
Load configuration into device via TFTP client
Load firmware into device via TFTP client
Load script into device via TFTP client
Change password

Change password (no prompt)

Sends an ICMP echo request to the IP address specified. For more information about the

command and the specifics of pinging IPv6 addresses, see the section Parameter overview

for the ping command on page 23.

Display the entire environment

Display of the entire configuration in the device syntax
Display of the SNMP Management Information Base

In a console session, the readscript command generates a text dump of all commands an
parameters required to configure the device in its current state.

The DHCPv6 client returns its IPv6 address and/or its prefix to the DHCPv6 server. It then
submits a new request for an address or prefix to the DHCPv6 server. Depending on the
provider, the server assigns a new address to the client, or reassigns the previous one.

Whether the client receives a different address or prefix is determined solely by the server.

The option switch - X suppresses the confirmation message.
The * wildcard applies the command on all of the interfaces and prefix delegations.

Release IPv6 address: Repeats the command every INTERVAL seconds until the process is
ended with new input

Delays the processing of configuration commands by a particular time or terminates them

at a particular time. Valid suffixes are S, mand h for seconds, minutes and hours. If no

suffix is defined, the command uses milliseconds. With option switch - U, the sleep command

on

e
u.

0

d
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Command

stop
set [PATH] <value(s)>

set [PATH] ?

setenv <NAME> <VALUE>

show <Options>

smssend [-s <SMSC-Number>] (-d
<Destination>) (-t <Text>)

sysinfo
testmail
time

trace [...]

unsetenv <NAME>

Description

accepts times in format MM DDY YYYY hh: nm ss (English) or in format
TT. MM JJJJ hh: mm ss (German). Times will only be accepted if the system time
has been set.

Ends the PING command

Sets a configuration parameter to a particular value.

If the configuration parameter is a table value, a value must be specified for each column.
Entering the * character leaves any existing table entry unchanged.

Listing of the possible input values for a configuration parameter.

If no name is specified, the possible input values for all configuration parameters in the
current directory are listed.

Set environment variable

Display of special internal data. For information on displaying IPv6-specific data, read the
section Overview of IPv6-specific show commands on page 27.

show ? displays all available information, such as most recent boot processes (‘bootlog’),
firewall filter rules (‘filter’), VPN rules ('VPN') and memory usage (‘mem’ and 'heap’)

Available only on devices with 3G/4G WWAN module: Sends a text message to the destination
number entered.

= - s <SMSC- Number >: Alternative SMSC phone number (optional). If you omit
this part of the command, the device uses the phone number stored on the USIM card
or that configured under SNMP ID 2.83.

= -d <Desti nati on>: Destination phone number

= -t <Text >: Contents of the message with <=160 characters For an overview of
available characters, see the section Character set for sending SMS on page 33. Special
characters must be in UTF8 encoded form.

Display of system information (e.g. hardware/software version)
Sends an e-mail. See ‘testmail ?* for parameters
Set time (DD.MM.YYYY hh:mm:ss)

Configuration of the diagnostics display. For further information on this command refer to
the section Parameter overview for the trace command on page 25.

Delete environment variable

who List active sessions

writeconfig Load a new configuration file in the device syntax. All subsequent lines are interpreted as
configuration values until two blank lines occur

writeflash Load a new firmware file (only via TFTP)

1l Repeat last command

l<num> Repeat command <num> times

I<prefix> Repeat last command beginning with <prefix>

#<blank> Comment

= PATH:

o Path name for a menu or parameter, separated by / or \

o .. means one level higher
o . means the current level

= VALUE:
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o Possible input value
o ""is a blank input value

= NAME:

o Sequence of characters (made up of _0..9A..2)
o First character cannot be a digit
o Case insensitive

All commands and directory/parameter names can be entered using their short-forms as long as they are unambiguous.
For example, command “sysi nf 0" can be shortened to “sys” and “cd Managenent “to “c ma". Input “cd
/ s" is not valid, however, since it corresponds to both “cd / Set up”and "cd / St at us”.

Directories can be addressed with the corresponding SNMP ID. For example, the command "cd / 2/ 8/ 10/ 2" has
the same effectas "cd / Setup/ | P-router/Firewal | / Rul es".

Multiple values in a table row can be changed with one command, for example in the rules table of the firewall:

m set W NS UDP sets the protocol of the WINS rule to UDP
m set WNS UDP ANYHOST sets the protocol of the WINS rule to UDP and the destination to ANY-HOST

= set WNS * ANYHOST also sets the destination of the WINS rule to ANYHOST; the asterisk means that the
protocol remains unchanged

The values in a table row can alternatively be addressed via the column name or the position number in curly brackets.
The command set  ? in the table shows the name, the possible input values and the position number for each column.
For example, in the rules table of the firewall, the destination has the number 4:

= set WNS {4} ANYHOST sets the destination of the WINS rule to ANYHOST
= set WNS {destination} ANYHOST also sets the destination of the WINS rule to ANYHOST

m set WNS {dest} ANYHOST sets the destination of the WINS rule to ANYHOST, because specifying "dest"
here is sufficient to uniquely identify the column name.

Names that contain spaces must be enclosed within quotation marks (**).

A command-specific help function is available for actions and commands (call the function with a question mark as the
parameter). For example, pi ng ? shows the options of the integrated ping command.

Enter ? on the command line for a complete listing of the console commands available.

Parameter overview for the ping command

The ping command entered at the command prompt of a Telnet or terminal connection sends an "ICMP echo-request”
packet to the destination address of the host to be checked. If the receiver supports the protocol and it is not filtered
out in the firewall, the destination host will respond with an "ICMP echo reply". If the target computer is not reachable,
the last device before the host responds with a "network unreachable” or "host unreachable" message.

The syntax of the ping command is as follows:
ping [-fngr] [-s n] [-i n] [-c n] [-a a.b.c.d] destination

The meaning of the optional parameters is explained in the following table:

Table 1: Overview of optional parameters for the ping command

Parameter Meaning

-a a.b.c.d Sets the ping's sender address (default: IP address of the device.

-a INT Sets the intranet address of the device as the sender address

-a Dvz Sets the DMZ address of the device as the sender address

-a LBx Sets one of the 16 loopback addresses in the device as the sender address. Valid
values for x are the hexadecimal values 0 — f
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Parameter Meaning

-6 <| Pv6- Addr ess>%<Scope> Performs a ping command to the link-local address via the interface specified by
<scope>.

For IPv6, the scope of parameters is of central importance: IPv6 requires a link-local
address (fe80::/10) to be assigned to every network interface (logical or physical)
on which the IPv6 protocol is enabled, so you must specify the scope when pinging
a link-local address. This is the only way that the ping command knows which
interface it should send the packet to. A percent sign (%) separates the name of
the interface from the IPv6 address.

Examples:
= ping -6 fe80::1% NTRANET

Ping the link-local address "fe80::1", which is accessible via the interface and/or
the network "INTRANET".

= ping -6 2001:db8::1
Pings the global IPv6 address '2001:db8::1".

-6 <Loopback-Interface> Sets an IPv6 loopback interface as the sender address.

- f flood ping: Sends a large number of pings in a short time. Can be used to test
network bandwidth, for example. WARNING: flood ping can easily be misinterpreted
as a Do attack.

-n Returns the computer name of a specified IP address

-0 Immediately sends another request after a response

-q Ping command returns no output to the console (quiet)

-r Changes to traceroute mode: The route taken by the data packets underway to the
target computer is shown with all of the intermediate stations

-S n Sets the packet size to n bytes (max. 65500)

-in Time between packets in seconds

-c n Send n ping signals

Desti nation Address or host name of the target computer
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Parameter Meaning

stop / <RETURN> Entering "stop” or pressing the RETURN button terminates the ping command

41

o.no=0 tim

. no=0 time

Parameter overview for the trace command

@ The traces available for a particular model can be displayed by entering t r ace without any arguments.

Table 2: Overview of all possible traces

This parameter ... ...causes the following message in the trace:
St at us Connection status messages
Error Connection error messages

PPP PPP protocol negotiation

LCR Least cost router

Scri pt Script negotiation

Firewal | Displays firewall events

RI P IP routing information protocol
ARP Address resolution protocol

| C\VP Internet control message protocol

| P masquer adi ng Events in the masquerading module
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This parameter ...

Packet dunp

D channel dunp

ATM cel
ATM error
ADSL

SMIP cli ent
Mai | client
SNTP

NTP

Connact
Cron

RADI US

Seri al

USB

Load bal ancer

VRRP
Et her net
VLAN
| GWP
W.AN
WLAN- ACL

| APP
DFS

Bri dge
EAP
Spgtree
LANAUTH
SI P packet

VPN st at us
VPN packet

...causes the following message in the trace:

Dynamic host configuration protocol

NetBIOS management

Domain name service protocol

Displays the first 64 bytes of a packet in hexadecimal
Traces the D channel of the ISDN bus connected
ATM packet layer

ATM error

ADSL connection status

E-mail processing by the internal mail client

E-mail processing by the internal mail client

Simple network time protocol

Timeserver trace

Messages from the activity protocol

Activities of the scheduler (cron table)

RADIUS trace

Information on the state of the serial interface
Information on the state of the USB interface
Information on load balancing

Information on the virtual router redundancy protocol
Information on the Ethernet interfaces

Information on virtual networks

Information on the Internet group management protocol
Information on activity in the wireless networks

Status messages about MAC filtering rules.

@ The display depends on how the WLAN data trace is configured. If a MAC
address is specified there, the trace shows only the filter results relating
to that specific MAC address.

Trace on inter access point protocol giving information on wireless LAN roaming.

Trace on dynamic frequency selection, automatic channel selection in the 5 GHz
wireless LAN band

Information on the wireless LAN bridge

Trace on EAP, the key negotiation protocol used with WPA/802.11i and 802.1x
Information on spanning tree protocol

LAN authentication (e.g. Public Spot)

SIP information that is exchanged between a VolP router and a SIP provider or an
upstream SIP telephone system

IPSec and IKE negotiations

IPSec and IKE packets
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This parameter ... ...causes the following message in the trace:
GRE Messages to GRE tunnels

XM.- 1 nt er f ace- PbSpot Messages from the Public Spot XML interface
hnat Information on hardware NAT

| Pv6 config Information about the IPv6 configuration

| Pv6 firewall IPv6 firewall events

| Pv6- I nterfaces Information about the IPv6 interfaces

| Pv6- LAN- Packet Data packets over the IPv6 LAN connection

| Pv6 router Information about the IPv6 routing

| Pv6- WAN- Packet Data packets over the IPv6 WAN connection

Overview of IPv6-specific show commands

Various IPv6 functions can be queried at the command line. The following command-line functions are available:

IPv6 addresses: show i pv6- addr esses

IPv6 prefixes. show i pv6- prefi xes

IPv6 interfaces. show i pv6-i nt erfaces

IPv6 neighbor cache: show i pv6- nei ghbour - cache
IPv6 DHCP servershow dhcp6- ser ver

IPv6 DHCP clientshow dhcpv6- cl i ent

IPv6 route: show i pv6-rout e

Additionally, IPv6 communications can be followed with the t r ace command.

IPv6 addresses

The command show i pv6- addr esses shows a list of IPv6 addresses that are currently being used. This is sorted
by interface. Note that an interface can have multiple IPv6 addresses. One of these addresses is always the link-local
address, which starts with f e80: .

The output is formatted as follows:

<Interface> :
<| Pv6 address>, <status>, <attribute>, (<type>)

Table 3: Components of the command-line output show i pv6- addr esses

Output Comment

Interface The name of the interface

IPv6 address The IPv6 address

Status The status field can contain the following values:
= TENTATIVE

Duplicate Address Detection (DAD) is currently checking the address. It is not yet available for
unicast.

m PREFERRED
The address is valid
= DEPRECATED
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Output Comment
The address is still valid, but it is being discontinued. The optimal status for communication is
PREFERRED.

= |NVALID
The address is invalid and cannot be used for communication. An address given this status
after its lifetime has expired.
Attribute Shows an attribute of the IPv6 address. Possible attributes are:
= None
No special attributes
= (ANYCAST)
This is an anycast address
= (AUTO CONFIG)
The address was retrieved by auto-configuration
= (NO DAD PERFORMED)
No DAD is performed

Type The type of IP address

IPv6 prefixes

The command show i pv6- pr ef i xes displays all known prefixes. These are sorted according to the following
criteria:

= Delegated prefixes: All prefixes that the router has obtained by delegation.

= Advertised prefixes: All prefixes that the router announces in its router advertisements.

= Deprecated prefixes: All prefixes that are being discontinued. These may still be functional, but they will be deleted
after a certain time.

IPv6-Interfaces
The command show i pv6-i nt er f aces displays a list of IPv6 interfaces and their status.
The output is formatted as follows:

<Interface> : <Status>, <Forwarding>, <Firewall>

Table 4: Components of the command-line output show i pv6-i nterfaces

Output Comment

Interface The name of the interface
Status The status of the interface Possible entries are:

= oper status is up
= oper status is down

Forwarding The forwarding status of the interface. Possible entries are:

= forwarding is enabled
= forwarding is disabled

Firewall The status of the firewall. Possible entries are:

= forwarding is enabled
= firewall is disabled
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IPv6 neighbor cache
The command show i pv6- nei ghbor - cache displays the current neighbor cache.

The output is formatted as follows:

<|I Pv6 address> iface <interface> || addr <MAC address> (<swi tch port>) <devi ce type> <stat us>
src <source>

Table 5: Components of the command-line output show i pv6- nei ghbor - cache

Output Comment

IPv6 address The IPv6 address of the neighboring device

Interface The interface where the neighbor is accessed

MAC address The MAC address of the neighbor

Switch port The switch port on which the neighbor was found

Device type Neighbor's device type (host or router)

Status The status of the connection to neighboring devices. Possible entries are:

= |NCOMPLETE

Resolution of the address was still in progress and the link-layer address of the neighbor was
not yet determined.

= REACHABLE
The neighbor was reached in the last ten seconds.
= STALE

The neighbor is no longer qualified as REACHABLE, but an update will only be performed when
an attempt is made to reach it.

= DELAY

The neighbor is no longer qualified as REACHABLE, but data was recently sent to it; waiting
for verification by other protocols.

= PROBE

The neighbor is no longer qualified as REACHABLE. Neighbor solicitation probes are sent to it
to confirm availability.

Source The IPv6 address at which the neighbor was detected.

IPv6 DHCP server

The command show dhcpv6- ser ver displays the current status of the DHCP server. The display includes
information about the interface on which the server is active, which DNS server and prefixes it has, and what client
preferences it has.

IPv6 DHCP client

The command show dhcpv6- cl i ent displays the current status of the DHCP client. The display includes information
about the interface being used by the client and which prefixes and DNS server it is using.

IPv6 route

The command show i pv6- r out e displays the complete IPv6 routing table. Routers with fixed entered routes are
displayed with the suffix [static] and the dynamically obtained routes have the suffix [connected]. The loopback address
is marked [loopback]. Other automatically generated addresses have the suffix [local].
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Functions for editing commands

The following commands can be used to edit commands on the command line. The “ESC key sequences” show (for
comparison) the shortcuts used on typical VT100/ANSI terminals:

Function Esc key sequences Description

Up arrow ESC[A In the list of commands last run, jumps one position up (in the direction of
older commands).

Down arrow ESC[B In the list of commands last run, jumps one position down (in the direction
of newer commands).

Right arrow Ctrl-F ESC[C Moves the insert cursor one position to the right.

Left arrow Ctrl-B ESC[D Moves the insert cursor one position to the left.

Home or Pos1 Ctrl-A ESC [A ESC[17( Moves the insert cursor to the first character in the line.

Close Ctrl-E ESC [F ESC OF ESC [47 Moves the insert cursor to the last character in the line.

Ins ESCESC[2” Switches between input and overwrite modes.

Del Ctrl-D ESC <BS> ESC [3" Deletes the character at the current position of the insert cursor or ends the
Telnet session if the line is blank.

erase <BS><DEL> Deletes the next character to the left of the insert cursor.

erase-bol Ctrl-u Deletes all characters to the left of the insert cursor.

erase-eol Ctrl-K Deletes all characters to the right of the insert cursor.

Tabulator Completes the input from the current position of the insert cursor for a

command or path of the LCOS menu structure:

1. If there is only one possibility of completing the command/path, this is
accepted by the line.

2. If there is more than one possibility of completing the command/path,
this is indicated by an audible sound when pressing the Tab key. Pressing
the Tab key again displays a list of all possibilities to complete the entry.
Then enter e.g. another letter, to allow unambiguous completion of the
input.

3. If there is no possibility of completing the command/path, this is
indicated by an audible sound when pressing the Tab key. No further
actions are run.

Function keys for the command line
WEBCconfig: Setup / Config / Function keys

The function keys enable the user to save frequently used command sequences and to call them easily from the command
line. In the appropriate table, commands are assigned to function keys F1 to F12 as they are entered in the command
line.

= Key
Name of function key.
Possible values:
o Selection from function keys F1 to F12.
Default:
o F1
= Figure

Description of the command/shortcut to be run on calling the function key in the command line.
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Possible values:

o All commands/shortcuts possible in the command line
Default:

o Blank

Special values:

The caret symbol A is used to represent special control commands with ASCII values below 32.
AA stands for Ctrl-A (ASCII 1)

AZ stands for Ctrl-Z (ASCII 26)

Al stands for Escape (ASCII 27)

AN A double caret symbol stands for the caret symbol itself.

O o o o O

@ If a caret symbol is entered in a dialog field or editor followed directly by another character, the operating
system may possibly interpret this sequence as another special character. By entering caret + A the Windows
operating system outputs an A. To enter the caret character itself, enter a space in front of the subsequent
characters. Sequence A is then formed from caret symbol + space + A.

Tab command when scripting

When working with scripts, the t ab command enables the desired columns for the subsequent set command.

When you perform the configuration with a command line tool, you generally supplement the set command with the
values for the columns of the table.

For example, you set the values for the performance settings of a WLAN interface as follows:

> cd /Setup/|nterfaces/ WAN Perfor nance
> set ?

Possi bl e Entries for columms in Performance:

[1][1fc] : WAAN-1 (1)
[5] [ QoS © No (0), Yes (1)
[ 2] [ Tx- Bursti ng] : 5 Chars from 1234567890

> set WLAN-1 Yes *
In this example the Performance table has three columns:

= [fc, the desired interface
= Epable or disable QoS
® The desired value for TX bursting

With the command set WLAN-1 Yes * you enable the QoS function for WLAN-1, and you leave the value for TX
bursting unchanged with the asterisk (*).

Working with the set command in this way is adequate for tables with only a few columns. However, tables with many
columns can pose a major challenge. For example, the table under Setup > Interfaces > WLAN > Transmission
contains 22 entries:

> cd /Setup/|nterfaces/ WAN Transmni ssi on
> set ?

Possi bl e Entries for colums in Transm ssion:

[1][1fc] D WAN-1 (1), WLAN-1-2 (16), WLAN-1-3 (17), WLAN-1-4 (18), WAN1-5
(19), WAAN-1-6 (20), WAN-1-7 (21), WAN1-8 (22)

[ 2] [ Packet - Si ze] : 5 Chars from 1234567890

[3][M n-Tx- Rat e] : Auto (0), 1M (1), 2M(2), 5.5M (4), 11M (6), 6M(8), 9M (9), 12M
(10), 18M (11), 24M (12), 36M (13), 48M (14), 54M (15)

[ 9] [ Max- Tx- Rat e] : Auto (0), IM (1), 2M(2), 5.5M (4), 11M(6), 6M(8), 9M (9), 12M

(10), 18M (11), 24M (12), 36M (13), 48M (14), 54M (15)
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[ 4] [ Basi c- Rat €] © AIM (1), 2M(2), 5.5M (4), 11M(6), 6M(8), 9M (9), 12M (10), 18M
(11), 24M (12), 36M (13), 48M (14), 54M (15)
[ 19] [ EAPOL- Rat €] . Like-Data (0), 1M (1), 2M(2), 5.5M (4), 11IM(6), 6M (8), 9M

(9), 12M (10), 18M (11), 24M(12), 36M (13), 48M (14), 54M (15), HT-1-6.5M (28), HT-1-13M
(29), HT-1-19.5M (30),

HT-1-26M (31), HT-1-39M(32), HT-1-52M (33), HT-1-58.5M (34), HT-1-65M (35), HT-2-13M(36),
HT- 2- 26M (37), HT-2-39M (38), HT-2-52M (39), HT-2-78M (40), HT-2-104M (41), HT-2-117M
(42), HT-2-130M (43)

[12] [Hard- Retri es] : 3 Chars from 1234567890
[11] [ Soft-Retri es] : 3 Chars from 1234567890
[7]1[ 11b- Pr eanbl e] : Auto (0), Long (1)

[ 16] [ M n- HT- MCS] . Auto (0), MCS-0/8 (1), MCS-1/9 (2), MCS-2/10 (3), MCS-3/11 (4),
MCS- 4/ 12 (5), MCS-5/13 (6), MCS-6/14 (7), MCS-7/15 (8)

[ 17] [ Max- HT- MCS] © Auto (0), MCS-0/8 (1), MCS-1/9 (2), MCS-2/10 (3), MSS-3/11 (4),
MCS- 4/ 12 (5), MCS-5/13 (6), MCS-6/14 (7), MCS-7/15 (8)

[ 23] [ Use- STBC] : No (0), Yes (1)

[ 24] [ Use- LDPC] © No (0), Yes (1)

[13][ Short-Guard-Interval] : Auto (0), No (1)
[18][M n-Spatial -Streans] : Auto (0), One (1), Two (2), Three (3)
[ 14] [ Max- Spati al -Streans] : Auto (0), One (1), Two (2), Three (3)

[ 15] [ Send- Aggr egat es] : No (0), Yes (1)

[22] [ Recei ve- Aggregates]: No (0), Yes (1)

[ 20] [ Max- Aggr . - Packet - Count ] : 2 Chars from 1234567890
[ 6] [ RTS- Thr eshol d] : 5 Chars from 1234567890

[10] [ M n- Frag- Len] : 5 Chars from 1234567890

[21] [ ProbeRsp-Retries] : 3 Chars from 1234567890

Use the following command to set the short guard interval in the transmission table for the WLAN-1-3 interface to No:
> set WLANF1-3 * * * % % * % % * *x % * Ng

The asterisks for the values after the column for the short guard interval are unnecessary in this example, as the
columns will be ignored when setting the new values.

As an alternative to this rather confusing and error-prone notation, you can use the t ab command as the first step to
determine which columns are changed with the subsequent set command:

> tab Ifc short guard-Interval
> set WLAN-1-3 No

The t ab command also makes it possible to change the order of the columns. The following example for the WLAN-1-3
interface sets the value for the short guard interval to No - and the value for Use-LDPC to Yess, although the corresponding
columns in the table are displayed in a different order:

> tab |fc short guard-Interval Use-LDPC
> set WLAN-1-3 No Yes

@ The tables may only contain only a selection of the columns, depending on the hardware model. The t ab
command ignores columns which do not exist for that device. This gives you the option to develop unified scripts
for different hardware models. The t ab instructions in the scripts reference the maximum number of required
columns. Depending on the model, the script only performs the set instructions for the existing columns.

You can also abbreviate the t abcommand with curly brackets. Use the following command to set the short guard
interval in the transmission table for the WLAN-1-3 interface to No:

> set WLAN-1-3 {short-guard} No

The curly brackets also enable you to change the order of the columns. The following example for the WLAN-1-3 interface

sets the value for the short guard interval to No and the value for Use-LDPC to Yes, although the corresponding
columns in the table are displayed in a different order:

> set WLAN-1-3 {Short-Cuard-Interval} No {Use-LDPC} Yes
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Character set for sending SMS

An SMS can contain a maximum of 160 characters (each of 7 bits = 1,120 bits). These are made up of the GSM basic
character set (total of 128 characters) as well as selected characters from the extended GSM character set. Although the
extended character set allows the use of some additional characters, these take up twice the space and correspondingly
reduce the maximum number of characters that the SMS can contain. Characters not implemented in the SMS module
are ignored by the device.

The following characters are defined in the GSM basic character set:

2 A SP

0 i P é
£ _ ! 1 A Q a qd
$ @ " 2 B R b T
¥ r # 3 c S c s
é A o 4 D T d t
é Q % 5 E U e u
u 11 & 6 F v £ v
i ¥ ! 7 G W g W
z ( 8 H X h x
3] ) 9 I Y i v
LF B * J Z 3 z
ESC + ; K A k a
E , < L o 1 S
CR EY - = M N m A
B . > N U n u
EY E / ? o g o a

@ "SP" in the overview refers to the space character. "LF", "CR" and "ESC" refer to the control characters for the
line feed, the carriage return and the escape in the extended GSM character set.

The following characters are implemented from the extended GSM character set:

{1}[]-"\€
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1.4 Configuration with WEBconfig

Device settings can be configured from any Web browser. The device contains an integrated configuration software
called WEBconfig. All you need to work with WEBconfig is a web browser. In a network with a DHCP server, you can
access the device simply by entering its IP address into your web browser.

LANCOM

Systems

...connecting your business

MyLANCOM

Login |
Password
0Ok

Caution! Your are using an
unencrypted connection. The
password will be transmitted as plain
text

||

Encrypted connection.

Menu area “LCOS Menu Tree” provides the configuration parameters in the same structure as they are used under Telnet.
Clicking the question mark calls up help for each configuration parameter.

B 3 Setup Wizards
B & Configuration Systems
5 & LCOS Menu Tres B Logout ... connecting your business
Status
5 Setup LCOS Menu Tree
&P Firmware & Setup
{4 Other P Interfaces
B [ File management
B € Edras Ethernet-Ports
B [E] HTTP-Session
— [B Logout @ Port ETH-1
g}\ss\gnmsm LAN-1 -
12¥ Connactor Auto -
& MDI-Mode Auto ~
12 Private-Mods No -
Send Reset
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2 Setup

This menu allows you to adjust the settings for this device.

Telnet path: /Setup

2.1 Name

This field can be used to enter a name of your choice for this device.

Telnet path:
Setup

Possible values:
Max. 16 characters from [ A-Z] [a-z][0-9] @ | } ~! $%&' () +-,/:; <=>?[\]~_.~

Default:
empty

2.2 WAN

This menu contains the configuration of the Wide Area Network (WAN).

Telnet path:
Setup

2.2.2 Dialup-Peers

Here you configure the ISDN remote sites that your device is to connect to and exchange data with.

@ If two remote-site lists contain identical names for remote sites (e.g. DSL broadband remote sites and Dialup
peers), the device automatically takes the "fastest" interface when establishing the connection. The other interface
is available for backup purposes. If the list does not specify DSL broadband remote sites, access concentrators
or services, then the device connects to the first AC that responds to the request over the exchange. For an
existing DSLoL interface, the same entries apply as for a DSL interface. This information is entered into the list
of DSL broadband remote sites.

Telnet path:
Setup > WAN
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2.2.2.1 Remote site

Enter the name of the remote site here.

Telnet path:
Setup > WAN > Dialup-Peers

Possible values:
Select from the list of defined peers.
Max. 16 characters from [ A-Z] [0-9] @ | } ~! $9& () +-,/:; <=>?[\]"_.

Default:
empty

2.2.2.2 Dialup remote

A telephone number is only required if the remote is to be called. The field can be left empty if calls are to be received
only. Several numbers for the same remote can be entered in the round-robin list.

Telnet path:
Setup > WAN > Dialup-Peers

Possible values:
Max. 31 characters from 0123456789S* #- EF:

Default:
empty

2.2.2.3B1-DT

The connection is terminated if it remains unused for the time set here.

Telnet path:
Setup > WAN > Dialup-Peers

Possible values:
0...9999

Default:
0

2.2.2.4 B2-DT

Hold time for bundling: When channels are bundled, the second B channel will be terminated if it is not used for the
time entered here.

Telnet path:
Setup > WAN > Dialup-Peers
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Possible values:
0...9999

Default:
0

2.2.2.5 Layer name
From the layer list, select an entry that is to be used for this remote site.
The layer list already contains a number of entries with popular standard settings. For example, you should use the

PPPHDLC entry to establish a PPP connection to an Internet provider.

Telnet path:
Setup > WAN > Dialup-Peers

Possible values:

Select from the list of defined layers

Max. 9 characters from [ A-Z] [0-9] @ | } ~! $9&' () +-,/:; <=>?[\]~_.
Default:

empty

2.2.2.6 Callback

With callback activated, an incoming call from this remote site will not be answered, but it will be called back instead.
This is useful if, for example, telephone fees are to be avoided at the remote site.

Activate a check of the name if you want to be sure that the remote site is authenticated before the callback.

Select the fast option if the callback is to follow within seconds. The remote site must also support this method and the
'Expect callback' option must be activated. Additionally, the remote site must be entered into the number list.

The setting 'Name' offers the highest security if there is an entry in the numbers list and in the PPP list. The
setting 'LANCOM' enables the fastest method of call-back between two devices from LANCOM.

@ For Windows remote sites, ensure that you select the setting ‘Name"'.

Telnet path:
Setup > WAN > Dialup-Peers

Possible values:

No
There is no return call.
Auto

If the remote site is found in the numbers list, this number is called back. Initially the call is rejected
and, as soon as the channel is free again, a return call is made (after approx. 8 seconds). If the remote
site is not found in the numbers list, the DEFAULT remote site is initially taken and the return call is
negotiated during the protocol negotiation. The call is charged with one unit.
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Name

Before a return call is made, the protocol is always negotiated even if the remote site is found in the
numbers list (e.g. for Windows computers that dial-in to the device). Small call charges are incurred for
this.

fast

If the remote site is found in the numbers list, the return call is made quickly, i.e. the device sends a
special signal to the remote site and it calls back as soon as the channel is free again. The connection
is established within about 2 seconds. If the remote site does not cancel the call immediately after the
signal, then two seconds later it reverts to the normal return call procedure (lasts about 8 seconds). This
procedure is available with DSS1 connections only.

Looser

Use the "looser" option if a return call from the remote site is expected. This setting fulfills two jobs in
one. Firstly it ensures that a connection it established itself terminates if a call arrives from the remote
site that was just called, and secondly this setting activates the function that reacts to the procedure
for fast return calls. This means that to use fast return calls, the caller must be in 'Looser' mode and,
at the called party, the return call must be set to 'LANCOM'.

Default:

No

2.2.3 RoundRobin

If a remote site can be reached at various call numbers. you can enter these numbers into this list.

Telnet path:
Setup > WAN

2.2.3.1 Remote site

Here you select the name of a remote site from the list of remote sites.

Telnet path:
Setup > WAN > RoundRobin

Possible values:
Select from the list of defined peers.
Max. 18 characters from #[ A-Z] [0-9] @ | } ~! $9&' () +-,/:; <=>?[\]"_.

Default:
empty

2.2.3.2 Round-Robin

Specify here the other call numbers for this peer. Separate the individual call numbers with hyphens.
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Telnet path:
Setup > WAN > RoundRobin

Possible values:
Max. 53 characters from 0123456789S* #- EF:

Default:
empty

2.2.3.3 Head

Specify here whether the next connection is to be established to the number last reached successfully, or always to the
first number.

Telnet path:
Setup > WAN > RoundRobin

Possible values:

Last
First

Default:

Last

2.2.4 Layer
Here you collect individual protocols into 'layers' that are to be used to transfer data to other routers.

Telnet path:
Setup > WAN

2.2.4.1 Layer name

This name is used for selecting the layer in the list of remote stations.

Telnet path:
Setup > WAN > Layer

Possible values:
Max. 9 characters from [A-Z] [0-9] @ | } ~!' $9&' () +-,/:; <=>?[\]"_.

Default:
empty
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2.2.4.2 Encaps.

Additional encapsulations can be set for data packets.

Telnet path:
Setup > WAN > Layer

Possible values:

TRANS

Transparent: No additional encapsulation
ETHER

Ethernet: Encapsulation as Ethernet frames.
LLC-MUX

Multiplexing via ATM with LLC/SNAP encapsulation as per RFC 2684. Several protocols can be transmitted
over the same VC (virtual channel).

VC-MUX
Multiplexing via ATM by establishing additional VCs as per RFC 2684.

Default:

ETHER

2.2.4.3 Lay-3

The following options are available for the network layer:

Telnet path:
Setup > WAN > Layer

Possible values:

PPP

The connection is established according to the PPP protocol (in synchronous mode, i.e. bit oriented).
The configuration data are taken from the PPP table.

APPP
AsyncPPP: Like 'PPP', but here the asynchronous mode is used instead. PPP works with characters.
SCPPP
PPP with its own script. The script is specified in the script list.
SCAPPP
AsyncPPP with its own script. The script is specified in the script list.
SCTRANS
Transparent with its own script. The script is specified in the script list.
DHCP
Allocation of network parameters by DHCP.
TRANS

Transparent: No additional header is inserted.
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Default:

PPP

2.2.4.4 Lay-2
This field configures the upper sublayer of the data link layer.

Telnet path:
Setup > WAN > Layer

Possible values:

PPPOE

PPP over Ethernet: PPP information is encapsulated in Ethernet frames
TRANS

Transparent: No additional header is inserted.
X.75LABP

Connections are established with X.75 and LAPM (Link Access Procedure Balanced).

Default:

X.75LABP

2.2.4.5 L2-Opt.

Here you can activate the compression of transmitted data and channel bundling. These options are only come into
effect if they are supported by the interfaces used and by the selected Layer 2 and Layer 3 protocols. For further information
please refer to section 'ISDN channel bundling with MLPPP".

Telnet path:
Setup > WAN > Layer

Possible values:

None
compr.

Compression
bundle
Channel bundling
bnd+cmpr
Channel bundling + compression

Default:

None
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2.2.4.6 Lay-1

This field is used to configure the lower section of the security layer (the data link layer) for the WAN layer.

@ The range of available values depends on the hardware model at hand.

Telnet path:
Setup > WAN > Layer

Possible values:

AAL-5

ATM adaptation layer
ETH

Transparent Ethernet as per IEEE 802.3
HDLC56K

Securing and synchronization of data transmission as per HDLC (in 7 or 8-bit mode)
HDLC64K

Securing and synchronization of data transmission as per HDLC (in 7 or 8-bit mode)
V110_9K6

Transmission as per V.110 at max. 9,600 bps, e.g. for dialing in by HSCSD mobile phone
V110_19K2

Transmission as per V.110 at max. 19,200 bps
V110_38K4

Transmission as per V.110 at max. 38,400 bps
SERIAL

For connections by analog modem or cellular modem with AT interface. The modem can be connected
to the device at its serial interface (outband) or to a USB interface by means of a USB-to-serial adapter.
Some models feature a CardBus slot that accommodates suitable cards. Some models have an internal
integrated modem.

MODEM

For connections via the internal modem emulation when operating as a V.90 host modem over ISDN.
Operation of the internal modem may require an additional software option for the device.

VDSL
VDSL2 data transmission as per ITU G.993.2

Default:

HDLC64K

In order for the device to be able to establish PPP or PPTP connections, you must enter the corresponding parameters
(such as name and password) for each remote site into this list.

Telnet path:
Setup > WAN
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2.2.5.1 Remote site

Enter the name of the remote site here. This name has to agree with the entry in the list of peers/iremote sites. You can
also select a name directly from the list of peers / remote sites.

Telnet path:
Setup > WAN > PPP

Possible values:
Select from the list of defined peers.
Max. 16 characters from [ A-Z] [0-9] @ | } ~! $9& () +-,/:; <=>?[\]"_.

Default:
empty

Possible values:

Special values:
DEFAULT

During PPP negotiations, a remote site dialing-in to the device logs on with its name. The device can
use the name to retrieve the permitted values for authentication from the PPP table. At the start of the
negotiation, the remote site occasionally cannot be identified by call number (ISDN dial-in), IP address
(PPTP dial-in ) or MAC address (PPPoE dial-in). It is thus not possible to determine the permitted protocols
in this first step. In these cases, authentication is performed first with those protocols enabled for the
remote site with name DEFAULT. If the remote site is authenticated successfully with these settings, the
protocols permitted for the remote site can also be determined.

If authentication uses a protocol entered under DEFAULT, but which is not permitted for the remote
site, then authentication is repeated with the permitted protocols.

2.2.5.2 Authent.request

Method for securing the PPP connection that the device expects from the remote site.

Telnet path:
Setup > WAN > PPP

Possible values:

MS-CHAPv2
MS-CHAP
CHAP

PAP

2.2.5.3 Password

Password transferred from your device to the remote site (if required). A **" in the list indicates that an entry exists.

Telnet path:
Setup > WAN > PPP
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Possible values:
Max. 32 characters from #[ A-Z] [a-z][0-9] @ | } ~! $9%&' () +-,/:; <=>?[\]"_.

Default:
empty

2.2.5.4 Time

Time between two tests of the connection with LCP (see also LCP). This time is entered in multiples of 10 seconds (e.g.
2 for 20 seconds). The value is also the time between two tests of the connection as per CHAP. This time is entered in
minutes. For remote sites running the Windows operating system the time must be set to 0.

Telnet path:
Setup > WAN > PPP

Possible values:
0...99

Default:
0

2.25.5Try

Number of retries for the test attempt. Multiple retries reduces the impact from temporary line faults. The connection is
only terminated if all tries prove unsuccessful. The time between two retries is one tenth (1/10) of the time between two
tests. This value is also the maximum number of "Configure Requests" that the device sends before assuming a line fault
and tearing down the connection itself.

Telnet path:
Setup > WAN > PPP

Possible values:
0...99

Default:
5

2.2.5.6 User name

Name with which your device logs in to the remote site. If there is no entry here, your device's device name is used.

Telnet path:
Setup > WAN > PPP

Possible values:
Max. 64 characters from #[ A-Z] [a-z] [0-9] @ | } ~! $%& () +-,/:; <=>?[\]~_.
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Default:
empty

2.2.5.7 Conf

This parameter affects the mode of operation of the PPP. The parameter is defined in RFC 1661 and is not described in
further detail here. If you are unable to establish PPP connections, this RFC in conjunction with the PPP statistics of the
router provides information on fault rectification. The default settings are generally sufficient. This parameter can only
be changed with LANconfig, SNMP or TFTP.

Telnet path:
Setup > WAN > PPP

Possible values:
0...255

Default:
10

2.2.5.8 Fail

This parameter affects the mode of operation of the PPP. The parameter is defined in RFC 1661 and is not described in
further detail here. If you are unable to establish PPP connections, this RFC in conjunction with the PPP statistics of the
router provides information on fault rectification. The default settings are generally sufficient. This parameter can only
be changed with LANconfig, SNMP or TFTP.

Telnet path:
Setup > WAN > PPP

Possible values:
0...255

Default:
5

2.2.5.9 Term

This parameter affects the mode of operation of the PPP. The parameter is defined in RFC 1661 and is not described in
further detail here. If you are unable to establish PPP connections, this RFC in conjunction with the PPP statistics of the
router provides information. The default settings are generally sufficient. This parameter can only be changed with
LANconfig, SNMP or TFTP.

Telnet path:
Setup > WAN > PPP

Possible values:
0...255
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Default:
2

2.2.5.10 Rights

Specifies the protocols that can be routed to this remote site.

Telnet path:
Setup > WAN > PPP

Possible values:

IP

IP+NBT

IPX

IP+IPX
IP+NBT+IPX

Default:

IP

2.2.5.11 Authent-response

Method for securing the PPP connection that the device offers when dialing into a remote site.

@ The device only uses the protocols enabled here—other negotiations with the remote site are not possible.

Telnet path:
Setup > WAN > PPP

Possible values:

MS-CHAPv2
MS-CHAP
CHAP

PAP

Default:
MS-CHAPv2
MS-CHAP
CHAP

PAP
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2.2.6 Incoming calling numbers

Based on the telephone numbers in this list, your device can identify which remote site is making the incoming call.

Telnet path:
Setup > WAN

2.2.6.1 Dialup remote

Here you enter the call number that is transmitted when you are called from the remote site. Generally this is the number
of the remote site combined with the corresponding local area code with the leading zero, e.g. 0221445566. For remote
sites in other countries, you must add the corresponding country code with two leading zeros, e.g. 0049221445566.

Telnet path:
Setup > WAN > Incoming calling numbers

Possible values:
Max. 31 characters from 0123456789S* #- EF:

Default:
empty

2.2.6.2 Remote site

Enter the name of the relevant remote site. Once a device has identified a remote site by means of its call number, the
list of peers/remote sites is searched for an entry with that name and the associated settings are used for the connection.

Telnet path:
Setup > WAN > Incoming calling numbers

Possible values:
Select from the list of defined peers.
Max. 16 characters from [ A-Z] [0-9] @ | } ~! $9& () +-,/:; <=>?[\]"_.

Default:
empty

2.2.8 Scripts

If a login script has to be processed when connecting to a remote site, enter the script here.

Telnet path:
Setup > WAN
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2.2.8.1 Remote site

Enter the name of the remote site here. The remote site should already have been entered into the list of peers / remote
sites. You can also select an entry directly from the list of peers / remote sites.

Telnet path:
Setup > WAN > Scripts

Possible values:

Select from the list of defined peers.

Max. 18 characters from #[ A-Z] [0-9] @ | } ~! $9&' () +-,/:; <=>?[\]"_.
Default:

empty

2.2.8.2 Script

Specify here the login script for this peer. In order for this script to be used, a layer with the appropriate protocol for this
peer must be set up in the list or peers / remote sites.

Telnet path:
Setup > WAN > Scripts

Possible values:

Max. 58 characters from #[ A-Z] [a-z] [0-9] @ | } ~! $%&' () +-,/:; <=>?[\]"_.
Default:

empty

2.2.9 Protect

Here you set the conditions to be satisfied in order for the device to accept incoming calls.

Telnet path:
Setup > WAN

Possible values:

None
The device answers any call.
Number

The device will receive a call only if the caller's number is transmitted and if that number is in the number
list.

Screened

The machine will only accept a call if the caller is in the number list, the caller's number is transmitted,
and if the number has been checked by the exchange.

Default:

None
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2.2.10 Callback attempts

Set the number of callback attempts for automatic callback connections.

Telnet path:
Setup > WAN

Possible values:
0...9

Default:
3

2.2.11 Router interface

Enter here further settings for each WAN interface used by the device, for example the calling numbers to be used.

Telnet path:
Setup > WAN

2.2.11.1 Ifc
WAN interface to which the settings in this entry apply.

Telnet path:
Setup > WAN > Router-Interface

2.2.11.2 MSN/EAZ

Specify here for this interface the call numbers for which the device should accept incoming calls. As a rule these numbers
are the call numbers of the ISDN interface (MSN) without an area code, or the internal call number (internal MSN) behind
a PBX, as appropriate. Multiple number can be entered by separating them with a semi-colon. The first call number is
used for outgoing calls.

@ If you specify any number outside of your MSN number pool, the device will accept no calls at all.

@ If you do not enter a number here, the device will accept all calls.
Telnet path:
Setup > WAN > Router-Interface

Possible values:
Max. 30 characters from #0123456789

Default:
empty
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2.2.11.3 CLIP

Activate this option if a peer called by the device should not see your call number.

@ This function must be supported by your network operator.

Telnet path:
Setup > WAN > Router-Interface

Possible values:

Yes
No

Default:

Yes

2.2.11.8 YC.

Y connection: This setting determines what happens when channel bundling is in operation and a request for a second
connection arrives.

Please note that channel bundling incurs costs for two connections. No further connections can be made over
LANCAPI! Only use channel bundling when the full transfer speed is required and used.

Telnet path:
Setup > WAN > Router-Interface

Possible values:

Yes

The device interrupts channel bundling to establish the second connection to the other remote device.
If the second channel becomes free again, it is automatically used for channel bundling again (always
for static bundling, when required for dynamic bundling).

No
The device maintains the existing bundled connection; the second connection must wait.

Default:

Yes

2.2.11.9 Accept-calls

Specify here whether the device answers calls to this ISDN interface or not.

If you have specified a number for device configuration (Management / Admin), all calls with this number will
be accepted, whatever you select here.
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Telnet path:
Setup > WAN > Router-Interface

Possible values:

all
None

Default:

all

2.2.13 Manual dialing

This menu contains the settings for manual dialing.

Telnet path:
Setup > WAN

2.2.13.1 Establish

Establishes a connection to the remote site which is entered as a parameter.

Telnet path:
Setup > WAN > Manual dialing

Possible arguments:
<Remote>
Name of a remote site defined in the device.

2.2.13.2 Disconnect

Terminates a connection to the remote site which is entered as a parameter.

Telnet path:
Setup > WAN > Manual dialing

Possible arguments:
<Remote>
Name of a remote site defined in the device.

2.2.18 Backup-Delay-Seconds

Wait time before establishing a backup connection in case a remote site should fail.

2 Setup
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Telnet path:
Setup > WAN

Possible values:
0 ... 9999 Seconds

Default:
30

2.2.19 DSL-Broadband-Peers

Here you configure the DSL broadband remote sites that your device is to connect to and exchange data with.

Telnet path:
Setup > WAN

2.2.19.1 Remote site

Enter the name of the remote site here.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:

Select from the list of defined peers.

Max. 16 characters from [ A-Z] [0-9] @ | } ~! $9& () +,/:; <=>?[\]"_.
Default:

empty

2.2.19.2 SH time

Short hold time: This value specifies the number of seconds that pass before a connection to this remote site is terminated
if no data is being transferred.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
0 ... 9999 Seconds

Special values:
9999
Connections are established immediately and without a time limit.

Default:
0
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2.2.19.3 AC-Name

The parameters for 'Access Concentrator' and 'Service' are used to explicitly identify the Internet provider. These parameters
are communicated to you by your Internet provider.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
Max. 64 characters from [A-Z] [a-2z][0-9] @ | } ~! $%&' () +-,/:; <=>?[\]~_.~

Default:
empty

2.2.19.4 Service name

The parameters for 'Access Concentrator' and 'Service' are used to explicitly identify the Internet provider. These parameters
are communicated to you by your Internet provider.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
Max. 32 characters from [A-Z] [a-2z][0-9] @ | } ~! $%&' () +-,/:; <=>?[\]"~_.~

Default:
empty

2.2.19.5 Layer name

Select the communication layer to be used for this connection. How to configure this layer is described in the following
section.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
Max. 9 characters from [A-Z] [0-9] @ | } ~! $9&' () +-,/:; <=>?[\]~_.

Default:
empty

2.2.19.9 AC-Name

The parameters for 'Access Concentrator' and 'Service' are used to explicitly identify the Internet provider. These parameters
are communicated to you by your Internet provider.

Telnet path:
Setup > WAN > DSL-Broadband-Peers
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Possible values:
Max. 64 characters from [A-Z] [@-2z][0-9]1 @ |} ~! $9%&' () +-,/:; <=>?[\]~_.~

Default:
empty

2.2.19.10 Service name

The parameters for 'Access Concentrator' and 'Service' are used to explicitly identify the Internet provider. These parameters
are communicated to you by your Internet provider.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:

Max. 32 characters from [ A-Z] [a-2z][0-9] @ | } ~! $%&' () +-,/:; <=>?[\]~_.~
Default:

empty

2.2.19.11 ATM-VPI

Enter the VPI (Virtual Path Identifier) and the VCI (Virtual Channel Identifier) for your ADSL connection here. These values
are communicated to you by your ADSL network operator. Typical values for VPI/VCI are, for example: 0/35, 0/38, 1/32,
8/35, 8/48.

Telnet path:
Setup > WAN > DSL-Broadband-Peer

Possible values:
0...999

Default:
0

2.2.19.12 ATM-VCI

Enter the VPI (Virtual Path Identifier) and the VCI (Virtual Channel Identifier) for your ADSL connection here. These values
are communicated to you by your ADSL network operator. Typical values for VPI/VCI are, for example: 0/35, 0/38, 1/32,
8/35, 8/48.

Telnet path:
Setup > WAN > DSL-Broadband-Peer

Possible values:
0...99999
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Default:
0

2.2.19.13 user-def.-MAC

Enter the MAC address of your choice is a user-defined address is required.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
Max. 12 characters from [ 0- 9] [ a- f]

Default:
000000000000

2.2.19.14 DSL-Ifc(s)

Enter the port number of the DSL port here. It is possible to make multiple entries. Separate the list entries either with
commas (1,2,3,4) or divide it into ranges (1-4). Activate channel bundling in the relevant layer to bundle the DSL lines.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
Max. 8 characters from -, 01234

Default:
0

2.2.19.15 MAC-Type

Here you select the MAC addresses which are to be used.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:

Global
If ‘Global' is selected, the device MAC address is used for all connections.

Local
If 'Local" is selected, the device MAC addresses are used to form further virtual addresses for each WAN
connection.

user-def.
If a certain MAC address (user defined) is to be defined for the remote site, this can be entered into this
field.
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Default:

Local

2.2.19.16 VLAN-ID
Here you enter the specific ID of the VLAN to identify it explicitly on the DSL connection.

Telnet path:
Setup > WAN > DSL-Broadband-Peers

Possible values:
0...9999

Default:
0

2.2.20 IP-List
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If certain remote sites do not automatically transmit the IP parameters needed for a connection, then enter these values
here.

Use this table to configure the extranet address of a VPN tunnel, for example.

Telnet path:
Setup > WAN

2.2.20.1 Remote site
Enter the name for the remote station here.
When configuring a VPN tunnel, this entry corresponds to the appropriate service under Setup > VPN > VPN-Peers or

Setup > VPN > IKEv2 > Connections.

Telnet path:
Setup > WAN > IP-List

Possible values:
Select from the list of defined peers.
Max. 16 characters from [ A-Z][0-9] @ | } ~! $9& () +,/:; <=>?[\]"_.

Default:
empty
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2.2.20.2 IP address

If your Internet provider has supplied you with a fixed, publicly accessible IP address, you can enter this here. Otherwise
leave this field empty. If you use a private address range in your local network and the device is to be assigned with one
of these addresses, do not enter the address here but under intranet IP address instead.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

2.2.20.3 IP-Netmask

Specify here the netmask associated with the address above.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

2.2.20.4 Gateway

Enter the address of the standard gateway here.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

2.2.20.5 DNS-Default

Specify here the address of a name server to which DNS requests are to be forwarded. This field can be left empty if you
have an Internet provider or other remote site that automatically assigns a name server to the device when it logs in.

Telnet path:
Setup > WAN > IP-List
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Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

2.2.20.6 DNS-Backup
Specify here a name server to be used in case the first DNS server fails.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

2.2.20.7 NBNS-Default

Specify here the address of a NetBIOS name server to which NBNS requests are to be forwarded. This field can be left
empty if you have an Internet provider or other remote site that automatically assigns a NetBIOS name server to the
device when it logs in.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

2.2.20.8 NBNS-Backup

IP address of the NetBIOS name server for the forwarding of NetBIOS requests. Default: 0.0.0.0 The IP address of the
device in this network is communicated as the NBNS server if the NetBIOS proxy is activated for this network. If the
NetBIOS proxy is not active for this network, then the IP address in the global TCP/IP settings is communicated as the
NBNS server.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .
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Default:
0.0.0.0

2.2.20.9 Masq.-IP-Addr.

Almost all Internet providers usually have the remote device assign a dynamic IP address to your router when it establishes
the connection. If your Internet provider has assigned you static IP addresses, or if you wish to operate masquerading
for your VPN network, you assign it to the respective connection here. If the masquerading IP address is not set, then
the address assigned when the connection was established is used for masquerading.

@ You need to set a masquerading address for a VPN connection if you wish to mask a private network behind this
address in the VPN network.

@ This setting is also necessary if a private address (172.16.x.x) is assigned during PPP negotiation. Normal
masquerading is thus impossible as this type of address is filtered in the Internet.

Telnet path:
Setup > WAN > IP-List

Possible values:
Valid IPv4 address, max. 15 characters from [ 0- 9] .

Default:
0.0.0.0

2.2.21 PPTP peers
This table displays and adds the PPTP remote sites.

Telnet path:
Setup > WAN

2.2.21.1 Remote site

This name from the list of DSL broadband peers.

Telnet path:
Setup > WAN > PPTP-peers

Possible values:
Select from the list of defined peers.
Max. 16 characters from [ A-Z][0-9] @ | } ~! $9& () +,/:; <=>?[\]"_.

Default:
empty
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2.2.21.3 Port

IP port used for running the PPTP protocol. According to the protocol standard, port '1,723" should always be specified.

Telnet path:
Setup > WAN > PPTP-peers

Possible values:
0...99999

Default:
0

2.2.21.4 SH time

This value specifies the number of seconds that pass before a connection to this remote site is terminated if no data is
being transferred.

Telnet path:
Setup > WAN > PPTP-peers

Possible values:
0 ... 3600 Seconds

Default:
0

Special values:
9999
Connections are established immediately and without a time limit.

2.2.21.5 Rtg-Tag

Routing tag for this entry.

Telnet path:
Setup > WAN > PPTP-peers

Possible values:
0...65535

Default:
0

2.2.21.6 IP address

Specify the IP address of the PPTP remote station here.
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Telnet path:
Setup > WAN > PPTP-peers

Possible values:
Max. 63 characters from [ A-Z] [a-2][0-9] @ | } ~!' $%&' () +-,/:; <=>?[\]"~_.~°

Default:
empty

2.2.21.7 Encryption
Here you enter the key length.

Telnet path:
Setup > WAN > PPTP-peers

Possible values:
off
40-Bits
56-Bits
128-Bits
Default:

off

2.2.22 RADIUS

This menu contains the settings for the RADIUS server.

Telnet path:
Setup > WAN

2.2.22.1 Operating
Switches RADIUS authentication on/off.

Telnet path:
Setup > WAN > RADIUS
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Possible values:

No
Yes
Exclusive

Default:

No

2.2.22.3 Auth.-Port
The TCP/UDP port over which the external RADIUS server can be reached.

Telnet path:
Setup > WAN > RADIUS

Possible values:
0 ... 4294967295

Default:
1812

2.2.22.4 Key

Specify here the key (shared secret) of your RADIUS server from which users are managed centrally.

Telnet path:
Setup > WAN > RADIUS

Possible values:

Default:
0

2.2.22.5 PPP-Operation

When PPP remote sites dial in, the internal user authentication data from the PPP list, or alternatively an external RADIUS
server, can be used for authentication.

If you switch the PPP mode to 'Exclusive’, the internal user authentication data is ignored, otherwise these have
priority.

Telnet path:
Setup > WAN > RADIUS
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Possible values:

Yes
Enables the use of an external RADIUS server for authentication of PPP remote sites. A matching entry
in the PPP list takes priority however.

No
No external RADIUS server is used for authentication of PPP remote sites.
Exclusive

Enables the use of an external RADIUS server as the only possibility for authenticating PPP remote sites.
The PPP list is ignored.

Default:

No

2.2.22.6 CLIP operation

When remote sites dial in, the internal call number list, or alternatively an external RADIUS server, can be used for
authentication.

The dial-in remote sites must be configured in the RADIUS server such that the name of the entry corresponds
to the call number of the remote site dialing in.

Telnet path:
Setup > WAN > RADIUS

Possible values:

Yes
Enables the use of an external RADIUS server for the authentication of dial-in remote sites. A matching
entry in the call number list takes priority however.

No
No external RADIUS server is used for authentication of dial-in remote sites.
Exclusive

Enables the use of an external RADIUS server as the only possibility for authenticating dial-in remote
sites. The call number list is ignored.

Default:

No

2.2.22.7 CLIP password

Password for the log-in of dial-in remote sites to the external RADIUS server.

The dial-in remote sites must be configured in the RADIUS server such that all the entries for all call numbers
use the password configured here.
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Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 31 characters from

Default:
empty

2.2.22.8 Loopback-Addr.

This is where you can configure an optional sender address to be used instead of the one otherwise automatically selected
for the destination address. If you have configured loopback addresses, you can specify them here as source address.

If the list of IP networks or loopback addresses contains an entry named '‘DMZ' then the associated IP address
will be used.

Telnet path:
Setup > WAN > RADIUS

Possible values:
Name of the IP network whose address should be used, or any valid IP address

Special values:
INT
for the address of the first intranet
DMz
for the address of the first DMZ
LBO to LBF
for the 16 loopback addresses

2.2.22.9 Protocol

RADIUS over UDP or RADSEC over TCP with TLS can be used as the transmission protocol for authentication on an external
server.

Telnet path:
Setup > WAN > RADIUS

Possible values:

RADIUS
RADSEC

Default:

RADIUS
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2.2.22.10 Auth.-Protocols

Method for securing the PPP connection permitted by the external RADIUS server. Do not set a method here if the remote
site is an Internet provider that your device is to call.

If all methods are selected, the next available method of authentication is used if the previous one failed. If none
of the methods are selected, authentication is not requested from the remote site.

Telnet path:
Setup > WAN > RADIUS

Possible values:

MS-CHAPV2
MS-CHAP
CHAP

PAP

Default:
MS-CHAPv2
MS-CHAP
CHAP

PAP

2.2.22.11 Server host name

Enter the IP address (IPv4, IPv6) or the hostname of the RADIUS server to be used to centrally manage the users.

@ The RADIUS client automatically detects which address type is involved.

Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

Default:
empty

2.2.22.12 Attribute-Values
With this entry you configure the RADIUS attributes of the RADIUS server.

The attributes are specified in a semicolon-separated list of attribute numbers or names (according to RFC 2865, RFC
3162, RFC 4679, RFC 4818, RFC 7268) and a corresponding value in the form
<Attribute_1>=<Val ue_1>, <Attri bute_2>=<Val ue_2>.

Variables can also be used as values (such as % for the device name). Example: NAS- | dent i fi er =%.
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Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 128 characters from [ A-Z] [a-z] [0-9] #@ | } ~! $Y&' () *+-,/:;<=>?[\]~_. °

Default:
empty

2.2.22.20 L2TP-Operating
This item determines whether RADIUS should be used to authenticate the tunnel endpoint.

Telnet path:
Setup > WAN > RADIUS

Possible values:

No

There is no RADIUS authentication.
Yes

RADIUS authentication occurs if, in the table 'L2TP Endpoints’, the field ‘Auth-Peer" is set to 'Yes', but
no password was entered.

Exclusive

RADIUS authentication always occurs if, in the table 'L2TP Endpoints’, the field 'Auth-Peer" is set to
"Yes', irrespective of whether a password was entered.

Default:

No

2.2.22.21 L2TP-Server-Hostname
IP address of the RADIUS server

The internal RADIUS server of the device does not support tunnel authentication. An external RADIUS server is
required for this purpose.

Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.22.22 L2TP-Auth.-Port
The UDP port of the RADIUS server.
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Telnet path:
Setup > WAN > RADIUS

Possible values:
0...65535

2.2.22.23 Loopback-Address
The sender address used for RADIUS requests.

Telnet path:
Setup > WAN > RADIUS

Possible values:

Max. 16 characters from [ A-Z] [0-9] @ | } ~! $%& () +-,/:; <=>?[\]"_.

2.2.22.24 L2TP protocol

The protocol to be used.

Telnet path:
Setup > WAN > RADIUS

Possible values:

RADIUS
RADSEC

Default:

RADIUS

2.2.22.25 L2TP Secret

The shared secret between the device and the RADIUS server.

Telnet path:
Setup > WAN > RADIUS

Possible values:

2 Setup

Max. 64 characters from #[ A-Z] [a-z][0-9] @ | } ~! $9%&' () +-,/:; <=>?[\]"_.

2.2.22.26 L2TP password

The password stored together with the host in the RADIUS server. After authentication, the password for the tunnel is

sent by the RADIUS server.
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Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 64 characters from #[ A-Z] [a-z] [0-9] @ | } ~! $9%& () +-,/:; <=>?[\]~_.

2.2.22.27 L2TP attribute values
With this entry you configure the RADIUS attributes for the tunnel end point of the RADIUS server.

The attributes are specified in a semicolon-separated list of attribute numbers or names (according to RFC 2865, RFC
3162, RFC 4679, RFC 4818, RFC 7268) and a corresponding value in the form
<Attribute_1>=<Val ue_1>, <Attribute_2>=<Val ue_2>.

Variables can also be used as values (such as %n for the device name). Example: NAS- | dent i fi er =%.

Telnet path:
Setup > WAN > RADIUS

Possible values:
Max. 128 characters from [ A-Z] [a-z] [0- 9] #@ | } ~! $%&' () *+-,/:; <=>?[\]"_.

Default:
empty

2.2.23 Polling table
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In this table you can specify up to 4 IP addresses for non-PPP-based remote sites which are to be accessed for connection
monitoring purposes.

Telnet path:
Setup > WAN

2.2.23.1 Remote site

Name of the remote site which is to be checked with this entry.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
Select from the list of defined peers.
Max. 16 characters from [ A-Z][0-9] @ | } ~! $9& () +,/:; <=>?[\]"_.

Default:
empty
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2.2.23.2 IP-address-1

IP addresses for targeting with ICMP requests to check the remote site.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
Valid IP address

Default:
0.0.0.0

2.2.23.3 Time

Enter the ping interval here.

@ If you enter 0 here and for the re-tries, the default values will be used.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
0 ... 4294967295 Seconds

Default:
0

2.2.23.4 Try

If no reply to a ping is received then the remote site will be checked in shorter intervals. The device then tries to reach
the remote site once a second. The number of retries defines how many times these attempts are repeated.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
0...255

Default:
0

Special values:
0
Uses the default value of 5 retries.

69



Menu Reference

2 Setup

70

2.2.23.5 IP-address-2

IP addresses for targeting with ICMP requests to check the remote site.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
Valid IP address

Default:
0.0.0.0

2.2.23.6 IP-address-3

IP addresses for targeting with ICMP requests to check the remote site.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
Valid IP address

Default:
0.0.0.0

2.2.23.7 IP-address-4

IP addresses for targeting with ICMP requests to check the remote site.

Telnet path:
Setup > WAN > Polling-Table

Possible values:
Valid IP address

Default:
0.0.0.0

2.2.23.8 Loopback-Addr.

Sender address sent with the ping; this is also the destination for the answering ping.

If the list of IP networks or loopback addresses contains an entry named '‘DMZ' then the associated IP address
will be used.

Telnet path:
Setup > WAN > Polling-Table
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Possible values:
Name of the IP network whose address should be used, or any valid IP address

Special values:
INT
for the address of the first intranet
DMz
for the address of the first DMZ
LBO to LBF
for the 16 loopback addresses

2.2.23.9 Type

This setting influences the behavior of the polling.

Telnet path:
Setup > WAN > Polling-Table

Possible values:

Forced

The device polls in the given interval. This is the default behavior of LCOS versions <8.00, which did
not yet have this parameter.

Auto

The device only polls actively if it receives no data. ICMP packets received are not considered to be data
and are still ignored.

Default:

Forced

2.2.24 Backup peers

This table is used to specify a list of possible backup connections for each remote site.

Telnet path:
Setup > WAN

2.2.24.1 Remote site

Here you select the name of a remote site from the list of remote sites.

Telnet path:
Setup > WAN > Backup-Peers

Possible values:
Select from the list of backup peers.
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Max. 16 characters from [ A-Z] [0-9] @ | } ~! $9& () +-,/:; <=>?[\]"_.

Default:
empty

2.2.24.2 Alternative peers

Specify here one or more remote sites for backup connections.

Telnet path:
Setup > WAN > Backup-Peers

Possible values:
Select from the list of backup peers.
Max. 16 characters from [ A-Z] [0-9] @ | } ~! $%& () +-,/:; <=>?[\]"_.

Default:
empty

2.2.24.3 Head

Specify here whether the next connection is to be established to the number last reached successfully, or always to the
first number.

Telnet path:
Setup > WAN > Backup-Peers

Possible values:

First
Last

Default:

Last

2.2.25 Action table

With the action table you can define actions that are executed when the status of a WAN connection changes.

Telnet path:
Setup > WAN
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2.2.25.1 Index

The index gives the position of the entry in the table, and thus it must be unique. Entries in the action table are executed
consecutively as soon as there is a corresponding change in status of the WAN connection. The entry in the field ‘Check
for' can be used to skip lines depending on the result of the action. The index sets the position of the entries in the table
(in ascending order) and thus significantly influences the behavior of actions when the option 'Check for' is used. The
index can also be used to actuate an entry in the action table via a cron job, for example to activate or deactivate an
entry at certain times.

Telnet path:
Setup > WAN > Action-Table

Possible values:
0...4294967295

Default:
0

2.2.25.2 Host name

Action name. This name can be referenced in the fields ‘Action’ and 'Check for" with the place holder % (host name).

Telnet path:
Setup > WAN > Action-Table

Possible values:
Max. 64 characters

Default:
empty

2.2.25.3 Remote site

A change in status of this remote site triggers the action defined in this entry.

Telnet path:
Setup > WAN > Action-Table

Possible values:
Select from the list of defined peers.
Max. 16 characters from [ A-Z][0-9] @ | } ~! $9& () +-,/:; <=>?[\]"_.

Default:
empty

2.2.25.4 Block time

Prevents this action from being repeated within the period defined here.
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Telnet path:
Setup > WAN > Action-Table

Possible values:
0 ... 4294967295 Seconds

Default:
0

2.2.25.5 Condition
The action is triggered when the change in WAN-connection status set here occurs.

Telnet path:
Setup > WAN > Action-Table

Possible values:

Establish

The action is triggered when the connection has been established successfully.
Disconnect

The action is triggered when the device itself terminates the connection (e.g.by manual disconnection
or when the hold time expires).

Close

The action is triggered on disconnection (whatever the reason for this).
Error

This action is triggered on disconnects that were not initiated or expected by the device.
Establish failure

This action is triggered when a connection establishment was started but not successfully concluded.

Default:

Establish

2.2.25.6 Action

0 switches off the monitoring of the time budget. Only one action can be triggered per entry. The result of the actions
can be evaluated in the 'Check for' field.

Prefixes:

m exec: — This prefix initiates any command as it would be entered at the Telnet console. For example, the action
“exec:do /o/m/d" terminates all current connections.

dnscheck: — This prefix initiates a DSN name resolution. For example, the action “dnscheck:myserver.dyndns.org”

requests the IP address of the indicated server.

m http: —This prefix initiates an HTTP-get request. A DynDNS update at dyndns.org is initiated with the following action:
http://username:password@members.dyndns.org/nic/update?system=dyndns&hostname=%h&myip=Y%a (the
significance of the placeholders %h and %a are described in the following.)

m https: — Like 'http:', except that the connection is encrypted.
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= gnudip: — This prefix initiates a request to the corresponding DynDNS server via the GnuDIP protocol. For example,
you can use the following action to use the GnuDIP protocol to execute a DynDNS update at a DynDNS provider:
gnudip://gnudipsrv?method=tcp&user=myserver&domn=mydomain.org&pass=password&reqc=0&addr=%a

= repeat: — This prefix together with a time in seconds repeats all actions with the condition "Establish" as soon as the
connection has been established. For example, the action ‘'repeat 300" causes all of the establish actions to be
repeated every 5 minutes.

® mailto: — This prefix causes an e-mail to be sent. For example, you can use the following action to send an e-mail to
the system administrator when a connection is terminated: mailto:admin@mycompany.com?subject=VPN connection
broken at %t?body=VPN connection to branch office 1 was broken.

Optional variables for the actions:

= %a — WAN IP address of the WAN connection relating to the action.

® %H — Host name of the WAN connection relating to the action.

m %h — Like %h, except the hostname is in small letters

= %c — Connection name of the WAN connection relating to the action.

® %n — Device name

= %s — Device serial number

m %m — Device MAC address (as in Sysinfo)

= %t —Time and date in the format YYYY-MM-DD hh:mm:ss

® %e — Description of the error that was reported when connection establishment failed.

Telnet path:
Setup > WAN > Action-Table

Possible values:
Max. 250 characters

Default:
empty

2.2.25.7 Check for

The result of the action can be evaluated here to determine the number of lines to be skipped in the processing of the
action table.

Prefixes/suffixes:

= contains= — This prefix checks if the result of the action contains the defined string.

® isequal=—This prefix checks if the result of the action is exactly equal to the defined string.

m 2skipiftrue= — This suffix skips the defined number of lines in the list of actions if the result of the "contains" or
“isequal" query is TRUE.

m 2skipiffalse= — This suffix skips the defined number of lines in the list of actions if the result of the "contains" or
"isequal" query is FALSE.

Optional variables for the actions:

= %a — WAN IP address of the WAN connection relating to the action.

= %H — Host name of the WAN connection relating to the action.

m %h — Like %h, except the hostname is in small letters

= %c — Connection name of the WAN connection relating to the action.
= %n — Device name

® %s — Device serial number

= %m — Device MAC address (as in Sysinfo)
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® %t —Time and date in the format YYYY-MM-DD hh:mm:ss
® %e — Description of the error that was reported when connection establishment failed.

Telnet path:
Setup > WAN > Action-Table

Possible values:
Max. 50 characters

Default:
empty

2.2.25.8 Operating

Activates or deactivates this entry.

Telnet path:
Setup > WAN > Action-Table

Possible values:

Yes
No

Default:

Yes

2.2.25.9 Owner

Owner of the action. The exec actions are executed with the rights of the owner. If the owner does not have the necessary
rights (e.g. administrators with write access) then the action will not be carried out.

Telnet path:
Setup > WAN > Action-Table

Possible values:
Select from the administrators defined in the device
Max. 16 characters

Default:
root

2.2.25.10 Routing-Tag

Routing tags are used to associate actions in the action table with a specific WAN connection. The device performs the
action over the connection that is marked with this routing tag.
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Telnet path:
Setup > WAN > Action-Table

Possible values:
0...65535

Default:
0

2.2.26 MTU-List

This table allows you to set alternative MTU (Maximum Transfer Unit) values to those automatically negotiated by default.

Telnet path:
Setup > WAN

2.2.26.1 Remote site

Enter the name of the remote site here. This name has to agree with the entry in the list of peers/remote sites. You can
also select a name directly from the list of peers / remote sites.

Telnet path:
Setup > WAN > MTU-List

Possible values:
Select from the list of defined peers.
Max. 16 characters from [ A-Z] [0-9] @ | } ~! $9& () +,/:; <=>?[\]"_.

Default:
empty

2.2.26.2 MTU

Here you can manually define a maximum MTU per connection in addition to the automatic MTU settings. Enter the
maximum IP packet length/size in bytes. Smaller values lead to greater fragmentation of the payload data.

Telnet path:
Setup > WAN > MTU-List

Possible values:
0 ... 9999 Bytes

Default:
0
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2.2.30 Additional PPTP gateways
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Here you can define up to 32 additional gateways to ensure the availability of PPTP peers. Each of the PPTP peers has
the possibility of using up to 33 gateways. The additional gateways can be defined in a supplementary list.

Telnet path:
Setup > WAN

2.2.30.1 Remote site

Here you select the PPTP remote site that this entry applies to.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Select from the list of defined PPTP remote stations.
Max. 16 characters from [ A-Z][0-9] @ | } ~! $9& () +-,/:; <=>?[\]"_.

Default:
empty

2.2.30.2 Begin with

Here you select the order in which the entries are to be tried.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:

Last used

Selects the entry for the connection which was successfully used most recently.
First

Selects the first of the configured remote sites.
Random

Selects one of the configured remote sites at random. This setting provides an effective measure for
load balancing between the gateways at the headquarters.

Default:

Last used

2.2.30.3 Gateway -1

Enter the IP address of the additional gateway to be used for this PPTP remote station.
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Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.4 Rtg-Tag-1

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:

0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.5 Gateway -2

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.6 Rtg-Tag-2

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways
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Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.7 Gateway -3

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.8 Rtg-Tag-3

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.9 Gateway -4

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways
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Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.10 Rtg-Tag-4

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.11 Gateway -5

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.12 Rtg-Tag-5

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535
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Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.13 Gateway -6

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.14 Rtg-Tag-6

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.15 Gateway -7

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters
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Default:
empty

2.2.30.16 Rtg-Tag-7

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.17 Gateway -8

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.18 Rtg-Tag-8

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0
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Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.19 Gateway -9

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.20 Rtg-Tag-9

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.21 Gateway -10

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty
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2.2.30.22 Rtg-Tag-10

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.23 Gateway -11

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.24 Rtg-Tag-11

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.
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2.2.30.25 Gateway -12

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.26 Rtg-Tag-12

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.27 Gateway -13

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.28 Rtg-Tag-13

Enter the routing tag for setting the route to the relevant remote gateway.
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Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.29 Gateway -14

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.30 Rtg-Tag-14

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.31 Gateway -15

Enter the IP address of the additional gateway to be used for this PPTP remote station.
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Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.32 Rtg-Tag-15

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:

0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.33 Gateway -16

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.34 Rtg-Tag-16

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways
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Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.35 Gateway -17

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.36 Rtg-Tag-17

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.37 Gateway -18

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

89



Menu Reference

2 Setup

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.38 Rtg-Tag-18

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.39 Gateway -19

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.40 Rtg-Tag-19

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535
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Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.41 Gateway -20

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.42 Rtg-Tag-20

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.43 Gateway -21

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters
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Default:
empty

2.2.30.44 Rtg-Tag-21

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.45 Gateway -22

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.46 Rtg-Tag-22

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0
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Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.47 Gateway -23

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.48 Rtg-Tag-23

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.49 Gateway -24

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty
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2.2.30.50 Rtg-Tag-24

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.51 Gateway -25

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.52 Rtg-Tag-25

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.
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2.2.30.53 Gateway -26

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.54 Rtg-Tag-26

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.55 Gateway -27

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.56 Rtg-Tag-27

Enter the routing tag for setting the route to the relevant remote gateway.

95



Menu Reference

2 Setup

96

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.57 Gateway -28

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.58 Rtg-Tag-28

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.59 Gateway -29

Enter the IP address of the additional gateway to be used for this PPTP remote station.
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Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.60 Rtg-Tag-29

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:

0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.61 Gateway -30

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.62 Rtg-Tag-30

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways
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Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.63 Gateway -31

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.64 Rtg-Tag-31

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.30.65 Gateway -32

Enter the IP address of the additional gateway to be used for this PPTP remote station.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways
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Possible values:
Valid IP address, max. 63 characters

Default:
empty

2.2.30.66 Rtg-Tag-32

Enter the routing tag for setting the route to the relevant remote gateway.

Telnet path:
Setup > WAN > Additional-PPTP-Gateways

Possible values:
0...65535

Default:
0

Special values:
0

The routing tag configured for this remote station in the PPTP connection list is taken for the associated
gateway.

2.2.31 PPTP source check

With this entry you specify the basis used by the PPTP (point-to-point tunneling protocol) to check incoming connections.

Telnet path:
Setup > WAN

Possible values:

Address

The PPTP checks the address only. This is the standard behavior of older versions of LCOS without this
parameter.

Tag+address
The PPTP checks the address and also the routing tag of interface to be used for the connection.

Default:

Address

2.2.35 L2TP endpoints

The table contains the basic settings for the configuration of an L2TP tunnel.

99



Menu Reference

2 Setup

100

@ To authenticate RAS connections by RADIUS and without configuring a router, this table needs a default entry
with the following values:

Identifier: DEFAULT
Poll: 20

Auth-peer: yes
Hide: no

All other values must remain empty. With 'Auth-Peer' set to 'No' in the DEFAULT entry, all hosts will be accepted
unchecked and only the PPP sessions are authenticated.

Telnet path:
Setup > WAN

2.2.35.1 Identifier

The name of the tunnel endpoint. If an authenticated L2TP tunnel is to be established between two devices, the entries
'Identifier' and 'Hostname' need to cross match.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
Max. 16 characters from [ A-Z] [0-9] @ | } ~! $%& () +-,/:; <=>?[\]"_.

2.2.35.2 IP address
The IP address of the tunnel endpoint. An FQDN can be specified instead of an IP address (IPv4 or IPv6).

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.35.3 Rtg-Tag

The tag assigned to the route to the tunnel endpoint is specified here.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
0...65535
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2.2.35.4 Port
UDP port to be used.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
0...65535

Default:
1701

2.2.35.5 Poll

The polling interval in seconds.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
0...65535

Default:
20

2.2.35.6 Host name

User name for the authentication If an authenticated L2TP tunnel is to be established between two devices, the entries
'|dentifier' and 'Hostname' need to cross match.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
Max. 64 characters from #[ A-Z] [a-z] [0-9] @ | } ~! $9%& () +-,/:; <=>?[\]~_.

2.2.35.7 Password

The password for the authentication This is also used to hide the tunnel negotiations, if the function is activated.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:
Max. 32 characters from #[ A-Z] [a-z][0-9] @ | } ~! $9%&' () +-,/:; <=>?[\]"_.
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2.2.35.8 Auth-Peer

Specifies whether the remote station should be authenticated.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:

No
Yes

Default:

No

2.2.35.9 Hide

Specifies whether tunnel negotiations should be hidden by using the specified password.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:

No
Yes

Default:

No

2.2.35.10 Source address

Here you can optionally specify a loopback address for the device to use as the target address instead of the one that
would normally be selected automatically.

If the list of IP networks or source addresses contains an entry named 'DMZ', then the associated IP address will
be used.

@ If the source address set here is a loopback address, this will be used unmasked even on masked remote clients.

Telnet path:
Setup > WAN > L2TP-Endpoints

Possible values:

Valid entry from the list of possible addresses.
Name of the IP networks whose addresses are to be used.
"INT" for the address of the first intranet
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"DMZ" for the address of the first DMZ
LBO to LBF for the 16 loopback addresses
Any valid IP address

empty

Default:

2.2.36 L2TP-Additional-Gateways

This table allows you to specify up to 32 redundant gateways for each L2TP tunnel.

Telnet path:
Setup > WAN

2.2.36.1 Identifier

The name of the tunnel endpoint as also used in the table of L2TP endpoints.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 16 characters from [ A-Z] [0-9] @ | } ~! $9& () +-,/:; <=>?[\]"_.

2.2.36.2 Begin with

This setting specifies which redundant gateway is used first.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:

Last used

This selects the last successfully used gateway.
First

This always selects the first gateway.
Random

A random gateway is selected at each attempt.

Default:

Last used
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2.2.36.3 Gateway -1
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.4 Rtg-Tag-1

The routing tag of the route where Gateway-1 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.5 Gateway -2
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-z][0-9].-: %

2.2.36.6 Rtg-Tag-2

The routing tag of the route where Gateway-2 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.7 Gateway -3
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways
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Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.8 Rtg-Tag-3

The routing tag of the route where Gateway-3 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.9 Gateway -4

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.10 Rtg-Tag-4

The routing tag of the route where Gateway-4 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.11 Gateway -5

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-z][0-9].-: %

2 Setup
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2.2.36.12 Rtg-Tag-5

The routing tag of the route where Gateway-5 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.13 Gateway -6
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.14 Rtg-Tag-6

The routing tag of the route where Gateway-6 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.15 Gateway -7
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-z][0-9].-: %

2.2.36.16 Rtg-Tag-7

The routing tag of the route where Gateway-7 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways
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Possible values:
0...65535

2.2.36.17 Gateway -8

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.18 Rtg-Tag-8

The routing tag of the route where Gateway-8 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.19 Gateway -9

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.20 Rtg-Tag-9

The routing tag of the route where Gateway-9 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2 Setup
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2.2.36.21 Gateway -10
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.22 Rtg-Tag-10

The routing tag of the route where Gateway-10 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.23 Gateway -11
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-z][0-9].-: %

2.2.36.24 Rtg-Tag-11

The routing tag of the route where Gateway-11 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.25 Gateway -12
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways
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Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.26 Rtg-Tag-12

The routing tag of the route where Gateway-12 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.27 Gateway -13

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.28 Rtg-Tag-13

The routing tag of the route where Gateway-13 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.29 Gateway -14

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-z][0-9].-: %
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2.2.36.30 Rtg-Tag-14

The routing tag of the route where Gateway-14 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.31 Gateway -15
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.32 Rtg-Tag-15

The routing tag of the route where Gateway-15 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.33 Gateway -16
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-z][0-9].-: %

2.2.36.34 Rtg-Tag-16

The routing tag of the route where Gateway-16 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways
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Possible values:
0...65535

2.2.36.35 Gateway -17

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.36 Rtg-Tag-17

The routing tag of the route where Gateway-17 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.37 Gateway -18

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.38 Rtg-Tag-18

The routing tag of the route where Gateway-18 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535
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2.2.36.39 Gateway -19
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.40 Rtg-Tag-19

The routing tag of the route where Gateway-19 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.41 Gateway -20
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-z][0-9].-: %

2.2.36.42 Rtg-Tag-20

The routing tag of the route where Gateway-20 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.43 Gateway -21
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways
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Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.44 Rtg-Tag-21

The routing tag of the route where Gateway-21 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.45 Gateway -22

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.46 Rtg-Tag-22

The routing tag of the route where Gateway-22 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.47 Gateway -23

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-z][0-9].-: %
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2.2.36.48 Rtg-Tag-23

The routing tag of the route where Gateway-23 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.49 Gateway -24
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.50 Rtg-Tag-24

The routing tag of the route where Gateway-24 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.51 Gateway -25
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-z][0-9].-: %

2.2.36.52 Rtg-Tag-25

The routing tag of the route where Gateway-25 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways
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Possible values:
0...65535

2.2.36.53 Gateway -26

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.54 Rtg-Tag-26

The routing tag of the route where Gateway-26 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.55 Gateway -27

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.56 Rtg-Tag-27

The routing tag of the route where Gateway-27 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535
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2.2.36.57 Gateway -28
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.58 Rtg-Tag-28

The routing tag of the route where Gateway-28 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.59 Gateway -29
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-z][0-9].-: %

2.2.36.60 Rtg-Tag-29

The routing tag of the route where Gateway-29 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.61 Gateway -30
The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways
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Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.62 Rtg-Tag-30

The routing tag of the route where Gateway-30 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.63 Gateway -31

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z] [a-2z][0-9].-: %

2.2.36.64 Rtg-Tag-31

The routing tag of the route where Gateway-31 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.36.65 Gateway -32

The first alternative IP address (IPv4 or IPv6) or FQDN of the tunnel endpoint.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
Max. 64 characters from [ A-Z][a-z][0-9].-: %
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2.2.36.66 Rtg-Tag-32

The routing tag of the route where Gateway-32 can be reached.

Telnet path:
Setup > WAN > L2TP-Additional-Gateways

Possible values:
0...65535

2.2.37 L2TP-Peers

In this table, the tunnel endpoints are linked with the L2TP remote stations that are used in the routing table. An entry
in this table is required for outgoing connections if an incoming session should be assigned an idle timeout not equal
to zero, or if the use of a particular tunnel is to be forced.

Telnet path:
Setup > WAN

2.2.37.1 Remote site

Name of the L2TP remote station.

Telnet path:
Setup > WAN > L2TP-Peers

Possible values:
Max. 16 characters from [ A-Z][0-9] @ | } ~! $9& () +-,/:; <=>?[\]"_.

2.2.37.2 L2TP endpoint

Name of the tunnel endpoint

Telnet path:
Setup > WAN > L2TP-Peers

Possible values:
Max. 16 characters from [ A-Z] [0-9] @ | } ~! $9& () +-,/:; <=>?[\]"_.

2.2.37.3 SH time

Idle timeout in seconds.

Telnet path:
Setup > WAN > L2TP-Peers
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Possible values:
0...9999

2.2.38 L2TP source check

The default setting checks the sender address of an incoming tunnel. The tunnel is established if the address is part of
the configured gateway for the tunnel or if no gateways have been configured at all. It is also possible to check the
routing tag of incoming packets. Note that only routing tags not equal to zero will be checked.

Telnet path:
Setup > WAN

Possible values:

Address
Tag+address

Default:

Address

2.2.40 DS-Lite-Tunnel

Dual-Stack Lite, abbreviated DS-Lite, is used so that Internet providers can supply their customers with access to [Pv4
servers over an IPv6 connection. That is necessary, for example, if an Internet provider is forced to supply its customer
with an IPv6 address due to the limited availability of IPv4 addresses. In contrast to the other three IPv6 tunnel methods
"6in4", "6rd" and "6to4", DS-Lite is also used to transmit IPv4 packets on an IPv6 connection (IPv4 vialPv6 tunnel).

For this, the device packages the IPv4 packets in an IPv4-in-IPv6 tunnel and transmits them unmasked to the provider,
who then performs a NAT with one of their own remaining IPv4 addresses.

To define a DS-Lite tunnel, all the device needs is the IPv6 address of the tunnel endpoint and the routing tag with which
it can reach this address.

Telnet path:
Setup > WAN

2.2.40.1 Name

Enter the name for the tunnel.

Telnet path:
Setup > WAN > DS-Lite-Tunnel

Possible values:
Max. 16 characters from [ A-Z] [a-z][0-9] @ | } ~! $%&' () +-,/:; <=>?[\]"_.

Default:
empty
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2.2.40.2 Gateway address

This entry defines the address of the DS-Lite gateway, the so-called Address Family Transition Router (AFTR). Enter a
valid value from the following selection:

= One IPv6 address (e.g. 2001:db8::1)
= An FQDN (Fully Qualified Domain Name) that can be resolved by DNS, e.g., aftr.example.com

m The IPv6 unspecified address "::" determines that the device should retrieve the address of the AFTRs via DHCPv6
(factory setting).
= An empty field behaves the same as the entry "::".

Telnet path:
Setup > WAN > DS-Lite-Tunnel

Possible values:
Max. 64 characters from [ A-Z] [a-z][0-9].-: %

Default:
empty

2.2.40.3 Rtg-Tag

Enter the routing tag where the device reaches the gateway.

Telnet path:
Setup > WAN > DS-Lite-Tunnel

Possible values:
Max. 5 characters from [ 0- 9]

Default:
empty

2.2.45 X.25-Bridge
This menu contains the settings for the TCP-X.25 bridge.

Telnet path:
Setup > WAN

2.2.45.2 Outgoing calls

This table contains the settings for the incoming TCP connections (of the LAN remote site) and outgoing X.25 connections
(for the X.25 remote site).

Telnet path:
Setup > WAN > X.25-Bridge
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2.2.45.2.1 Name

Enter a name for the table entry or the X.25 connection that has to be configured.

Telnet path:
Setup > WAN > X.25-Bridge > Outgoing-Calls

Possible values:
Max. 16 characters from [ A-Z] [0-9] @ | } ~! $9& () +-,/:; <=>?[\]"_.

Default:
DEFAULT

2.2.45.2.2 Prio
Specify the pr