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1 Addendum to LCOS version 8.63 Public Beta

The addendum describes the changes and additions to LCOS version 8.63 Public Beta over the previous version.

1.1 IPv6

1.1.1 IPv6 basics

IPv4 (Internet Protocol version 4) is a protocol for unique addressing of nodes in a network and, at the time of writing,
it has defined all of the IP addresses assigned globally. The limited availability of address space required the development
of IPv6 (Internet Protocol version 6), which is to replace the former standard. With a different IP-address structure, IPv6
provides for a greater range of IP addresses and thus increases the possible number of participants in networks worldwide.

Why use IPv6-standard IP addresses?
The new IPv6 standard was developed for the following reasons:

= |Pv4 address space allows for approximately four billion IP addresses for unique identities in networks. When the
IPv4 standard was implemented in the '80s this address space was considered to be sufficient. Due to the enormous
growth of the World Wide Web and the unexpectedly large number of computers and network devices, an address
shortage has arisen that the IPv6 standard is intended to bridge.

® The increase in address space with IPv6 hampers the scanning of IP addresses by viruses and Trojans. The broader
spectrum provides greater protection against attacks.

® |Pv6 has been implemented with a view to the security requirements. For this reason it uses the security protocol
IPSec (IP Security). This provides secure network communications on layer 3, whereas many of IPv4 security mechanisms
only operate on higher layers.

m Simplified, fixed descriptors for data packets save on router processing power and thus accelerate the available
throughput.

= [Pv6 allows for easier and faster transmission of data in real time, making it suitable for multimedia applications
such as Internet telephony and Internet TV.

= So-called mobile IPs allow you to use a fixed IP address to login to different networks. This allows you to log on with
your laptop using the same IP address, whether you are in your home network, in a café or at work.

IP address structure according to the IPv6 standard

The new IPv6 addresses are 128 bits long and the range of possible addresses can cater for about 340 sextillion network
participants. IPv6 addresses consist of eight blocks of 16 bits and are written as hexadecimal numbers. The following is
an example of a possible IPv6 address:

2001:0db8:0000:0000:0000:54f3:dd6b:0001/64

To improve the legibility of these IP addresses, zeros at the beginning of a block of numbers are omitted. It is also possible
to omit one group of blocks that consist entirely of zeros. For the above example, one possible representation would be
as follows:

2001:db8::54f3:dd6b:1/64

An IPv6 address consists of two parts; a prefix and an interface identifier. The prefix denotes the membership of the IP
address to a network, while the interface identifier (e.g. in the case of auto-configuration) is generated from a link-layer
address, and thus belongs to a particular network card. The device can also generate interface identifiers from random
numbers. This improves security. In this way, multiple IPv6 addresses can be assigned to a single component.
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The prefix describes the first part of the IP address. The length of the prefix is shown as a decimal number after a slash.
For the example given here the prefix is:

2001:db8::/64
The remainder of the IP address is the interface identifier. In our example, this is:
::54f3:ddb6:1

Compared with the IP addresses for the IPv4 standard, a number of changes have resulted in the structure of the new
IPv6 addresses:

m While IPv4 addresses cater for an address space of 32 bits, the new length of 128 bits results in a significantly larger
address space with IPv6. IPv6 addresses are four times longer than IPv4 addresses.

= Aninterface can have multiple IPv6 addresses due to the potential assignment of multiple prefixes to a single interface
identifier. With the IPv4 standard, an interface has only one IP address.

= |Pv4 addresses must be assigned by a central server. This is usually a DHCP server. However, IPv6 can operate an
auto-configuration, which makes the use of a DHCP server unnecessary. However, you the option of using a DHCP
server is still open to you.

Stages of migration

IPv6 is available to networks in a variety of ways. We make a distinction between environments with native IPv6 and
those which provide IPv6 through a tunnel.

= Pure (or native) IPv6: Pure IPv6 describes a network that communicates to the outside only via IPv6. Users with
IPv4 addresses can only access this network by communicating through a gateway that mediates between IPv6 and
[Pv4 networks.

= |Pv6 via dual stack: Dual stack refers to the parallel operation of IPv4 and IPv6 in a network. A router mediates
between devices that "speak" only IPv4 or IPv6. The clients select the protocol they need.

= |Pv6 tunneling: If a router does not have IPv6 Internet access, it can still access IPv6 networks by means of a tunnel.

1.1.2 IPv6 tunneling technologies

6in4 tunneling

6in4 tunnels are used to connect two hosts, routers, or to interconnect a host and router. This means that 6in4 tunnels
can connect two IPv6 networks via an IPv4 network. The diagram shows a static 6in4 tunnel between the local router
and a 6in4 gateway belonging to a tunnel broker.

Provider Backbone Internet

'3

IPv6

Tunnelbroke
216.66.84.46

Dual Stadl
1Pv6 pva [IPU6
g
Pv4 80.25.211.2 ’
Pud | IPV6 2001:1234:2¢12:32bd:/64

Unlike 6to4, these are dedicated services operated by a known provider. The end-points are fixed and the tunnel broker
assigns a static prefix. The advantages of a 6in4 solution are that the gateways are fixed and the operator is known. The
fixed prefix from the tunnel broker also determines the number of possible subnets that can be used. A 64-bit prefix
(e.g. 2001:db8::/64) allows one subnet to be used. If a 48-bit prefix is used, 16 bits of the 64-bit prefix are available for
use. This allows the implementation of up to 65,536 subnets.

The disadvantage of the 6in4 technology is the higher administrative effort. You must be registered with and login to
the tunnel broker. In addition, the tunnel endpoints must be statically configured. Where a dynamic IPv4 address is used,
the relevant data must be updated regularly. This can be automated by running a script on a router.



LCOS Addendum - LCOS 8.63 Public Beta 1

1 Addendum to LCOS version 8.63 Public Beta

6ind is a relatively secure and stable technology for providing IPv6 Internet access. This technology is thus suitable for
operating web servers that are to be accessed over IPv6. The only drawback is the increased effort in administration.
This technology is also suitable for professional use.

6rd tunneling

6rd (rapid deployment) is a development of 6to4. The underlying function is identical. The difference is that just one
particular relay is used, as operated by a provider. This solves the two basic problems of the 6to4 technology—the lack
of security and stability. The prefix with 6rd is either configured manually or sent via DHCP (IPv4), which further reduces
the effort involved with configuration. The diagram is a schematic representation of a 6rd scenario.

Provider Backbone i

g IPv6 ) ' Pv4 [IPV6 \/
, — 2N

)1:db8:5019:d302::/64

IPv6

«°

6rd-Border-Relay
80.25.211.1

The provider assigns the router with a prefix (2001:db8::/32), which the router then supplements with its own 1Pv4
address. The IPv6 address generated in this way has the form: 2001:db8:5019:d302::/64. This makes 6rd interesting
from two perspectives. The provider has a simple way to give its customers access to the IPv6 Internet. In addition,
customers benefit from greatly simplified usage. They do not have to accept the security risks of 6to4, nor do they have
to handle the complicated configuration of 6in4.

6to4 tunneling

6to4 tunneling offers you an easy way to set up a connection between two IPv6 networks via an IPv4 network. To this
end, what is known as a 6to4 tunnel is set up:

® A router between the local IPv6 network and an IPv4 network serves to mediate between the networks.

= The router has both a public IPv4 address and an IPv6 address. The IPv6 address consists of an IPv6 prefix and the
IPv4 address in hexadecimal notation. If a router such has the IPv4 address 80.25.211.2, this will first be converted
into hexadecimal notation: 5019:d302. Supplementing this is an IPv6 prefix (e.g. 2002::/16), so that the IPv6 address
for the router appears as follows: 2002:5019:d302::/48.

= [f a device in the IPv6 network sends data packets via the router to a destination address in the IPv4 network, then
the router first of all repacks the IPv6 packets and encapsulates them into a package with an IPv4 header. The router
then forwards the encapsulated package to a 6to4 relay. The 6to4 relay unpacks the packet and forwards it to the
desired destination. The following illustration shows the operating principle of 6to4 tunneling:

IPv6

Tl Pv4 80.25.211.2 6tod-Relay
Pva | 1PV6 2001:5019:d302::/48 192.88.99
R ®

3

5

&
IPv6

6to4 tunnels establish a dynamic connection between IPv6 and IPv4 networks: the response packets may be routed back
via a different 6to4 relay. 6to4 tunnels are not a point-to-point connection. For every new connection, the router always
looks for the "nearest" public 6to4 relay. This is done using the anycast address 192.88.99.1. This aspect is an advantage
of 6to4 tunneling on the one hand, but it also presents a disadvantage on the other. Public 6to4 relays do not require
registration and are freely accessible. What's more, the dynamic connection is easily configured. In this way it is possible
for any user to create a 6to4 tunnel over a public relay, quickly and easily.
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On the other hand, the dynamic connection means that the user has no influence on the choice of the 6to4 relay. The
provider of the relay is able to intercept or manipulate data.

1.1.3 DHCPv6

Compared to IPv4, clients in an IPv6 network do not require automatic address assignment from a DHCP server because
they use auto-configuration. However, because certain information such as DNS server addresses are not transmitted
during auto-configuration, certain application scenarios can benefit from a DHCP service on the [Pv6 network.

DHCPv6 server
The use of a DHCPv6 server is optional for IPv6. In principle, a DHCPv6 server supports two modes:

m Stateless: The DHCPv6 server does not distribute addresses but only information, such as DNS server addresses.
Using this method, clients generate their own IPv6 addresses by ‘stateless address auto-configuration (SLAAC)'. This
method is particularly attractive for example for small networks in order to keep administration efforts to a minimum.

m Stateful: The DHCPv6 server distributes IPv6 addresses, similar to IPv4. This method is more complicated, since a
DHCPv6 server has to assign and manage the addresses.

A DHCPv6 server distributes only the options that are explicitly requested by an IPv6 client, i. e. the server only assigns
an address to a client if it explicitly requests one.

Additionally, the DHCPv6 server can pass on prefixes to routers for further distribution. This method is referred to as
‘prefix delegation’. A DHCPv6 client must have explicitly requested this prefix, however.

DHCPv6 client
The auto-configuration available with IPv6 networks makes it very easy and convenient to configure the clients.

However, in order for a client to receive additional information, such as a DNS server address, you must configure the
device so that it can activate the DHCPv6 client when necessary.

The settings for the DHCPv6 client ensure that a device receiving certain flags in the router advertisement will start the
DHCPv6 client, which can then send requests to the DHCPv6 server:

= M flag: If an appropriately configured device receives a router advertisement with the ‘M flag' set, the DHCPv6 client
will request an IPv6 address from the DHCPv6 server along with other information such as DNS server, SIP server
and NTP server.

= 0 flag: With an '0 flag', the DHCPv6 client requests the DHCPv6 server for information such as a DNS server, SIP
server and NTP server only, but not an IPv6 address.

@ If the ‘M-flag' is set, the '0-flag' does not necessarily have to be set as well.

@ With IPv6, the default route is distributed via router advertisements and not via DHCPv6.

1.1.4 IPv4 VPN tunnel via IPv6

Until now it was not possible to connect remote sites via VPN, if the gateways were using private IP addresses for Internet
acccess (e.g. in cellular networks).

IPv6 overcomes these restrictions, since each IPv6 device has its own public IP address. Therefore an IPv4 tunnel can be
established over IPv6. The IPv4 tunnel connects IPv4 remote networks, independent from the WAN IPv4 addresses used
by the corresponding remote sites.
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The following example shows how to connect two local IPv4 networks via IPv4 tunnel, which is build on a IPv6 Internet
connection. The IPv4 packets are send with IPv6 header to the remote gateway using the IPv6 Internet connection (native
or via tunnel broker).

IPSec-Pakete:

e [

Internet

IPv4 VPN iiber IPv6

IPv4-Adresse

IPv4-Adresse
10.10.10.56 10.88.2.123
IPvE-Adresse

Adre: |PyE-Adresse
2001:db8::1 2001:db8::2

Setup Wizard — Setting up an IPv4 VPN connection via IPv6

The Setup Wizard option "Connect two local area networks" helps you to set up a VPN connection.

1. Start LANconfig, for example from the Windows start menu with Start > Programs > LANCOM > LANconfig.
LANconfig now automatically searches the local network for devices. As soon as LANconfig has completed its search,
it presents a list of all the devices it found, if possible with a brief description, the IP address and the status.

2. Choose your device from the selection window in LANconfig and select the Setup Wizard button or use the menu
under Tools > Setup Wizard.
LANconfig first reads out the device configuration and then displays the selection window with the optional
applications.

Launch the action Connect two local area networks.
4. Follow the Wizard's instructions and enter the necessary data.
5. As the gateway address, enter the IPv6 address of the gateway.

? Setup Wizard @
Connect two local area networks (VPN) ¢:__?
Settings for the TCP/IP protocol \

Enterthe |P address orthe DNS name (FQDN) of the remote gateway for this VPN
connection by that the remote site can be reached by the Intemet.

Gateway: |2001:12342012.320d: /64 |

Please enter the address of the remote |P network. The router will then be able to
transmit data to this network automatically.

Address: [1088.9.123 |

Netmask: | 255.255.255.0 |

You can specify a domain expression which you can use to connect to special stations
at the remote site by using the fully qualified domain names (FGDN).

DMNS Forwarding: | * |

[ <Back |[ Net> | [ Cancel

6. You can then close the Wizard with Finish.
The Setup Wizard writes the configuration to the device.
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1.2 Additional command-line commands

Various IPv6 functions can be queried at the command line. The following command-line functions are available:

® /Pv6 addresses. show i pv6- addr esses

m |Pv6 prefixes. show i pv6- prefi xes

m |Pv6 interfaces. show i pv6-i nterfaces

® /Pv6 neighbor cache: show i pv6- nei ghbor - cache
® /Pv6 DHCP. show dhcpv6- server

® /Pv6 DHCP. show dhcpv6-cli ent

® /Pv6 route: show i pv6-rout e

1.2.1 IPv6 addresses

The command show i pv6- addr esses shows a list of IPv6 addresses that are currently being used. This is sorted
by interface. Note that an interface can have multiple IPv6 addresses. One of these addresses is always the link-local
address, which starts with f €80: .

The output is formatted as follows:
<Interface> :

<IPv6 address>, <status>, <attribute>, (<type>)

Table 1: Components of the command-line output show i pv6- addr esses:

Output Comment

Interface The name of the interface

IPv6 address The IPv6 address

Status The status field can contain the following values:
= TENTATIVE

Duplicate Address Detection (DAD) is currently checking the address. It is not yet available
for unicast.

® PREFERRED
The address is valid
m DEPRECATED

The address is still valid, but it is being discontinued. The optimal status for communication
is PREFERRED.

= [NVALID

The address is invalid and cannot be used for communication. An address given this status
after its lifetime has expired.

Attribute Shows an attribute of the IPv6 address. Possible attributes are:
= None
No special attributes
= (ANYCAST)
This is an anycast address
= (AUTO CONFIG)
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Output Comment

The address was retrieved by auto-configuration
= (NO DAD PERFORMED)

No DAD is performed

Type The type of IP address

1.2.2 IPv6 prefixes

The command show i pv6- pr ef i xes displays all known prefixes. These are sorted according to the following
criteria:

m Delegated prefixes: All prefixes that the router has obtained by delegation.
= Advertised prefixes: All prefixes that the router announces in its router advertisements.

= Deprecated prefixes: All prefixes that are being discontinued. These may still be functional, but they will be deleted
after a certain time.

1.2.3 IPv6 interfaces

The command show i pv6-i nt er f aces displays a list of IPv6 interfaces and their status.
The output is formatted as follows:

<Interface> : <Status>, <Forwarding>, <Firewall>

Table 2: Components of the command-line output show i pv6-i nt erf aces:

Output Comment

Interface The name of the interface
Status The status of the interface Possible entries are:
= oper status is up
= oper status is down
Forwarding The forwarding status of the interface. Possible entries are:
= forwarding is enabled
= forwarding is disabled
Firewall The status of the firewall. Possible entries are:

= forwarding is enabled
= firewall is disabled

1.2.4 IPv6 neighbor cache

The command show i pv6- nei ghbor - cache displays the current neighbor cache.
The output is formatted as follows:

<IPv6 address> iface <interface> lladdr <MAC address> (<switch port>) <device type> <status> src <source>
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Table 3: Components of the command-line output show i pv6- nei ghbor - cache:

Output Comment

IPv6 address The IPv6 address of the neighboring device

Interface The interface where the neighbor is accessed

MAC address The MAC address of the neighbor

Switch port The switch port on which the neighbor was found

Device type Neighbor's device type (host or router)

Status The status of the connection to neighboring devices. Possible entries are:

= INCOMPLETE

Resolution of the address was still in progress and the link-layer address of the neighbor was
not yet determined.

= REACHABLE
The neighbor was reached in the last ten seconds.
= STALE

The neighbor is no longer qualified as REACHABLE, but an update will only be performed
when an attempt is made to reach it.

= DELAY

The neighbor is no longer qualified as REACHABLE, but data was recently sent to it; waiting
for verification by other protocols.

= PROBE

The neighbor is no longer qualified as REACHABLE. Neighbor solicitation probes are sent to
it to confirm availability.

Source The IPv6 address at which the neighbor was detected.

1.2.5 IPv6 DHCP server

The command show dhcpv6- ser ver displays the current status of the DHCP server. The display includes
information about the interface on which the server is active, which DNS server and prefixes it has, and what client
preferences it has.

1.2.6 IPv6 DHCP client
The command show dhcpv6- cl i ent displays the current status of the DHCP client. The display includes information
about the interface being used by the client and the prefixes and DNS server that it is using.

1.2.7 IPv6 route

The command show i pv6- r out e displays the complete IPv6 routing table. Routers with fixed entered routes are
displayed with the suffix [static] and the dynamically obtained routes have the suffix [connected]. The loopback address
is marked [loopback]. Other automatically generated addresses have the suffix [local].

10
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1.3.1 IPv6 configuration menu

1 Addendum to LCOS version 8.63 Public Beta

Where previous versions provided configuration menus for TCP/IP for IPv4, you now find the options IPv4 and IPv6.

& © ~ 2 Quickfinder
% Configuration -
> & Management
> ey Wireless LAN
. @" Interfaces
> @ Date & Time
> @ Log & Trace
> @ Communication
4 iy 1Pt
a General
" Addresses
" DHCP
' BOOTP
| DNS
9 DNS Filter

iy PG
{b a General

@ Router Advertisernen
@ Tunnel

> g IP Router

> % Firewall/Qo5

> & Content Filter

> By VPN

> & Certificates

. @" COM Ports

> iy NetBIOS

> ¥ Public-Spot

Bl nanmic o ...

m

LANCOM

Systems

E MNew Configuration for LANCOM 1781AW

o
Forwarding enabled

IPvE Interfaces

Hier kénnen Sie die physikalischen Interfaces und
Gegenstellen den logischen |IPvE-Interfaces zuordnen.

[ LAN interfaces ]

[ WAN interfaces ]

IPvE Networks

Hier kdnnen Sie IPvE-Adressen und weitere
Metzwerk-spezifische Parameter den logischen [PvE-Interfaces
zuordnen.

[ IPv6 addresses ]
[ IPv6 ]

% =)

[ ok

][ Cancel ]

Click on IPv6 to adjust the settings for this protocol. The configuration dialog IPv6 is divided into the options General,
Router advertisement and Tunnel. By default a click on IPv6 takes you straight to the General options.

General

This is where you make the basic settings.

= |Pv6 enabled: This is where you can enable or disable IPv6 for the device.

11
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= Forwarding enabled: Forwarding is used for packet forwarding between IPv6 interfaces. This option is activated

by default.

6 6 - ;ug QuickFinder

> %ﬂ Management
> g Wireless LAN
- ¥ Interfaces
> @ Date & Time
> & Log & Trace
> ﬁ Communication
> iy IPvd
4 iy 16
a General
& Router Advertisement
& Tunnel
o g IP Router
> % Firewall/Qo5
> & Content Filter
> {8 VPN
> & Certificates
> g COM Ports
> dig NetBIOS
- ™ Public-5pot
> [l RADIUS Server
> ol LANCAPI
> g"j‘ Least-Cost-Router

- /A3 Printer

LANCOM

Systems

[ IPv& enabled
& Configuration Forwarding enabled

= New Configuration for LANCOM 17814W 1

IPvE Interfaces

Hier kénnen Sie die physikalischen Interfaces und
Gegenstellen den logischen |IPvE-Interfaces zuordnen.

[ LAN interf ]
[ WAN intef ]

IPvE Networks

Hier kdnnen Sie IPvE-Adressen und weitere
Metzwerk-spezifische Parameter den logischen [PvE-Interfaces
zuordnen.

[ IPv6 addresses ]
[ IPv6 ]

[ ok ][ conce |

= The buttons LAN interfaces and WAN interfaces access the tables where you can add new interfaces, configure
existing interfaces, or delete them.

This shows the table with a LAN interface:

LAM interfaces

On INTRANET LAN-1

0 0 On On

[ add.. ][ Edit.

][ Copy... ][ Remove ]

Interface active Interface name Interface VLANID Interface tag Auto configuration AcceptRouter Adv., Forwarding MTU  Firewall Comment i OK ]

Cancel

h 4

V7

m The buttons IPv6 addresses and IPv6 parameters are used to assign IPv6 addresses to interfaces and to configure

the interface parameters (gateway address, primary and secondary DNS).

12
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Router advertisement

The Router advertisement configuration provides you with four buttons for setting up the Neighbor Discovery Protocol
(NDP) if the device is to operate as an IPv6 router:

[= New Configuration for LANCOM 1781AW -7 |z
© © - R QuickFinder Router advertisement
% .Configuration 'S Here you can configure settings for Neighbor Discovery
4 & Management Protocol (NDF), if the device should work as IPvE router.

rﬂ General In dieser Tabelle kénnen Sie das Senden von Router
{.2», Admin Advertisements pro Schnittstelle korfigurieren.
= Console -
E:';‘ Costs [ Interface options ]
fj Location In der Prafix-Liste werden die Prafice definiert, die im Netzwerk
& Display angekindigt werden sollen.
lge USE data storage [ Prefix list ]

> ey Wireless LAN
. @" Interfaces

> @ Date & Time
> @ Log & Trace [ DNS options ]

> @ Communication
. * 1Pt In dieser Tabelle werden die Routen konfiguriert, die in den

4 iy 16

a General [ Route options ]

> g IP Router

> % Firewall/Qo5

> & Content Filter

> By VPN

> & Certificates

. @" COM Ports
.|

In dieser Tabelle werden die DNS-Server korfiguriert, die in
den Router Advertisements erthalten sind.

m

Router Advertisements enthalten sind.

" Router advertisemeni
| DHCP6
2 Tunnel

Ki_snTAc

LANCOM [ ok

Systems

][ Cancel ]

Each button opens a table with the settings for the corresponding function:

= [nterface options: Enable or disable the following interface features:

]

Send router advertisements: Regulates the periodic transmission of router advertisements and the response
to router solicitations.

Managed address configuration flag: With this function enabled, clients receiving this router advertisement
will configure their addresses with Stateful Autoconfiguration (DHCPv6). Clients then automatically retrieve other
information, such as the DNS server.

Other configuration flag: When this function is enabled, clients that receive this router advertisement use
autoconfiguration to form their addresses and they use DHCPv6 to retrieve other information such as the DNS
server address.

Default router: Defines how the device advertises itself as the default gateway or router.

Router priority: Defines the preference of this router. Clients enter this preference into their local routing tables.

m Prefix list: Set the prefix options for the interfaces that are being used. The following settings are possible:

m]

Prefix: Enter a prefix that is announced in the router advertisements, e. g. "2001:db8::/64". The prefix length
must always be exactly "/64", otherwise it will be impossible for clients to generate their addresses by adding
their interface identifiers (with a length of 64 bits). If a prefix delegated by the provider is to be propagated
automatically, set "::/64" here and enter the name of the corresponding WAN interface as the parameter Prefix
delegation from.

Subnet ID: Here you enter the subnet ID that is to be combined with the prefix delegated by the provider. If the
provider assigns the prefix "2001:db8:a::/48", for example, and the subnet ID is "0001" (or "1" for short), then
the router advertisement on this interface is given the prefix "2001:db8:a:0001::/64". The maximum subnet
length with a 48-bit long delegated prefix is 16 bits (i.e. 65,536 subnets), with available subnet IDs ranging from
"0000" to "FFFF". With a delegated prefix of "/56", the maximum subnet length is 8 bits (i.e. 256 subnets) with

13
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subnet IDs ranging from "00" to "FF". In general, the subnet ID "0" is used when the WAN IPv6 address is formed
automatically. This is why subnet IDs for LANs start at "1". The default setting is '1".

o Stateless address configuration: Specifies whether the prefix is to be used for a stateless address
autoconfiguration (SLAAC). The default setting is 'Yes'.

o Prefix delegation from: Defines the name of the interface used to receive a prefix via DHCPv6 prefix delegation
or via a tunnel. This prefix can be used to derive and propagate a subnet for each interface.

= DNS options : Sets the DNS server for the interfaces.

= Route options: Sets the route preferences (“high", "medium” or "low").

DHCPv6
This is where you configure the DHCPv6 server, the DHCPv6 client and the DHCPv6 relay agent.
[= New Configuration for LANCOM 1781AW -7 |z
& © ~ 2 Quickfinder DHCPvE server
% .Configuration 'S In this table you corfigure the base settings of the DHCPvE
a & Management server and define the interfaces they apply to.
a General
2 Admin [ DHCPv networks ]
= Console Create an address poal if the DHCPvE server should distribute
T dd stateful.
E:;T Costs addresses u
@ Location [ Adress pools ]
¥ Display
@ USB data storage Create a prefix delegation pool (PD pool) if the DHCPvE server
. should delegate prefies to further routers.
> ey Wireless LAN
s 67 Interfaces = [ Prefix delegation pools ]
> @ Date & Time
> @ Log & Trace DHCPv6 client
> @ Communication In this table the behaviour of the DHCPvE client is defined.
s * IPwvd Usually this is controlled by the autoconfiguration.
IPvid
“ * [ Interfaces
a General
3 Router advertisernent DHCPVE relay agent
DHCPvE
* Tunnel In this table the behaviour of the DHCPvE relay agent is
defined.
> g IP Router
> % Firewall/QoS Interfaces
> & Content Filter
> By VPN
> & Certificates
. @" COM Ports
B e i
LANCOM oK ][ Cancel
Systems
DHCPv6 server

Use the following buttons to access the tables and adjust the respective functions:

m DHCPv6 networks: This table is used to configure the basic settings of the DHCPv6 server, and to define which
interfaces they apply to

Interface-name-or-relay: Name of the interface on which the DHCPv6 server is working, for example "INTRANET"
Entry active: Activates or deactivates the entry.

Primary DNS: IPv6 address of the primary DNS server. The default value is "::".

Secondary DNS: IPv6 address of the secondary DNS server.

Address pool: Name of the address pool used for this interface.

o o o o g

If the DHCPv6 server operates 'stateful’ addresses distribution, you must enter the corresponding addresses
into the Address pools table.
o Prefix delegation pool: Name of prefix pools to be used by the DHCPv6 server.
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If the DHCPv6 server is to delegate prefixes to other routers, you must enter the corresponding prefixes
in the table Prefix delegation pools.
o Rapid commit: With rapid commit activated, the DHCPv6 server responds directly to a solicit message with a
reply message.

@ The client must explicitly include the rapid commit option in its solicit message.

= Address pools: If distribution of the DHCPv6 server is to be stateful, this table defines an address pool:

o Address pool name: Name of the address pool
o First address: First address in the pool, e. g. "2001:db8::1"
o Last address: Last address in the pool, e. g. "2001:db8::9"

= Prefix delegation pools: In this table, you specify the prefixes that the DHCPv6 server delegates to other routers:

O

PD pool name: Name of the PD pool

First prefix: First prefix for delegation in the PD pool, e. g. "2001:db8:1100::"
Last prefix: Last prefix for delegation in the PD pool, e. g. "2001:db8:FF00::"
Prefix length: Length of the prefixes in the PD pool, e. g. "56" or "60"

O

O

[m]

DHCPv6 client
Use the following buttons to access the tables and adjust the respective functions:

= Interfaces: This table determines the behavior of the DHCPv6 client.

@ Normally client behavior is controlled by the auto-configuration.

o Interface name: Name of the interface on which the DHCPv6 client is working. These can be LAN interfaces or
WAN interfaces (remote sites), e. g. "INTRANET" or "INTERNET".

o Operating: Determines if and how the device enables the client. Possible values are:

> Autoconf: The device waits for router advertisements, and then starts the DHCPv6 client. This option is the
default setting.

> Yes: The device starts the DHCPv6 client as soon as the interface is active, without waiting for router
advertisements.

> No: The DHCPv6 client is disabled on this interface. Even if the device receives router advertisements, it will
not start the client.

o Request DNS server: Specifies whether the client queries the DHCPv6 server for DNS servers.

@ You must enable this option in order for the device to obtain information about a DNS server.

o Request address: Determines whether the client should request the DHCPv6 server for an IPv6 address.

Only activate this option if addresses configured by the DHCPv6 server via this interface are stateful, i. e.
not distributed by 'SLAAC'.

o Request prefix: Determines whether the client should request the DHCPv6 server for an 1Pv6 prefix. Activating
this option is only required when the device itself functions as a router and redistributes the prefixes. This option
is enabled by default on WAN interfaces in order for the DHCPv6 client to request a prefix from the provider for
use in its local network. This option is disabled by default on LAN interfaces because devices in a local network
are more likely to function as clients rather than as routers.

o Rapid commit: When rapid commit is activated, the client attempts to obtain an IPv6 address from the DHCPv6
server with just two messages. If the DHCPv6 server is configured correspondingly, it immediately responds to
this solicit message with a reply message.
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DHCPv6 relay agent

Use the following buttons to access the tables and adjust the respective functions:

m [nterfaces: A DHCPv6 relay agent forwards DHCP messages between DHCPv6 clients and DHCPv6 servers, which
are located in different networks. This table determines the behavior of the DHCPv6 relay agent.

]

Interface name: The name of the interface on which the relay agent receives requests from DHCPv6 clients,
e. g. "INTRANET".

Relay agent enabled: Determines if and how the device enables the relay agent. Possible values are:

> Yes: Relay agent is enabled. This option is the default setting.
> No: Relay agent is not enabled.

Interface address: The relay agent's own IPv6 address at the interface that is configured under Interface Name.
This IPv6 address is used as a sender address in DHCP messages that are forwarded. This sender address enables
DHCPv6 clients to uniquely identify a relay agent. An explicit specification of the interface address is necessary
because an IPv6 host can have multiple IPv6 addresses for each interface.

Destination address: The IPv6 address of the (destination) DHCPv6 server which the relay agent is to forward
DHCP requests to. The address can be either a unicast or link-local multicast address. When using a link-local
multicast address, you must specify the destination interface where the DHCPv6 server is to be reached. All
DHCPv6 servers and relay agents are available at the link-local multicast address f02::1:2.

Destination interface: The destination interface where the parent DHCPv6 server or the next relay agent is to
be reached. This information is essential if a link-local multicast address is configured under the destination
address, as link local-multicast addresses are only valid at that respective link.

Tunnel

The Tunnel configuration offers you 3 buttons to create IPv6 tunnels that can be used over IPv4 networks. Use these
options to gain access to the IPv6 Internet using an IPv4 connection.

E MNew Configuration for LANCOM WLC-4025+

& © - 2 QuickFinder

% =]

IPvE-via-IPv4 Tunnel

[

% Configuration
> & Management
> g WLAN Controller [
. @" Interfaces
> @ Date & Time [
> @ Log & Trace [
> @ Communication
> iy IPvd
i 6
a General
@ Router Advertisement
@ Tunnel
» g [P Router
> % Firewall/Qo5
> & Content Filter
> By VPN
> & Certificates
. @" COM Ports
> iy NetBIOS
> ¥ Public-Spot
> [ RADIUS Server
> [} Least-Cost-Router
» /55 Printer

Legen Sie hier IPvE-Tunnel an, die Gber IPv4-Netzwerke
verwendet werden.

Gtod tunnel ]

Gind tunnel ]

6rd tunnel ]

LANCOM [

Systems

oK | [ Cancel

m 6tod tunnel: This button opens the 6to4 tunnel settings.



LCOS Addendum - LCOS 8.63 Public Beta 1

1 Addendum to LCOS version 8.63 Public Beta

@ Connections through a 6to4 tunnel work with relays that are selected by the IPv4 Internet provider's backbone.
The device administrator has no influence on relay selection. Furthermore, the selected relay can change
without the administrator knowing about it. For this reason, connections via a 6to4 tunnels are suitable for
test purposes only. In particular, avoid using 6to4-tunnel data connections for productive systems or for
the transmission of confidential data.

® 6in4 tunnel: This button opens the 6in4 tunnel settings.

6in4 tunnels require more administrative effort, but they represent a secure and stable technology for IPv6
Internet access. This option is also suitable for professional use.
® 6rd tunnel: This button opens the 6rd tunnel settings.

6rd tunneling is suitable for end users and for professional applications because configuration is less complex
than with 6in4 tunneling and the technology avoids the security risks of 6to4 tunneling.

1.3.2 Settings in the PPP list

In the PPP list, you are able to specify you own definition of PPP negotiation for every remote site contacting your network.
You can also specify whether communications should use an [Pv4 or an IPv6 connection.

The authentication of point-to-paint connections in the WAN commonly relies on one of the protocols PAP, CHAP,
MSCHAP or MSCHAPv2. The protocols here have a "hierarchy" amongst themselves, i.e. MSCHAPv2 is a "higher-level"
protocol than MSCHAP, CHAP and PAP (higher protocols provide higher security). Many dial-in routers at Internet
providers allow up-front authentication using a higher-level protocol such as CHAP, but only support the use of PAP
further down the line. If the setting for the protocol for authentication is fixed in the LANCOM, the connection may fail
because no common authentication protocol can be negotiated.

@ In principle authentication can be repeated while the connection is being negotiated. Another protocol can be
selected if, for example, it can only be recognized from the username at the earliest. However, this repeat
negotiation is not supported in all scenarios. In particular when dialing in over UMTS, the device must explicitly
refuse the provider's request for CHAP to be able to provide PAP user data for requests to be forwarded by the
provider.

Aflexible setting for the authentication protocols in the device ensures that the PPP connection is established as required.
In addition, one or more protocols can be defined that are accepted for authentication of remote sites in the device
(inbound connections) and on login of the device into other remote sites (outbound connections).

= When establishing inbound connections, the device requires the lowest of the permitted protocols, but where possible
it also permits the remote site to use one of the higher-level protocols (enabled in the device).

= When establishing outbound connections, the device offers all enabled protocols, but only permits a selection from
precisely these protocols. It is not possible to negotiate one of the disabled, possibly higher-level, protocols.

The PPP authentication protocols are set in the PPP list.
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LANconfig: Communication > Protocols > PPP list

PPP list - New Entry @
Remote site: - OK
User name:
Password: [ Show

[] Activate IPv4 routing [ Activate NetBIOS over IP
[ Activate IPv6 routing

Authentication of the remote site (request)

MS-CHAPv2 MS-CHAP
CHAP PAP
Authentication by the remote site [response)
MS-CHAPv2 MS-CHAP
CHAP PAP

Time: 0

Retries: 5

Conf: 10

Fail: 5

Tem: 2

1.3.3 IP routing tables

Unlike previous versions where the configuration menu contained just a single IP routing table, this item now offers the
configuration of separate routing tables for IPv4 and IPv6 connections.

You will find the new table under IP router > Routing > IPv6 routing table

18
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The IPv4 settings that were previously in the table IP routing table are now located in the IPv4 routing table .

E MNew Configuration for LANCOM 1781AW

GO- z‘v QuickFinder

Routing table

(2 el

% Configuration Use this table to specify the remote sites to be used to access
%ﬂ Management different remote IP networks.
' Wireless LAN
< Wireless I IPv4 routing table
6’ Interfaces ..................................
® Date & Time [ IPvE routing table
@ Log & Trace
@ Communication Time-dependent control
* 1P Time-dependent control can be used to specify various
destinations for the default route based on the time and day of
IPvid
- the week.
& IP Router
(i General [ Time-dependent control of the default route enabled
@ Ecuting Time control table
Py Masq.
& N:N Mapping Load balancing
2 VRRP ) )
—— . If your Intemet provider does not support real channel bundling,
@ Firewall/Qa5 it is possible to combine several connections with a load
& Content Filter balancer.
& ven [ Load balancing enabled
& Certificates
6’ COM Ports Load balancing
oy NetBIOS
s Public-5pot
[# RADIUS Server
ol LANCAPI
Eﬁ Least-Cost-Router
/55 Printer
LANCOM [ 0K ] [ Cancel ]
Systems
IPv6 routing table -7 |z
Prefix Routing tag Router Comment OK
Edi Copy... Remove

The table contains the entries to be used for routing packets with IPv6 addresses.

Prefix

Specify the prefix of the network area for which the data is to be routed to the given remote station.

Routing tag

Specify the routing tag for this route. This route is active only for packets with the same tag. The data packets
receive the routing tag either from the firewall or depending on the LAN or WAN interface used.

Router

This is where you specify the remote site for this route.

Comment

Enter a descriptive comment for this entry.

Entering a comment is optional.

®
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1.4 Additions to the menu system

1.4.1 Tunnel
Use this setting to manage the tunneling protocols to provide access to the IPv6 Internet via an IPv4 Internet connection.
SNMP ID:
2.70.1
Telnet path:

Setup > IPv6 > Tunnel

6in4
The table contains the settings for the 6in4 tunnel.
SNMP ID:
2.70.1.1
Telnet path:

Setup > IPv6 > Tunnel > 6in4

Peer name

Contains the name of the 6in4 tunnel.
SNMP ID:

2.70.1.1.1
Telnet path:

Setup > IPv6 > Tunnel > 6in4 > Peer-Name
Possible values:

Max. 16 characters
Default:

Blank

Routing tag

The interface tag that you enter here is a value that uniquely identifies the network. All packets received by this device
on this network will be internally marked with this tag. The interface tag enables the routes which are valid for this
network to be separated even without explicit firewall rules.

SNMP ID:

2.70.1.1.2
Telnet path:

Setup > IPv6 > Tunnel > 6in4 > Rtg-Tag
Possible values:

Max. 5 characters in the range 0 — 65534
Default:

0
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Gateway address

Contains the IPv4 address of the remote 6in4 gateway.

@ The 6in4 tunnel is only set up if the gateway can be reached by ping at this address.

SNMP ID:
2.70.1.1.3
Telnet path:
Setup > IPv6 > Tunnel > 6in4 > Gateway-Address

Possible values:
IP address in IPv4 notation, max. 64 characters

Default:
Blank

IPv4 routing tag

Here you define the routing tag that the device uses to determine the route to the associated remote gateway. The IPv4
routing tag specifies which tagged IPv4 route is to be used for the data packets to reach their destination address. The
following destination addresses can be entered:

® 6tod anycast address
® 6in4 gateway address
= 6rd border relay address

SNMP ID:

2.70.1.1.4
Telnet path:

Setup > IPv6 > Tunnel > 6in4 > IPv4-Rtg-tag
Possible values:

Max. 5 characters in the range 0 — 65534
Default:

0

Gateway IPv6 address

Contains the IPv6 address of the remote tunnel endpoint on the intermediate network, for example, "2001:db8::1".
SNMP ID:

2.70.1.1.5
Telnet path:

Setup > IPv6 > Tunnel > 6in4 > Gateway-IPv6-Address
Possible values:

IPv6 address with max. 43 characters
Default:

Blank
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Local-IPv6-Address

Contains the local IPv6 address of the device on the intermediate network, for example "2001:db8::2/64".
SNMP ID:

2.70.1.1.6
Telnet path:

Setup > IPv6 > Tunnel > 6in4 > Local-IPv6-Address
Possible values:

Max. 43 characters
Default:

Blank

Routed IPv6 prefix

Contains the prefix that is routed from the remote gateway to the local device and that is to be used in LAN, e.g.
"2001:db8:1:1::/64" or "2001:db8:1::/48".

SNMP ID:
2.70.1.1.7
Telnet path:
Setup > IPv6 > Tunnel > 6in4 > Routed-IPv6-Prefix
Possible values:
Max. 43 characters
Default:
Blank

Firewall

If the global firewall is enabled for IPv6 interfaces, you can disable the firewall for an individual tunnel interface here.
To enable the firewall globally for all interfaces, select IPv6 firewall/QoS enabled in the menu Firewall/QoS > General

@ Disabling the firewall globally means that the firewall is disabled for all interfaces, even if you enable this option.

SNMP ID:
2.70.1.1.8
Telnet path:
Setup > IPv6 > Tunnel > 6in4 > Firewall
Possible values:
Yes
No
Default:

Yes

6rd border relay
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SNMP ID:
2.70.1.2
Telnet path:
Setup > IPv6 > Tunnel > 6rd-Border-Relay

Peer name

Contains the name of the 6rd border relay tunnel.
SNMP ID:

2.70.1.2.1
Telnet path:

Setup > IPv6 > Tunnel > 6rd-Border-Relay > Peer-Name
Possible values:

Max. 16 characters
Default:

Blank

Routing tag

The interface tag that you enter here is a value that uniquely identifies the network. All packets received by this device
on this network will be internally marked with this tag. The interface tag enables the routes which are valid for this
network to be separated even without explicit firewall rules.

SNMP ID:
2.70.1.2.2
Telnet path:
Setup > IPv6 > Tunnel > 6rd-Border-Relay > Rtg-Tag
Possible values:
Max. 5 characters in the range 0 — 65534
Default:
0

IPv4 loopback address

Set the IPv4 loopback address
SNMP ID:

2.70.1.2.3
Telnet path:

Setup > IPv6 > Tunnel > 6rd-Border-Relay > IPv4-Loopback-Address
Possible values:

Max. 16 characters
Default:

Blank
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6rd prefix

Contains the prefix used by the provider for 6rd services, e.g. 2001:db8::/32.
SNMP ID:

2.70.1.2.4
Telnet path:

Setup > IPv6 > Tunnel > 6rd-Border-Relay > 6rd-Prefix
Possible values:

Max. 24 characters as a prefix of an IPv6 address with up to four blocks of four hexadecimal digits each
Default:

Blank

IPv4 mask length

Defines the number of significant bits of IPv4 addresses that are identical within a 6rd domain. With mask length "0"
there are no identical bits. In this case, the entire IPv4 address is used to generate the delegated 6rd prefix.

The provider sets the mask length.

Example: The IPv4 address of the device is "192.168.1.99" (in hexadecimal: "c0a8:163"). In this case, the following are
examples of possible combinations:

6rd domain Mask length 6rd prefix
2001:db8::/32 0 2001:db8:c0a8:163::/64
2001:db8:2::/48 16 2001:db8:2:163::/64
2001:db8:2:3300::/56 24 2001:db8:2:3363::/64
SNMP ID:
2.70)
Telnet path:

Setup > IPv6 > Tunnel > 6rd-Border-Relay > IPv4-Mask-Length
Possible values:

Max. 2 numbers in the range 0 — 32
Default:

0: The device uses the full IPv4 address.

DHCPv4 propagate

If you enable this function, the 6rd border relay distributes the prefix via DHCPv4 if the DHCPv4 client requests it.
SNMP ID:

2.70.1.2.6
Telnet path:

Setup > IPv6 > Tunnel > 6rd-Border-Relay > DHCPv4-Propagate
Possible values:

Yes

No
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Default:
No

Firewall

If the global firewall is enabled for IPv6 interfaces, you can disable the firewall for an individual tunnel interface here.
To enable the firewall globally for all interfaces, select IPv6 firewall/QoS enabled in the menu Firewall/QoS > General

@ Disabling the firewall globally means that the firewall is disabled for all interfaces, even if you enable this option.

SNMP ID:
2.70.1.2.7
Telnet path:
Setup > IPv6 > Tunnel > 6rd-Border-Relay > Firewall
Possible values:
Yes
No
Default:

Yes

6rd

The table contains the settings for the 6rd tunnel.
SNMP ID:

2.70.1.3
Telnet path:
Setup > IPv6 > Tunnel > 6rd

Peer name

Contains the name of the 6rd tunnel.
SNMP ID:

2.70.1.3.1
Telnet path:

Setup > IPv6 > Tunnel > 6rd > Peer-Name
Possible values:

Max. 16 characters
Default:

Blank

Routing tag

The interface tag that you enter here is a value that uniquely identifies the network. All packets received by this device
on this network will be internally marked with this tag. The interface tag enables the routes which are valid for this
network to be separated even without explicit firewall rules.
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SNMP ID:

2.70.1.3.2
Telnet path:

Setup > IPv6 > Tunnel > 6rd > Rtg-Tag
Possible values:

Max. 5 characters in the range 0 — 65534
Default:

0

Border relay address

Contains the IPv4 address of the 6rd border relay.
SNMP ID:

2.70.1.3.3
Telnet path:

Setup > IPv6 > Tunnel > 6rd4 > Border-Relay-Address
Possible values:

IPv4 address with max. 64 characters
Default:

Blank

IPv4 routing tag

Here you define the routing tag that the device uses to determine the route to the associated remote gateway. The IPv4
routing tag specifies which tagged IPv4 route is to be used for the data packets to reach their destination address. The
following destination addresses can be entered:

® 6to4 anycast address
® 6in4 gateway address
= 6rd border relay address

SNMP ID:

2.70.1.34
Telnet path:

Setup > IPv6 > Tunnel > 6rd > IPv4-Rtg-tag
Possible values:

Max. 5 characters in the range 0 — 65534
Default:

0

6rd prefix
Contains the prefix used by the provider for 6rd services, e.g. "2001:db8::/32".

@ If the 6rd prefix is assigned through DHCPv4, you have to enter "::/32" here.
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SNMP ID:
2.70.1.3.5
Telnet path:
Setup > IPv6 > Tunnel > 6rd > 6rd-Prefix
Possible values:
Max. 24 characters
Default:
Blank

IPv4 mask length

Defines the number of significant bits of IPv4 addresses that are identical within a 6rd domain. With mask length "0"
there are no identical bits. In this case, the entire IPv4 address is used to generate the delegated 6rd prefix.

The provider sets the mask length.

Example: The IPv4 address of the device is "192.168.1.99" (in hexadecimal: "c0a8:163"). In this case, the following are
examples of possible combinations:

6rd domain Mask length 6rd prefix
2001:db8::/32 0 2001:db8:c0a8:163::/64
2001:db8:2::/48 16 2001:db8:2:163::/64
2001:db8:2:3300::/56 24 2001:db8:2:3363::/64
SNMP ID:
2.70.1.3.6
Telnet path:

Setup > IPv6 > Tunnel > 6rd > IPv4-Mask-Length
Possible values:

Max. 2 numbers in the range 0 — 32
Default:

0

Firewall

If the global firewall is enabled for IPv6 interfaces, you can disable the firewall for an individual tunnel interface here.
To enable the firewall globally for all interfaces, select IPv6 firewall/QoS enabled in the menu Firewall/QoS > General

@ Disabling the firewall globally means that the firewall is disabled for all interfaces, even if you enable this option.

SNMP ID:

2.70.1.3.7
Telnet path:

Setup > IPv6 > Tunnel > 6rd4 > Firewall
Possible values:

Yes
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No
Default:

Yes

6tod

The table contains the settings for the 6to4 tunnel.

@ Connections through a 6to4 tunnel work with relays that are selected by the IPv4 Internet provider's backbone.
The device administrator has no influence on relay selection. Furthermore, the selected relay can change without
the administrator knowing about it. For this reason, connections via a 6to4 tunnels are suitable for test purposes
only. In particular, avoid using 6to4-tunnel data connections for productive systems or for the transmission of
confidential data.

SNMP ID:

2.70.1.4
Telnet path:
Setup > IPv6 > Tunnel > 6to4

Peer name

Contains the name of the 6to4 tunnel.
SNMP ID:

2.70.1.4.1
Telnet path:

Setup > IPv6 > Tunnel > 6to4 > Peer-Name
Possible values:

Max. 16 characters
Default:

Blank

Routing tag

The interface tag that you enter here is a value that uniquely identifies the network. All packets received by this device
on this network will be internally marked with this tag. The interface tag enables the routes which are valid for this
network to be separated even without explicit firewall rules.

SNMP ID:

2.70.1.4.2
Telnet path:

Setup > IPv6 > Tunnel > 6to4 > Rtg-Tag
Possible values:

Max. 5 characters in the range 0 — 65535
Default:

0
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Gateway address

Contains the IPv4 address of the 6to4 relay or 6to4 gateway. Default value is the anycast address "192.88.99.1". In
general, you can leave this address unchanged as it will always give you access to the closest 6to4 relay on the Internet.

@ The 6to4 tunnel is only set up if the gateway can be reached by ping at this address.

SNMP ID:
2.70.1.4.3
Telnet path:
Setup > IPv6 > Tunnel > 6to4 > Gateway-Address
Possible values:
IPv4 address with max. 64 characters
Default:
192.88.99.1

IPv4 routing tag

Here you define the routing tag that the device uses to determine the route to the associated remote gateway. The IPv4
routing tag specifies which tagged IPv4 route is to be used for the data packets to reach their destination address. The
following destination addresses can be entered:

® 6to4 anycast address
® 6in4 gateway address
= 6rd border relay address

SNMP ID:

2.70.1.4.4
Telnet path:

Setup > IPv6 > Tunnel > 6to4 > IPv4-Rtg-tag
Possible values:

Max. 5 characters in the range 0 — 65534
Default:

0

Firewall

If the global firewall is enabled for IPv6 interfaces, you can disable the firewall for an individual tunnel interface here.
To enable the firewall globally for all interfaces, select IPv6 firewall/QoS enabled in the menu Firewall/QoS > General

@ Disabling the firewall globally means that the firewall is disabled for all interfaces, even if you enable this option.

SNMP ID:
2.70.1.45
Telnet path:

Setup > IPv6 > Tunnel > 6to4 > Firewall
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Possible values:
Yes
No

Default:

Yes

1.4.2 Router advertisement

These settings are used to manage the router advertisements, which are used to announce the device's availability as a
router to the network.

SNMP ID:
2.70.2
Telnet path:

Setup > IPv6 > Router-Advertisement

Prefix options

The table contains the settings for IPv6 prefixes for each interface.
SNMP ID:

2.70.2.1
Telnet path:

Setup > IPv6 > Router-Advertisement > Prefix-Options

Interface name

Defines the name of the logical interface.
SNMP ID:

2.70.2.1.1
Telnet path:

Setup > IPv6 > Router-Advertisements > Prefix-Options > Interface-Name
Possible values:

Max. 16 characters
Default:

Blank

Prefix
Enter the prefix that is transmitted with the router advertisements, e. g. "2001:db8::/64".

The length of the prefix must always be exactly 64 bits ("/64"), or else the clients will not be able to generate their own
addresses by adding their "interface identifier" (64 bits long).

If you wish to automatically use the prefix issued by the provider, then configure "::/64" here and enter the name
of the corresponding WAN interface in the field PD-Source.
SNMP ID:

2.70.2.1.2
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Telnet path:

Setup > IPv6 > Router-Advertisements > Prefix-Options > Prefix
Possible values:

Max. 43 characters

Default:
Blank

Subnet ID
Here you set the subnet ID that is to be combined with the prefix issued by the provider.

If the provider assigns the prefix "2001:db8:a::/48", for example, and you assign the subnet ID "0001" (or "1" for short),
then the router advertisement on this interface is given the prefix "2001:db8:a:0001::/64".

The maximum subnet length with a 48-bit long, delegated prefix is 16 bits (65,536 subnets of "0000" to "FFFF"). With
a delegated prefix of "/56", the maximum subnet length is 8 bits (256 subnets of "00" to "FF").

In general, the subnet ID "0" is used when the WAN IPv6 address is compiled automatically. For this reason you
should start with "1" when assigning subnet IDs for LANs.
SNMP ID:

2.70.2.1.3
Telnet path:

Setup > IPv6 > Router-Advertisements > Prefix-Options > Subnet-ID
Possible values:

Max. 19 characters
Default:

1

Adv.-OnLink

Indicates whether the prefix is "on link".
SNMP ID:

2.70.2.1.3
Telnet path:

Setup > IPv6 > Router-Advertisements > Prefix-Options > Adv.-OnLink
Possible values:

Yes

No
Default:

Yes

Adv.-Autonomous

Indicates whether a host can use the prefix for a "Stateless Address Autoconfiguration”. If this is the case, it can directly
establish a connection to the Internet.

SNMP ID:
2.70.2.15

31



LCOS Addendum - LCOS 8.63 Public Beta 1

1 Addendum to LCOS version 8.63 Public Beta

32

Telnet path:

Setup > IPv6 > Router-Advertisements > Prefix-Options > Adv.-Autonomous
Possible values:

Yes

No
Default:

Yes

PD source

Use the name of the interface that receives a prefix issued by the provider. This prefix is combined with the string entered
in the field Prefix to form a subnet that announces router advertisements (DHCPv6 prefix delegation).

SNMP ID:
2.70.2.1.6
Telnet path:
Setup > IPv6 > Router-Advertisements > Prefix-Options > PD-Source
Possible values:
Max. 16 characters
Default:
Blank

Advertise preferred lifetime

Defines the time in milliseconds for which an IPv6 address is to be "Preferred". The client also uses this lifetime for its
generated IPv6 address. If the lifetime of the prefix has expired, the client no longer uses the corresponding IPv6 address.
Is the "preferred lifetime" of an address expires, it will be marked as "deprecated". This address is then used only by
already active connections until those connections end. Expired addresses are no longer available for new connections.

SNMP ID:
2.70.2.1.7
Telnet path:
Setup > IPv6 > Router-Advertisements > Prefix-Options > Adv.-Pref.-Lifetime
Possible values:
Max. 10 numbers in the range 0 — 2147483647
Default:
604800

Adv.-Valid-Lifetime

Defines the time in seconds, after which the validity of an IPv6 address expires. Expired addresses are no longer available
for new connections.

SNMP ID:
2.70.2.1.8
Telnet path:

Setup > IPv6 > Router-Advertisements > Prefix-Options > Adv.-Valid-Lifetime
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Possible values:

Max. 10 numbers in the range 0 — 2147483647
Default:

2592000

Interface options

The table contains the settings for the IPv6 interfaces.
SNMP ID:

2.70.2.2
Telnet path:

Setup > IPv6 > Router-Advertisements > Interface-Options

Interface name

Defines the name of the logical interface to be used for sending router advertisements.
SNMP ID:

2.70.2.2.1
Telnet path:

Setup > IPv6 > Router-Advertisements > Interface-Options > Interface-Name
Possible values:

Max. 16 characters
Default:

Blank

Send adverts

Enables the periodic transmission of router advertisements and the response to router solicitations.
SNMP ID:

2.70.2.2.2
Telnet path:

Setup > IPv6 > Router-Advertisement > Interface-Options > Send-Adverts
Possible values:

Yes

No
Default:

Yes

Min. RTR interval

Defines in seconds the minimum time allowed between the transmission of consecutive unsolicited multicast router
advertisements. Min-RTR-Interval and Max-RTR-Interval form a time space within which the device sends a router
advertisement at random.

SNMP ID:
2.70.2.2.3
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Telnet path:

Setup > IPv6 > Router-Advertisements > Interface-Options > Min-RTR-Interval
Possible values:

Min. 3 seconds

Max. 0.75 * Max-RTR-Interval

Max. 10 numbers
Default:

0.33 * Max-RTR-Interval (if Max-RTR-Interval >= 9 seconds)

Max-RTR-Interval (if Max-RTR-Interval < 9 seconds)

Max. RTR interval

Defines in seconds the maximum time allowed between the transmission of consecutive unsolicited multicast router
advertisements. Min-RTR-Interval and Max-RTR-Interval form a time space within which the device sends a router
advertisement at random.

SNMP ID:
2.70.2.2.4
Telnet path:
Setup > IPv6 > Router-Advertisements > Interface-Options > Max-RTR-Interval
Possible values:
Min. 4 seconds
Max. 1800 seconds
Max. 10 numbers
Default:
600 seconds

Managed flag
Sets the "Managed address configuration” flag in the router advertisement.

Setting this flag causes the clients to configure all addresses via "Stateful Autoconfiguration” (DHCPv6). In this case the
clients also automatically retrieve other information, such as DNS server addresses.

SNMP ID:
2.70.2.2.5
Telnet path:
Setup > IPv6 > Router-Advertisements > Interface-Options > Managed-Flag
Possible values:
Yes
No
Default:
No

Other config flag

Sets the "Other configuration” flag in the router advertisement.
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If this flag is set, the device instructs the clients to retrieve additional information (but not the addresses for the client)
such as DNS server addresses via DHCPv6.

SNMP ID:
2.70.2.2.6
Telnet path:
Setup > IPv6 > Router-Advertisements > Interface-Options > Other-Config-Flag
Possible values:
Yes
No
Default:

Yes

Link MTU

Here you set the valid MTU for the corresponding link.
SNMP ID:

2.70.2.2.7
Telnet path:

Setup > IPv6 > Router-Advertisements > Interface-Options > Link-MTU
Possible values:

Max. 5 numbers in the range 0 — 99999
Default:

1500

Reachable time
Specifies the time in seconds for which the router is considered to be reachable.

The default value of "0" means that the router advertisements have no specifications for reachable time.
SNMP ID:

2.70.2.2.8
Telnet path:

Setup > IPv6 > Router-Advertisements > Interface-Options > Reachable-Time
Possible values:

Max. 10 numbers in the range 0 — 2147483647
Default:

0

Hop limit
Defines the maximum number of routers to be used to forward a data packet. One router corresponds to one "hop".
SNMP ID:
2.70.2.2.10
Telnet path:

Setup > IPv6 > Router-Advertisements > Interface-Options > Hop-Limit
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Possible values:

Max. 5 numbers in the range 0 — 255
Default:

0: No hop limit defined

Default lifetime

Specifies the time in seconds for which the router is considered to be reachable in the network.

@ If this value is set to 0, the operating system will not use this router as the default router.

SNMP ID:
2.70.2.2.11
Telnet path:
Setup > IPv6 > Router-Advertisements > Interface-Options > Def.-Lifetime
Possible values:
Max. 10 numbers in the range 0 — 2147483647
Default:
1800

Default router mode
Defines how the device advertises itself as the default gateway or router.
The settings have the following functions:

® Auto: As long as a WAN connection exists, the router sends a positive router lifetime in the router advertisement
messages. The result is that a client uses this router as the default gateway. If there is no WAN connection, the router
sets the router lifetime to "0". A client then stops using this router as the default gateway.

m Always: The router lifetime is always positive—i. e. greater than "0"—irrespective of the WAN connection status.
m Never: The router lifetime is always "0".

SNMP ID:
2.70.2.2.12
Telnet path:
Setup > IPv6 > Router-Advertisements > Interface-Options > Default-Router-Mode
Possible values:
Auto
Always
Never
Default:
Auto

Router preference

Defines the preference of this router. Clients enter this preference into their local routing tables.
SNMP ID:

2.70.2.2.13
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Telnet path:

Setup > IPv6 > Router-Advertisements > Interface-Options > Router-Preference
Possible values:

Low

Medium

High
Default:

Medium

Route options

The table contains the settings for the route options.
SNMP ID:

2.70.2.3
Telnet path:

Setup > IPv6 > Router-Advertisement > Route-Options

Interface name

Defines the name of the interface that this route option applies to.
SNMP ID:

2.70.2.3.1
Telnet path:

Setup > IPv6 > Router-Advertisement > Route-Options > Interface-Name
Possible values:

Max. 16 characters
Default:

Blank

Prefix

Set the prefix for this route. This should not exceed 64 bits in length if it is to be used for auto-configuration.

SNMP ID:
2.70.2.3.2
Telnet path:
Setup > IPv6 > Router-Advertisement > Route-Options > Prefix
Possible values:
IPv6 prefix with max. 43 characters, e.qg. 2001:db8::/64
Default:
Blank

Route lifetime

Set how long in seconds the route should remain valid.
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SNMP ID:
2.70.2.33
Telnet path:
Setup > IPv6 > Router-Advertisement > Route-Options > Route-Lifetime
Possible values:
Max. 5 numbers in the range 0 — 65335
Default:

0: No route lifetime specified

Route preference

This parameter specifies the priority of an advertised route. A router receiving a router advertisement with two routes
of different preference will choose the route with the higher priority.

SNMP ID:
2.70.2.34
Telnet path:
Setup > IPv6 > Router-Advertisement > Route-Options > Route-Preference
Possible values:
Low
Medium
High
Default:

Medium

RDNSS options

This table contains the settings of RDNSS extension (recursive DNS server).

This function is not currently supported by Windows. Propagation of a DNS server, where required, is performed
via DHCPv6.
SNMP ID:

2.70.2.4
Telnet path:
Setup > IPv6 > Router-Advertisements > RDNSS-Options

Interface name

Defines the name of the logical interface to be used for announcing the IPv6 DNS server in router advertisements.
SNMP ID:

2.70.2.4.1
Telnet path:

Setup > IPv6 > Router-Advertisements > RDNSS-Options > Interface-Name
Possible values:

Max. 16 characters
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Default:
Blank

IPv6 DNS server

Contains the IPv6 address of the DNS server (RDNSS) to be announced in router advertisements.
SNMP ID:

2.70.2.4.2
Telnet path:

Setup > IPv6 > Router-Advertisements > RDNSS-Options > IPv6-DNS-Server
Possible values:

Max. 39 characters
Default:

Blank

Lifetime

Defines the time in seconds for which a client may use this DNS server for name resolution.
SNMP ID:

2.70.2.43
Telnet path:
Setup > IPv6 > Router-Advertisements > RDNSS-Options > Lifetime

Possible values:

= Max. 5 numbers in the range 0 — 65535
= (: Discontinuation

Default:
900

1.4.3 DHCPv6

This menu contains the DHCPv6 settings.

In the LCOS Public Beta 1 version, the "link-local IPv6 address" of the device is automatically advertised as the
DNS server and cannot be changed.

SNMP ID:
2.70.3
Telnet path:
Setup > IPv6 > DHCPv6

Server

This menu contains the DHCP server settings for [Pv6.
SNMP ID:

2.70.3.1
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Telnet path:
Setup > IPv6 > DHCPv6 > Server

Address pools

If distribution of the DHCPv6 server is to be stateful, this table defines an address pool.
SNMP ID:

2.70.3.1.2
Telnet path:
Setup > IPv6 > DHCPv6 > Server > Address-Pool

Address pool name

Specify the name of the address pool here.
SNMP ID:

2.70.3.1.2.1
Telnet path:

Setup > IPv6 > DHCPv6 > Server > Address-Pools > Address-Pool-Name
Possible values:

Maximum 31 characters
Default:

Blank

Start address pool

Here you specify the first address in the pool, e. g. “2001:db8::1"
SNMP ID:

2.70.3.1.2.2
Telnet path:

Setup > IPv6 > DHCPv6 > Server > Address-Pools > Start-Address-Pool
Possible values:

Maximum 39 characters
Default:

Blank

End address pool

Here you specify the last address in the pool, e. g. "2001:db8::9"
SNMP ID:

2.70.3.1.2.3
Telnet path:

Setup > IPv6 > DHCPv6 > Server > Address-Pools > End-Address-Pool
Possible values:

Maximum 39 characters
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Default:
Blank

Preferred lifetime

Here you specify the time in seconds that the client should treat this address as "preferred”. After this time elapses, a
client classifies this address as "deprecated"”.

SNMP ID:
2.703.1.2.5
Telnet path:
Setup > IPv6 > DHCPv6 > Server > Address-Pools > Pref.-Lifetime
Possible values:
Maximum 10 characters.
Default:
3600

Valid lifetime

Here you specify the time in seconds that the client should treat this address as "valid".
SNMP ID:

2.70.3.1.2.6
Telnet path:

Setup > IPv6 > DHCPv6 > Server > Address-Pools > Valid-Lifetime
Possible values:

Maximum 10 characters.
Default:

86400

PD pools

In this table, you specify the prefixes that the DHCPv6 server delegates to other routers.
SNMP ID:

2.703.1.3
Telnet path:
Setup > IPv6 > DHCPv6 > Server > PD-Pools

PD pool name

Specify the name of the PD pool here.
SNMP ID:

2.70.3.1.3.1
Telnet path:

Setup > IPv6 > DHCPv6 > Server > PD-Pools > PD-Pool-Name
Possible values:

Maximum 31 characters
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Default:
Blank

Start PD pool

Here you specify the first prefix for delegation in the PD pool, . g. "2001:db8:1100::"
SNMP ID:

2.70.3.1.3.2
Telnet path:

Setup > IPv6 > DHCPv6 > Server > PD-Pools > Start-PD-Pool
Possible values:

Maximum 39 characters
Default:

Blank

End PD pool

Here you specify the last prefix for delegation in the PD pool, e. g. "2001:db8:FF00::"
SNMP ID:

2.70.3.1.3.3
Telnet path:

Setup > IPv6 > DHCPv6 > Server > PD-Pools > End-PD-Pool
Possible values:

Maximum 39 characters
Default:

Blank

Prefix length

Here you set the length of the prefixes in the PD pool, e. g. "56" or "60"
SNMP ID:

2.70.3.1.34
Telnet path:

Setup > IPv6 > DHCPv6 > Server > PD-Pools > Prefix-Length
Possible values:

Maximum 3 characters.
Default:

56

Pref.-Lifetime

Define the time in seconds, in which the client should use the prefix as "preferred”. After this time the client will handle
this prefix as "deprecated".

SNMP ID:
2.70.3.1.35
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Telnet path:

Setup > IPv6 > DHCPv6 > Server > PD-Pools > Pref.-Lifetime
Possible values:

maximum 10 characters
Default:

3600

Valid-Lifetime

Define the time in seconds, in which the client should use the prefix as "valid".
SNMP ID:

2.70.3.1.3.6
Telnet path:

Setup > IPv6 > DHCPv6 > Server > PD-Pools > Valid-Lifetime
Possible values:

maximum 10 characters
Default:

86400

Interface-List

In this table you can configure the basic settings of the DHCPv6-Servers and define, to which interfaces the settings
should apply.

SNMP ID:
2.70.3.1.4
Pfad Telnet:

Setup > IPv6 > DHCPv6 > Server > Interface-List

Interface-Name-or-Relay

Name of the Interfaces, on which the DHCPv6-Server is working, e. g. "INTRANET"
SNMP-ID:

2.70.3.1.4.1
Telnet path:

Setup > IPv6 > DHCPv6 > Server > Interface-List > Interface-Name
Possible values:

Selection of the LAN interfaces configured in the device, maximum 39 characters
Default:

empty

Operating
Activates or deactivates the DHCPv6 server.
SNMP ID:

2.70.3.1.4.2
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Telnet path:

Setup > IPv6 > DHCPv6 > Server > Interface-List > Operating
Possible values:

No

Yes
Default:

Yes

Primary DNS

IPv6 address of the primary DNS server.
SNMP ID:

2.70.3.1.4.3
Telnet path:

Setup > IPv6 > DHCPv6 > Server > Interface-List > Primary-DNS
Possible values:

IPv6 address with max. 39 characters
Default:

Secondary DNS

IPv6 address of the secondary DNS server.
SNMP ID:

2.70.3.1.4.4
Telnet path:

Setup > IPv6 > DHCPv6 > Server > Interface-List > Secondary-DNS
Possible values:

IPv6 address with max. 39 characters
Default:

Blank

Address pool name

Here you specify the address pool that the devices uses for this interface.

If the DHCPV6 server operates 'stateful' addresses distribution, you must enter the corresponding addresses into
the table Setup > IPv6 > DHCPv6 > Server > Address-Pools.
SNMP ID:

2.70.3.1.4.5
Telnet path:

Setup > IPv6 > DHCPv6 > Server > Interface-Liste > Address-Pool-Name
Possible values:

Maximum 31 characters
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Default:
Blank

PD pool name

Determine the prefix-delegation pool that the devices is to use for this interface.

If the DHCPv6 server is to delegate prefixes to other routers, you must enter the corresponding prefixes in the
table Setup > IPv6 > DHCPv6 > Server > PD-Pools.
SNMP ID:

2.70.3.1.4.6
Telnet path:

Setup > IPv6 > DHCPv6 > Server > Interface-Liste > PD-Pool-Name
Possible values:

Maximum 31 characters
Default:

Blank

Rapid commit

With rapid commit activated, the DHCPv6 server responds directly to a solicit message with a reply message.

@ The client must explicitly include the rapid commit option in its solicit message.

SNMP ID:
2.70.3.1.4.7
Telnet path:
Setup > IPv6 > DHCPv6 > Server > Interface-Liste > Rapid-Commit
Possible values:
No
Yes
Default:
No

Preference

Where multiple DHCPv6 servers are operated on the network, the preference parameter gives you the control over which
server the clients will use. The primary server requires a higher preference value than the backup server.

SNMP ID:
2.70.3.1.4.8
Telnet path:
Setup > IPv6 > DHCPv6 > Server > Interface-Liste > Preference
Possible values:
0to 255
Default:
0
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Client

This menu contains the DHCP client settings for IPv6.
SNMP ID:

2.70.3.2
Telnet path:
Setup > IPv6 > DHCPv6 > Client

Interface list

This table determines the behavior of the DHCPv6 client.

@ Normally client behavior is controlled by the auto-configuration.

SNMP ID:
2.70.3.2.1
Telnet path:
Setup > IPv6 > DHCPv6 > Client > Interface-List

Interface name

Specify the name of the interface that the DHCPv6 client operates on. These may be LAN interfaces or WAN interfaces
(remote stations), such as "INTRANET" or "INTERNET".

SNMP ID:

2.70.3.2.1.1
Telnet path:

Setup > IPv6 > DHCPv6 > Client > Interface-List > Interface-Name
Possible values:

Selection from the list of LAN interfaces defined in the device; max. 16 characters
Default:

Blank

Operating
Here you specify if and how the device enables the client. Possible values are:

= Autoconf: The device waits for router advertisements, and then starts the DHCPv6 client. This option is the default
setting.
m Yes: The device starts the DHCPv6 client as soon as the interface is active, without waiting for router advertisements.

= No: The DHCPv6 client is disabled on this interface. Even if the device receives router advertisements, it will not start
the client.

SNMP ID:

2.70.3.2.1.2
Telnet path:

Setup > IPv6 > DHCPv6 > Client > Interface-List > Operating
Possible values:

Autoconf
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No
Yes
Default:

Autoconf

Request DNS

Here you specify whether the client should query the DHCPv6 server for DNS servers.

@ You must enable this option in order for the device to obtain information about a DNS server.

SNMP ID:
2.70.3.2.1.3
Telnet path:
Setup > IPv6 > DHCPv6 > Client > Interface-List > Request-DNS
Possible values:
No
Yes
Default:

Yes

Request address

Here you specify whether the client should query the DHCPv6 server for an IPv6 address.

Only activate this option if addresses configured by the DHCPv6 server via this interface are stateful, i. e. not
distributed by 'SLAAC'.
SNMP ID:

2.703.2.14
Telnet path:

Setup > IPv6 > DHCPv6 > Client > Interface-List > Request-Address
Possible values:

No

Yes
Default:

Yes

Request PD

Here you specify whether the client should request the DHCPv6 server for an IPv6 prefix. Activating this option is only
necessary if the device itself functions as a router and redistributes these prefixes. This option is enabled by default on
WAN interfaces in order for the DHCPv6 client to request a prefix from the provider for use in its local network. This
option is disabled by default on LAN interfaces because devices in a local network are more likely to function as clients
rather than as routers.

SNMP ID:
2.70.3.2.1.5
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Telnet path:

Setup > IPv6 > DHCPv6 > Client > Interface-List > Request-PD
Possible values:

No

Yes
Default:

No

Rapid commit

When rapid commit is activated, the client attempts to obtain an IPv6 address from the DHCPv6 server with just two
messages. If the DHCPv6 server is configured correspondingly, it immediately responds to this solicit message with a
reply message.

SNMP ID:
2.70.3.2.1.6
Telnet path:
Setup > IPv6 > DHCPv6 > Client > Interface-List > Rapid-Commit
Possible values:
No
Yes
Default:

Yes

User class identifier

This assigns the device a unique user class ID.
SNMP ID:

2.70.3.2.2
Telnet path:

Setup > IPv6 > DHCPv6 > Client > User-Class-Identifier
Possible values:

Maximum 253 characters
Default:

Blank

Vendor class identifier

This assigns the device a unique vendor class ID.
SNMP ID:

2.70.3.2.3
Telnet path:

Setup > IPv6 > DHCPv6 > Client > Vendor-Class-ldentifier
Possible values:

Maximum 253 characters
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Default:

Device name according to the manufacturer

Relay agent

This menu contains the DHCP relay agent settings for IPv6.
SNMP ID:

2.70.3.3
Telnet path:
Setup > IPv6 > DHCPv6 > Relay-Agent

Interface list

This table determines the behavior of the DHCPv6 relay agent.
SNMP ID:

2.70.3.3.1
Telnet path:
Setup > IPv6 > DHCPv6 > Relay-Agent > Interface-List

Interface name

Define the name of the interface on which the relay agent receives requests from DHCPv6 clients, e. g. "INTRANET".
SNMP ID:

2.70.3.3.1.1
Telnet path:

Setup > IPv6 > DHCPv6 > Relay-Agent > Interface-List > Interface-Name
Possible values:

Selection from the list of LAN interfaces defined in the device; max. 16 characters
Default:

Blank

Relay agent operating

With this option you define if and how the device enables the relay agent.
SNMP ID:

2.70.3.3.1.2
Telnet path:

Setup > IPv6 > DHCPv6 > Relay-Agent > Interface-List > Relay-Agent-Operating
Possible values:

Yes: Relay agent is enabled. This option is the default setting.

No: Relay agent is not enabled.
Default:

Yes
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Interface address

Specify the relay agent's own IPv6 address at the interface that is configured under Interface Name. This IPv6 address
is used as a sender address in DHCP messages that are forwarded. This sender address enables DHCPv6 clients to uniquely
identify a relay agent. An explicit specification of the interface address is necessary because an IPv6 host can have
multiple IPv6 addresses for each interface.

SNMP ID:
2.70.3.3.1.3
Telnet path:
Setup > IPv6 > DHCPv6 > Relay-Agent > Interface-List > Interface-Address
Possible values:
Maximum 39 characters
Default:
Blank

Destination address

Define the IPv6 address of the (destination) DHCPv6 server which the relay agent is to forward DHCP requests to. The
address can be either a unicast or link-local multicast address. When using a link-local multicast address, you must
specify the destination interface where the DHCPv6 server is to be reached. All DHCPv6 servers and relay agents are
available at the link-local multicast address ff02::1:2.

SNMP ID:
2.70.3.3.14
Telnet path:
Setup > IPv6 > DHCPv6 > Relay-Agent > Interface-List > Dest-Address
Possible values:
Maximum 39 characters
Default:
ff02::1:2

Destination interface

Here you specify the destination interface where the parent DHCPv6 server or the next relay agent is to be reached. This
information is essential if a link-local multicast address is configured under the destination address, as link local-multicast
addresses are only valid at that respective link.

SNMP ID:
2.70.3.3.1.5
Telnet path:
Setup > IPv6 > DHCPv6 > Relay-Agent > Interface-List > Dest-Interface
Possible values:
Maximum 39 characters
Default:
Blank
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1.4.4 Network
Here you can adjust further IPv6 network settings for each logical interface supported by your device.
SNMP ID:
2.70.4
Telnet path:
Setup > IPv6 > Network

Addresses

This table is used to manage the IPv6 addresses.
SNMP ID:

2.70.4.1
Telnet path:

Setup > IPv6 > Network > Addresses

Interface name

Give a name to the interface that you want to assign the IPv6 network.
SNMP ID:

2.70.4.1.1
Telnet path:

Setup > IPv6 > Network > Addresses > Interface-Name
Possible values:

Max. 16 characters
Default:

Blank

IPv6 address prefix length
Specify an IPv6 address including the prefix length for this interface.

The default prefix length is 64 bits ("/64"). If possible do not use IPv6 addresses with longer prefixes, as many
IPv6 mechanisms in the device are designed for a maximum length of 64 bits.

A possible address is, for example, “2001:db8::1/64". An interface can have multiple IPv6 addresses:

= A"global unicast address", e. g. "2001:db8::1/64",
= A "unique local address", e. g. "fd00::1/64".

"Link local addresses" are fixed and not configurable.
SNMP ID:

2.70.4.1.2
Telnet path:

Setup > IPv6 > Network > Addresses > IPv6-Address-Prefixlength
Possible values:

Max. 43 characters
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Default:
Blank

Address type
Determine the type of IPv6 address.

Using the address type EUI-64 causes IPv6 addresses to be formed according to the IEEE standard "EUI-64". The MAC
address of the interface thus forms a uniquely identifiable part of the IPv6 address. The correct input format for an IPv6
address including the prefix length as per EUI-64 would be: "2001:db8:1::/64".

"EUI-64" ignores any value set as “interface identifier" in the corresponding IPv6 address and replaces it with
an "interface identifier" as per "EUI-64".

@ The prefix length for "EUI-64" must be "/64".

SNMP ID:
2.70.4.13
Telnet path:
Setup > IPv6 > Network > Addresses > Address-Type
Possible values:
Unicast
Anycast
EUI-64
Default:

Unicast

Name

Enter a descriptive name for this combination of IPv6 address and prefix.

@ Entering a name is optional.

SNMP ID:
2.70.4.1.4
Telnet path:
Setup > IPv6 > Network > Addresses > Name
Possible values:
Max. 16 characters
Default:
Blank

Comment

Enter a descriptive comment for this entry.

@ Entering a comment is optional.

SNMP ID:
2.70.4.1.5
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Telnet path:

Setup > IPv6 > Network > Addresses > Comment
Possible values:

Max. 64 characters
Default:

Blank

Parameter

This table is used to manage the IPv6 parameters.
SNMP ID:

2.70.4.2
Telnet path:

Setup > IPv6 > Network > Parameter

Interface name

Give a name to the interface for which the IPv6 parameters are to be configured.
SNMP ID:

2.70.4.2.1
Telnet path:

Setup > IPv6 > Network > Parameter > Interface-Name
Possible values:

Max. 16 characters
Default:

Blank

IPv6 gateway
Specify the IPv6 gateway to be used by this interface.

@ This parameter overrides gateway information that the device may receive via router advertisements, for example.
SNMP ID:

2.70.4.2.2
Telnet path:

Setup > IPv6 > Network > Parameter > IPv6-Gateway

Possible values:

m Global unicast address, e.g. 2001:db8::1

® Link-local address to which you add to the corresponding interface (%<INTERFACE>), e.g.
fe80::1%INTERNET

Default:
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Primary DNS

Specify the primary IPv6 DNS server to be used by this interface.
SNMP ID:

2.70.4.2.3
Telnet path:

Setup > IPv6 > Network > Parameter > Primary-DNS
Possible values:

IPv6 address with max. 39 characters
Default:

Secondary DNS

Specify the secondary IPv6 DNS server to be used by this interface.
SNMP ID:

2.70.4.2.4
Telnet path:

Setup > IPv6 > Network > Parameter > Secondary-DNS
Possible values:

IPv6 address with max. 39 characters
Default:

1.4.5 Firewall
This menu contains the settings for the firewall.
SNMP ID:
2.70.5
Telnet path:

Setup > IPv6 > Firewall

Operating

Enables or disables the firewall.

This item enables the firewall globally. The firewall is only active if you enable it here. If you disable the firewall
here and at the same time enable it for individual interfaces, it remains disabled for all interfaces.
SNMP ID:

2.70.5.1
Telnet path:

Setup > IPv6 > Firewall > Operating
Possible values:

Yes
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No
Default:

Yes

interfaces
This table contains the settings for the LAN interfaces.
SNMP ID:
2.70.6
Telnet path:
Setup > IPv6 > LAN-Interfaces

Interface name

Enter a name for the logical IPv6 interface that is defined by the physical interface (interface assignment) and the VLAN
ID.

SNMP ID:
2.70.6.1
Telnet path:
Setup > IPv6 > LAN-Interfaces > Interface-Name
Possible values:
Max. 16 characters
Default:
Blank

Interface ID

Select the physical interface to be combined with the VLAN ID to form the logical IPv6 interface.
SNMP ID:

2.70.6.2
Telnet path:

Setup > IPv6 > LAN-Interfaces > Interface-1D
Possible values:

All physically available interfaces on the device
Default:

LAN-1

VLAN ID
Select the VLAN ID to be combined with the physical interface to form the logical IPv6 interface.

@ If you enter an invalid VLAN ID here, no communication will take place.

SNMP ID:
2.70.6.3
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Telnet path:

Setup > IPv6 > LAN-Interfaces > VLAN-ID
Possible values:

0to 4096

Max. 4 numbers
Default:

0

Routing tag

The interface tag that you enter here is a value that uniquely identifies the network. All packets received by this device
on this network will be internally marked with this tag. The interface tag enables the routes which are valid for this
network to be separated even without explicit firewall rules.

SNMP ID:

2.70.6.4
Telnet path:

Setup > IPv6 > LAN-Interfaces > Rtg-Tag
Possible values:

Max. 5 characters in the range 0 — 65535
Default:

0

Autoconf

Enable or disable "stateless address autoconfiguration” for this interface.

If the device sends router advertisements from this interface, it does not generate any IPv6 addresses even with
auto-configuration enabled.
SNMP ID:

2.70.6.5
Telnet path:

Setup > IPv6 > LAN-Interfaces > Autoconf
Possible values:

Yes

No
Default:

Yes

Accept RA

Enables or disables the processing of received router advertisement messages.

With processing disabled, the device ignores any prefix, DNS and router information received via router
advertisements.
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SNMP ID:
2.70.6.6
Telnet path:
Setup > IPv6 > LAN-Interfaces > Accept-RA
Possible values:
Yes
No
Default:

Yes

Interface status

Enables or disables this interface.
SNMP ID:

2.70.6.7
Telnet path:

Setup > IPv6 > LAN-Interfaces > Interface-Status
Possible values:

Up

Down
Default:

Up

Forwarding

Enables or disables the forwarding of data packets to other interfaces.

1 Addendum to LCOS version 8.63 Public Beta

@ With forwarding disabled, no router advertisements are transmitted from this interface.

SNMP ID:
270.6.8
Telnet path:
Setup > IPv6 > LAN-Interfaces > Forwarding
Possible values:
Yes
No
Default:

Yes

MTU

Specify the applicable MTU for this interface.
SNMP ID:

2.70.6.9
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Telnet path:

Setup > IPv6 > LAN-Interfaces > MTU
Possible values:

Max. 4 numbers in the range 0 — 9999
Default:

1500

Firewall

If the global firewall is enabled for IPv6 interfaces, you can disable the firewall for an individual tunnel interface here.
To enable the firewall globally for all interfaces, select IPv6 firewall/QoS enabled in the menu Firewall/QoS > General

If you disable the global firewall, the firewall of an individual interface is also disabled. This applies even if you
have enabled this option.
SNMP ID:

2.70.6.10
Telnet path:

Setup > IPv6 > LAN-Interfaces > Firewall
Possible values:

Yes

No
Default:

No

Comment

Enter a descriptive comment for this entry.

@ Entering a comment is optional.
SNMP ID:
2.70.6.11
Telnet path:
Setup > IPv6 > LAN-Interfaces > Comment
Possible values:
Max. 64 characters
Default:
Blank

1.4.7 WAN interfaces

This table contains the settings for the LAN interfaces.
SNMP ID:

2.70.7
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Telnet path:
Setup > IPv6 > WAN-Interfaces

Interface name

Specify the name of the WAN remote peer here. Use the name as specified at the remote site.
SNMP ID:

2.70.71
Telnet path:

Setup > IPv6 > WAN-Interfaces > Interface-Name
Possible values:

Max. 16 characters
Default:

Blank

Routing tag

The interface tag that you enter here is a value that uniquely identifies the network. All packets received by this device
on this network will be internally marked with this tag. The interface tag enables the routes which are valid for this
network to be separated even without explicit firewall rules.

SNMP ID:

2.70.7.2
Telnet path:

Setup > IPv6 > WAN-Interfaces > Rtg-Tag
Possible values:

Max. 5 characters in the range 0 — 65534
Default:

0

Autoconf

Enable or disable “stateless address autoconfiguration” for this interface.

If the device sends router advertisements from this interface, it does not generate any addresses even with
auto-configuration enabled.
SNMP ID:

2.70.7.3
Telnet path:

Setup > IPv6 > WAN-Interfaces > Autoconf
Possible values:

Yes

No
Default:

Yes
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Accept RA

Enables or disables the processing of received router advertisement messages.

With processing disabled, the device ignores any prefix, DNS and router information received via router
advertisements.
SNMP ID:

2.70.6.6
Telnet path:

Setup > IPv6 > WAN-Interfaces > Accept-RA
Possible values:

Yes

No
Default:

Yes

Interface status

Enables or disables this interface.
SNMP ID:

2.70.7.5
Telnet path:

Setup > IPv6 > WAN-Interfaces > Interface-Status
Possible values:

Up

Down
Default:

Up

Forwarding

Enables or disables the forwarding of data packets to other interfaces.
SNMP ID:

2.70.7.6
Telnet path:

Setup > IPv6 > WAN-Interfaces > Forwarding
Possible values:

Yes

No
Default:

Yes
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Firewall

Enables the firewall for this interface.

If you disable the global firewall, the firewall of an individual interface is also disabled. This applies even if you
have enabled this option.
SNMP ID:

2.70.7.7
Telnet path:

Setup > IPv6 > WAN-Interfaces > Firewall
Possible values:

Yes

No
Default:

Yes

Comment

Enter a descriptive comment for this entry.

@ Entering a comment is optional.

SNMP ID:
2.70.7.8
Telnet path:
Setup > IPv6 > WAN-Interfaces > Comment
Possible values:
Max. 64 characters
Default:
Blank

DaD attempts

Before the device can use an IPv6 address on an interface, it uses ‘Duplicate Address Detection (DAD)' to check to see
whether the IPv6 address already exists on the local network. In this way the device avoids address conflicts on the
network.

This option specifies the number of times that the device attempts to find duplicate IPv6 addresses on the network.
Telnet path:

Setup > IPv6 > WAN-Interfaces > DaD-Attempts
Possible values:

Max. 1 number
Default:

1
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1.4.8 Operating

Switches the IPv6 stack on or off, globally. With the IPv6 stack deactivated, the device does not perform any IPv6-related
functions.

SNMP ID:
2.70.10
Telnet path:
Setup > IPv6 > Operating
Possible values:
Yes
No
Default:
No

1.4.9 Forwarding

If forwarding is turned off, the device transmits no data packets between IPv6 interfaces.

@ Forwarding is essential if you wish to operate the device as a router.

SNMP ID:
2.70.11
Telnet path:
Setup > IPv6 > Forwarding
Possible values:
Yes
No
Default:

Yes

1.4.10 Router
These settings are used to manage the router alignments.
SNMP-ID:
2.70.12
Telnet path:
Setup > IPv6 > Router

Routing table

The table contains the entries to be used for routing packets with IPv6 addresses.
SNMP ID:

2.70.12.1
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Telnet path:
Setup > IPv6 > Router > Routing-Table

Prefix

This prefix denotes the network range from which the current remote site, e.g. 2001:db8::/32, is to receive data
SNMP ID:

2.70.12.1.1
Telnet path:

Setup > IPv6 > Router > Routing-Table > Prefix
Possible values:

Max. 43 characters

Default:
Blank

Routing tag

Specify the routing tag for this route. This route is active only for packets with the same tag. The data packets receive
the routing tag either from the firewall or depending on the LAN or WAN interface used.

Routing tags are only necessary if used in combination with routing tags as set by firewall rules or as set at an
interface.
SNMP ID:

2.70.12.1.2
Telnet path:

Setup > IPv6 > Router > Routing-Table > Routing-Tag
Possible values:

Max. 5 characters

Default:
Blank

Peer or IPv6
This is where you specify the remote site for this route. Enter one of the following options:

= Aninterface name
= An IPv6 address (e.g. 2001:db8::1)
= An interface supplemented with a link-local address (e.g. fe80::1%INTERNET)

@ The device stores the remote sites for IPv6 routing as (WAN interfaces).

SNMP ID:

2.70.12.1.3
Telnet path:

Setup > IPv6 > Router > Routing-Table > Peer-or-IPv6
Possible values:

Max. 56 characters
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Default:
Blank

Comment

Enter a descriptive comment for this entry.

@ Entering a comment is optional.

SNMP ID:
2.70.12.1.4
Telnet path:
Setup > IPv6 > Router > Routing-Table > Comment
Possible values:
Max. 64 characters
Default:
Blank

Destination cache timeout

The 'destination cache timeout' specifies how long the device remembers the path to a destination address when no
packets are sent to it.

This value also influences the length of time the device takes to change the settings of the firewall: It accepts state
changes after at least half of the 'destination cache timeout' time, on average after one quarter of the timeout. Thus
with the default setting of 30 seconds, changes to the firewall come into effect on average after 7.5 seconds, but no
later than after 15 seconds.

SNMP ID:
2.70.12.2
Telnet path:
Setup > IPv6 > Router > Dest.-Cache-Timeout
Possible values:
Max. 3 characters
Default:

30 seconds

1.5 Tutorials

1.5.1 Setting up IPv6 Internet access

You can set up access to an IPv6 network if

® You have an IPv6-capable device,
= You use a tunneling technology and

= Your provider supports a native IPv6 network or you have access to a so-called tunnel broker who can mediate your
IPv6 packets.
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IPv6 access using the Setup Wizard in LANconfig
The Setup Wizard assists you with the configuration of IPv6 access with your equipment.
The Wizard presents following options:

m Set up IPv6 access for a new, unconfigured device.
m Set up IPv6 access in addition to a functioning IPv4 access for an existing device.

Setup Wizard — setting up IPv6 in a new device

If you have connected up a new device but not have yet configured it, you have the option of using a Setup Wizard to
set up IPv4 and IPv6 connections.

To save your entries and proceed to the next screen, click Next.

1. Then start the Setup Wizard in LANconfig. Highlight the device to be configured. The Setup Wizard is started either
by right-clicking and using the context menu, or with the Magic Wand icon in the toolbar

F3 Laconfig 64 R
File Edit Device Group View Tools H
TR OO v VI BAFX 90 Qo e
) LANconfig x64 MName ~— Address Location Device Status Progress D
Configure Curle0
Ok L
Setup Wizard Ctrl+W N d L
o passwor
i HiielE MNo password L
Configuration Management 3 Ok L
Firmware Management 3 No password L
WEBconfig / Console Session 3

Menitor Device

Menitor Device Temporarily Ctrl+M
Menitor WLAN Device

Create trace output...

Set Date/Time...

Activate Software Option...

Reboot

Unlock SIM Card...

Delete Del

Cancel Action

Date Tirme Properties Alt+Enter -
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2. In the Setup Wizard, select the option Set up Internet access.

7 Setup Wizard for New Configuration for LANCOM 1781 AW - V8.61 D2011-12-15 T... [x23a]

Setup Wizard for New Configuration
for LANCOM 1781AW - V8.61 D2011...

This wizard lets you configure your device for specific
applications quickly and easily.

What do you want to do?

::P Basic settings
::P Configure WLAN

::P Content Fitter Setup

::P Provide remote access (RAS, VPN)
::P Connect two local area networks (VPN)
::P Remove remote site or access

::P Check security settings

::P Corfigure Dynamic DNS

< Back [ MNeat > ]| Cancel

3. You can choose from the following options:

® Set up a dual-stack connection. This is IPv4-and IPv6-capable and currently the recommended option for a new
device.

= Set up an IPv4-only connection.
m Set up an IPv6-only connection.

In the following we take you through the setup of a dual-stack connection. Activate the appropriate selection.

7 Setup Wizard for New Configuration for LANCOM 1781 AW - V8.61 D2011-12-15 T... [x23a]

Set up Intemet access ¥

Protocol Selection

Dieser Router unterstiitzt sowohl das weit verbreitete IPv4 Intemet-Protokoll, als auch
das neuere |PvE, welches insbesondere einen grilerer Adressraum emmoglicht.

Entscheiden Sie, welche Protokolle die neue Verbindung urterstitzen soll.
'@ Create a new connection (dual stack |Pv4 and IPvE) (default)
Create a new connection {only [Pvd)

Create a new connection {only [PvE) (cumently unusual)

« Back |[ MNeat > ]| Cancel
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4. Set the interface to be used for the connection.

7 Setup Wizard for New Configuration for LANCOM 1781 AW - V8.61 D2011-12-15 T... [x23a]

S
Setup Wizard for New Configuration for LANCOM 1781AW - VB8.61 D2011-12-15 T1£

Set up Intemet access @

Determine the interface on which this connection should be established.

IA.DSL interface - ]
ADSL interface
Ethemet interface (extemal modem/router) »dem or router from your

ISDN interface
Mobile over USB interface

[ <Back ][ Net> | [ Cancel

You can select from the following entries:

ADSL interface

Ethernet interface (external modem/router)
ISDN interface
Mobile over USB interface

5. Select your country from the list.

7 Setup Wizard for New Configuration for LANCOM 1781 AW - V8.61 D2011-12-15 T... [x23a]

S
Setup Wizard for New Configuration for LANCOM 1781AW - VB8.61 D2011-12-15 T1£

Set up Intemet access @

Please select your courtry.

United Kingdom -

[ <Back ][ Net> | [ Cancel

6. Select your Internet provider.

You can select from the following entries:

A selection of the major Internet providers

Alternative Internet providers over T-DSL

Internet access via PPP over ATM (PPPoA)

Internet access via PPP over Ethernet (PPPoE, PPPoEOA)
Internet access via plain IP (IPoA)

Internet access over Plain Ethernet (IPoE, IPOEOA)
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7. Enter a name for this connection.

7 Setup Wizard for New Configuration for LANCOM 1781 AW - V8.61 D2011-12-15 T... [x23a]

Setup Wizard for New Configuration for LANCOM 1781AW - VB8.61 D2011-12-15 T1E
Set up Intemet access %

Flease enter a name that will be assigned to this new connection.

Select a name that is not in use for another connection, as this will replace the existing
connection.

Name of the connection: BT-OPEN

[ <Back |[ Net> | [ Cancel |

If you access the Internet with an alternative connection, e. g. over a PPPoE connection, you should additionally
enter the appropriate ATM parameters.

F Setup-Assistent filr LANCOM-1781 4%/ (==
Setup-Assistent fur LANCOM-1781AW 05’
Internet- Zugang einichten

Bitte geben Sie zundchst einen Namen an, unter dem diese neus Yerbindung
gespeichert werden sall

Wahlen Sie einen Mamen, den Sie noch nicht fur eine andere Yerbindung verwendet
haben, da die bestehende Verbindung sonst durch diese neue ersetzt wird,

MName der Verbindung: INTERMET]|

Bitte geben Sie die ATM-Parameter fur lhre IntemetVerbindung ein

WPl 1
WCI 32
Encapsulation LLCMUK -

| <Zuiick || ‘weiter> | | Abbrechen |

8. Enter the login details given to you by your provider for setting up your Internet access.

7 Setup Wizard for New Configuration for LANCOM 1781 AW - V8.61 D2011-12-15 T... [x23a]

Setup Wizard for New Configuration for LANCOM 1781AW - VB8.61 D2011-12-15 T1E
Set up Intemet access %

Flease enter your account data here.

Your provider should have provided you with this data when your account was set up.
User name: User12345
Password: G8d/eldRd Show

[ <Back |[ Net> | [ Cancel |

@ Depending on the provider, the type and number of fields may vary.
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9. Specify how you want the device to behave in case of disconnection. You can also specify if and when the device is
to carry out a forced re-connection.

7 Setup Wizard for New Configuration for LANCOM 1781 AW - V8.61 D2011-12-15 T... [x23a]

Setup Wizard for New Configuration for LANCOM 1781AW - VB8.61 D2011-12-15 T1E
Set up Intemet access %

Reconnect the line immediately after any intermuption in the connection to the
gateway.

Daily Disconnect at a certain time
Hour: 23
Minute: 55

fi\Marry providers do cut the connection 24 hours after establishing. The disconnect
= may be undesired at this time and the reconnect may take longer, if the
disconnect was caused by the provider.
To disconnect at a certain time a time server corfiguration is required. if the basic
settings wizard didnt do that yet you might configure it manually at "Date/Time".

[ <Back ][ Net> | [ Cancel |

10. Define the type of backup connection to be used in case of connection failure.

. Setup Wizard for New Configuration for LANCOM 1781AW - V8.61 D2011-12-15 T... (w5

Setup Wizard for New Configuration for LANCOM 1781AW - VB8.61 D2011-12-15 T1E
Set up Intemet access %

There are two ways to configure a backup connection to increase connection reliability.
If you choose one of the two options, further data will be inquired.

@ Mo backup connection

~ Use an available connection for backup
~ Configure UMTS backup connection

~ Configure ISDN backup connection

[ <Back ][ Net> | [ Cancel

You can select from the following options:

= No backup connection: Skips the configuration of a backup.

m Use the connection already configured in case of backup: In the following dialog, select an already configured
connection from a list.

® Setup a backup connection over UMTS: In the next dialog, set up a new UMTS connection. You will need the
access data for your UMTS provider.

m Setup a backup connection over ISDN: In the next dialog, set up a new ISDN connection. You will need the access
data for your ISDN provider.
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11. If your device does not yet have an IP address, enter a new IP address and corresponding netmask.

7 Setup Wizard for New Configuration for LANCOM 1781 AW - V8.61 D2011-12-15 T... [x23a]

Setup Wizard for New Configuration for LANCOM 1781AW - VB8.61 D2011-12-15 T1E
Set up Intemet access %

You have not yet assigned an IP address to your device.

Please enter an available |P address from your local network along with the
comesponding netmask.

IP address: 1592.168.2.2
Netmask: 255.255.255.0

[ <Back ][ Net> | [ Cancel

12. Select the type of IPv6 Internet access.

7 Setup Wizard for New Configuration for LANCOM 1781AW - V8.61 D2011-12-15 T... (s

Set up Intemet access B

IPvE Tunnel Selection

Es besteht die Maglichkeit, ihren Intemetzugang neben dem Intemet-Protokoll [Pvd
auch mit dem neueren |PvE {grokerer Adressraum) zu nutzen.

Bitte wahlen Sie die At des |PvE-Intemetzugangs:

@ Additional native IPvE- direct connection without tunnel

~) Gtod tunnel- Endpoint is detected automatically.

~) 6ind tunnel- Endpoint is provided by a tunnel broker, for example.
~) 6nd tunnel- Endpeint is made available by a provider.

fi\B'rt‘te beachten Sie, dass natives |Pv6 vom Provider unterstitzt werden muss.
= Ein Gto4-Tunnel ist auch ohne Provider-Unterstitzung moglich.

[ <Back ][ Net> | [ Cancel

You can select from the following options:

= Additional native IPv6: Configure a direct connection without a tunnel.
® 6tod tunnel: Start the wizard to configure a 6to4 tunnel.

® 6in4 tunnel: Use the input mask to set the parameters for the 6in4 tunnel.
= 6rd tunnel: Use the input mask to set the parameters for the 6rd tunnel.

Select the option for setting up a native IPv6 Internet connection.
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13. Accept the default setting of Automatically take IPv6 parameters from router advertisements.

7 Setup Wizard for New Configuration for LANCOM 1781 AW - V8.61 D2011-12-15 T... [x23a]

Set up Intemet access B
Natives IPvE
@ AL ically get IPvE from router adverti its (default)

() Manually set IPvE parameters:

o3

- /B4

WAN Parameters

i
Fa

[ <Back |[ Net> | [ Cancel |

14. You have completed the setup of the native IPv6 Internet access. Click on Finish when you are done and the wizard
will save your entries to the device.

Setup Wizard — Setting up IPv6 on an existing device

If you have a device configured for [Pv4 and you wish to set up an additional IPv6 connection, you have the option of
setting up the IPv6 connections with the Setup Wizard.

To save your entries and proceed to the next screen, click Next.

1. Then start the Setup Wizard in LANconfig. Highlight the device to be configured. The Setup Wizard is started either
by right-clicking and using the context menu, or with the Magic Wand icon in the toolbar

F3 Latcontg s R
File Edit Device Group View Tools H
*FRUSOIvVIBBRER H- %0 @ Qo LANCOM
) LANconfig x64 MName N— Address Location Device Status Progress D
Configure Curle0
Setup Wizard Ctrl+W Ok L
|+

Sl " MNo password L
| Check Ctrl+F5 No password L
[ Configuration Management 3 Ok L
Firmware Management 3 No password L

WEBconfig / Console Session 3

Menitor Device

Menitor Device Temporarily Ctrl+M
Menitor WLAN Device

Create trace output...

Set Date/Time...

Activate Software Option...

Reboot

Unlock SIM Card...

Delete Del

Cancel Action

Date Time Properties Alt+Enter -~
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2. In the Setup Wizard, select the option Set up Internet access. To continue, click on Next.

7 Setup Wizard for New Configuration for LANCOM 1781 AW - V8.61 D2011-12-15 T... [x23a]

Setup Wizard for New Configuration
for LANCOM 1781AW - V8.61 D2011...

This wizard lets you configure your device for specific
applications quickly and easily.

What do you want to do?

::P Basic settings
::P Configure WLAN

- Content Fiter Setup
} Provide remote access (RAS, VPN)

::P Connect two local area networks (VPN)
::P Remove remote site or access

::P Check security settings

::P Corfigure Dynamic DNS

MNeat > ]| Cancel |

3. Because your device is already IPv4-capable, the Setup Wizard gives you the opportunity to extend your existing
settings with IPv6. Select this option and click on Next.

. Setup Wizard for New Configuration for LANCOM 1781AW - V8.61 D2011-12-15 T... (w5

Set up Intemet access
Protocol Selection

Dieser Router unterstiitzt sowohl das weit verbreitete IPv4 Intemet-Protokoll, als auch
das neuere |PvE, welches insbesondere einen grilerer Adressraum emmoglicht.

Entscheiden Sie, welche Protokolle die neue Verbindung unterstitzen soll oder
erweitemn Sie eine bereits vorhandene Verbindung.

Create a new connection (dual stack |Pv4 and |PvE) (default)
Create a new connection {only [Pvd)
Create a new connection {only [PvE) (cumently unusual)

'@ Expand an existing |Pv4 connection with IPvE

Please select an existing Intemet connection to activate it for IPvE:

IPv4 remote site: T-LCLSURF hd

| « Back |[ MNeat = ]| Cancel

4. Select the type of IPv6 Internet access.

7 Setup Wizard for New Configuration for LANCOM 1781 AW - V8.61 D2011-12-15 T... [x23a]

Set up Intemet access
IPvE Tunnel Selection

Es besteht die Maglichkeit, ihren Intemetzugang neben dem Intemet-Protokoll [Pvd
auch mit dem neueren |PvE {grokerer Adressraum) zu nutzen.

Bitte wahlen Sie die At des IPvE-Intemetzugangs:

@ Additional native IPvE- direct connection without tunnel
Gto4 tunnel- Endpoirt is detected automatically.
Gind tunnel- Endpoint is provided by a tunnel broker, for example.
6rd tunnel- Endpoint is made available by a provider.

fi " Bitte beachten Sie, dass natives |PvE vom Provider unterstitzt werden muss.
* Ein Gto4-Tunnel ist auch ohne Provider-Unterstitzung moglich.

« Back |[ MNeat = ]| Cancel
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You can select from the following options:

= Additional native IPv6: Configure a direct connection without a tunnel.
= 6to4 tunnel: Start the wizard to configure a 6to4 tunnel.

® 6in4 tunnel: Use the input mask to set the parameters for the 6in4 tunnel.
= 6rd tunnel: Use the input mask to set the parameters for the 6rd tunnel.

Select the option for setting up a native IPv6 Internet connection.

5. Accept the default setting of Automatically take IPv6 parameters from router advertisements.

7 Setup Wizard for New Configuration for LANCOM 1781 AW - V8.61 D2011-12-15 T... [x23a]

Set up Intemet access B
Natives IPvE

@ Automatically get |PvE parameters from router advertisements (default)
Manually set |PvE parameters:

WAN Parameters

| « Back |[ MNeadt > ]| Cancel |

6. You have completed the setup of the native IPv6 Internet access. Click on Finish when you are done and the wizard
will save your entries to the device.

1.5.2 Setting up a 6to4 tunnel

The use of a 6to4 tunnel is feasible when

® Your device is IPv6 capable and you want to access IPv6 services,
= Your provider does not support a native IPv6 network and
= You do not have access to a so-called tunnel broker who can mediate your [Pv6 packets.

When using a 6to4 tunnel, the lack of support of IPv6 by the provider means the device does not receive an IPv6 address
or an IPv6 prefix.

The device calculates its own unique prefix from "2002::/16" and the hexadecimal representation of its own public IPv4
address from the provider. This application only works if the device has a public IPv4 address. The device does not receive
a public IPv4 address but an IPv4 address from a private address range only, for example when it accesses the Internet
via UMTS and the provider supplies an IP address from its private address range, or if the device does not access the
Internet directly, but is "behind" another router.

@ Connections through a 6to4 tunnel work with relays that are selected by the IPv4 Internet provider's backbone.
The device administrator has no influence on relay selection. Furthermore, the relay used can change without
the administrator knowing about it. For this reason, connections via a 6to4 tunnels are suitable for test purposes
only. In particular, avoid using 6to4-tunnel data connections for productive systems or for the transmission of
confidential data.

Working with LANconfig

To set up a 6to4 tunnel with LANconfig, proceed as follows:
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LANconfig can be started from the Windows Start bar: Click on Start > Programs > LANCOM > LANconfig.
LANconfig now automatically searches the local network for devices.

. Select the device on which you want to set up a 6to4 tunnel. Select it with a left-click and start the configuration

from the menu bar with Device > Configure.
Navigate to IPv6 > Tunnel and click on 6to4 tunnel.

= New Configuration for LANCOM 17814W @1

Q © - R Quickfinder IPvE-via-IPv4 Turnel

% .Configuration Legen Sie hier IPv&-Tunnel an, die dber IPv4-Netzwerke
> & Management verwendet werden.

> ey Wireless LAN [
. @" Interfaces
> @ Date & Time [ Gind tunnel ]

> @ Log & Trace [ 6rd tunnel ]
> @ Communication

> iy IPvd
i 6
a General
@ Router Advertisement
@ Tunnel
» g [P Router
> % Firewall/Qo5
> & Content Filter
> By VPN
> & Certificates
. @" COM Ports
> iy NetBIOS
> ¥ Public-Spot
> [ RADIUS Server
> il LANCAPI
> [} Least-Cost-Router
» /55 Printer

Gtod tunnel ]

[

LANCOM 0K ] [ —

Systems

4. C(lick on Add to create a new 6to4 tunnel.

6tod tunnel - New Entry @
Name of tunnel: UNNEL6TO4]
Interface tag: 0
Gateway address: 152.88.99.1
|Pv4 routing tag: 0
Firewall for this tunnel active

5. Set the name of the 6to4 tunnel.
6. Set the Interface tag to a value that uniquely identifies the network. All packets received by this device on this

network will be internally marked with this tag. The interface tag enables the routes which are valid for this network
to be separated even without explicit firewall rules.

@ Not yet functioning in LCOS 8.61 Public Beta 2.

. The Gateway address is set by default to the anycast address "192.88.99.1". This address can only be changed

with WEBconfig or Telnet.

Here you define the routing tag that the device uses to determine the route to the associated remote gateway. The
IPv4 routing tag specifies which tagged IPv4 route is to be used for the data packets to reach their destination
address.

. The default value is this tunnel's firewall.

If you disable the global firewall, you should also disable the firewall for the tunnel.

10. Accept your entries with OK.
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11. Change to the directory IPv6 > Router advertisements.

12.

13
14

15
16
17

18
19

20

1 Addendum to LCOS version 8.63 Public Beta

E MNew Configuration for LANCOM 1781AW

& © ~ 2 Quickfinder
% Configuration

> & Management

> ey Wireless LAN

Router Advertisement

arbeiten soll.

Hier kénnen Einstellungen zum MNeighbor Discovery Protocol
(MDP) korfiguriert werden, falls das Gerat als |PvE-Router

(2 el

. @" Interfaces

Interface options

> @ Date & Time

> @ Log & Trace

Prefix list

DMS options

> iy IPvd

[

_ [

> @ Communication [
[

i 6

[

Route options

a General

@ Router Advertisement
@ Tunnel

» g [P Router

> % Firewall/Qo5

> & Content Filter

> By VPN

> & Certificates

. @" COM Ports

> iy NetBIOS

> ¥ Public-Spot

> [ RADIUS Server

> il LANCAPI

> [} Least-Cost-Router

» /55 Printer

LANCOM

Systems

oK | [ Cancel

Autonomous (stateless) address configuration

Prefix delegation from: TUNNEL-ETO4 -

Open the Prefix list and click on Add.

Prefix list - New Entry -7 ==
Interface name: INTRANET -
Prefix: 64
Subnet D: 1

. Enter a name for the interface that is used by the 6to4 tunnel, e. g. "INTRANET".
. Set the value for the Prefix to "::/64" in order to accept the prefix issued by the provider automatically and in its

entirety.

. Accept the default value of "1" for the Subnet ID.

. Accept the activated option Stateless address configuration.

. In the field Prefix delegation from, enter the name of the tunnel that you have defined earlier, e.g. in the example

above "TUNNEL-6TO4".

. In the directory IPv6 > Router advertisements, open the Interface options, select the entry INTRANET and click

. Accept your entries with OK.
on Edit.
. Select the checkbox for Send router advertisements.
Interface options - New Entry @ .
Interface name: INTRAMET] - QK
[¥] Send router advertisements

[] Managed address corfiguration flag
Cther configuration flag

21. Accept all other default values without change.
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22. Save your entries with OK.

23. Change to the directory IP router > Routing.

GO- z‘v QuickFinder

E MNew Configuration for LANCOM 1781AW

%’ Configuration -
> %! Management
> ey Wireless LAN
. @" Interfaces
> ® Date & Time
> @ Log & Trace
> @ Communication
> iy IPvd
4 iy 16
a General
@ Router Advertisernen
@ Tunnel i
4 w2 [P Router
a General
@ Routing
Py Masq.
& MN:N Mapping
2 VRRP
> @ Firewall/Qo5
> & Content Filter
> By VPN
> & Certificates
. @" COM Ports
> iy NetBIOS
> ¥ Public-Spot
> [ RADIUS Server

W animan

LANCOM

Systems

(2 el

Routing table

Use this table to specify the remote sites to be used to access
different remote |P networks.

[ |Pv4 routing table ]

[ IPwE routing table ]

Time-dependent control

Time-dependent control can be used to specify various
destinations for the default route based on the time and day of
the week.

[ Time-dependent control of the default route enabled

Time control table

Load balancing

If your Intemet provider does not support real channel bundling,
it is possible to combine several connections with a load
balancer.

[ Load balancing enabled

Load balancing

[ ok ][ cancel

24. Open the IPv6 routing table and click on Add.

IPv6 routing table - New Entry

Prefic: /D)

Routing tag: 0

Router: TUNNEL-ETO4
Comment: Gtod-Tunnel

8|

-

25. Set the Prefix to the value "::/0".
26. In the field Routing tag accept the default value "0".

(D Not yet functioning in LCOS 8.61 Public Beta 2.

27. In the field Router, select from the list the name of the tunnel that you defined earlier, e.g. in the example above

"TUNNEL-6TO4".

28. Enter a descriptive Comment for this entry.

29. Save your entries with OK.
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30. Change to the directory IPv6 > General and enable the IPv6 stack.

= New Configuration for LANCOM 17814W -7 |z
© © - J3 Quickrinde [7] IP6 enabled

g Configuration Forwarding enabled
& Management

&) Wireless LAN IPvE Interfaces
6’ Interfaces Hier kdnnen Sie die physikalischen Intefaces und
@ Date & Time Gegenstellen den logischen |IPvE-Interfaces zuordnen.
@ Log & Trace [
@ Communication
oy 1P [ WAN interfaces ]
o 6
a General IPvE Networks

@ Router Advertisement Hier kdnnen Sie IPvE-Adressen und weitere
@ Tunnel Metzwerk-spezifische Parameter den logischen [PvE-Interfaces
zuordnen.

LAN interfaces ]

w IP Router
4 Firewall/QoS [ IPv6 addresses |
& Content Filter [ IPv6 ]
ERLL

& Certificates

&' COM Ports

oy NetBIOS

s Public-5pot

[# RADIUS Server
ol LANCAPI

E:';T Least-Cost-Router
/55 Printer

LANCOM

Systems

oK | [ Cancel

Working with WEBconfig

To set up a 6to4 tunnel with WEBconfig, proceed as follows:

1. Type into your browser's address bar the address of the device to be set up with a 6to4 tunnel.
2. Change to the directory LCOS Menu Tree > Setup > IPv6 > Tunnel > 6to4 and click on Add.

LCOS Menu Tree

= Setup
S IPv6
P Tunnel
6to4
& Peer-Name TUMNMEL-6TO4 (max. 16 characters)
7] Rtg-tag 0 (max. 5 characters)
7] Gateway-Address 192.88.99.1 (max. 64 characters)
7] IPvd-Rtg-tag 0 (max. 5 characters)
& Firewall Yes «

Enter a name for the remote peer, e. g. "TUNNEL-6T04".
4. Leave the Routing tag unchanged as the default value "0".

@ Not yet functioning in LCOS 8.61 Public Beta 2.

5. As the Gateway address you can accept the default value "192.88.99.1". This is the default anycast address for
6to4 relays that your device connects to.

This address is the reason why 6to4 tunnels are unstable and insecure. There is no assurance that a 6to4 relay will
be available, and publicly available 6to4 relays may not be trustworthy. There is no guarantee that the relay does
not record your traffic.
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In the field IPv4-Rtg-tag accept the default value "0"
Enable the firewall for this tunnel.
If you disable the global firewall, you should also disable the firewall for the tunnel.

Save your entries with Send.

. Change to the directory LCOS Menu Tree > Setup > IPv6 > Router-Advertisement, open the Prefix options
table and click on Add.

LCOS Menu Tree
P Setup
P |Pv6
P Router-Advertisement

Prefix-Options

& Interface-Name INTRANET (max. 16 characters)
& prefix w64 (max. 43 characters)
& subnetID 1 (max. 19 characters)
& Adv-OnLink Yes v

& Adv.-Autonomous Yes «

& PD-Source TUMNMEL-6TO4 (max. 16 characters)
& Adv.-Pref Lifetime 604300 (max. 10 characters)
& Adv.Valid-Lifetime 2592000 (max. 10 characters)

10. Enter a name for the interface that uses the 6to4 tunnel, e. g. "INTRANET".

11. Set the value for the Prefix to "::/64" in order to accept the prefix issued by the provider automatically and in its
entirety.

12. Accept the default value of "1" for the Subnet ID.
13. Set PD source to the name of the remote peer that you previously defined in the example above, e.g. "TUNNEL-6T04".
14. Save your entries with Send.

15. Change to the directory LCOS Menu Tree > Setup > IPv6 > Router-Advertisement, open the Interface options
table and click on Add.

LCOS Menu Tree
P Setup
P |PvE
P Router-Advertisement

Interface-Options

& Interface-Name INTRANET]| (max. 16 characters)
& Send-Adverts Yes «

& Min-RTRnterval 200 (max. 10 characters)
& Max-RTRAnterval 600 (max. 10 characters)
7] Managed-Flag No -

@Other—Conﬁg—Flag Yes -

& LinkMTU 1500 (max. 5 characters)
) Reachable-Time 0 (max. 10 characters)
7] Crt-Hop-Limit 0 (max. 5 characters)
& Default-Lifetime 1800 (max. 10 characters)

16. Accept all other default values without change.
17. Save your entries with Send.
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18. Change to the directory LCOS Menu Tree > Setup > IPv6, open the Routing table and click on Add.

LCOS Menu Tree
= Setup
P |Pv6

Routing-Table

& prefix <0 (max. 43 characters)
7] Rtg-tag 0 (max. 5 characters)

& Peer-orIPv6 TUMNMEL-6TO4 (max. 56 characters)
& Comment Gto4-Tunnel| (max. 64 characters)

19. Set the Prefix to the value "::/0".
20. In the field Rtg-tag accept the default value "0".

@ Not yet functioning in LCOS 8.61 Public Beta 2.

21. In the field Peer or IPv6, enter the name of the interface that will use the 6to4 tunnel, e.g. "TUNNEL-6TO4" in the
example above.

22. Enter a descriptive Comment for this entry.
23. Save your entries with Send.

24. Enable the IPv6 stack under LCOS Menu Tree > Setup > IPv6 by setting the option Operating to "yes" and save
with Send.

LCOS Menu Tree
= Setup
P |Pv6
Operating

& Operating Yes: v
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