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Addendum to LCOS-Version 7.6

Overview

This addendum describes the new functions with LCOS version 7.6 and the modifications since release 7.5:

m Configuration

|

O0O0Do0o0oooooad

Telnet: Enhanced functions for editing commands

Telnet: Functions for editing commands

WEBconfig: New WEBconfig with comprehensive device status, on-line help, etc.
Load files directly from a TFTP or HTTP server into the device

Managing rights for different administrators — administrators without trace rights
Asymmetric Firmsafe

LANconfig: Transferring device configurations to similar models

LANconfig: Automatic backup of configuration

LANconfig: Customizing the toolbar

LANconfig: Object-oriented definition of firewall rules (see Firewall)

LL2M: LANCOM Layer 2 Management protocol (LL2M)

B Diagnosis

O0O0O0ooao

O0o0ooogao

LANmonitor: Saving support files with trace data, device configuration, bootlog and sysinfo
LANmonitor: Automatic backup of trace data

LANmonitor: Trace configuration with Wizards

LANmonitor: Display of Show commands

LANmonitor: Display of status information and statistics

LANmonitor: SSL-encrypted Telnet connection

Display of SYSLOG in LANmonitor and WEBconfig

AN

Flexible selection of the PPP authentication protocols

The Action table

GnuDIP support

COM port forwarding, using the serial interface in the LAN

Flexible definition of WAN-RIP remote stations by using place holders.
Interfaces tags for remote sites

m VPN

O
O
O
O

Unlimited number of VPN remote sites
Extended Authentication Protocol (XAUTH)
Backup via alternative VPN connection
Multi-level certificates

B Firewall

O
O
O
O
O

Object-oriented definition of firewall rules with LANconfig
Restricting the firewall rule to backup connections
Restricting the firewall rule to one station's connections
Specification of a maximum number of connections
Specification of a percentage of bandwidth

| Voice over IP
New parameters for SIP provider lines ans SIP-PBX lines:

Oo0o0o0oogao

Local port number
(Re- ) registration
Line monitoring
Monitoring interval
Trusted

Privacy method

New parameter for ISDN ans SIP users:
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O CLIR
New parameters for Analog users:

0 Caller-1D Signaling

O Caller-1D Transmission Requirements
m WLAN

0 WLAN: Packet forwarding adjustable per SSID

O DFS 2, version 1.4: Release of channels for weather radar

0 Central WLAN management: Internal script storage (script management without an HTTP server)
B Messaging

O SNMP traps: configurable trap version
| RADIUS

O VLAN ID in the table for RADIUS users

O Masking of calling and called users in the RADIUS user table
B DHCP

O BOOTP: Assignment of fixed IP addresses or boot images to specific workstations depending on the IP net-
work (ARF)

B Other changes
O Access lists with routing tags
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B Configuration

B.1  Configuration with different tools

B.1.1  Telnet

New with LCOS 7.6:
B Extended functions for editing commands
B Function keys

Open Telnet session

To commence the configuration, start Telnet from the Windows command line with command:
C:\>telnet 10.0.0.1

Telnet establishes a connection to the device with the IP address entered.

After entering the password (assuming one has been set to protect the configuration) all of the configuration com-
mands are available to you.

Linux and Unix additionally support Telnet sessions via SSL-encrypted connections.
Depending on the distribution it may be necessary to replace the standard Telnet application with an SSL-
capable version. Start the encrypted Telnet connection with the following command:

C:\>telnet -z ssl 10.0.0.1 telnets

Changing the console language

The terminal mode operates with the languages English and German. LANCOM devices are set with English as the
standard console language. . If necessary, change the console language with the following commands:

WEBCconfig Expert configuration P> Config-Module > Language

Telnet set /Setup/Config/Language Deutsch

Close the Telnet session
To close the Telnet session, enter the command exit at the command prompt:

C:\>exit

Structure of the command-line interface
The LANCOM command-line interface is always structured as follows:

. Telnet 192.168.2.23

it

i LANCOM L-54ag Wireless

i Ver. 7.68.8123RC1 ~ 17.12.206088
i 8N. ©B88528688482

i Copyright <(c> LANCOM Systems

Connection No.: 882 (LAN>

| Status

Contains the status and statistics of all internal modules in the device
m Setup

Contains all adjustable parameters of all internal modules in the device
B Firmware

Contains the firmware management
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B Others

Contains actions for establishing and terminating connections, reset, reboot and upload.

Command-line commands

The LANCOM command-line interface can be operated with the following DOS- or UNIX-style commands. The LCOS
menu commands that are available to you can be displayed at any time by entering HELP at the command line.

@ Supervisor rights are necessary to execute some commands.

beginscript Resets the console session to script mode. In this state, commands entered are not transferred directly to
the LANCOM's configuration RAM but initially to the device's script memory.

cd [PATH] Switch to the current directory.
Various abbreviations can be used, such as replacing " cd ../.." with "cd ...", etc.

del [PATH]* Deletes the table in the branch of the menu tree defined with Path.

default [-r] [PATH]

Resets individual parameters, tables or entire menu trees back to their default configuration. If PATH indi-
cates a branch of the menu tree, then the option -r (recursive) must be entered.

dir [PATH]
list [PATH]
Is [PATH]
I [PATH]

Displays the current directory content.

The suffix parameter "-a" lists the SNMP IDs associated with the content of the query. The output begins
with the SNMP ID of the device followed by the SNMP ID of the current menu. The SNMP IDs of the subor-
dinate items can be read from the individual entries.

do [PATH] [<Parameter>]

Executes the action [PATH] in the current directory. Other parameters can be entered in addition.

echo <ARG>... Display argument on console

exit/quit/x Ends the command line session

feature <code> Activation of a software feature with the feature code as entered

flash Yes/No Changes to the configuration using commands in the command line are written directly to the boot-resis-
tant Flash memory of the devices as standard (flash yes). If updating the configuration is suppressed in
Flash (flash no), changes are only stored in RAM (deleted on booting).

history Displays a list of recently executed commands. Command "!#” can be used to directly call the list com-
mands using their number (#): For example, "13" runs the third list command.

killscript Deletes the script session contents yet to be processed. The script session is selected by its name.

loadconfig Load configuration into device via TFTP client

loadfirmware

Load firmware into device via TFTP client

loadscript

Load script into device via TFTP client

passwd

Change password

passwd -n new [old]

Change password (no prompt)

ping [IP address or name]

Sends an ICMP echo request to the IP address specified

readconfig

Display of the entire configuration in the device syntax

readmib

Display of the SNMP Management Information Base

readscript [-n] [-d] [-] [-m]
[PATH]

In a console session, the readscript command generates a text dump of all commands and parameters
required to configure the LANCOM in its current state.

repeat <INTERVAL> <Com-
mand>

Repeats the command every INTERVAL seconds until the process is ended with new input

sleep [-u] value[suffix]

Delays the processing of configuration commands by a particular time or terminates them at a particular
time. Permissible suffixes are s, m and h for seconds, minutes and hours. If no suffix is defined, the com-
mand uses milliseconds. With option switch -u, the sleep command accepts times in format MM/DD/YYYY
hh:mn:ss (English) or in format TT.MM.JJJJ hh:mm:ss (German). Date configuration is only accepted if
the system time is set.

stop

Ends the PING command

set [PATH] <value(s)>

Sets a configuration parameter to a particular value.
If the configuration parameter is a table value, a value must be specified for each column.
Entering the "*" character leaves any existing table entry unchanged.

set [PATH] ? Listing of the possible input values for a configuration parameter.
If no name is specified, the possible input values for all configuration parameters in the current directory are
specified.

setenv <NAME> <VALUE> Set environment variable

unsetenv <NAME> Delete environment variable

getenv <NAME> Display environment variable (no line feed)

printenv Display the entire environment
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show <options> Display of special internal data.

show ? displays all available information, such as most recent boot processes (‘bootlog’), firewall filter rules
(filter’), VPN rules ('VPN') and memory usage ('mem’ and ‘heap’)

sysinfo Display of system information (e.g. hardware/software version)

testmail Sends an e-mail. See 'testmail ?' for parameters

time Set time (DD.MM.YYYY hh:mm:ss)

trace [...] Configuration of the diagnostics display.

who List active sessions

writeconfig Load a new configuration file in the device syntax. All subsequent lines are interpreted as configuration

values until two blank lines occur

writeflash Load a new firmware file (only via TFTP)

Il

Repeat last command

l<num> Repeat command <num> times
I<prefix> Repeat last command beginning with <prefix>
ti<blank> Comment

B PATH:

O Path name for a menu or parameter, separated by / or \
O .. means one level higher

O . means the current level

VALUE:

00 Possible input value

0O ""isa blank input value

NAME:

O Sequence of characters (made up of _0..9A..2)

O First character cannot be a digit

O Case insensitive

All commands and directory/parameter names can be entered using their short-forms as long as they are unam-
biguous. For example, command “sysinfo” can be shortened to “sys” and "cd Management” to "c
ma”. Input “cd /s" is not valid, however, since it corresponds to both "cd /Setup” and "cd /Sta-

"

tus'.
Names that contain spaces must be enclosed within quotation marks (“*).

A command-specific help function is available for actions and commands (call the function with a question mark
as the parameter). For example, 'ping ?' shows the options of the integrated ping command.

Enter "2’ on the command line for a complete listing of the console commands available.

Functions for editing commands

The following commands can be used to edit commands on the command line. The “ESC key sequences” show (for
comparison) the shortcuts used on typical VT100/ANSI terminals:

Up arrow ESC[A In the list of commands last run, jumps one position up (in the direction of older
commands).

Down arrow ESC[B In the list of commands last run, jumps one position down (in the direction of
newer commands).

Right arrow Ctrl-F ESC[C Moves the insert cursor one position to the right.

Left arrow Ctrl-B ESC[D Moves the insert cursor one position to the left.

Home or Pos1 Ctrl-A ESC [A ESC [17( Moves the insert cursor to the first character in the line.

End Ctrl-E ESC [F ESC OF ESC [4 Moves the insert cursor to the last character in the line.

Ins ESC[ESC[2” Switches between input and overwrite modes.

Del Ctrl-D ESC <BS>ESC [3" Deletes the character at the current position of the insert cursor or ends the Tel-

net session if the line is blank.

erase <BS><DEL> Deletes the next character to the left of the insert cursor.
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erase-bol Ctrl-U Deletes all characters to the left of the insert cursor.
erase-eol Ctrl-K Deletes all characters to the right of the insert cursor.
Tabulator Completes the input from the current position of the insert cursor for a command

or path of the LCOS menu structure:

| If there is only one possibility of completing the command/path, this is accepted
by the line.

| If there is more than one possibility of completing the command/path, this is
indicated by an audible sound when pressing the Tab key. Pressing the Tab key
again displays a list of all possibilities to complete the entry. Then enter another
character, for example, to allow unambiguous completion of the input.

| If there is no possibility of completing the command/path, this is indicated by
an audible sound when pressing the Tab key. No further actions are run.

Function keys for the command line
B Telnet: Setup » Config P> Function keys

The function keys enable the user to save frequently used command sequences and to call them easily from the com-
mand line. In the appropriate table, commands are assigned to function keys F1 to F12 as they are entered in the
command line.

B Key
Name of function key.
Possible values:
0 Selection from function keys F1 to F12.
Default:
o F
B Mapping
Description of the command/shortcut to be run on calling the function key in the command line.
Possible values:
O All commands/shortcuts possible in the command line
Default:
O Blank
Special values:
0 The caret symbol /A is used to represent special control commands with ASCII values below 32.7a
00 A stands for Ctrl-A (ASCII 1)
0 AZ stands for Ctrl-Z (ASCII 26)
O A[ stands for Escape (ASCII 27)
O A Adouble caret symbol stands for the caret symbol itself.

If a caret symbol is entered in a dialog field or editor followed directly by another character, the operating

@ system may possibly interpret this sequence as another special character. A Windows operating system
makes, for example, an A from input caret symbol + A. To call the caret symbol itself, enter a space before
the following character. Sequence AA is then formed from caret symbol + space + A.

B.1.2  WEBconfig

New with LCOS 7.6:
B New WEBconfig with search function, comprehensive device status, on-line help, etc.

Device settings can be configured from any Web browser. WEBconfig configuration software is an integral compo-
nent of the LANCOM. A Web browser is all that is required to access WEBconfig. WEBconfig offers similar Setup
Wizards to LANconfig and hence provides the perfect conditions for easy configuration of the LANCOM — although,
unlike LANconfig, it runs under any operating system with a Web browser.

To carry out a configuration with WEBconfig, you need to know how to contact the device. Device behavior and
accessibility for configuration via a Web browser depend on whether the DHCP server and DNS server are active in
the LAN already, and whether these two server processes share the assignment in the LAN of IP addresses to sym-
bolic names.
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Following power-on, unconfigured LANCOM devices first check whether a DHCP server is already active in the LAN.
Depending on the situation, the device can either enable its own DHCP server or enable DHCP client mode. In the
second operating mode, the device can retrieve an IP address for itself from a DHCP server in the LAN.

If a LANCOM Wireless Router or LANCOM Access Point is centrally managed from a LANCOM WLAN
Controller, the DHCP mode is switched from auto-mode to client mode upon provision of the WLAN confi-
guration.

Network without a DHCP server

In a network without a DHCP server, unconfigured LANCOM devices enable their own DHCP server service when
switched on and assign IP addresses, information on gateways, etc. to other computers in the LAN (provided they
are set to automatic retrieval of IP addresses —auto DHCP). In this constellation, the device can be accessed by every
computer with the auto DHCP function enabled with a Web browser under IP address 172.23.56.254.

With the factory settings and an activated DHCP server, the device forwards all incoming DNS requests to
the internal Web server. This means that a connection can easily be made to set set up an unconfigured
LANCOM by entering any name into a Web browser.

¥J LANCOM L-54ag Wireless - Login - Mozilla Firefox o =]

Datei  Bearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hilfe

- c H TR | |http:,|’,|’anyname 2> - |'|Google ).'

LANCOM

Systems

LANCOM L-54ag Wireless

v et o nNecting Yy our business

LANCOM L-54ag Wireless

Password |
Ok

are using an
connection. The
ll be transmitted as plain

Encrypted connection.

|F=r+ir| ,ﬁ .

If the configuration computer does not retrieve its IP address from the LANCOM DHCP server, it determines the cur-
rent IP address of the computer (withStart » Run » cmd and command ipconfig at the prompt under Windows
2000 or Windows XP, with Start » Run » cmd and command winipcfg at the prompt under Windows Me or
Windows 9x or with command ifconfig in the console under Linux). In this case, the LANCOM can be accessed with

un

address x.x.x.254 (the “x"s stand for the first three blocks in the IP address of the configuration computer).

Network with DHCP server

If a DHCP server for the assignment of IP addresses is active in the LAN, an unconfigured LANCOM device disables
its own DHCP server, switches to DHCP client mode and retrieves an IP address from the DHCP server in the LAN.
However, this IP address is initially unknown and accessing the device depends on the name resolution:

B If the LAN also has a DNS server for name resolution and this communicates the IP address/name assignment to
the DHCP server, the device can be reached under name "-<MAC address>", e.g. “-00a057xxxxxx".

O imix
File Edit Miew Favorites Tools Help |-
GBack + = - ) at | Qhsearch [GelFavorites  GMedia &4 | N S
Adsiess | hitp://-00205700094A =] e Juks >
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@ The MAC address on a sticker on the base of the device.

B If there is no DNS server in the LAN, or if it is not coupled to the DHCP server, the device cannot be reached via
the name. In this case the following options remain:

0 Use LANconfig's “Find Device” function, or perform WEBconfig's “Device Search” from another yet acces-
sible LANCOM.

0 Use suitable tools to find out the IP address assigned to the LANCOM by DHCP and access the device directly
using this IP address.

00 Use the serial configuration interface to connect a computer running a terminal program to the device.

Login
When prompted for user name and password when accessing the device, enter your personal data in the appropriate
fields. Observe the use of upper and lower case.

If you used the general configuration access, only enter the corresponding password. The user name field remains
blank in this case.

As an alternative, the login dialog provides a link for an encrypted connection over HTTPS. Always use the
@ HTTPS connection for increased security whenever possible.

LANCOM

Systems

L..toenneecting your buslnoess

MyLANCOM

Login
Password ,"”""7
0Ok

Caution! Your are using an
rypted cannectian. The
will be transmitted as plain

I

Encrypted connection

Setup Wizards

The setup Wizards allow quick and easy configuration of the most common device settings. Select the Wizard and
enter the appropriate data on the following screens.

A% Setup Wizarcs

@ System information Setup Wizards LANCOM

P Contiguration Systems.

?LOOSME"”T’EE [ Logout c..conmecting your business
{4 File management

7 Extras

[ HTTP-Session Please choose the desired wizard:

B Logout * GhBasic Settings.

() Gheck Security Settings

« @ Set up Internet connection

« i@ Selection of Intemet Povider

» s Setup a RAS Account

» P Conneot Two Local Area Networks
* . Configure WLAN interface

* ¥ Configure dynamic DNE

* v* Create Public Spot Account

@ The settings are not stored in the device until inputs are confirmed on the last screen of the Wizard.
S

ystem information

Under the "System Data" tab on the system information screen displays general information on the device including
its location, the firmware version, the serial number, etc.
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[H- % Setup Wizards
[ & System information
B3- 2 Configuration

A Other

[F- [ File management
B 3 Extras

[H- [ HTTP Session
— [B Logout

System information LANCOM
Systems

& Logout connecting your businaes
System data Device status

Name:

Location; |Aa:hen Brand

Administrator: I

Comments: |

Device type: |LANCOM 1722 YolP (Annex B)

Hardware release: A

Firmware version: |7 £0.0092 /06.11.2008

Serial number: 000019900010

The “Device status” tab contains comprehensive information on the current operating state of the device. This inclu-
des, for example, a visual representation of the interfaces with information on the networks active on them. Appro-
priate links can be used to call up further relevant statistics (such as DHCP table). For significant configuration
deficiencies (such as invalid time setting), a direct link to the appropriate configuration parameters is provided.

A Setup Wizards
@ sy

? Configuration

# LCOS Menu Tree
[ File management
# Extias

[E5 HTTP-Session
B Logout

em information

System information LANCOM
Systems
[ Logout L..cennecting your business
Bystemdata Device status ‘Byslog
Interface/Port State/Mode Information
CPU-Load Current 5.56%
Total: 12.5 MBytes
M
L Free: 3.3 MBytes
Num-Stations 1
Noise-Level: -85dBm
AN Operating: Yes e ;
i e
Operation-Mode: Access-Paint _
Transmit-Power: 15dBm
Throughput: 4.5KB
Point-to-Point cannsctions No connections are configured.
- iy
L w
o g
Assignment: LAN-1
Private-Mode: No
Link-Active: Yes
LAN4 * Connector: 100 Mbit Full-Cuplex
Auto-Negotiation: Completed
Flow-Control: Yes
MOI-Mede: MDIX
Network-name Server-Flags
DHCP INTRANET Client CHGP-Table
CNS Operating Yes Hit-List
Connection:
VPN Tunnel o
Ne connection available
State Setup
App none
S0-1-B1
Mode: unk.
Number.
ISDN 50-1: Deactivated (F2)
State Setup
App none
-1-B2
SotE Mode: unk.
Number:
Ifc Link-Active
DSL-1 No
DSLol DsL-2 No
DsLa No
DsSL4 No
Time Invalid time Set Oate and Time
Configured Networks
IP-Addresses INTRANET. 192.162.2.35
DMZ. 0.0.0.0

The amount of information shown on this screen can be defined under Setup/HTTP/Show device information. An
index number is also used to specify the display sequence.
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)g' Setup Wizards
@ System information
ﬁ Configuration

LCOS Menu Tree

Lf‘('JSS' I‘;‘!enu Tree B Logout m
atus
& setup LCOS Menu Tree
% g{:ware & Setup
er “PHITP
({4 File management
# Extras Show-device-information

HTTP-Session
B Logout 9 Device-nformation cPU s

& Position EAZL%DW (max. 10 characters)

Ethemet-Ports
TroughputEthemet)
UMTEModem-Interface
Router

Firgarall

[8] b
DNS

WP

ADSL

ISDN

DSLoL

Time
IP-Addresses
Cperating-Time

LANCOM devices also store syslog information to the main memory (see Syslog). You can also view the latest syslog
entries in WEBconfig under "System information"”.

Ao Setup Wizards
& System information
7 Configuration

COS WMenu Tree B Logout m

System information

Status

- o Syskog

Firmuare

A Other Idx. Time Source  Level Message

[ File management 1 12/18/2008 16:35:21 LOCALO Enor  WPN: Enor for peer LCS: IFC- -No-channel-available
‘? Extras 2 12/18/2008 16:35:21 LOCALO Emor  VPN: Eror for peer LCS: IFC-l-No<channel-available
[F| HTTP-Session 3 12/18/2008 16:35:21 LOCALO  Emor VPN: Enor for peer LCS: IFC-I-No-pollHable-entry-matched
@ Logout 4 12/18/2008 16:35:22 LOCALO Emor  VPN: Eror for peer LCS: IFC- -Nochannel-available
5 12/18/2008 16:35:22 LOCALO Enor  VPN: Eror for peer LCS: IFC- -Nochannel-available
6 12/13/2008 16:35:22 LOCALO Enor  WPN: Enor for peer LOS: IFC- -Nochannel-available
7 12/18/2008 16:35:23 LOCALO Emor  WPN: Ermor for peer LCS: IFC-l-No<channel-available
8  12/13/2008 16:35:23 LOCALO Enor  WPN: Enor for peer LCS: IFC- -No-channel-available
9 12/18/2008 16:35:24 LOCALO Emor  VPN: Ermor for peer LCS: IFC-l-No<channel-available
10 12/18/2008 16:35:24 LOCALO Enor  VPN: Enor for peer LCS: IFC- -No-channel-available
11 12/18/2008 16:25:25 LOCALO Emor  VPN: Ermor for peer LCS: IFC-l-Nochannel-available
12 12/18/2008 18:25:25 LOCALO Enor  VPN: Eror for peer LCS: IFC- -No-channel-available
13 12/18/2008 16:3! LOCAL3S  Alarm Dst: 10.1.1.3:437 {los-en}, Sro: 192.168.145.1:137 (UDP}: intrusion detection
14 12/18/2008 163 LOCAL3 Alarm Dst: 10.1.1.3:127 {les-en}, Src: 192.188.145.1:137 (UDP): port filter
15 12/18/2008 16:3! LOCALO Enor  WPN: Enor for peer LCS: IFC- -No-channel-available
16 12/18/2008 16:3! LOCALO Emor  VPN: Eror for peer LCS: IFC-l-No<channel-available
17 12/18/2008 16:33:25 LOCAL3 Alarm Dst: 10.1.1.3:137 {los-en}, Src: 192.168.202.1:137 (UDP): intrusion detection
Configuration

Menu area “Configuration” provides the configuration parameters in the same structure as they are used in
LANconfig.

Please note that not all settings can be configured from this configuration view.

A Setup Wizads
E em information Interfaces L A N c D M

Configutation Systems

¥ Management & Logout
@ Interfaces

ennecting you busines

b AN LAN WAN Modem VLAN
[7] Ethemet Ports -
e WAN
&P Modem Ethernet Ports
i VLAN

Ethernet Port Interface usage Transfer mode MDI mode Private mode

- @ Date & Time

- i@ Log & Tiace ETHY LAN- Auto Auto off
H- 8 Communication ETH2 LAN-1 Auto Auto off
- oy TCPIP ETHa LAN-1 Auto Auto off

ETH4 LAN-1 Auto Auto Off

e

kG

e

[E

B &5 1P Router
- @ Firewall/CoS
B & ven

- a Certificates
B g7 COM-Parts

B ol IPX/SPX

By NetBIOS

- iy LANCAPI

B i Least-Cost-Router
B 2 VolP Call Manager
B~ 55 Printer

i P LCOS Menu Tree

I I3 File management

H- 3 Extras

- [ HTTP Session

| — (B 1 nonut

A

LCOS menu tree

Menu area “LCOS menu tree” provides the configuration parameters in the same structure as they are used under
Telnet. Clicking the question mark calls up help for each configuration parameter.
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A Setup Wizards
& System information LCOS Menu Tree
‘? Configuration
LCOS Menu Tree B Logout
[ status
[ Setup LCOS Menu Tree
; g{?‘mare & Setup
5 er
3 Intedaces
[§ File management
E:T'?S Ethernet-Ports
-Session
B Logout @ Port
o] Assignment
@ Connector
@ MDIMode
@ Private-Mode

LAN-1
LAN-1 =

File management

The menu area “File management” contains all actions with which files are downloaded from the device and uploa-

LANCOM

Systems
I Logout

ded to the device:
B Uploading new firmware
B Saving configuration
B Uploading configuration
B Using configuration script
B Saving configuration script
B Uploading certificate or file
B Downloading certificate or file
G Setup Wizards .
[ 4 System information File management
- ? Configuration
[ 2 LcOS Menu Tree
aa Status
i;ﬁ Setup
WP Firmware Plaase choose the desired operation:
3 Other AP Pty o FinoverelUpbodd
Ei Ig E\,\:r;w;anagémem » [[ Save Confiquiation
B[] HTTP-Session : g gxz[’tecg‘mug?:gn Sciipt
— (B Logout = [ Save Configuration Script
» £ Upload Cettificate or File
- & Download Cerificate or File
Extras

The menu area "Extras” contains a few functions that simplify device configuration.

[ % Setup Wizards

— & System information

B 3 Configuration

[- 3 LCOS Menu Tree

B [§3 File management

[ 3 Extias

& Search

I3 Get Device SNMP MIB

@ Show/Search Other Devices
43 Display Key Fingerprints

£ Edit List of Allowed SSH Public Keys
< Create TCP/HTTP Tunnel
<5 Enable Software Option

@ Set Date and Time
 Change password

B Reboot .
Change password
B [E5] HTTP-Session 2 2 REE
i I | oaout

Extras LANCOM

Systems
B Logout

Please choose the desired menu entry:

* @ Search

* I Get Device SNMP MIB

» &3 Show/Search Other Devices

» 3 Display Key Fingerprints

« 5 Edit List of Allowed SSH Public Keys
« s Create TCP/HTTP Tunnel

* .5 Enable Software Option

* (2) Set Date and Time

The search function can be used, for example, to search the names for all configuration parameters. If you know the
name for a particular configuration parameter, but do not know which menu is used to reach this entry, you can
quickly locate the required place in the LCOS menu in this way.

[ 2 Setup Wizards

— B System informaticn

B 2 cConfiguration

[H- 3 LCOS Menu Tree

- [§3 File management

[ 3 Extias

& S=arch

& Get Device SNMP MIB

& Show/Search Other Devices
43 Display Key Fingerprints

& Edit List of Allowad SSH Public Keys
= Create TCP/HTTP Tunnel
<5 Enable Software Option

@ Set Date and Time

) Change password

8 Reboot

B[] HTTP-Session

L — B 0

Search Results

LANCOM

Systems
B Logout

The following matches were found for your search term 'radius®

LCOS Menu Tree: Status/TCP-IP/RADIUS-Client
90%
config/1/8/13

LCOS Wenu Tres: SetupWAN/RADIUS
90%

configiz/ziz2

LCOS Menu Tree: Setup/RADIUS
80%
configi2/25

1"
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Using the Show/Search function, you can search for other LANCOM devices in your network and switch directly to
the configuration of the devices located via a corresponding link.

iﬁ Setup Wizards p
ﬂ System information Show/Search Other Devices L A N E D M
# Configuration Systems
B e i B Logou
ile managemen
Extras
& Search Below is a list of all devices found during the previous scans. Click onto the links to jump to a device's WEBcontig. You may also rescan the local ol
I® Get Device SNMP MIB a remote network with the buttons below the table.

&8 Show/Search Other Devices

s Name Device Type Address Status
Display Key F t
E'd.ff’| i — MyLANCOM LANCOM 1811 Wireless OSL 158 168.2.55 Ready
& i List o IOt ublic Reys = = — . =
< Create TGP/HTTP Tunnel & VP-100-004057127eLANCOM VP-100 LANCOM VP-100 192.168.2.47 Ready

< Enable Software Gption
() Set Date and Time

'S Change password

T Reboot

3 [E HTTP-Session

HTTP session

Menu area "HTTP session” allows you to customize the display of the WEBconfig interface to your output device for
improved readability, e. g. by lowering the resolution or increasing the contrast.

A Setup Wizards 5
6 System information HTTP-Session L A N c D M
# Configuration Systems

LiE e fLogout
[§3 File management

P Extras
[E2 HTTP-Session Please choose the used style for this session:

(B Logout

* [ Switch to normal design
» | Swiich to design for small resolutions
» [ Switch to design with hight contrast

B.2  Load files directly from a TFTP or HTTP server into the device

New in LCOS 7.60:
B Specification of server, path and file in URL notation
B Loading files into the device from an HTTP(S) server

Certain functions cannot be run satisfactorily, or not at all, via Telnet. These functions include those where entire files
are transferred, such as the upload of firmware, and saving or restoring configuration data. TFTP or HTTP(S) is used
in these cases.

B.2.1 TFTP

TFTP is available in Windows operating systems as standard. It enables the simple transfer of files to/from other
devices over the network.

The syntax of the TFTP call is dependent on the operating system. The syntax under Windows:

tftp -1 <IP address Host> [get|put] source [destination]

The ASCII format is pre-configured on many TFTP clients. Binary transmission therefore usually needs to be
selected explicitly for the transfer of binary data (suchas firmware). Parameter '-i* is used for this in this
example under Windows.

If the device is password-protected, user name and password must be included in the TFTP command. The file name
is either made up of the master password and the command to be executed (for supervisors), or of the combined
user name and password separated by a colon (for local administrators), with the command as a suffix. A command
sent by TFTP therefore resembles the following:

B <Master password><Command> or

B <User name>:<Password>@<Command>

The rights to use TFTP can be restricted for administrators—see also “Managing rights for different administrators”.

B.2.2 Loading firmware, device configuration or script via HTTP(S)

By supporting HTTP and in particular HTTPS, downloads of firmware, device configurations or scripts can also be used
by LANCOM devices for automated processes (e.g. self-provisioning) that source files from the Internet. In practice
it is far simpler to provide a cental HTTPS server with a unique Internet address (URI) than a comparable TFTP server,
and an existing Web server can be modified to offer this function.

A certificate used optionally for the HTTPS server is uploaded by WEBconfig to the device as the SSL root CA certifi-
cate:
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A Setup Wizards ) .

@ System information Upload Certificate or File L A N c D M
? Configuration Systems

# LCOS Menu Tree [ Logout

[ File management
P Extras
[EHTTP-Session

B Logsit Upload Certificate or File
ogouf

Select which file you want to upload, and its name/lecation, then click on ‘Start Upload':

File Type: I S5L - Cerificate (* perm, *.ct *.car [BASERA]) ;]

File Name/Location: Durchsuchen..
Passphrase (if required): sssssssss

Caution: Files are not being checked for correct contents or passphrase during upload. These checks are performed by the individual medules usin,
these files. When uploading certificates. possible enor messages can be seen in the VPN status trace immediately after download.

B.2.3  Loading firmware, device configuration or script via HTTP(S) or TFTP

Along with the option to load firmware or a configuration file into a device using LANconfig or WEBconfig, Telnet
and SSH can also be used to directly upload the relevant files from an HTTP(S) or TFTP server. This process can simplify
device administration in larger installations with regular firmware update and/or configuration. HTTP(S) and TFTP
can also be used to load scripts (e.qg. with partial configurations) into devices.

For this, the firmware and configuration files or scripts are stored on an HTTP(S) or TFTP server. A TFTP server is iden-
tical to an FTP server in terms of functionality, but uses a different protocol for data transmission. When using an
HTTPS server, a certificate used to check the identity of the server can be stored on the device. The files can be retrie-
ved from this server with the following commands:
B LoadConfig
B LoadFirmware
B LoadScript
The server, the directory and the file can be specified in two ways:
B By using the TFTP protocol with parameters -s and -f.

00 -s <Server IP address or server name>

00 -f <File path and file name>

B Touse TFTP or HTTP(S), the command can be specified in the usual URL notation (either TFTP or HTTP(S) is entered
as the protocol):

0 Command protocol://server/directory/file name
When accessing a password-protected area on an HTTP(S) server, user name and password are entered accor-
dingly:
0 Command protocol://user name:password@server/directory/file name
When using HTTPS, a certificate can be specified with which the identity of the server is checked.
00 -c <Certificate name>

The following variables are permitted in the file name (including path):

%m - LAN MAC address (hexadecimal, lowercase, no separators)

%s - Serial number

%n - Device name

%I - Location (from the configuration file)

%d - Device type

Examples:

The following Telnet command loads a firmware file named 'LC-1811-5.00.0019.upx" into the device from directory
'LCOS/500" on the server with IP address '192.168.2.200":

B LoadFirmware -s 192.168.2.200 -f LCOS/500/LC-1811-5.00.0019.upx

The following command in a Telnet session loads a script consistent with the MAC address from the server with IP
address '192.168.2.200" into the device:

B LoadScript -s 192.168.2.200 -f %m.lcs

The following command in a Telnet session loads into the device a firmware file named 'LC-1811-5.00.0019.upx’
from directory ‘download' on the HTTPS server with IP address ‘'www.myserver.com'. The identity of the server is che-
cked with the “sslroot.crt” certificate.

B LoadFirmware -c sslroot.crt https://www.myserver.com/download/LC-1811-5.00.0019.upx

If the parameters -s and/or - f are not specified, the device uses default values set in path /setup/config/TFTP-
Client:

13
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Config address
Config file name

Firmware address

Firmware file name

These default values can be used if the latest configurations and firmware versions are always stored under the same
name in the same location. In this case, the simple commands LoadConfig and LoadFirmware can be used to
load the relevant files.

B.3  Managing rights for different administrators

New in LCOS 7.60:
B Administrators without trace rights

Multiple administrators can be set up in the configuration of the LANCOM, each with different access rights. Up to
16 different administrators can be set up in a LANCOM.

Along with the administrators set up in the configuration, there is also the "root" administrator with the main
password for the device. This administrator always has full rights and cannot be deleted or renamed. To log
in as root administrator, enter the user name "root" in the login window or leave this field empty.

As soon as a password is set for the "root" administrator in the device's configuration, then WEBconfig will display
the button Login that starts the login window. After entering the correct user name and password, the main menu
of the WEBconfig will appear . This menu only displays the options that are available to the administrator who is
currently logged in.

If more than one administrator is set up in the admin table, the main menu features an additional button Change
administrator, which makes it possible to switch to a different user ID (with different rights, if applicable).
B.3.1 Rights for the administrators

Two different groups are differentiated regarding administrators' rights.
B Each administrator belongs to a certain group that has globally defined rights assigned to it.

B Each administrator also has "function rights" that determine personal access to certain functions such as the
Setup Wizards.

Administrator groups

Supervisor All Supervisor - member of all groups

Admin-RW Limited Local administrator with read and write access

Admin-RW limit Lirr;]itted without trace | Local administrator with read and write access but without trace rights
rights

Admin-RO Read only Local administrator with read access but no write access

Admin-RO limit Read only without Local administrator with read access but no write access and no trace rights
trace rights

None None No access to the configuration

B Supervisor: Has full access to the configuration

B Local administrator with read and write access: Also has full access to the configuration, although the following
options are prohibited:

O Upload firmware onto the device
O Upload configuration onto the device
0 Configuration with LANconfig

Local administrators with write access can also edit the admin table. However, a local administrator can only
@ change or create entries for users with the same or fewer rights than himself. It follows that a local adminis-
trator cannot create a supervisor access and assign himself those rights.

B Local administrator with read and write rights but without trace rights: Also has full access to the configuration,
although the following options are prohibited:
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Upload firmware onto the device
Upload configuration onto the device
Configuration with LANconfig

Trace output via Telnet or LANmonitor

oo oo

@ Local administrators with write access but without trace rights cannot create administrators with trace rights.

B Local administrator with read access: Can read the configuration with Telnet or a terminal program, but cannot
change any values. The administrators can be assigned certain configuration options via their function rights.

B None: Cannot read the configuration. The administrators can be assigned certain configuration options via their
function rights.

Function rights

Function rights can be used to grant the following options to users:
Basic Settings Wizard

Security Settings Wizard

Internet Connection Wizard
Selection of Internet Provider Wizard
RAS Account Wizard

LAN-LAN Connection Wizard
Change time and date

Search for further devices

WLAN link test

a/b Wizard

B.3.2  Administrators' access via TFTP and SNMP

The additional access possibilities for administrators are generally used for configuring the device with Telnet, ter-
minal programs or SSH access. However, the other administrators can also access the device via TFTP or SNMP.

Access with LANconfig

A user with supervisor rights can login to LANconfig by entering his user data into the Password field of the login
window in the combination <User name>:<Password>.

Access with TFTP

In TFTP, the user name and password are coded in the source (TFTP read request) or target file names (TFTP write
request). The file name is either made up of the master password and the command to be executed, or of the com-
bined user name and password separated by a colon, plus with the command as a suffix. A command sent by TFTP
therefore resembles the following:

B <Master password><Command> or
B <User name>:<Password>@<Command>

Examples (the LANCOM has the address mylancom.intern, the master password is 'RootPwd' and a user has been
set up named 'LocalAdmin' with the password 'Admin’):

B Read the configuration from the device (supervisor only)
tftp mylancom.intern GET RootPwdreadconfig mylancom.lcf
B Write the configuration to the device (supervisor only)
tftp mylancom.intern PUT mylancom.lcf RootPwdwriteconfig
B Read out the device MIB (for the local administrator)
tftp mylancom.intern GET localadmin:Admin@readmib mylancom.mib
For the menus and available commands, the same limitations on rights apply as with Telnet.

Access with SNMP management systems

For the administration of networks with the help of SNMP tools such as HP OpenView, the various levels of adminis-
trator access can be used for the precise control of rights.
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Under SNMP, user name and password are coded in the "community". Here, the ‘public' community can be selected
or one of either the master password or a combination of user name and password divided by a colon can be selec-
ted.

The community 'public' corresponds with the rights of a local administrator with read-only access, as long
as the SNMP read access without password is enabled (). If this access is not allowed, then the 'public' com-
munity will have access to no menus at all.

Otherwise, the same limitations on rights apply for the menus as with Telnet.

B.3.3  Configuration of user rights

LANconfig When using LANconfig for the configuration, you will find the list of administrators in the configuration area
'‘Management' on the 'Admin’ tab under the button Further administrators.

CEEE 21|
Configure: I M anagement = l

Generall Interfacesl wireless LAN  Adrmin |Eosts I WLAN I

r— Device Configuration
Further Administrators
Main Device Password: Iw
Administrator | Active | Access rights | Basic Wiz, | Security Wiz, | Internet Wiz, | RAS Wizard | LAN-LAN ‘Wiz,
Mumber [FSH]: I ——— = =
Administrator  Yes Lestricke
Further Administratars ..
—%7 Further Administrators - New Entry 2=l
™ Password required for SNMP read permiszsion
Administratar: I Administrator o4 I
— Configuration login lock
Password: I ek Cancel |

Lock configuration after: |5 login Failure
v Entry ackive
Lock configuration far: |5 minutes
Access rights: IAII 'l

— Configuration access "
. - —Function Rights For HT TR
Here you can specify the access rights for each network and o Read only k
each supported configuration protocol separately. In addition IV Basic Wizard Mone
you can limit access to the unit to certain stations. ¥ Security Wizard ¥ Internet Wizard
- | e — | V' RAS Wizard V' LAN-LAN Wizard
¥ Provider Selection
[ WiLaN Linktest

oK I Abbrechen | v adjustment of Date and Time

¥ Search of Further Devices in LAN

Access rights

Enter the following values:

B Name for the new administrator with password.
B Access rights

B Function rights

You can temporarily deactivate the entries without having to delete them completely with the button ‘Entry
@ active'.

WEBconfig, Under WEBconfig, Telnet or a terminal program, you will find the admin table under the following paths:

Telnet or ter-

minal program

WEBconfig Expert configuration P> Setup P> Config-module P> Admin.-table

Terminal/Telnet ‘ Setup/Config-module/Admin.-table

The different user groups are represented by the following values:

Supervisor Supervisor - member of all groups

Admin-RW Local administrator with read and write access

Admin-RW limit Local administrator with read and write access but without trace rights
Admin-RO Local administrator with read access but no write access

Admin-RO limit Local administrator with read access but no write access, without trace rights
None No access to the configuration
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The different function rights are represented by the following hexadecimal values:

0x00000001 The user can run the Basic Settings Wizard

0x00000002 The user can run the Security Wizard

0x00000004 The user can run the Internet Wizard

0x00000008 The user can run the Wizard for selecting Internet providers
0x00000010 The user can run the RAS Wizard

0x00000020 The user can run the LAN-LAN Coupling Wizard
0x00000040 The user can set the date and time (also applies for Telnet and TFTP)
0x00000080 The user can search for additional devices

0x00000100 The user can run the WLAN Link test (also applies for Telnet)
0x00000200 The user can run the a/b Wizard

0x00000400 The user can run the WTP Assignment Wizard

0x00000800 The user can run the Public Spot Wizard

0x00001000 The user can run the WLAN Wizard

0x00002000 The user can run the Rollout Wizard

0x00004000 The user can run the Dynamic DNS Wizard

0x00008000 The user can run the VoIP Call Manager Wizard
0x00010000 The user can run the WLC Profile Wizard

The entry results from the sum of the first, second and third columns from the right. If, for example, the user is to
receive rights to use the "Security Wizard", "Selection of Internet provider”, "RAS Wizard", "Change time" and
"WLAN Link Test", then the resulting values are as follows:

B First column from the right: 2 (Security Wizard) + 8 (Selection of Internet Provider) = "a" (hexadecimal)

m Second column from the right: 1 (RAS Wizard) + 4 (Change Time) = "5" (hexadecimal)

® Third column from the right: 1 (WLAN-Linktest) = "1" (hexadecimal)

For this example, enter the the function rights as "0000015a".

Put differently, this is an OR operator with the following hexadecimal values:

Security Settings Wizard 0x00000002
Selecting the provider 0x00000008
RAS Account Wizard 0x00000010
Changing the time 0x00000040
WLAN link test 0x00000100
OR operated 0x0000015a
Examples:

The following command sets up a new user in the table who, as local administrator "Smith" with the password
"BW462G29", can select the Internet provider. The user will be activated immediately:

set Smith BW46zG29 yes Admin-RW 00000008

The following command extends the function rights such that user "Smith" can also run the WLAN link test (the aste-
risks stand for the values which are not to be changed):

set Smith * * * 00000108

17
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B.3.4 Limitation of the configuration commands

The availability of commands when configuring the devices with Telnet or a terminal program depends on the user's
rights:

activateimage

cfgreset

linktest The ‘linktest' command can also be executed if the user pos-

sesses the function right to carry out a WLAN link test

readconfig

writeconfig

writeflash

setenv

testmail

time The 'time’ command can also be executed if the user pos-

sesses the function right to set the system time

unsetenv

delete/rm

readmib

WLA

ANIA NI NI U NI RN

ANANE VA NIE N N AN N U NN RN

set

v

All other commands (such as 'cd', 'ls', 'trace’, etc...) can be used by all users. The user must possess at least write
access to be able to operate commands that cause changes to the system (e.g. ‘do" or 'time’).

@ The commands listed above are not available in all LCOS versions nor LANCOM models.

B.3.5 TCP port tunnel

In some cases it can be useful to enable temporary remote access to a station within a LAN, e.g. via HTTP (TCP port
80) or TELNET (TCP port 23). For example, if questions come up concerning network devices such as a LANCOM VP-
100, the Support department is best able to assist with direct access to the device in the customer's LAN. The stan-
dard method for accessing LAN devices via inverse masquerading (port forwarding) sometimes requires a special
configuration of the firewall——changes are made which, if they are not deleted again afterwards, can represent a
security risk.

As an alternative to permanent access which is based on port forwarding, a temporary remote-maintenance access
can be set up that automatically closes again after certain periods of inactivity. To this end, a support staff member
requiring access to a device in the customer's network, for example, creates a "TCP/HTTP" tunnel using TCP port 80
to provide this access.

This access only applies to the IP address that was the source of the tunnel. Network access to devices
@ released in this way is not transferable!

Configuring the TCP/HTTP tunnel
The following parameters are available for configuring TCP/HTTP tunnel in LANCOM:

WEBCconfig, Telnet Expert configuration > Setup > HTTP

B Max. tunnel connections
The maximum number of simultaneously active TCP/HTTP tunnels
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[0 Possible values: Max. 255 tunnels.
0 Default: 3 Tunnels.
B Tunnel idle timeout
Life-expectancy of an inactive tunnel. After expiry of this time period the tunnel closes automatically unless data
transfer is actively taking place.
0 Possible values: Max. 4294967295 seconds.
0 Default: 300 seconds.

Create the TCP/HTTP tunnel

(1) HTTP tunnels are set up on the start page of WEBconfig. In WEBconfig log on to the LANCOM Router behind
which the device to be released is located. If necessary obtain the required login data from the responsible admi-
nistrator.

(@ In the area 'Extras’, select the entry Create TCP/HTTP tunnel

A Setup Wizards
@ System information Extras L A N E D M
? Configuration Systems
P LCOS Menu Tree [ Logout T e e e
[ File management
Extras
@ Search Please choose the desired menu entry:
I® Get Device SNMP MIE B
Search
@8 Show/Search Other Devices « I Get Device SNMP MIB
4 Display Key Fingarprints + @ ShowSearch Qther Devices
4 Edit List of Allowed SSH Public Keys « 3 Display Key Fingerprints
HES P el I R PHILS,
4 Create TCP/HTTP Tunnel
4 + £ Edit List of Allowed SSH Public Keys
<3 Enable Software: Dption + b Cieale TOE/HTTP Tunnel
(O Set Date and Time < e T
#) Change password «.(7) 5ol Dalo A Tima
# Reboot + ) Change password
- [E] HTTP-Session + @ Reboot
— [B Logout
(3 Enter the name or IP address of the device that is to be temporarily available via HTTP.
A Setup Wizards
G System information Create TCP/HTTP Tunnel L A N E D M
? Configuration Systems
L0 MerTren B Logout L. €8 a N eEt L yeue busineE
[ File management
# Extias
[E HTTP-Session Enter the host name resp, IP address and TCP port of the device you want to reach, then click on 'Craate to craate the tunnal connection.
Logout
B Log Host Nama/IP address [192.168.1 1
TCP Pont o
Routing Tag 0

@ Select a port for the HTTP tunnel and, if applicable, enter the routing tag of the IP network in which the device
is located and confirm your entries with Create.

(5 The dialog that follows displays a confirmation of the newly created tunnel and provides a link to the device.

A Setup Wizards

[ File management
F Extras

[E HTTP-Session
B Logout

6 System information Create TCP/HTTP Tunnel L A N E D M
# Configuration Systems
/LGOS Mon Tres & Logout Vil e ninecting your buwsined

Tunnel Creation Succeeded

The tunnel was successfully created.
Click here to access the device,

The tunnel will be removed automatically if not used for 1410085407 seconds.

Apart from HTTP or HTTPS-based access, remote maintenance can also be based on any other TCP service
@ such as telnet connections (TCP port 23) or SSH (TCP port 22).

Deleting the tunnel prematurely

The newly created HTTP tunnel is deleted automatically if the tunnel remains inactive for the duration of the tunnel
idle timeout. To delete the tunnel earlier, click on LCOS menu tree »> Status B> TCP-1P B> HTTP to access the list
of active tunnels and delete the one you no longer require.

@ Although active TCP connections in this tunnel are not terminated immediately, no new connections can be
established.

B.4 New firmware with LANCOM FirmSafe

New in LCOS 7.60:
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B Asymmetric Firmsafe

B.4.1  Asymmetric Firmsafe

Because of large range of functions in the firmware, some models are unable to simultaneously store two complete
versions of the firmware. These devices use the asymmetric Firmsafe. Here, the device always contains a complete
version and a minimal version of the firmware. The minimal version normally remains unused, but it allows local
access to the device after a failed upload of the complete firmware version (e.g. as a result of a power cut during the
upload process) so as to load an executable version of the firmware onto the device. Advanced functions, such as
remote administration, are not available whilst the minimal firmware is active. However, the LL2M server is also
active in a minimal firmware version and offers access to the device provided it is reachable from an LL2M client over
layer 2 (Ethernet).

Switching over to asymmetric Firmsafe

To switch devices to asymmetric Firmsafe, converter firmware is first loaded onto the device. This converts the firm-
ware currently not activated in the device into a minimal firmware version, creating room for new and more com-
prehensive firmware. This process only has to be performed once.

You can then load a new, complete firmware version onto the device, which becomes active after a successful upload.
The minimal firmware remains in the device to ensure that the device can be accessed.

Firmware upgrade with asymmetric Firmsafe

The subsequent firmware upload automatically overwrites the active firmware with new firmware.

B.5 Project management with LANconfig

New in LCOS 7.60:
B Transferring device configurations to similar models

B Automatic creation of configuration backups before a firmware upload, configuration change and script execu-
tion.

B Customizing the toolbar

B.5.1  Transferring device configurations to similar models

When changing to a different device type, it is often necessary to adopt aspects of the configuration of the previous
model. To do this, LANconfig offers the ability to load the configuration file (*.Icf) of a source device onto a similar
destination device. All of the configuration parameters available on both source and destination devices assume the
previously used values where possible:

B If the destination device has the appropriate parameter, and the value lies within the possible range, the value
of the source device is taken.

B If the value of a parameter available on the destination device is not supported, the default value is used.
Example:

[0 The source device has four Ethernet interfaces.

O The destination device only has two Ethernet interfaces.

O The interface for an IP network is set to LAN-4 on the source device.
O

This value is not supported on the destination device. The value is therefore set to default value "LAN-1" on
loading the configuration file.

B All destination-device parameters that were not available on the source device retain their respective values.
Proceed as follows to transfer the configuration onto a new device:
(D The firmware levels of the source and destination devices should be matched as closely as possible. Every new

LCOS firmware version features new parameters. Using the same firmware on the two devices allows the greatest
possible matching of available parameters.

(2 Save the configuration of the source device with LANconfig, e.g. via Device > Configuration Management
P Save as File.

(3@ Disconnect the source device from the network to avoid address conflicts.

@ Load the configuration onto the destination device using Device » Configuration Management > Restore
from File. Messages on the conversion of the configuration are displayed in an information window.
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@ Please note that this function is intended primarily for replacement devices and not for the configuration of

B.

new devices to be operated in parallel with the source device in the same network. Because key communi-
cation settings, such as the IP address of the device and DHCP settings, are transferred to the destination
device, parallel operation of the source and destination devices in one network may result in conflicts. The
configuration of several devices in one network is facilitated by group configuration and configuration via
scripts.

5.2 Automatic backup of configuration with LANconfig

LANconfig can automatically save backups of the current configuration prior to changes in firmware or configura-
tion. Global settings to be used for all devices are available under Tools P> Options P> Backup. Additionally, special
backup settings can be defined for individual devices. To access them, right-click the appropriate device and select
entry Properties P> Backup from the context menu.

Select the following options here:

B Are the global or the device-specific backup settings for this device to be used (in device-specific dialogue only)?

B The event prior to which the configuration is to be saved (firmware upload, configuration change or script exe-
cution).

B In which format the configuration is to be saved (configuration file, script - possibly with options).

B In which directory the configuration is to be saved.

B How the file name of the backup file is to be structured. Placeholders can be used for device information (IP
address, hardware type, etc.) and time information. Please refer to the online help function for further informa-
tion on placeholders.

General | Statup | Communication | Application Backup | Extras | General Backup | VPN | Information |
— Device configuration — Device configuration
?Danl?;eg::at‘?;::omatic backup of the current device ™ Use device specific backup settings
[ bt gl e e Edoanl?;agjgﬁ;::omatic backup of the cunient device

v bef hanging th figurati : .
) o g b= st e ¥ before uploading a fimware
v bef lyi ipt . ) .
) etz iE sceis ¥ before changing the configuration

— Backup option ¥ | befare applying & soript
S [V Save as configuration file

— Backup option

I” Save as configuration seript ¥ Save as configuration file

7| Humeric e Gomments | Save as corfiguration serpt
¥ Default parameters ¥ Compact . & "
B Blgmmames ¥ | Hureric ¥ | Camments
¥ Default paramete ¥ Compact
Backup path: ¥ Column names
IE:\Dokumente und Einztellungen‘uwmich Browse... | Backup path:
Backup filename [without extension): IE:\Dokumente und Einzstellungentuurni Browse... |

|\°/°y_°/°mn_°/°dn\°/°N_°/°G_°/°F[1 AL % Smm-%s Backup filename [without extension]:

|\°/°y_°/°mn_°/°dn\°/°N_°/°G_°/°F[1 -4]_Fhh-Fmm-s

0k | Abbrechen |

()8 I Abbrechen

B.5.3  Customizing the toolbar

To
[ |
[ |
|

customize the toolbar, select the following options in LANconfig under View P> Toolbar:
Standard buttons: Hides/displays the buttons.
Large icons: Shows a larger view of the icons.
Show text: Text describing the action is displayed under each icon.

"."-rj LANconfig

File Edit Device WYiew Tools Help

& er ¥ e ‘

Aadd Search Delete Properties
Customize: Opens up a dialog enabling the displayed icons to be selected. A separator can be inserted between
groups of icons. The order of the icons can also be changed.

i} Folder Tree
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Ayailable toolbar buttons: Current toolbar buttons: Close I
Separator I;I @ Upload Firmware ;I Reset
ese |
32 Firmweare Update Check =
Add > | & Firrware pdate Check Al Help |
Separator
<- Bemove |

Move Up |
= ove Qownl

Kl _>l_I

B Reset: Resets the settings for the toolbar to the default values.

B.6 LANCOM Layer 2 Management protocol (LL2M)

New with LCOS 7.6:
B LANCOM Layer 2 Management protocol (LL2M)

B.6.1 Introduction

As a pre-requisite for all methods of configuring a LANCOM, an IP connection must exist between the configuration
computer and the LANCOM. No matter whether LANconfig, WEBconfig or Telnet is used, no configuration com-
mands can be sent to the device without an IP connection. In the event of erroneous configuration of the TCP/IP
settings or VLAN parameters, this IP connection may be impossible to establish. The only option in this case is to
access the device via the serial configuration interface (not available on all devices) or to reset the device to its factory
settings. However, both options require physical access to the device—this may not always be the case for concealed
installation of Access Points and can represent considerable overhead for larger-scale installations.

The LANCOM Layer 2 Management Protocol (LL2M) is used to also enable configuration access to a device even wit-
hout an IP connection. All this protocol requires is a connection on layer 2 (i.e. via Ethernet directly or via layer-2
switches) to establish a configuration session. LL2M connections are supported on LAN or WLAN connections, but
not via WAN. Connections via LL2M are password protected and are resistant to replay attacks.

LL2M establishes a client-server structure for this purpose: The LL2M client sends requests or commands to the LL2M
server that responds to the requests or runs the commands. The LL2M client is integrated into LCOS and is run from
the command line. The LL2M server is also integrated into LCOS and is usually only enabled for a brief period after
device power-on. In this time frame, an administrator can use the LL2M client to perform changes to the configura-
tion of the device running the LL2M server.

B.6.2  Configuration of the LL2M server

WEBconfig: LCOS Menu Tree/Setup/Config/LL2M

B Operating
Enables/disables the LL2M server. An LL2M client can contact an enabled LL2M server for the duration of the
time limit following device boot/power-on.

Possible values:

O Yes, No
Default:
O Yes
H Time limit
Defines the period in seconds during which an enabled LL2M server can be contacted by an LL2M client after
device boot/power-on. The LL2M server is disabled automatically after expiry of the time limit.
Possible values:
0 0to 4294967295
Default:
oo
Special values:
O 0 disables the time limit. The LL2M server stays permanently enabled in this state.
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B.6.3 Commands for the LL2M client

For every LL2M command, an encrypted tunnel is set up that protects the log-in information transferred on trans-
mission. To use the integrated LL2M client, start a Telnet session on a LANCOM that has local access to the LL2M
server via the available physical medium (LAN, WLAN). The following commands can be used to contact the LL2M
server in this console session.

@ You must have root rights on the LL2M server to run commands on the LL2M client.

LL2Mdetect

The LL2M client uses this command to send a SYSINFO request to the LL2M server. The server then sends its sys-
tem information, such as hardware and serial number, back to the client for display. The LL2Mdetect command
can be restricted using the following parameters.

O -a <MAC address>: Restricts the command to those devices with the specified MAC address only. The MAC
address is specified in format “00a057010203", “00-a0-57-01-02-03" or “00:a0:57:01:02:03".

@ If no MAC limitations are set, the detect is sent as a multicast (or optionally as a broadcast) to all LL2M-

compatible devices.
To contact groups of MAC addresses, * and x can by used as placeholders in individual MAC address positi-
ons, e.g. “00-a0-57-xx-xx-xx" for all LANCOM MAC addresses.

d

-t <device type>: Restricts the command to those devices of the corresponding hardware type only.

-r <hardware release>: Restricts the command to those devices with the corresponding hardware release
only.

-f <version>: Restricts the command to those devices with the corresponding firmware version only.

-s <serial number>: Restricts the command to those devices with the corresponding serial number only.

-b : Sends the LL2Mdetect request as a broadcast and not as a multicast.

-v <VLAN ID>: Only sends the LL2Mdetect request on the VLAN specified. If no VLAN ID is specified, the
VLAN ID of the first defined IP network is used.

Example:

O

O
O
O
O

0 lI2mdetect -r A: This command sends a SYSINFO request to all devices with hardware release "A”.
The response from the LL2M server contains the following information:

Device name

Device type

Serial number

MAC address

Hardware release
Firmware version with date
LL2Mexec

The LL2M client uses this command to send a single-line command to run on the LL2M server. Several commands
can be combined in one LL2ZM command by using semicolons as separators. Depending on the command, either
the actions are run on the remote device and the responses from the remote device are sent to the LL2M client
for display. The LL2Mexec command conforms to the following syntax:

O0Oooogao

0 lI2mexec <user>[:<password>]@<MAC address>

The LL2Mexec command can be restricted using the following parameters.

O -v <VLAN ID>: Only sends the LL2Mexec command on the VLAN specified. If no VLAN ID is specified, the
VLAN ID of the first defined IP network is used.

Example:

O ll2mexec root@00a057010203 set name MyLANCOM: This command logs the LL2M client on to the LL2M

server with MAC address “00a057010203" as user “root”. The user is prompted for the password in the con-
sole session. The LL2M client then sets the name of the remote device to “MyLANCOM".
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C Diagnosis

C.1  Tracing with LANmonitor

New in LCOS 7.60:

Saving support files with trace data, device configuration, bootlog and sysinfo
Automatic backup of trace data

Trace configuration with Wizards

Display of Show commands

Display of status information and statistics

SSL-encrypted Telnet connection

Traces can be executed very easily with LANmonitor. Simply click on the entry for the device with the right-hand
mouse key and select Traces from the context menu.

Telnet-access to the device must be enabled to carry out trace requests with LANmonitor. When starting the
trace dialog, LANmonitor first attempts to establish an SSL-encrypted Telnet connection to the device. If the
device does not support SSL connections, LANmonitor automatically switches to unencrypted Telnet.

If SNMP access to the device is password-protected, the access data for an administrator with trace rights
is also required.

Introduction

The trace function in LANmonitor exceeds the standard trace functions available from Telnet and offers greater con-
venience in the generation and analysis of traces. For example, the current trace configuration for activating the
necessary trace commands can be stored to a configuration file. An experienced service technician can set up a trace
configuration and provide it to a less experienced user for executing specialized trace requests for a device. The trace
results can also be stored in a file and returned to the technician for analysis.

To open the trace window for a device, right-click the device entry in LANmonitor and select “Traces” from the con-
text menu.

Il
Fle Device View Tools Help

Gy Bk S S D@32 5eY|

fem wic-4025

4y Wireless LAN
¥~ WAN connections: None
R certificates
&8 Firewall: 04/29/2008 16:30:05 intruder detection - Packet dropped
€ system information

o "
T WA Refresh
5y e Delte alty disabled

AT p—
&3 Fire

@ 5y, Ve Accountng Information
s Lancor  View Firewal Event Log

ition - Packet dropped

¥ wa  ViewDevice Activites
3 Wi Device Activities Logaing ...
&@ Fre  ResetCharge and Time Limits ...

€ sys Ping..

Options...

LANmonitor has the following buttons for operating the trace module:

Opens a pre-defined configuration for the trace command. This allows you to carry out trace commands
precisely as required by the service technician, for example.

Stores the current trace configuration to be passed on to a user.

Opens a file with trace results for viewing in the trace module.
Saves the current trace results to a file.

Clears the current display or trace results.

'Dﬂ%m@

Starts outputting the trace results as produced by the current configuration and automatically switches to
the trace-result display mode. As soon as the trace results are returned, the other buttons are deactivated.

- Stops the output of trace results.
Switches to the mode for configuring the trace output.

Switches to the mode for displaying the trace output.
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0
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n

$.0.9¢ Eche ceply, D0 913, Seq: 3970 |

Configuring the trace dumps with the Trace Wizard.

The trace settings can be configured very easily with the Wizard. To do this, select Accompanying Configuration
in the left-hand area of the trace dialog and click Start Wizard in the main window. The trace functions can be
selected in the following dialogs (such as VPN) and the trace can be further restricted when required (such as to a
particular VPN remote site). When ending the Wizard, select whether the Wizard should replace or extend the exis-
ting trace configuration.

With the exception of the bootleg trace (contained automatically), all previous trace settings are deleted
when the trace configuration is replaced. Save the previous trace configuration for later use whenever
required before running the Wizard.

GE MyLANCOM - Traces =1ol x|

File Edit Extras

IE WAL 1=
=

() status
=] Trace propertiss
..... o ARP
..... ) Bridge
----- ] CARWAR
| COM-Port-Server

Problem Selection x|
Select a problem
L Select a problem you want ta create a iace canfiguration for.
[ TAPR @
..... | 1P &DsL PN toubleshosting
o 1ame The intermal ADSL modem does ot spnc. T iderif the VPN eonnection that s causing problens, it s helpful to know the
| rmasauaradng O conesponding remote node of the broken connection.
| TP-Router AVPN connection could ot be established or an established connection
b Selact the remote nade of the sonnection causing problems
| IPX-RIP breaking down.
-0 IPX'RDUti’d  ValP WPN remete node: [ -
-] IPX-Watchdog .
_____ - Las You cannat telephane using YalF. W
| LCR 0 LaN
-0 Load-Balancer WLAN connections behave in an undesirable wap.
-] Mail-Clignt =l
e  Routing/Firewall
Destination networks/IP addresses are unieachable.

Expert configuration of the trace dumps

Going beyond the settings of the Wizard, traces and other displays can be set up precisely using the Expert Confi-
guration. The Expert Configuration is divided into three areas:

m Show

Particular information can be retrieved for every device type using a Show command. Show commands are usu-
ally used on the command line (Telnet). The call of this Show command is very convenient from the graphical
Windows interface in the advanced configuration of the trace.

To access the current dump of the Show command, click the name of a Show command in the left-hand area of
the trace dialog and then the Show button. You may have to/be able to specify additional parameters depending
on the entry selected. Enter a question mark in the input field and then click the Show button for information on
these parameters.

To accept the dump of the Show command into the trace data, click the appropriate checkbox to the left of the
entry name. For every Show command enabled, it is possible to set whether it is only run once on start of the
trace or whether it is run at regular intervals (set in seconds).
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tings.

@ The settings of the Show commands are stored in the trace configuration together with the actual trace set-

o =1

File Edit Extras

fe LANCOM 1722 WoIP (Annex B)

S I ILE N =

«
-] Expert configuration readout once
=) show € readaut iepestedly

""" S bindings [ time between twa readauts in seconds

g divine ‘show'-command optior: [ vpn ca
ethswitch = =

Filker

result of the 'show'-command,

Root Certificate: j
Data

Version: 3(042)
Serial Number:

44981 8e:f0:05:11:a7:40:24:c7.cd:cha7:58:20
Signature Algorithm; shalwWithRSAE ncyption
Issuer: C=DE, DU=05, 0=LANCOM Systems, CN=Test CA
Yalidiy

Mot Befors: Now 513:13:00 2004 GMT =

Mo Afer: Feh 2513 26,00 2013 GMT

File Edit Exiras

Current trace config——————————— El] @ . ‘ D |

LR ]
1 Show commands - E‘ 4 D
show boatlag <3 LANCOM 1722 WoIP {Annex B)
-] Expert configuration

B
(-] Trace propertiss
..... £, Guided configuration

& readout once

553 show . readnut repeatedly
S bindings 0 time between two readauts in secands
£ bootlog
S dyne howscep ] showcommand optior: [7
S ethswitch ‘ ]
fil
g r:e:") tesul of thes show-command:
S job usage:  show scep [<option> ..]
g it <option?
vpnca [new) [fp)- show VPN Aot Certficate [new] (fingerpiint)
S mem vpncet (o) - showWPN Device  Cerficale  (ingerprint]
S msg vpn raenc (new] [fp) - show VPN RA Encryption Certficats [new] [fingerpring]
S b vpn rasig (new (fp) - show VPN Ré Signature. Certificate (new] (fingerprint)
8 random vpn oyt - show VPN Certficate Signing Flequest
& scep

W Status

Comprehensive status information and statistics on a device can be accessed from the command line (Telnet) or
via WEBconfig. All available status information can also be shown via the trace dialog. Tables and individual
values are shown using special icons.

To display the current contents of the table or value, click the name of a status entry in the left-hand area of the
trace dialogue.

To accept the dump of the Status entry into the trace data, click the appropriate checkbox to the left of the entry
name. For every Status entry enabled, a setting defines whether it is read out once only on starting the trace or
whether it is read out at reqular intervals (set in seconds).

@ The settings of the Status information are stored in the trace configuration together with the actual trace

settings. Status information is stored together with the actual trace data.

aF ~=lolx|
File Edit Extras
UL I ILE N )=
=) stetus e
-] Accounting &
T Accountinglis ® | eadout repeatedy
T current-User 30 time between two readauts in seconds
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W pm-State shaw boollog 0] ot  readout repestedy
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B Trace settings

The traces to be dumped for the current device can be enabled in the trace settings area.

To accept the dump of the trace into the trace data, click the appropriate checkbox to the left of the entry name.
Afilter can be entered for every trace. For example, if you want to display only the IP traces of a particular work-
station, enter the appropriate IP address as a filter of the IP router trace.
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D=EEWdes 40

=[] Trace properties
ARF

ATM-Cel
ATM-Errar
Callmanager
COM-Port-Server
CONNACT

Cron
D-channel-dump
DHCP

NS

DSR-CTRL
DSR-IPT
DSR-PCM

EAP

Error

Ethernet
Firewall

P

16MP
P-masquerading
P-Router
PX-RIP
PX-Rodter
1PX-Watchdog
LR
Load-Balancer
Mail-Client

[

E

~Haw to sstup fiters

The number of generated trace messages can be reduced by defining filters. Only messages that meet the filter requirements will be logged. Each potential
trace message is searched for the substrings that are defined in the filter rules to either allow or reject that message. Several filters can be combined to enable
complex filter iles. & sequence of filters is a concatenated set of strings defining the individual filters.

[SPACE] creates alogical OR-relation for the following stiing [t least one stiing has to exist in the trace message]
+ creates alogical AND-lation for the follawing string (sl stiings havs to exist in the trace message]
crsates alogical HOT-slation [these stings must not erist in the trace message]
a stiing marked this way has 1o appear in the race message s an exact mach
Eramples,
"127.0.0 locabhast'  will only create messages that contain either of the substings
“+TCP+"part: 80" will arly create messages that cantain bath "TCP" and “port: 80" as xact matches:
Fiter:

— Current trace config

# Show commands
show boatlag

Display of trace data

The entire trace configuration is shown in the lower area of the dialog where all active Trace, Status and Show entries
are listed with the respective filters and parameters.

G

File Edit Extras

=10l x|

DEEW Jde s §0

=) Trace propertiss
ADSL

ARF

ATM-Cel

----- ATM-Error

----- Calmanagsr

----- COM-Port-Server
----- CONNACT

Cron
D-channel-dump
DHCP

NS

DSR-CTRL

----- DSR-IFT

----- DSR-PCM

..... EAP

..... Error

Ethernst
Firawall

e

16MP
P-masquerading
----- P-Router

----- PX-RIP

----- Px-Rodter
IPX-Watchdog
LR
Load-Balancer
----- Mail-Client

]

=

Current trace config:

# Show commands
show bootlog

]

To start the dump of the trace data, change to Display mode with the Start button. The ongoing trace dumps are

displayed in this view:

B The trace events are listed chronologically in the upper area.
B The lower area lists the results of the events in sequence.

For easier navigation within long trace dumps, click a trace event in the upper area. The appropriate result is then
enabled in the list and highlighted green.

Right-clicking a trace event opens up a context menu from where individual trace results can be shown/hidden.

O

maximum size of a backup file can be set with Extras P> Other Settings P Trace backup.

Trace data is collected as long as the trace dump is enabled. To prevent overloading the main workstation
memory using LANmonitor, trace data is automatically written to a backup file. The time intervals and the
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Backing up and restoring the trace configuration
The entire configuration of the trace dump can be written to a storage medium for later re-use or for transfer to

another user. Click on File P> Store trace configuration and re-open it later with File » Load trace configura-
tion.

Backing up and restoring the trace data

For later editing, or for transfer to another user, the actual trace data can be written to a storage medium with File
»> Store trace data and later re-opened with File > Load trace data .

Backup settings for traces

When starting a trace with LANmonitor, a backup file with the current trace data is automatically saved. The settings

for the trace backup can be configured with Extras P> Other settings P> Trace backup. Enter the following para-

meters:

B Directory for the trace backups

B Maximum size of a trace backup file. If this file size is reached with an active trace, another trace backup file is
created automatically.

B Save interval of the trace backup file. When this time has elapsed, an updated version of the trace backup file is
saved automatically. The trace backup file therefore does not contain the information from the most recent
backup up to the current time.

B LANmonitor can set current workstation time as a time for the trace, for example when the traced device itself
does not have valid time information.

Miscellaneous settings 2=l

Trace preferences | Supportfilel

Drefault directory for trace data

endungzdatent S LAN monitor Trace Browse... |

Threshold in bytes after which a new trace data file will be created. [Threzhold value
should not exceed one fourth of the available memory]

I‘I 000oano

Seconds after which newly generated data of an active trace iz zaved as a backup.

e —

[~ Set the cument time on devices with an invalid or manually set time.

()8 I Abbrechen

Saving support file

A support file enables all information pertaining to support to be easily written to one file:
B Trace data as configured in the current settings (such as with function “Save trace data”)
m Current device configuration
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H Bootlog

B Sysinfo

When saving the device configuration, security-related information of no relevance to support can be hidden. Use
Extras P> Other settings P> Support file in the trace window to select which information is not to be saved in the
support file:

Miscellaneous settings 2=l

Trace preferences  SuUpport configuration file |

The suppart configuration file containg the curent device configuration az well az
additional infarmation about the device. Because the file is meant to be sent ta the
technical support you can choose to stip sensitive data from it. Be aware, though, that
thiz data might be crucial for troubleshooting your problem!

[V Hide passwards

™ Hide sensitive ValP seftings

™ Hide sensitive WLAN[-management)/public spot settings
[ Hide sensitive Radius settings

™ Hide email addresses/sensitive SMTP settings

™ Hide miscellaneous settings that might be critical

0k | Abbrechen |

The support file created this way contains text-based information. The file can be opened using an editor or
@ checked for any critical entries.

C.2 SYSLOG

C.2.1  Introduction

The SYSLOG protocol is used to log the activities of a LANCOM device. This function is especially interesting for sys-
tem administrators as it records a a complete history of all activities in the device. The information captured in the
SYSLOG log can be viewed in different ways:

B SYSLOG messages can be sent to a central "collection point", a so-called SYSLOG client or SYSLOG daemon. This
option is useful, for example, when messages from a large number of devices are to be logged.

O Logging under UNIX/Linux is generally performed by the SYSLOG daemon that is set up as standard in these
operating systems. The daemon either establishes contact with the console or writes its log to an appropriate
SYSLOG file. The file /etc/syslog.conf contains a definition of which facilities (more on this term later)
should be written to which log file. Please check your daemon's configuration to see if it explicitly listens to
network connections.

0 Windows does not provide a corresponding system function. You require special software to provide the
functionality of a SYSLOG daemon.

O Syslog in the device memory.

B To extend the output of the SYSLOG information over an appropriate SYSLOG client, the most recent SYSLOG mes-
sages are stored in the device's RAM. Depending on the memory fitted, this can vary from 100 to 2048 syslog
messages. These internal syslogs can be viewed in various ways:

O In the device statistics via the command line, e.g. with telnet

O In WEBconfig under /System information/Syslog

O LANmonitor additionally lets you export the syslog from the device and save it to a file. Simply click on the
entry for the device with the right mouse button and select View Syslog from the context menu. A snapshot
of the current status is displayed. Clicking on Refresh exports a copy of the current syslog and this is dispa-
yed in the window. Save syslog... stores the current display to a file. The content of syslog files can be
viewed with Load syslog....

SYSLOG messages will only be written to the device's internal memory if the LANCOM was entered as a SYS-
@ LOG client with the loopback address 127.0.0.1.
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¥PN_NHAMEL - Syslog 1Ol x|
Syslog  Yiew
Refresh | | Source | Lewvel | Message o
El COMMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
leedlSydg Pl CONMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available e
Pl CONMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-poll-table-entry-matched
Close Pz CONMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
‘ 12/18/2008 16:35:22  COMMNECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:22  COMMNECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:23  COMMNECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:23  COMMNECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:24  COMMNECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:24  COMMNECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:25  COMMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:25  COMMECTION Error WPMN: Error for peer LCS: IFC-I-Mo-channel-available
. 12/18/2008 16:35:25  PACKET Alarm Dsk: 10,1.1.3:137 {les-en}, Src: 192,168,145,1:137 (UDP): intrusion detection
. 12/18/2008 16:35:25  PACKET Alarm Dsk: 10.1.1.3:137 {lcs-en}, Sro: 192,168,145,1:137 (UDPY: port filker

Alternatively you can view the current SYSLOG messages on the first page of WEBconfig on the SYSLOG tab:

L

4 Setup Wizards
@ System information
F Configuration

Menu Tree @,Logout L. .conmnecti
Ha Status

@ Setup System data Device status Syslog

System information

LANCOM

Systems

ng ¥ o ur business

747 11/11/2008 14:55:54 LOCAL3  Alarm Dst: 10.1.1.5:139
748 11/11/2008 14:55:54 LOCAL3  Alarm Dst: 10.1.1.5:139

los-datal
le s -data]

i@ Firmware
[ Gther lclx. Time Source  Level Message
({4 File management 743 11/11/2008 14:55:53 LOCALS  Alarm Dst: 10.1.1.5:129 {les-data}, Src: 192.168.8.1: 14132 {TCP): port filter
P Extras 744 11/11/2008 14:55:53 LOCAL3  Alarm Dst: 10.1.1.5:129 {les-data}, Src: 192.162.202.1:14132 (TCP): intrusion detectic
HTTP-Session 745 11/11/2008 14:55:53 LOCAL3  Alarm Dst: 10.1.1.5:139 {les-data}, Src: 192.168.202.1: 14133 (TCP): port filter
E’ Logout 746 11/11/2008 14:55:54 LOCAL3  Alarm Dst: 10.1.1.5:129 {les-data}, Src: 192.168.8.1:14127 (TCP): intrusicn detection
{ b
{ 1

75

Sie: 192,168.8.1:14137 (TCP): port filter
Ste: 192.168.202.1: 14138 (TCP): intrusion detectic
749 11/11/2008 14:55:54 LOCAL3  Alarm Dst: 10.1.1.5:139 {les-data}, Sre: 192.168.202.1: 14138 (TCP): port filter
70 11/11/2008 15:12:34 LOCAL3  Alarm Dst: 182.168.2.100:22238 [VPN_NHAMEL}, Sic: 182.168.2.47:5000 {evb3-00al
11/11/2008 15:12:34 LOCALS  Alarm Dst: 192.168.2.100:22238 VPN_NHAMEL}, Stc: 192.168.2.47:5000 {evba-00al
752 11/11/2008 15:12:34 LOCAL3  Alarm Dst: 192.168.2.100:22338 [VPN_MNHAMEL}, Src: 182.1688.2.47:5000 {evba-00al
733 11/11/2008 13:12:34 LOCAL3  Alarm Dst: 182.168.2.100:22238 [PN_NHAMEL}, Sic: 182.168.2.47:5001 {evb3-00al
54 44/44/o008 4aAT7-4al DAl Alapm st 404 1 5420 fesdatal ree 192 168 8 1 16448 (TCPY intrusion detection

C.2.2  Structure of SYSLOG messages

SYSLOG messages consist of three parts:

m Priority
B Header
| Contents
Priority

The priority in a SYSLOG message contains information about the the message severity and the facility (service or
component that triggered the message).

The eight severity levels originally defined in SYSLOG have been reduced to five levels in the LANCOM. The table
below shows the correlation between the LANCOM alarm level, the meaning and the SYSLOG severities.

Alarm

This category includes all messages requiring the system administrator's close attention.

PANIC, ALERT, CRIT

Error

Al error messages which can occur under normal conditions are communicated at this level; no spe- | ERROR

cial attention is required by the administrator (e.g. connection errors).

Warning

This level communicates messages which do not compromise normal operating conditions.

WARNING

Information

At this level, all messages are sent that have a purely informational character (e.g. accounting infor- | NOTICE, INFORM

mation).

Debug

30

Communication of all debug messages. Debug messages generate large data volumes and can com- | DEBUG

promise the device's operation. For this reason they should be disabled for normal operations and only

used for troubleshooting.
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The table below provides an overview of the meaning of all internal message sources that you can set in the
LANCOM. The final column in the table also provides the standard correlation between the internal sources of the
LANCOM and the SYSLOG facilities. This mapping can be changed, if necessary.

System System messages (boot events, timer system, etc.) KERNEL

Logins Messages concerning the user's login or logout during the PPP negotiation, and any errors that occur AUTH
during this.

System time Messages about changes to the system time CRON

Console logins Messages about console logins (Telnet, Outband, etc.), logouts and any errors that occurred during this. | AUTHPRIV

Connections Messages about establishment and termination of connections and any errors that occurred (display trace) | LOCALO
Accounting Accounting information stored after termination of a connection (user, online time, transfer volumes) LOCAL1
Administration Messages on changes to the configuration, remotely executed commands, etc. LOCAL2
Router Regular statistics about the most frequently used services (breakdown per port number) and messages LOCAL3

about filtered packets, routing errors, etc.

Header

The header contains the name or the IP address of the device which sent the SYSLOG message. The chronological
sequence is also very important for evaluating the messages. Time information is only added to the messages at the
SYSLOG client in order not to disturb their chronological consistency due to different device times.

@ The LANCOM devices must have a valid time stamp for the evaluation of the SYSLOG messages in internal
memory.

Contents
The actual contents of the SYSLOG messages describe the event, for example a login occurrence, the establishment

of a WAN connection, or firewall activities.
C.2.3  Configuring SYSLOG using LANconfig

You can find the parameters to configure SYSLOG under LANconfig in the configuration area "Log & Trace" on the
"SYSLOG" tab.

Configure: ILog & Trace 'l

SMMP  SYSLOG | SMTP Account | SMTP Options |

System Event Logging

[V Send information about system everts to the SYSLOG
[}\flients in the following list

SYSLOG clents... | Faciity mapping =

Creating SYSLOG clients

When setting up a SYSLOG client, first define the IP address to which SYSLOG messages are to be sent. As an option,
you can define a different sending IP address. To do this, select which of the internal LANCOM sources are to send
messages to this SYSLOG client. You can further restrict the volume of messages by selecting certain priorities,
for example only alarm and error messages.

SYSLOG clients - Edit Entry 2=l
IP address: oK I

Source IP address: I INTRAMNET 'l Cancel

—Source
v System r Login
[~ systemn time " Console login
" Connections r Accounting
[~ admiristration [ Router
—Prioriky
v alert IV Errar
v ‘wWarning [ Infarmation
v Debug
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As of LCOS version 7.6 the table of syslog clients (factory settings) is set up to display important events which are
relevant to diagnostics, and to save these to the internal syslog memory. The following screenshot shows these pre-
defined syslog clients under LANconfig:

2]
1P address | Source addr. [ System | Login | System time [ Console lagin | Connections [ Accounting [ Administration | Router [ alert [ Error [ warning [ Information [ Debug oK |
INTRANET _ Off on__on f off off
INTRANET _ On off 0 0 0 o o off Sn Cancsl
127.0.0.0  INTRAMET  OFf  Off Off off ©n off off off on  on  Off off off
127.0.0.0  INTRAMET  OFf  oOff  Off off off off on off on on  Off on off
127.0.0.0  INTRAMET ~ OFF  on  Off off off off off off on on  Off on off
127.0.0.0  INTRAMET  OFf  oOff  Off on off off off off on on  Off on off 5
127.0.0.0  INTRAMET  OFf  oOff  Off off off on off off on  on  Off on off
127.0.0.0  INTRAMET  OFf  Off  oOff off off off off on  on on  On on off 3
add.. | edte. | copy. | pemove |

4

Further information about the meaning of the pre-defined syslog clients and the update options for existing
LANCOM devices are to be found in the section “Table of syslog clients" for the configuration of syslog via
telnet or WEBconfig.

Assigning internal LANCOM sources to SYSLOG facilities

The SYSLOG protocol uses certain designations for message sources, the so-called facilities. Each internal source in
the LANCOM devices that can generate a SYSLOG message must therefore be assigned to a SYSLOG facility.

The standard mapping can be changed, if necessary. So, for example, all SYSLOG messages from a LANCOM can
be sent with a certain facility (Local7). It is thus possible to collect all LANCOM messages in a common log file by
configuring the SYSLOG client appropriately.

Facility mapping - System ﬂﬂ
Source: Syskem
Faility: KERM 4 Cancel |

C.2.4  Configuring SYSLOG using Telnet or WEBconfig

Path: Setup/SYSLOG
B Active
Activates the dispatch of information about system events to the configured SYSLOG client.

Possible values:

0 Yes, No
Default:

O Yes
H Port
Port used for sending SYSLOG messages.

Possible values:

0 Max. 5 characters
Default:

O 514

Facility mapping
Path: Setup/SYSLOG/Facility-Mapper
B Facility
Mapping sources to specific facilities.
Possible values:
O KERNEL
O AUTH
O CRON
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AUTHPRIV
LOCALO
LOCAL1
LOCAL2
LOCAL3

B Source

O o0Oooad

Mapping sources to specific facilities.

Possible values:

System
Logins

O0Oo0oo0oooadg

Router

Table of SYSLOG clients

System time
Console logins
Connections
Accounting
Administration

Path: Setup/SYSLOG/Table SYSLOG

As of LCOS version 7.6 the table of syslog clients (factory settings) is set up to display important events which are
relevant to diagnostics, and to save these to the internal syslog memory. The following screenshot shows these pre-
defined syslog clients under WEBconfig:

0 SYSLOG

B 3 Setup Wizards
— ﬁ System information
- ‘? Configuration

Bl 9 LCOS Menu Tree
ﬁﬁ Status

@ Setup

i’ Firmware

Eﬂ Other

- @ File management
- ? Extras

B4 [E HTTP-Session
e E Logout

LCOS Menu Tree

B Logout

LCOS Menu Tree

P Setup
&P SYSLOG

Server

Idx. IP-Address Source Level Loopback-Addr.

...connecting your business

#0001 127001
$ooo2 1270041
#0003 127001
$oona 200
#ooos 127001
$ooos 127001
#0007 127000
$ooos 127004

04
01
10
40
02
08
20
il

ao
17
02
og
Oa
og
os
o

INTRANET
INTRANET
INTRANET
INTRANET
INTRANET
INTRANET
INTRANET
INTRANET

LANCOM

Systems

All pre-defined syslog clients transmit the messages to the IP address 127.0.0.1, i.e. to the LANCOM itself. The sen-
der IP address is the IP address from the "INTRANET" network. Individual entries have the following functions:

0001 04 00 System time without a specifiied level

0002 01 17 System messages with the level alarm, error, alert or debug.
0003 10 02 Connection messages with the level error.

0004 40 08 Management messages with the level information.

0005 02 0Oa Logins with the level error or information.

0006 08 08 Console logins with the level information.

0007 20 08 Accounting messages with the level information.

0008 80 01 Router messages with the level alarm.

If you update an existing device, the settings for SYSLOG are not set to this default value, so that any existing
settings are retained. In this case you can enter the settings according to this table. Alternatively you will
find a script for automatically installing pre-defined syslog clients on the LANCOM Web site in the "Know-

ledgeBase".

m ldx.

Position of the entry in the table.
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IP address
IP address of the SYSLOG client.

Possible values:

0 Valid IP address
Default:

O Blank

Source

Source that caused the message to be sent. Each source is represented by a certain code.
Possible values:
System: 01

Logins: 02

System time: 04
Console logins: 08
Connections: 10
Accounting: 20
Administration: 40
Router: 80
Default:

o 00

Special values:

O 0O0o0oooadg

0 00: No source is defined.

Level

SYSLOG level with which the message is sent. Each level is represented by a certain code.
Possible values:

0 Alert: 01
O Error: 02

O Warning: 04

O Information: 08

O Debug: 10

Default:

o 00

Special values:

O 00: No level is defined.

Loopback address

This is where you can configure an optional sender address for use instead of that automatically selected for the
destination address.

Possible values:

O Name of a defined IP network.

O 'INT' for the IP address in the first network with the setting 'Intranet’.

0 'DMZ' for the IP address in the first network with the setting 'DMZ".

0 Name of a loopback address.

O Any other IP address.

Default:

O Blank

@ If the list of IP networks or loopback addresses contains an entry named 'INT' or ‘DMZ’, the associated IP

address of the IP network or the loopback address named 'INT' or 'DMZ" is used.
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D WAN

D.1  Flexible selection of the PPP authentication protocols

D.1.1 Introduction

The authentication of point-to-point connections in the WAN commonly relies on one of the protocols PAP, CHAP,
MSCHAP or MSCHAPv2. The protocols here have a "hierarchy" amongst themselves, i. e. MSCHAPv2 is a "higher-
level" protocol than MSCHAP, CHAP and PAP (higher protocols provide higher security). Many dial-in routers at Inter-
net providers allow up-front authentication using a higher-level protocol such as CHAP, but only support the use of
PAP further down the line. If the setting for the protocol for authentication is fixed in the LANCOM, the connection
may fail because no common authentication protocol can be negotiated.

In principle authentication can be repeated while the connection is being negotiated. Another protocol can
be selected if, for example, it can only be recognized from the username at the earliest. However, this repeat
negotiation is not supported in all scenarios. In particular when dialing in over UMTS, the LANCOM must
explicity refuse the provider's request for CHAP to be able to provide PAP user data for requests to be for-
warded by the provider.

A flexible setting for the authentication protocols in the LANCOM ensures that the PPP connection is established as
required. In addition, one or more protocols can be defined that are accepted for authentication of remote sites in
the LANCOM (inbound connections) and on login of the LANCOM into other remote sites (outbound connections).

B When establishing inbound connections, the LANCOM requires the lowest of the permitted protocols, but where
possible it also permits the remote site to use one of the higher-level protocols (enabled in the LANCOM).

B When establishing outbound connections, the LANCOM offers all enabled protocols, but only permits a selection
from precisely these protocols. It is not possible to negotiate one of the disabled, possibly higher-level, protocols.

The PPP authentication protocols are set in the PPP list.
LANconfig: Communication P> Protocols P> PPP list

PPP list - Mew Entry 2=l
Remote site: | PEER | Ok |
User name: I USER. e |
Password: I |

[ activate IP routing
™ Activate NetBIOS over IP
[ Activate IPX routing

—Authentication of the remate site

vV pap v cHap
[V Ms-CHAP V' M5-CHAPv2

r—Authentication on locale dial in

v pap ¥ cHap

v Ms-CHaP V' Ms-CHAPvZ
Time: ID—
Retries: IS—
Conf: llo—
Fail: IS—
Term: IZ—

Telnet: Setup » WAN » PPP

D.1.2  Configuration
In the PPP list, you are able to specify you own definition of PPP negotiation for every remote site contacting your
network.
B Remote site
Name of the remote site used to log in to your router.
O Possible values: Max. 16 characters
O Default: No entry
O Special values: DEFAULT (see section "The meaning of the DEFAULT remote site")
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B User name
Name with which your router logs in to the remote site. If there is no entry here, your router's device name is
used.
O Possible values: Max. 64 characters
O Default: No entry
m Password
Password passed by your router to the remote site (if requested) or as expected by the remote site during an
active authentication of the remote site by the LANCOM.
O Possible values: Max. 32 characters
O Default: No entry
B Authent.request
Remote site authentication method.
0O Possible values: PAP. CHAP. MS-CHAP, MS-CHAPv2, none
O Default: No entry
B Authent-response
Procedures accepted for the passive authentication of the remote site.
0 Possible values: PAP, CHAP, MS-CHAP, MS-CHAPv2, none
0 Default: PAP, CHAP, MS-CHAP, MS-CHAPv2

@ The LANCOM only uses the protocols enabled here—other negotiations with the remote site are not pos-
sible.

E Time
Time between two tests of the connection with LCP (see also LCP). This time is entered in multiples of 10 seconds
(e.g. 2 for 20 seconds). The value is also the time between two tests of the connection as per CHAP. This time is
entered in minutes.
00 Possible values: Max. 2 characters
O Default: 0

@ For remote sites running the Windows operating system the time must be set to 0.

B Retries
Number of retries for the test attempt. Multiple retries reduces the impact from temporary line faults. The con-
nection is only terminated if all tries prove unsuccessful. The interval between two retries is 1/10 of the time bet-
ween two connections tests and is also the maximum number of "Configure Requests" that the router sends
before assuming a line fault and tearing down the connection.
O Possible values: Max. 2 characters
O Default: 0

B Conf, Fail, Term
These parameters affect the mode of operation of the PPP. The parameters are defined in RFC 1661 are not
described in further detail here. If you are unable to establish PPP connections, this RFC in conjunction with the
PPP statistics of the router provides information on fault rectification. The default settings are generally ade-
quate. These parameters can only be changed with LANconfig, SNMP and TFTP.
O Possible values: Max. 3 characters
O Default: 0

H Rights
Specifies the protocols that can be routed to this remote site.

0 Possible values: IP. NetBIOS over IP, IPX
0 Default: None

D.1.3  The meaning of the DEFAULT remote site

During PPP negotiations, a remote site dialing-in to the LANCOM logs on with its name. The LANCOM can use the
name to retrieve the permitted values for authentication from the PPP table. At the start of the negotiation, the
remote site occasionally cannot be identified by call number (ISDN dial-in), IP address (PPTP dial-in ) or MAC address
(PPPoE dial-in). It is thus not possible to determine the permitted protocols in this first step. In these cases, authen-
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tication is performed first with those protocols enabled for the remote site with name DEFAULT. If the remote site is
authenticated successfully with these settings, the protocols permitted for the remote site can also be determined.

If authentication uses a protocol entered under DEFAULT, but which is not permitted for the remote site, then authen-
tication is repeated with the permitted protocols.

D.1.4 RADIUS authentication of PPP connections

PPP connections can also be authenticated by an external RADIUS server. However, these external RADIUS servers
do not necessarily support all available protocols. For this reason, the permitted protocols can also be selected in the
configuration of the RADIUS authentication. LCP negotiation is restarted with the permitted protocols if the RADIUS
server does not support the negotiated protocol.

WAN RADIUS table
LANconfig: Communication » RADIUS

4= New Configuration for LANCOM 1811 2=l
Configure: IEommunication 'l

Generall Femote Sitesl Protocols  RADIUS |EaIIManagement|

— Authentication via RADIUS

RADIUS server:
Server IP address:
Server port:
Shared secret:
PPF operation: lm
CLIF operation: lm
CLIF password: I

— General setting:
Timeout: |5.DDD millizeconds
Retries: |3

Telnet: Setup » WAN P RADIUS
B Active
Enables the use of an external RADIUS server for the authentication of PPP connections or dial-in access.
Possible values:
0 Yes, No
Default:
O No
H Auth. port
The TCP/UDP port over which the external RADIUS server can be reached.
Possible values:

0 Valid port number
Default:

O 1812

H Auth. protocols
Method for securing the PPP connection permitted by the external RADIUS server.
Possible values:

1 PAP CHAP, MS-CHAP, MS-CHAPv2, none
Default:

O PAP, CHAP, MS-CHAP, MS-CHAPv2
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m CLIP operation
When remote sites dial in, the internal call number list, or alternatively an external RADIUS server, can be used
for authentication.
Possible values:
O Yes: Enables the use of an external RADIUS server for the authentication of dial-in remote sites. A matching
entry in the call number list takes priority however.
00 No: No external RADIUS server is used for authentication of dial-in remote sites.

O Exclusive: Enables the use of an external RADIUS server as the only possibility for authenticating dial-in
remote sites. The call number list is ignored.

Default:
0 No

The dial-in remote sites must be configured in the RADIUS server such that the name of the entry corres-
@ ponds to the call number of the remote site dialling in.

B CLIP password
Password for the log-in of dial-in remote sites to the external RADIUS server.

Possible values:

0 Max. 31 characters.
Default:

0 Blank

The dial-in remote sites must be configured in the RADIUS server such that all the entries for all call numbers
@ use the password configured here.

B Loopback address
Sender address to be used in place of the sender address otherwise selected automatically for the destination
address.
Possible values:

O Name of a defined IP network.

O 'INT' for the IP address in the first network with the setting 'Intranet'.
O 'DMZ' for the IP address in the first network with the setting 'DMZ".
0 Name of a loopback address.

O Any other IP address.

Default:

O Blank

If the list of IP networks or loopback addresses contains an entry named 'INT' or 'DMZ’, the associated IP
@ address of the IP network or the loopback address named 'INT' or ‘DMZ" is used.

B PPP operation
When PPP remote sites dial in, the internal user authentication data from the PPP list, or alternatively an external
RADIUS server, can be used for authentication.
Possible values:
O Yes: Enables the use of an external RADIUS server for authentication of PPP remote sites. A matching entry
in the PPP list takes priority however.
O No: No external RADIUS server is used for authentication of PPP remote sites.

0 Exclusive: Enables the use of an external RADIUS server as the only possibility for authenticating PPP remote
sites. The PPP list is ignored.

Default:
O No
H Protocol
RADIUS over UDP or RADSEC over TCP with TLS can be used as the transmission protocol for authentication on
an external server.

Possible values:
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O RADIUS, RADSEC
Default:
O RADIUS
B Key
Password that is required for access to the external RADIUS server.
Possible values:

00 Max. 32 characters
Default:

0 Blank
B Server address
Address of the external RADIUS server.

Possible values:

0 Valid IP address
Default:

0 Blank

D.2  The Action table

D.2.1 Introduction

The action table controls actions triggered when there is a change in status of WAN connections. WAN connections
include direct connections to an Internet provider, and also VPN connections based on this, such as those used to
connect a branch office to a main office. Every action is linked with a condition that describes the change in status
of the WAN connection (establishment, termination, failure or establish failure). Actions can be any of the commands
available at the Telnet console. Furthermore, actions can transmit messages by e-mail or SYSLOG, send an HTTP
request, or transmit a DNS request. Different variables allow information such as the current IP address, the name
of the device, or an error message to be integrated into the action.

4.2.2  Actions for Dynamic DNS

Systems with dynamic IP addresses can be made available for access via the WAN, for example via the Internet, by
using the services of commercially available dynamic DNS servers. Servers offering these services can assign the cur-
rent IP address of a device to its FQDN name (Fully Qualified Domain Name, e. g. “http://MyLANCOM.dynDNS.org").

The advantage is obvious: If you wish to carry out remote maintenance via WEBconfig/HTTP, the only information
you need is the dynamic DNS name. Also, a DynDNS name can be used to establish VPN connections between
remote stations that have changing IP addresses.

In order for the current IP address to match with the DynDNS name at all times, the IP address recorded on the

DynDNS server must be constantly updated. This change is triggered by a dynamic DNS client.

B The DynDNS server, maintained by a DynDNS service provider on the Internet, is in contact with the Internet DNS
servers.

B The Dynamic DNS client can run on a workstation as a separate client program. As an alternative, a dynamic
DNS client is integrated into the LANCOM. It can make contact to any one of a number of dynamic-DNS service
providers and, assuming that a user account has been set up, automatically update its current IP address for the
DNS name translation.

Dynamic DNS client on the workstation

Dynamic DNS providers support a range of PC client programs that use various methods to determine the IP address
currently assigned to a LANCOM (D). A change in IP address is communicated to the appropriate dynamic DNS server

®.

Server at DynDNS provi- PC with DynDNS

der client program
LANCOM

39



m WAN

01 The Action table

40

The current WAN-side IP address of a LANCOM can be read from the following address and entered into a client
program:

http://<Address of the LANCOM>/config/1/6/8/3/

IP detection settings x|

Check IP gvery |300 H sEC

Waning: Remote [P detection won't occur less than everp 10 minutes Cancel
[V Enable detection on lacal machine

[ Ihitp:/ Adirectupdate. free. fr/check _ip.php3
[ Ihttp:#/checkip. dyndns. ongd

[ Thttp: Awansa. hin arg A ourl PAY ol P cai ¥ Enable

[hittp:/ fupsys deddpndns/check_ip.php3 [™ Can be moved to preserve bandwidth
[ Thttp:d A, dinzart. comdmyip. php

[ Thitp:/ /dynupdate. no-ip.com/ip. php

[ Thitp:/ fupdate. dyru. com/basicdpcheck. asp

[ Thttp: Avwanst. dinzart.com: 7777 myip. php l—
[ Thitp://checkip. dyndns. org 8245/ Usemame :

I~ | Use praxy server

[¥ Requies authentication

Move down Move up

Dynamic-DNS client in the LANCOM via HTTP
Alternatively the LANCOM can transmit the current WAN IP to the DynDNS provider directly:

Server at DynDNS provi-

der
LANCOM

An action is defined for this which, for example, automatically sends an HTTP request to the DynDNS server each
time a connection is established. The necessary information is transferred via the DynDNS account, so triggering an
update of the registration. An HTTP request of this type from DynDNS.org appears as follows:

B http://Userame:Password@members.dyndns.org/nic/update?system=dyndns&hostname=%h&myip=%a

The host name of the action and the LANCOM's current IP address are sent to an account at DynDNS.org as specified
by a username and password, and the appropriate entry is updated.

The settings necessary for this can be adjusted easily by using the Setup Wizards in LANconfig:

B
Setup Wizard for 1621AnnexB hrg
Conligure Dynanic NS

This wizard supparts pou to canfigurs the automatic refresh of a DNS aceaunt.
The refiesh s performed every time your device establishs @ connection and can be

configured for each remate site separately

For this you should alieady have configuied a
registered damain and an account with one of

Setup Wizard for 1621AnnexB x|

praviders Setup Wizard for 1621AnnexB B g
Dynamic DNS pravider.  [DyrDNS o Fonligur Dynanic DN h""

[y ig

NolP. -

Dohon Ertter the fully qualfied damain name (FADN] for which the DNS update should be

Ao performed

DIDNS ErE———

Changel P com DNS resolvable name: mylancom. dyndrne.org

Dyrlp net

yi_*';:gfwlil og Please snter your DNS account data here.

DHS org These data shouid havs been given to you by your DNS provider when your dynarmic

[DyNSex DNS account was set up

n User name: lancom
Passwork [

<Back [ Wews ] cancel |
b

The Setup Wizard supplements the basic action with further provider-specific parameters, which are not described
here. Apart from that, the Setup Wizard creates additional actions that control the LANCOM in case the update does
not success the first time.

Dynamic-DNS client in the LANCOM via GnuDIP

As an alternative to using a simple HTTP request to update DynDNS information, some services make use of the Gnu-
DIP protocol. The GnuDIP protocol is based on a challenge-response mechanism:
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(D The client opens the connection to the GnuDIP server.

(2 The server responds with a random value calculated for the session.

(3@ The client uses the random value and the password to create a hash value, which is returned to the server.
@ The server checks this hash value and reports its result by sending a number back to the client.

The GnuDIP protocol can exchange the messages between the client and server either via a simple TCP connection
(standard port 3495) or as a CGI script running on an Internet server. The version using an HTTP request from a CGI
script has the advantage that no additional ports have to be opened on the GnuDIP, and also that HTTP offers pro-
tection from passive interception and offline dictionary attacks.
Requests to a GnuDIP server are triggered by the LANCOM with an action in the following form:
B gnudip:/<srv>[:port][/path]?<parameter>

[0 <srv>—The GnuDIP server address.

O [:port] — Specifiying the port is optional. If it is not defined, default values are taken instead (3945 for TCP,
80 or 443 for HTTP/HTTPS).

O [/path] — Path information is only required by HTTP/HTTPS to define the location where the CGI script is
stored.

The following parameters are extensions to the request:

0O method=<tcp|http|https> — Selects the protocol to be used for the transmission between the GnuDIP server
and client. Only one protocol can be selected here.

user=<username> — Specifies the user name for the account on the GnuDIP server.

pass=<password> — Specifies the password for the account on the GnuDIP server.

domn=<domain> — Specifies the DNS domain containing the DynDNS entry.

reqc=<0|1|2> — Defines the action that is triggered by the request. Action <0> sends the server a dedicated
IP address that is to be used for the update. Action <1> deletes a DynDNS entry. Action <2> triggers an
update, although no IP address is transmitted to the server. Instead, the server carries out the update with
the IP address of the GnuDIP client.

O addr=<address> — Specifies the IP address that an action with the parameter <0 is to use for updating the

DynDNS entry. If this is unspecified in a <0> action, the request is treated as a <2> action.

With the GnuDIP protocol, the host name that is to be registered corresponds to the user name sent to the server.
If, for example, the username is "myserver" and the DNS domain is "mydomain.org”, then the DNS name "myser-
ver.mydomain.org" is registered.

O oogo

For example, the following action executed via the GnuDIP protocol updates the DynDNS entry at a DynDNS pro-
vider with the current IP address of the LANCOM (%a) as soon as a connection is established:

O gnudip:/gnudipsrv?method=tcp&user=myserver&domn=mydomain.org
&pass=password&reqc=0&addr=%a

Use the following action to delete a DynDNS entry, for example once the connection has been terminated:

O gnudip:/gnudipsrv?method=tcp&user=myserver&domn=mydomain.org
&pass=password&reqc=1
The line-break is for legibility only and is not to be entered into the action.

In response ot the request, the GnuDIP server returns one of the following values to the GnuDIP client (assuming
that the connection between server and client was established):

B 0 - The DynDNS entry was updated successfully.

B (:address — The DynDNS entry was successfully updated with the specified address.

B 1 - Authentication at the GnuDIP server failed.

B 2 - The DynDNS entry was deleted successfully.

These responses can be processed by the LANCOM's actions to trigger further actions if necessary.

D.2.3  Further example actions

Broken connection alert as an SMS to a mobile telephone

The placeholder %t allows the current time of an event to be incorporated into a message. For example, an alert
about the interruption of an important VPN connection can be sent by e-mail or as an SMS to a system administra-
tor's mobile telephone.

The following requirements have to be met for messaging:
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B The status of the VPN connection must be monitored, for example by means of "dead-peer-detection” (DPD).
B The LANCOM has to be configured as an NTP client in order to have the current system time.
B An SMTP account must be set up for transmitting e-mails.

Once these requirements are fulfilled, messaging can be set up. This is done with a new entry in the action table;
e. g. with LANconfig under Communication P General P> Action table.

¥ Entry active
Name: W e |
Remote site: | ven-site1 =l

Lock time: ID— seconds

Condition: lm

Action:

mailto:admin@mycompany. com?subject=VPN ;I
connection broken at %&t?body=VPN
connection to Subsidiary 1 was broken.|

E
Result-Check:
Owner: I root - l

Select the remote site for the relevant connection. As Condition select 'Broken' and enter the action as the transmis-
sion of an e-mail.

mailto:admin@mycompany.com?subject=VPN connection broken at $%$t?body=VPN connection to
Subsidiary 1 was broken.

If the connection is broken, this action sends an e-mail to the administrator with the time of the event in the subject
line.

@ If the mail is sent to an appropriate Mail2SMS gateway the alert can be sent directly to a mobile telephone.

For complex scenarios with several subsidiaries, each of the remote sites is given a corresponding entry in
the central LANCOM. For monitoring the central device itself, an action is entered into a device at one of the
subsidiaries. In this way the administrator receives an alert even if the VPN gateway at the central location
fails, which could potentially prevent any messages from being transmitted.

Example: Suppress messaging in case of re-connects with a DSL connection

Some providers interrupt the DSL connection used for the VPN connections once every 24 hours. To avoid informing
the administrator of these regular interruptions, messaging can be disabled at the time when the re-connect occurs.

First of all an action is required to force the re-connect to occur at a fixed time; generally at night when the Internet
connection is not in use. The entry defines, for example, 03:00h and the Internet connection is broken with the com-
mand do other/manual/disconnect internet.

With two more cron commands set /setup/wan/action-table/1 yes/no the corresponding entry in the
action table is switched off three minutes before 03:00h and switched on again three minutes after 03:00h. The
number 1 following the path to the action table is an index that stands for the first entry in the table.

Cron table
Active I Time base I Variation I Minutes I Hours I Weekdays | Days | Months | Commands

‘fes Real tme 0 [ili} 03 do other /manualdisc
Yes Real tme 0 57 02 set /setup/wan/actior Cancel

=) Real time 0 set featupfwanfactio

Lol | T

1| | i

Add... Edit... | Copy... | Remove |

D.2.4 Configuration

Changes with LCOS 7.6:
B "Failure” as a condition for a change in status of the WAN connection
B “Establish failure" as a condition for a change in status of the WAN connection
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GnuDIP protocol support

With the action table you can define actions that are executed when the status of a WAN connection changes.
LANconfig: Communication P> General B> Action table
Telnet: Setup » WAN P> Action table

Index

The index gives the position of the entry in the table, and thus it must be unique. Entries in the action table are
executed consecutively as soon as there is a corresponding change in status of the WAN connection. The entry
in the field "Check for" can be used to skip lines depending on the result of the action. The index sets the position
of the entries in the table (in ascending order) and thus significantly infuences the behavior of actions when the
option "Check for" is used. The index can also be used to actuate an entry in the action table via a cron job,
for example to activate or deactivate an entry at certain times.

Possible values:

O Max. 10 characters

Default:

o0

Active

Activates or deactivates this entry.

Possible values:

0 Yes

O No

Default:

0 Yes

Host name

Action name. This name can be referenced in the fields "Action" and "Check for" with the place holder %h (host
name).

Possible values:

0 Max. 64 characters

Default:

0 Blank

Remote site

A change in status of this remote site triggers the action defined in this entry.
Possible values:

O Max. 16 characters

Default:

0 Blank

Lock time (max. 10 characters)

Prevents this action from being repeated within the period defined here in seconds.
Possible values:

0O Max. 10 characters
Default:

oo
Condition
The action is triggered when the change in WAN-connection status set here occurs.

Possible values:

O Establish — The action is triggered when the connection has been established successfully.

O Disconnect — The action is triggered when the device itself terminates the connection (e.g. by manual dis-
connection or when the hold time expires).

O End —The action is triggered on disconnection (whatever the reason for this).
Failure — This action is triggered on disconnects that were not initiated or expected by the device.

[ Establish failure — This action is triggered when a connection establishment was started but not successfully
concluded.

O
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Default:

0 Structure

Action (max. 250 characters)

Here you describe the action that should be executed when there is a change in the status of the WAN connec-

tion. Only one action can be triggered per entry.

Possible values for the actions (max. 250 characters):

0 exec: — This prefix initiates any command as it would be entered at the Telnet console. For example, the
action “exec:do /o/m/d" terminates all current connections.

O dnscheck: — This prefix initiates a DSN name resolution. For example, the action “dnscheck:myser-
ver.dyndns.org” requests the IP address of the indicated server.

O http: — This prefix initiates an HTTP-get request. For example, you can use the following action to execute a
DynDNS update at dyndns.org:
http://username:password@members.dyndns.org/nic/update?system=dyndns&hostname=%h&myip=Y%a
The meaning of the place holders %h and %a is described below.

O https: — Like "http:”, except that the connection is encrypted.

O gnudip: — This prefix initiates a request to the corresponding DynDNS server via the GnuDIP protocol.
For example, you can use the following action to use the the GnuDIP protocol to execute a DynDNS update
at a DynDNS provider:
gnudip://gnudipsrv?method=tcp&user=myserver&domn=mydomain.org
&pass=password&reqc=0&addr=%a
The line-break is for legibility only and is not to be entered into the action. The meaning of the place holder
%a is described below.

O repeat: — This prefix together with a time in seconds repeats all actions with the condition "Establish" as
soon as the connection has been established. For example, the action "repeat 300" causes all of the estab-
lish actions to be repeated every 5 minutes.

O mailto: — This prefix causes an e-mail to be sent. For example, you can use the following action to send an
e-mail to the system administrator when a connection is terminated:
mailto:admin@mycompany.de?subject=VPN connection broken at %t?body=VPN connection to Branch
Office 1 was terminated.

Optional variables for the actions:

%a — WAN IP address of the WAN connection relating to the action.

%H — Host name of the WAN connection relating to the action.

%h — Like %h, except the hostname is in small letters

%¢c — Connection name of the WAN connection relating to the action.

%n — Device name

%s — Device serial number

%m — Device MAC address (as in Sysinfo)

%t — Time and date in the format YYYY-MM-DD hh:mm:ss

%e — Description of the error that was reported when connection establishment failed.
The result of the actions can be evaluated in the "Check for" field.

Default:
O Blank
Check for

The result of the action can be evaluated here to determine the numer of lines to be skipped in the processing
of the action table.

O0Ooo0ooooao

Possible values for the actions (max. 50 characters):

O contains= — This prefix checks if the result of the action contains the defined string.

O isequal=— This prefix checks if the result of the action is exactly equal to the defined string.

O ?skipiftrue= —This suffix skips the defined number of lines in the list of actions if the result of the "contains”
or "isequal" query is TRUE.

O 7?skipiffalse=—This suffix skips the defined number of lines in the list of actions if the result of the "contains”
or "isequal" query is FALSE.

Optional variables for the actions:
00 As with the definition of the action.
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Default:

O Blank
Example:
O A DNS check queries the IP address of an address in the form “"myserver.dyndns.org". The check “con-

tains=%a’skipiftrue=2" allows the two following entries in the action table to be skipped if the IP address
found by the DNS check agrees with the current IP address (%a) of the device.

m Owner
Owner of the action. The exec actions are executed with the rights of the owner. If the owner does not have the
necessary rights (e.g. administrators with write access) then the action will not be carried out.
Possible values:

0O Select from the administrators defined in the device. Maximum 16 characters.
Default:

O root
D.3  Using the serial interface in the LAN

D.3.1 Introduction

In the IT field, COM port servers (also known as serial port servers) are devices that transport data between TCP and
serial connections. There are many applications.

B Networking of devices with a serial interface but without a network interface.
B Remote maintenance of devices that can only be configured via a serial interface.
B Virtual extension of a serial connection between two devices with serial interfaces over a network.

Most LANCOM devices feature a serial interface that can be used to carry out configurations or to connect to a
modem. In some cases the interface is used for neither of these scenarios, and yet a COM port server is required in
the vicinity of the device. In such cases the LANCOM can use its serial interface as a COM port server, thus saving
the costs for an external COM port server. If this application focuses on the serial configuration interfaces of these
devices, additional serial interfaces can be provided by some models in combination with suitable CardBus or USB
adapters. This enables multiple instances of the COM port server to be operated in one device.

D.3.2  Operating modes

A COM port server has two operating modes:

B Server mode: The COM port server waits for requests from a defined TCP port to establish TCP connections. The
mode is used for remote maintenance, for example.

B Client mode: As soon as a device connected to the serial interface becomes active, the COM port client opens a
TCP connection to a preset remote site. This operating mode is used, for example, for devices that have just one
serial interface but requiring network access.

In both of these cases a transparent connection is set up between the serial interface and the TCP connection. Data
packets received at the serial interface are forwarded to the TCP connection, and vice versa. A common server-mode
application is to install a virtual COM port driver at the remote site which connects to the COM port server. Drivers
of this type allow applications running at the remote site to use the TCP connection as if it were an additional COM
port. The IETF RFC 2217 standard sets down the Telnet WILL/DO protocol extensions, which transmit the negotiations
for the serial connection (bitrate, data and stop bits, handshake) to the COM port server. The use of this protocol is
optional, so practical default values can be set in the COM port server.

D.3.3  Serial interface configuration

The serial interfaces in the LANCOM can be used for various applications, for example for the COM port server or as
a WAN interface. The Devices table allows individual serial devices to be assigned to certain applications. As soon
as a HotPlug-capable USB adapter is detected, a new entry for the serial interface provided by this USB adapter is
created automatically in this table. This automation simplifies the configuration of the serial devices. An exception
is the built-in serial interface, which is used for configuration purposes as standard. Entries can be added to the
Devices table manually to use this interface for the COM port server or WAN applications.

LANconfig: COM ports B> Devices P> Device operating mode
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4= New Configuration for LANCOM 1823 ¥ 2=l
Configure: IEDM Ports 'l

Devices |W’AN I Serverl

— COM-Part devices overvie

‘Whenever a new hot-pluggable device iz detected, a new
entry iz created in this table.

i i i 21 x|
o Device mode - New Entry
i i ilt-i i i . glcutca _
@ An exception is the built-in outband interface, whic (DR e I_ outband jv OK

default uzed for device management. To make the . X
outband interface usable for the COM port server, s s bliall > Cancel |
line ta thiz table with the service mode COM part =

| | |

Telnet: Setup P> COM-Ports P> Devices

B Device type
Selects a serial interface from the list of those available in the device.
[ Possible values: All of the serial interfaces available in the device.
O Default: Qutband

B Service
Activation of the port in the COM port server.
O Possible values: WAN, COM-port server.
0 Default: WAN

D.3.4 Configuring the COM port server

Configuring the COM port server involves three tables. What all three tables have in common is that a certain port
at a serial interface is identified by the values for device type and port number. Because some serial devices such as
a CardBus card have multiple ports, the port to be used must be specified explicitly. For a device with just one port,
such as with the serial configuration interface, the port number is set to zero.

Operational settings

This table activates the COM port server at a port of a certain serial interface. Add an entry to this table to start a
new instance of the COM port server. Delete an entry to stop the corresponding server instance. The switch Operating
can be used to deactivate a server instance in the table.

When a server instance is created or activated, the other tables in the COM port configuration are searched for mat-
ching device type and port number values. If no suitable entry is found, the server instance takes workable default
values.

LANconfig: COM ports B> Server P> Device ports

4= New Configuration for LANCOM 1823 ¥ 2=l
Configure: IEDM Ports 'l

Devicesl WitN - Server |

—COM port gerver setting:

Adding a line to this table creates a new server ingtance, while
deleting a line tears it down,

- A E 2| x
| Do hoe Device ports - New Entry 2=l
@ Itiz alzo possible to define an instance and leave i Device type: |(elTSgElu] h oK
inactive uzing the operating flag. Whenever a ser Port: I 0
instance iz [refinitialized, the other tables are searc art: Caniel |

matching entries, i.e. entries with the same values

device type, port number and serial number. I™ Cperate

Thiz table summarizes all possible COM port server settings for
the serial connection of a server entity.

Serial interface ... I

Thiz table summarizes all poszible settings for the netwark
connection of a server entity. TCF mode switches the COM
port zerver ta server- or client-mode.

Metwork interface ...
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Telnet: Setup > COM-Ports B> COM-Port-Server B> Devices

Device type

Selects a serial interface from the list of those available in the device.

[ Possible values: All of the serial interfaces available in the device.

O Default: Outband

Port number

Some serial devices such as the CardBus have more than one serial port. Enter the number of the port on the
serial interface that is to be used for the COM-port server.

[0 Possible values: Max. 10 characters

O Default: 0

O Special values: 0 for serial interfaces with just one port, e. g. outband.
Operating

Activates the COM port server on the selected port of the selected interface.
0 Possible values: No, yes

0 Default: No

COM-port settings

This table contains the settings for data transmission over the serial interface.

@ Please note that all of these parameters can be overwritten by the remote site if the RFC2217 negotiation is

active. Current settings can be viewed in the status menu.

LANconfig: COM ports P> Server B> Serial interface

4= New Configuration for LANCOM 1823 ¥o 2=l

Configure: IEDM Ports 'l

Devicesl WitN - Server |

—COM port gerver setting:

Adding a line to this table creates a new server ingtance, while
deleting a line tears it down,

= ial i a 2
| T i) o cr 10! interface - New Entry 21l
@ It is also possible to define an instance and leave i DD (faed Ijv
inactive uzing the operating flag. Whenever a ser . I
instance iz [refinitislized, the other tables are searc act v Cancel |
matching entries, i.e. entries with the same values
device type, port number and zerial number. —Serial interface
Eit rate: IIISZDD 'l
Thiz table SUMMarizes all possible EI_DM pork zerver settir Data bits: m
the serial connection of a server entity.
Serial interface ... Parity: IND paricy jv
Stop bits: |1 vl

This table summarizes all possible seftings for the netwg | Handshake: IND handshake 'l

conhection of a server entity. TCP mode switches the C -
port zerver ta server- or client-mode. Ready condition: DTR -

Network interface .. Ready data timeout: I 0 seconds

Telnet: Setup > COM-Ports B COM-Port-Server B> COM-Port-Settings
B Device type

Selects a serial interface from the list of those available in the device.

O Possible values: All of the serial interfaces available in the device.
0 Default: Outband

B Port number

Some serial devices such as the CardBus have more than one serial port. Enter the number of the port on the
serial interface that is to be used for the COM-port server.

O Possible values: Max. 10 characters
O Default: 0
0 Special values: 0 for serial interfaces with just one port, e. g. outband.
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Bitrate
Bitrate used on the COM port

O Possible values: Common values for bitrate vary from 110 to 230400
O Default: 9600

Data bits:

Number of data bits.

0 Possible values: 7, 8

O Default: 8

Parity

The checking technique used on the COM port.
0 Possible values: None, odd, even

0 Default: None

Stop bits

Number of stop bits.

[0 Possible values: 1, 2

0 Default: 1

Handshake

The data-flow control used on the COM port.
[ Possible values: None, RTS/CTS

O Default: RTS/CTS

Ready condition

The ready condition is an important property of any serial port. The COM port server transmits no data between
the serial port and the network if the status is not "ready". Moreover, the transition from the "ready” to the "not
ready" states is used to establish and cancel TCP connections in client mode. There are two ways of determining
whether the port is ready or not. In DTR mode (default) only the DTR handshake is monitored. The serial interface
is considered to be ready for as long as the DTR line is active. In data mode, the serial interface is considered to
be active for as long as it receives data. If no data is received during the timeout period, the port reverts to its
not-ready status.

[ Possible values: DTR, data

0 Default: DTR

Ready-Data-Timeout

The timeout switches the port back to the not-ready status if not data is received. This function is deactivated
when timeout is set to zero. In this case the port is always ready if the data mode is selected.

0 Possible values: Max. 10 characters

0 Default: 0

O Special values: 0 switches the Ready-data-timeout off.

Network settings

This table contains all settings that define the behavior of the COM port in the network.

@ Please note that all of these parameters can be overwritten by the remote site if the RFC2217 negotiation is

active. Current settings can be viewed in the status menu.

LANconfig: COM ports P> Server B> Network interface
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4= New Configuration for LANCOM 1823 2=l

Configure: IEDM Ports 'l

Devicesl WitN - Server |

—COM port server setting Network interface - New Enkry 2=l
Adding a Iine to this _table creates a new server instance, wh Device type: -
deleting a line tears it down,

Part: I o
| Device ports ... Cancel |

r~Mebwork interface

@ It is also possible to define an instance and leave it
inactive uzing the operating flag. ‘Whenever a server TCP mode: IS vl
instance iz [refinitislized, the other tables are searched Srver
matching entries, i.e. entries with the same values for Listen port: I 0
device type, port number and serial number.

Connect hostname: I

This table summarizes all possible COM port server settings f Connect pork: I a

the serial connection of a server entity.

[ RFC 2217 extension activated

Serial interface ...

@ This field can be left empty ko automatically use the correct

Thiz tabl_e summarizes all pozzible settings for the network source address for the destination netwark.

connection of a server entity. TCF mode switches the COM
part server ko server- or client-mode. Source IP address: I vl

Metwork interface ... . | ||

Telnet: Setup > COM-Ports B> COM-Port-Server B> Network settings

Device type

Selects a serial interface from the list of those available in the device.

[0 Possible values: All of the serial interfaces available in the device.

O Default: Outband

Port number

Some serial devices such as the CardBus have more than one serial port. Enter the number of the port on the
serial interface that is to be used for the COM-port server.

00 Possible values: Max. 10 characters

O Default: 0

O Special values: 0 for serial interfaces with just one port, e. g. outband.

TCP mode

Each instance of the COM port server in server mode monitors the specified listen port for incoming TCP connec-
tions. Just one active connection is permitted per instance. All other connection requests are refused. In client
mode, the instance attempts to establish a TCP connection via a defined port to the specified remote site, as
soon as the port is ready. The TCP connection is closed again as soon as the port becomes unavailable. In both
cases a LANCOM closes any open connections when the device is restarted.

[0 Possible values: Server, Client

O Default: Server

Listen port

The TCP port where the COM port in TCP server mode expects incoming connections.

[0 Possible values: Max. 10 characters

O Default: 0

Connect host name

The COM port in TCP client mode establishes a connection to this host as soon as the port is in "Ready" status.

O Possible values: Max. 48 characters The host can be specified either as a DNS name or as an IP address.

O Default: Blank

Connect port

The COM port in TCP client mode uses this TCP port to establish a connection as soon as the port is in "Ready"
state.

O Possible values: Max. 10 characters

O Default: 0

Loopback address

The COM port can be reached at this address. This is its own IP address that is given as the source address when
establishing connections. This is used to define the IP route to be used for the connection.
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00 Possible values: Max. 16 characters
0 Default: Blank
B RFC2217 extensions

The RFC2217 extensions can be activated for both TCP modes. With these extensions activated, the LANCOM
uses the IAC DO COM-PORT-OPTION sequence to signal that it will accept Telnet control sequences. The COM
port subsequently works with the corresponding options; the configured default values are overwritten. The port
also attempts to negotiate the local echo and line mode for Telnet. Using the RFC2217 extensions with incom-
patible remote sites is not critical. Unexpected characters may be displayed at the remote site. A side effect of
using the FRC2217 extensions may be that the port regularly carries out an alive check as Telnet NOPs are trans-
mitted to the remote site.

O Possible values: No, yes
O Default: No

D.3.5 WAN device configuration

The table with WAN devices is a status table only. All Hotplug devices (connected via USB or CardBus) enter them-
selves into this table.

LANconfig: COM ports B WAN P> Device operating state

4= New Configuration for LANCOM 1823 ¥ 2=l
Configure: IEDM Ports 'l
Devices WAN | Server I Device operating state - New Entry 21l

WAN devices overvie

Device bype: |oidaElys] OF

Thiz table gives an overview of all devices configure
'WiN mode and the operation state. & new enty will [~ Operate Cancel |

created every time a new hot-pluggable device iz del

Device operating state ... i ‘ ‘ ‘

Telnet: Setup » COM ports > WAN P> Devices
B Device type

List of serial interfaces available in the device.

O Possible values: All of the serial interfaces available in the device.
B Active

Status of connected device:

O Possible values: No, yes

D.3.6  Serial connection status information

Various statistics and status values are recorded for every instance of the COM-port server. The serial port using the
instance is indicated in the first two columns of the table—the values for device type and port number as entered
during the configuration are displayed here.

Network status
Telnet: Status » COM-Ports B> COM- Port-Server B> Network status
This table contains information on current and recent TCP connections.
B Device type

List of serial interfaces available in the device.
B Port number

The port number used for the COM port server on the serial interface.
B Connection status

Possible values:

00 Connected: An active connection exists (server or client mode).

O Listening: This instance is working in server mode; no TCP connection is currently active.

O Not listening: In server mode, the specified TCP port could not be reserved for inbound connections, e.g.
because it is already occupied by another application.
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O Blank: This instance is working in client mode and the port is not ready. No TCP connection will be establis-
hed now.

O Transfer: The port has reached the "ready" state; a connection is being established.
Last error
In client mode this displays the reason for the last connection error. In server mode this value has no significance.

Remote address:

Displays the IP address of the remote site for a successful TCP connection.
Local port

Displays the local TCP port used for a successful TCP connection.

Remote port

Displays the remote TCP port used for a successful TCP connection.

COM-port status
This table displays the serial port status and the settings currently used by this port.

Device type
List of serial interfaces available in the device.

Port number
The port number used for the COM port server on the serial interface.

Port status

O Possible values:
Not available: The serial port is currently not available to the COM port server, for example because the USB
or CardBus adapter has been removed or because it is being used by other functions in the LANCOM.
Not ready: The serial port is available to the COM port server but is currently not ready for data transfer,
for example because the DTR line is inactive. In the client state, no attempt is made to establish a connection
as long as the port is in this state.
Ready: The serial port is available and ready for data transfer. In the client state, an attempt is made to esta-
blish a TCP connection as soon as the port is in this state.

@ Please not that the port status is relevant in server mode, too. All TCP connection requests are accepted, alt-

hough the COM port instance will only transfer data between the serial port and the network when the serial
port has reached the "ready" state. The following columns display the settings that are currently in use on
the serial port. These are either the values as configured or as set by the negotiations via the RFC2217 exten-
sions.

Bitrate

Bitrate used on the COM port

O Possible values: Common values for bitrate vary from 110 to 230400
Data bits:

Number of data bits.

0 Possible values: 7, 8

Parity

The checking technique used on the COM port.
[0 Possible values: None, odd, even

Stop bits

Number of stop bits.

0 Possible values: 1, 2

Handshake

The data-flow control used on the COM port.

0O Possible values: None, RTS/CTS

Byte counters

This table displays the inbound and outbound data packets at the serial port and on the network side.

@ These values are not reset when the connection is opened or closed.
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B Device type
List of serial interfaces available in the device.

H Port number
The port number used for the COM port server on the serial interface.
m Serial-Tx
Number of bytes sent over the serial interface.
B Serial-Rx
Number of bytes received over the serial interface.
B Network-Tx
Number of bytes sent to the network.

B Network-Rx
Number of bytes received from the network.

Port-Errors
This table displays the serial port errors. These errors may indicate a faulty cable or errors in the configuration.

B Device type
List of serial interfaces available in the device.

H Port number
The port number used for the COM port server on the serial interface.

B Parity errors
Number of errors due to a checksum mismatch.

B Framing errors
Number of erroneous data packets.

Connections
This table displays successful and failed TCP connections in both server mode and client mode.

B Device type
List of serial interfaces available in the device.

B Port number
The port number used for the COM port server on the serial interface.

H Server granted
Number of connections granted by the COM port server.

B Server rejected
Number of connections rejected by the COM port server.

m Client succeeded
Number of connections successfully established by the COM port client.

B Client DNS error
Number of connections that the COM port client could not establish due to DNS errors.

B Client TCP error
Number of connections that the COM port client could not establish due to TCP errors.

B Client-remote disconnects
Number of connections where the COM port was disconnected from the remote site.

Delete values

This action deletes all values in the status tables.

52



u WAN

D.3.7 COM-port adapters

O RIP

Devices with serial interfaces can be connected to a LANCOM in the following ways:

COM-port adapters

All those with a serial configuration interface

USB serial adapter

All those with a USB interface

CardBus serial adapter

All those with a CardBus slot

LANCOM modem adapter kit

All those with a serial configuration interface

The COM port adapter must be a two-way D-sub plug with the following PIN assignment:

2 RxD XD 3
3 TxD RxD 2
4 DTR DSR 6
5 GND GND 5
6 DSR DTR 4
7 RTS cTs 8
8 s RTS 7

D.4 RIP

D.4.1 WANRIP

New with LCOS 7.6:

B Flexible definition of WAN-RIP remote stations by using place holders.

In order for statically defined routes and routes learned from RIP to be broadcast across the WAN, or for routes to
be learned from the WAN, the respective remote sites can be entered into the WAN RIP table.

LANconfig: IP-Router » General » WAN RIP

WAN RIP - New Entry ﬂﬂ
Remoate site: JEFALILT j QK I
RIP type: IRIP-I - l Cancel |

[~ accept RIP From WaN
Masquerade: on -

[ Block back routes (poisoned reverse)
[ active proposing of RIP according to RFC 2091 activated

Gateway: ID.D.D.D

Default routing tag: ll—
Routing tag list: 1,2

R Fiker: [ =l
T4 filker: [ =l

WEBconfig: Setup P> IP-Router P> RIP B> WAN table

B Remote site

Name of the remote site for exchanging routing information via RIP.

Possible values:

0 Selection from the list of defined remote sites (max. 16 characters).

Default:

O Blank
Special values:

O Multiple remote sites can be configured in one entry by using * as a place holder. If for example multiple
remote stations are to exchange dynamic routing information via WAN RIP, while the networks for all other
users and branch offices are defined statically, the appropriate remote stations can be given names with the
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prefix "RIP_". To configure all of the remote stations, the WAN RIP table requires just a single entry for
remote station "RIP_*".

RIP type

The RIP type details the RIP version with which the local routes are propagated.

Possible values:

O Off

0 RIP-1

O RIP-1 compatible

O RIP-2

Default:

O Off

RIP learning

The column RIP-Accept specifies whether RIP is accepted from the WAN and whether routes should be learned

from this remote site. The RIP type must be set for this.

Possible values:

O On/off

Default:

O Off

Masking

The column Masquerade lists whether or not masquerading is performed on the connection and how it is carried

out. This entry makes it possible to start WAN RIP even in an empty routing table.

Possible values:

O Auto: The masquerade type is taken from the routing table. If there is no routing entry for the remote site,
then masquerading is not performed.

0 To: All IP connections to this remote site are masqueraded.

00 Intranet: IP connections from intranet networks are masqueraded, IP connections from the DMZ pass
through transparently

Poisoned reverse
Poisoned reverse prevents routing loops from forming. An update is sent back to the router that propagated the
route to inform it that the network is unreachable at the associated interface.

However, this has a significant disadvantage over WAN connections: The central location transmits a high num-
ber of routes which would then suffer from route poisoning, so leading to a heavy load on the available band-
width. For this reason, poisoned reverse can be manually activated for every LAN/WAN interface.

Possible values:

00 Yes/No
Default:
0 No
RFC 2091

Other than in the LAN, WAN bandwidth limitations may make regular updates every 30 seconds undesirable. For
this reason, RFC 2091 requires that routes are transmitted to the WAN once only when the connection is estab-
lished. After this, updates only are transmitted (triggered updates).

Because updates are explicitly requested here, broadcasts or multicasts are not to be used for delivering RIP mes-
sages. Instead, the the subsidiary device must be statically configured with the IP address of the next available
router at the central location. Due to these requests, the central router knows which subsidiary routers it has
received update requests from; it then sends any messages on route changes directly to the subsidiary device.

Possible values:

0 Yes/No

Default:

0 No

Gateway

IP address of the nearest available router in the context of RFC 2091.

Possible values:
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0 Valid IP address
Default:

o 0.0.0.0
Special values:

O 1f0.0.0.0 is entered, the gateway address is determined from PPP negotiation.

In a router at the central location, RFC 2091 can be switched off and the gateway can remain on 0.0.0.0
because the central location always observes the requests from the subsidiaries.

@ The LANCOM automatically reverts to standard RIP if the indicated gateway does not support RFC 2091.

Dft-Rtg-Tag
The column Default tag lists the valid "Default touting tag" for the WAN connection. All untagged routes are
tagged with this tag when sent on the WAN.

Possible values:

O 0to 65535

Default:

oo

Rtg-Tag-List

The column Routing tags list details a comma-separated list of the tags that are accepted on the interface. If this

list is empty, then all tags are accepted. If at least one tag is in the list, then only the tags in this list are accepted.
When sending tagged routes on the WAN, only routes with valid tags are propagated.

All learned routes from the WAN are treated internally as untagged routes and propagated on the LAN with the
default tag (0). In the WAN, they are propagated with the tag with which they were learned.

Possible values:

00 Maximum 33 characters
Default:

O Blank
Rx-Filter
Here you define the filter to be used when receiving RIP packets.

Possible values:

0 Select from the list of defined RIP filters (max. 16 characters).
Default:

O Blank
Tx-Filter
Here you define the filter to be used when sending RIP packets.

Possible values:

0 Select from the list of defined RIP filters (max. 16 characters).
Default:

0 Blank

D.4.2  RIP-Filter
LANconfig: IP-Router P> General > RIP filter sets

RIP filter sets - New Entry 2=l
Marme: | Lan oK |
Filter expressions: Cancel |

+10.0.0.0{255.0.0.0] =]
E

Telnet: Setup P IP-Router B> RIP B> Filter
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Routes learned from RIP can be filtered by their routing tag according to the settings for LAN and WAN RIP. Routes
can additionally be filtered by specifying network addresses (e. g. "Only learn routes in the network 192.168.0.0/
255.255.0.0"). First of all a central table is used to define the filters that can then be used by entries in the LAN and
WAN RIP table.

® Name
Name of the filter.
Possible values:

0 18 alphanumerical characters. The last two characters must combine a digit with the hash symbol (e.g. #1).
Consequently, the assignment to LAN and WAN networks can only use 16 characters.

Examples:
O LAN#1, LAN#2, WAN1, etc.

The hash symbol # can be used to combine multiple entries into a single filter. Taken together the entries
@ LAN#1 and LAN#2 make up a filter "LAN" that can be called from the RIP table.

H Filter
Comma-separated list of networks that are to be accepted (+) or rejected (-).
O Example of an accepted network: +10.0.0.0/255.0.0.0
O Example of an unaccepted network: -192.168.0.0/255.255.0.0
O Possible values: 64 characters from , +-/0123456789.

@ The plus-sign for accepted networks is optional.

Filters defined in the filter table can be referenced in the columns for RX filter and TX filter in the LAN RIP and
WAN RIP tables. RX defines the networks from which routes can be learned or blocked, and TX defines the net-
works to which propagation should be allowed or blocked.

Filtering by routing tags is unaffected, i.e. if a tag for a route indicates that it is not to be learned or propa-
gated, then this cannot be forced by means of the filter table.

D.5 Advanced Routing and Forwarding

D.5.1 Interfaces tags for remote sites

New with LCOS 7.6:
B Assignment of interfaces tags via the remote site
By defining interfaces tags, virtual routers can be used as part of Advanced Routing and Forwarding (ARF) that only

use part of the overall routing table. For inbound data packets from the WAN, the assignment of interfaces tags can
be requlated in different ways:

B By using appropriate firewall rules that only capture data packets from particular remote sites, IP addresses or

ports

B Based on the routing table

B Via an explicit assignment of tags to remote sites.

This assignment of tags to the remote sites to separate ARF networks can also be conveniently used for packets recei-
ved at the WAN-side (which by default contain Tag 0). Without controlling the assignment of tags explicitly with the

firewall, the virtual router can be determined directly from the remote site or source route from the form of the inter-
face tag. Inbound and outbound communication can thus be easily divided between virtual routers bidirectionally.

The interface tags determined via the tag table and on the basis of the routing table can be overwritten with
@ an appropriate entry in the firewall.

Assignment of interface tags via the tag table
LANconfig: Communication »> Remote sites B> WAN tag table
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WAN tag table - New Entry 21x|

Remote site: | pEFALLT| = oK I
Interface tag: I 1] pe— |

Wan IP pool

Start address: I 0.0.0.0
End address: ID.D.D.D

WEBconfig: Setup P> IP router

B WAN tag generation
WAN tag generation defines the source for the assignment of interfaces tags. Besides assignment via the firewall
or direct assignment via the tag table, the interface tag can also be selected based on the source route in the
effective routing table (static routing entries plus routes learned via RIP). The source IP and the name of the
remote site used to establish the IP connection is compared with the routing information. The routing tag of this
source route is assigned for further processing to the packets received at the WAN-side of this connection. If the
effective routing table contains more than one entry for a remote site with the same network, the smallest tag
is used.

Example: The following ARF networks have been defined:

PRIVATE 192.168.1.1/24 1 LAN -1
HOME-OFFICE ‘ 192.168.10.1/24 ‘ 10 ‘ LAN -2

PRIVATE is to have Internet access only, HOME- OFFICE is to have a VPN tunnel to the remote site VPN-COMPANY
only. The corresponding effective routing table appears as follows:

192.168.10.0 255.255.255.0 10 VPN-COMPANY 0 No
255.255.255.255 ‘ 0.0.0.0 ‘ 1 ‘ INTERNET ‘ 0 ‘ No

O Data packet coming from network 192.168.10.x: Tag = 10

O Data packet coming from network 192.168.1.x: Tag = 1

O Data packet coming from any other network: Tag = 0

Possible values:

O Manual: With this setting, the interface tags are determined solely by an entry in the tag table. The routing
table has no significance in the assignment of interfaces tags.

O Auto: With this setting, the interface tags are determined initially by an entry in the tag table. If no matching
entry is located there, the tag is determined based on the routing table.

The interface tags determined via the tag table and on the basis of the routing table can be overwritten with
@ an appropriate entry in the firewall.

Assignment of interface tags via the tag table

The tag table enables inbound data packets to be directly assigned with an interface tag that depends on the remote
site.

B Telnet: Setup P> IP router P> Tag table

B Remote site
Name of the remote site whose packets are to be given interface tags when received at the WAN side.
Possible values:

0 Selection from the list of defined remote sites (max. 16 characters).
Default:

O Blank
Special values:

O Multiple remote sites can be configured in one entry by using * as a place holder. If, for example , several
remote sites (RAS users) of a company are to be tagged, all appropriate remote sites can be given a name
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"

with the prefix “Company1_". To configure all of the remote sites, just one entry with remote site
"Company1_*" can be included in the tag table.

B Rtgtag

This interface tag is assigned to the inbound packets of the remote site.
Possible values:

O 0to 65535

Default:

ma

Start WAN pool

The start WAN pool represents the beginning of the address pool for the remote site or group of remote sites
(when using placeholders to specify remote site). When RAS users dial in, the remote site is assigned an address
from the address pool defined here.

Possible values:

0 Max. 15 characters
Default:

o 0.0.0.0

Special values:

O If the pool is empty (start and end addresses are 0.0.0.0), the global pool is used.
End WAN pool

The end WAN pool represents the end of the address pool for the remote site or group of remote sites (when
using placeholders to specify remote site). When RAS users dial in, the remote site is assigned an address from
the address pool defined here.

Possible values:

0 Max. 15 characters
Default:

o 0.0.0.0
Special values:

O If the pool is empty (start and end addresses are 0.0.0.0), the global pool is used.
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E VPN

E.1 Unlimited number of VPN remote sites

Some tables in LCOS can be converted to allow dynamic sizing, for example to enable any number of remote sites to
be entered into the VPN setup table. Unchanged is the number of simultaneous connections possible. This depends
on the license.

E.2 Extended Authentication Protocol (XAUTH)

E.2.1 Introduction

RADIUS servers are often used to authenticate users for remote sites dialing-in over WAN connections (such as via
PPP). Over time, conventional WAN connections increasingly gave way to secure (encrypted) and more cost-effective
VPN connections. However, the structure of VPN connections over IPSec with IKE does not permit unidirectional
authentication of users by RADIUS or similar technologies.

The Extended Authentication Protocol (XAUTH) provides the ability to extend authentication in the negotiation of
IPSec connections by an additional level in which user data can be authenticated. An additional authentication with
XAUTH user name and XAUTH password is performed between the first and second IKE negotiation phases. This
authentication is protected by the encryption negotiated in advance. A RADIUS server can be used for this authen-
tication, enabling existing RADIUS databases to continue to be used in the migration of dial-in clients to use VPN
connections. Alternatively, authentication can use an internal user table of the device.

In order make XAUTH particularly secure, dial-in via RSA-SIG (certificates) was to be used instead of the
preshared key method (PSK) whenever possible. Here it is important to ensure that the VPN gateway accepts
only the certificate of the correct remote site (and not all certificates issued by the same CA).

E.2.2  XAUTH in LCOS

In the LANCOM, the XAUTH protocol uses entries in the PPP table for remote site authentication. Use of the entries
in the PPP table is dependent on which direction the connection is established, i.e. on the XAUTH operating mode:

XAUTH user name Remote site from the PPP table. User name from the PPP table.
The PPP-table entry is selected for The entry selected from the PPP table is
which the PPP remote site corresponds | that for which the PPP remote site cor-
to the transferred XAUTH user name. responds to the VPN remote site used.

The PPP remote site must also match
the VPN remote site used.

XAUTH password Password from the PPP table. Password from the PPP table.

In LCOS version 7.60 in XAUTH operating mode, the XAUTH user name has to agree with the name of the
VPN remote site. For this reason only one user can be authenticated by XAUTH for each VPN remote site.
Authentication by RADIUS server is not available with LCOS 7.60.

E.2.3  Configuring XAUTH

The application of the XAUTH protocol is set up separately for each VPN remote site. Only the XAUTH operating mode
is specified.
LANconfig: VPN > General P> Connection list

59



m VPN

0 Backup via alternative VPN connection

60

Connection list - New Entry 2=l
Mame of connection: I KAUTH QK I

Short hold time: I i} seconds Cancel |
I 1]

Dead Peer Detection: seconds

Extranet address: I 0.0.0.0

Gateway: I xauth.mylancom, com
Connection paramekers: I 'l
Rule Creation: =

Dynamic YPM connection {only with compatible remote stations):
& Mo dynamic YFN
" Dynamic ¥PM {a connection is created o transmit IP addresses)

" Dynamic YPM (IP addresses are transmitted without establishing a
connection if possible)

" Dynamic YPM {an ICMP packst will be sent ko transmit IP addresses)
7 Dynarnic WP {an UDP packet will be sent to transmit 1P addresses)
IKE exchange {only in conjunction with Mo dynamic YPN"):

& Main mode

" Aggressive mode

IKE-CFaG: OFf =
KAUTH: IServer b l
Routing tag: I o

WEBconfig: Setup » VPN B> VPN peers

m XAUTH
Enables the use of XAUTH for the VPN remote site selected.
Possible values:

O Client: In the XAUTH client operating mode, the device starts the initial phase of IKE negotiation (Main mode
or Aggressive mode) and then waits for the authentication request from the XAUTH server. The XAUTH client
responds to this request with the user name and password from the PPP table entry in which the PPP remote
site corresponds to the VPN remote site defined here. There must therefore be a PPP remote site of the same
name for the VPN remote site. The user name defined in the PPP table normally differs from the remote site
name.

O Server: In the XAUTH server operating mode, the device (after successful negotiation of the initial IKE nego-
tiation) starts authentication with a request to the XAUTH client, which then responds with its user name
and password. The XAUTH server searches for the user name in the PPP table and, if a match is found, it
checks the password. The user name for this entry in the PPP table is not used.

0 Off: No XAUTH authentication is performed for the connection to this remote site.

Default:

0 Off

@ If XAUTH authentication is enabled for a VPN remote site, the IKE-CFG option must be set to the same value.

E.3  Backup via alternative VPN connection

E.3.1 Introduction

The subject of backup connections is vital to the availability of business-critical applications, especially at distributed
sites with several branch offices connected via VPN to the main office. The subject of backups is easy to resolve where
routers at the branch offices relate directly to redundant routers at the main office: If a router at the main office can
be not reached over the Internet, the branch office simply dials-in to another router at the main office. RIP ensures
that the devices can communicate over the available routes.

However, in very large networks branch offices are rarely connected directly to the main office. Instead, several sites
initially merge at switching nodes, and these in turn are connected to the main office. If the branch office temporarily
loses contact to the switching node, the branch office could establish a direct backup connection to main office.
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HEADQUARTER

Redundant VPN gateways

VPN GATEWAY VPN GATEWAY VPN GATEWAY

Switching nodes

BRANCH OFFICE BRANCH OFFICE BRANCH OFFICE

However, this only works via an ISDN connection, often an undesirable solution due to the costs and limited band-
width. A parallel backup connection directly over VPN does not achieve the objective for the following reasons:

Only the switching nodes are defined as VPN remote sites in the main office — all routes to the branch offices
pass through these switching nodes. If a branch office attempts to establish a direct connection to the main
office, the attempt is rejected. And even if this connection were successful, the routes to the branch offices via
the switching nodes remain in place at the main office because the switching node is, from the viewpoint of the
main office, still accessible.

The switching node knows nothing about any potential direct connection from branch office to main office. It
therefore cannot access the destinations in the network at the branch office by detouring via the main office.

Both the network of the switching node and the network of the branch office are accessible from the main office
via the standard VPN connection. However, a direct VPN connection of the branch office to the main office only
provides access to the branch-office network. It is because of these different characteristics that the router at
the main office cannot accept the direct connection as a backup for the standard connection.

The branch office can no longer establish the standard connection to the switching node because the principle
of unambiguousness in IPsec rules does not permit a second connection with the same set of rules. Along with
the specifications on encryption, IPSec rules also contain “network relationships®, i.e. the IP addresses of the
networks at both ends of the connection. These network relationships may only appear once in the VPN rule
set. For a backup, however, two rules would have to exist for the same network relationship — once for the
backup connection and once for the newly established primary connection.

E.3.2  Backup-capable network infrastructure

In order to also build up an operational backup solution for these applications, the points described in the following
sections must be satisfied.

Basic prerequisites

The

basic prerequisite for the backup function described here are; the configuration of a "Dynamic VPN" connection

between branch offices and switching nodes; and the functions “Simplified RAS with certificates” and “Allow remote

site

to select the remote network” must be enabled in the VPN gateways at the main office.
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Hierarchy for establishing VPN connections

In order for branch offices to connect to the network at the main office for backup purposes, a defined hierarchy
must be observed when establishing the connection. Connections are only established from the “lower" to the
"upper" networks, i.e. from the branch office to the switching node, from the switching node to the main office.

HEADQUARTER

VPN GATEWAY

VPN GATEWAY

VPN GATEWAY

ROUTER ROUTER ROUTER

BRANCH OFFICE BRANCH OFFICE BRANCH OFFICE

Thus connections only have to be accepted passively at the main office. The switching nodes also accept the branch
office connections passively, but establish the connections to the main office actively. This hierarchy is a prerequisite
for the later definition of VPN rules.

Network definitions

The branch offices establish network relationships with the switching nodes and with the main office - this must be
allowed by the appropriate rules. In addition, either all conceivable network relationships must be stored individually
or the networks have to be defined such that all required network relationships can be allowed with a single rule.
This is possible if, for example, the IP addresses in the networks have the following structure:

m Central network 10.1.1.0/255.255.255.0

B Switching nodes 10.x.1.0/255.255.255.0

B Branch offices 10.x.y.0/255.255.255.0

Using the following VPN rule in the VPN gateways at the main office permits all required network relationships, i. e.
all remote sites from the 10.x... range of addresses can establish connections to all gateways:

H Source 10.0.0.0/255.0.0.0

B Destination 10.0.0.0/255.0.0.0

Because branch offices communicate with the main office via the intermediate level of the switching nodes, corres-
ponding VPN rules must also be created in the switching nodes. If communication with other sub-nodes and branch
offices is also to be made possible, all of the required network relationships are permitted with the following VPN
rule in the switching nodes:

m Source 10.x.0.0/255.255.0.0

B Destination 10.0.0.0/255.0.0.0
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Routing information

During normal operation, the routes from main office to individual branch offices run via the switching nodes. These
routes must be adapted for backup situations. For this adaptation to be performed automatically, "Simplified RAS
with certificates" is enabled in the VPN gateways at the main office. This allows a shared configuration to apply for
all incoming connections (using default settings) if the certificates of the remote sites have been signed with the root
certificate of the VPN gateways in the main office. This also allows remote sites to select the remote network. The
routers at the branch offices can then suggest a network (during IKE negotiations in phase 2) to be used for the
connection.

Enabling the two functions “Simplified RAS with certificates” and “Allow remote site to select the remote
@ network” is a necessary condition for the backup function described here.

The routing information at the switching nodes must also be adapted in backup situations. The switching nodes are
normally accessed directly from the branch offices. In backup situations, the switching nodes must be able to receive
the data from the branch offices via the main office detour. This is made possible with a route that transmits the
entire combined network (10.x.0.0/255.255.0.0 in the example or, if communication with other nodes is to be pos-
sible: 10.0.0.0/255.0.0.0) to the main office.

In order for the routes to be switched automatically, “Allow remote site to select the remote network” must also be

activated at the switching nodes.

This results in the following sequence of events when establishing VPN connections:

B The switching node establishes the connection to the main office and requests all network relationships to the
branch offices (i. e. it requests the 10.x.0.0/255.255.0.0 network).

B The branch office establishes the connection to the switching node and requests its network (10.x.y.0/
255.255.255.0).

Data can now be transferred from the branch office to the main office via the switching node.
The following happens if the VPN connection between branch office and main office now fails:
B The switching node detects the loss by polling (DPD) and removes the route to the branch office.

B At some point the branch office establishes the backup connection to the main office and requests its network
(10.x.y.0/255.255.255.0).

Data can now be transferred from the branch office to the main office.
If the networks have been combined and the switching nodes always route the combined network (as in the
example, network 10.x.0.0/255.255.0.0 or 10.0.0.0/255.0.0.0) to the main office, data can be transmitted from
the branch office to the switching node via the main office.
Once the backup event is over, the branch office reestablishes the primary connection to the switching node:
B The branch office tears down the backup connection and the main office deletes the route to the branch office.
B The branch office again requests its network (10.x.y.0/255.255.255.0) from the switching node.
Smooth communication between branch office and switching node now exists again.
Because the branch office network is a sub-network of the network in the switching node, immediate commu-
nication between branch office and main office via the switching node is also possible again. The main office no

longer has its own route to the branch office and therefore resumes transfers data for the branch office via the
switching node again.

If network addresses cannot be structured as described above, the route to the branch office must be con-
figured statically at the main office and point to the switching node. If the branch office then establishes the
backup connection, the statically registered route is overwritten by the dynamically registered route. If the
backup connection is torn down again, the dynamic route is deleted and the static route re-enabled. If, in
this case, communication between branch offices and switching node is to be guaranteed for backup as well,
the routes to the branch offices must also be configured statically in the switching nodes.

Establishing a backup connection

In order to conform to the basic principle of unambiguous IPSec rules, backup situations require VPN rules for the
primary connection to be deleted first, and then new rules for the backup connection are created.

If the establishment of a backup connection fails, the backup module selects the next backup connection (if several
are configured). If the next backup connection uses an ISDN connection, it is established completely normally, i.e. no
IPSec rules need be reformulated.

If the backup at the main office is based on ISDN, it is important to avoid coupling the backup connection with the
normal VPN connections to the other branch offices. In the event of a backup, these primary VPN connections carry
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not only the data traffic to the branch offices, but all traffic to the switching nodes and all other branch offices as
well. This coupling can be prevented in two ways:

B A very high distance for the branch-office network is entered into the ISDN backup connection. This way the
route can be overwritten by the routes automatically communicated via the VPN.

B Alternatively, the routes can be controlled using WAN RIP. For this, an ISDN connection with WAN RIP support
is set up for every B-channel.

Re-establishing the primary connection

The device attempts to restore the primary connection while the backup connection is being established. During this
attempt to connect, the VPN rule set must not be recreated again — otherwise the backup connection would fail or
an existing VPN connection would simply be torn down.

To prevent this, initial "Dynamic VPN" negotiations with the primary connection's remote site are performed. If these
negotiations are successful, the primary connection can be reestablished. To this end, the backup connection is dis-
connected and the backup status is reset. This prevents the backup connection from being reestablished immedia-
tely. Only after this is the primary connection reestablished with the original VPN rules.

The use of the "Dynamic VPN" connection between branch office and switching node is a necessary condi-
@ tion for the backup function described here.

E.3.3  Configuring the VPN backup
For configuring the VPN backup, the devices at the branch offices, main office and switching nodes must be consi-
dered separately.
B Branch office
O "Dynamic VPN" over ICMP/UDP must be configured for the primary connection.

Mame of connection: I SWITCH| Ok I
Short hold time: ISD— seconds Cancel |
Dead Peer Detection: ID— seconds

Extranet address: W

Gateway: l—

Connection paramekers: I 'l

Rule Creation: IAuto 'l

Dynamic YPM connection {only with compatible remote stations):
Mo dynamic YFN
" Dynamic ¥PM {a connection is created o transmit IP addresses)

" Dynamic YPM (IP addresses are transmitted without establishing a
connection if possible)

' Dynamic YPM {an ICMP packst will be sent ko transmit IP addresses)
7 Dynarnic WP {an UDP packet will be sent to transmit IF addresses)
IKE exchange {only in conjunction with Mo dynamic YPN"):

1% Main mode

O The backup connection has no requirement for "Dynamic VPN".

O The backup is configured in the backup table, as with ISDN backup.

[0 At the branch office, the main office must be configured as a backup remote site.
B Main office

O Simplified RAS with certificates must be enabled.

O Selection of the remote network by the remote site must be enabled.

O A configuration in the backup table is not necessary here.

Configure: WPM i

General | Defaultsl IKE param. I IKE Auth. I IPSec param. I

Wirtual Private MNetwork: I Deactivated = l

v Simplified RAS with certificates activated
v Allow peer to select remate network
[T MAT traversal activated

Establ. of net relationships [Sas) | [SElEa R =1E

B Switching nodes
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O The VPN connection to the main office must be completely configured.
Simplified RAS with certificates must be enabled.
O Selection of the remote network by the remote site must be enabled.

O

switching node and the switching node network is a sub-network of the central network), then the switching
node's route to the branch office must point to the main office in order for the branch office to be able to
reach the switching node in backup situations. In normal operation, this route is overwritten by the route
passed by the branch office in the VPN (because remote sites may provide network relationships) and is
therefore only used when the direct connection is torn down and the branch office establishes the backup
connection.

@ If the system does not have "combined networks" (i.e. the branch office network is a sub-network of the

E.4 Multi-level certificates for SSL/TLS

New with LCOS 7.6:
B Multi-level certificates for SSL/TLS

E.4.1 Introduction

Larger or geographically dispersed organizations often make use of multi-level certificate hierarchies that rely on one
or more intermediate CAs to issue certificates. The interim CAs themselves are certified by the Root CA.

&y

CA Europe

h 300

P! el (e [

To authenticate final certificates, it must be possible to check the entire certificate hierarchy.

E.4.2  SSL/TLS with multi-level certificates

For applications based on SSL/TLS (e. g. EAP/802.1x, HTTPS or RADSEC), the SSL (server) certificate together with the
private key and intermediate level CA certificate(s) are loaded into the device as a PKCS#12 container.

The remote devices establishing a connection only have to send their own device certificates to the LANCOM. The
certificate chain is checked for validity in the LANCOM.

E.4.3 VPN with multi-level certificates

For the certificate-based establishment of VPN connections, the following are stored to the file system in the
LANCOM: A private key, a device certificate, and the CA certificate. With single-layer certificate solutions this can be
handled with the individual files or with a PKCS#12 file. After uploading and entering the password, a container is
separated into the three components indicated above.

In the case of a multi-level certificate hierarchy, however, a PKCS#12 container has to be used that includes the CA
certificates from all levels in the certificate chain. After uploading and entering the password, the private key, the
device certificate and the certificate from the next CA "above" the LANCOM are unpacked—the other certificates
remain in the PKCS#12 container. The unpacked certificates and the certificates from the container are imported
when the VPN configuration is updated. A remote station establishing a VPN connection transfers its own device
certificate only and not the entire chain. The LANCOM then checks this certificate against the hierarchy available to
it.
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The certificate structures in the two stations must match to one another, i.e. the hierarchy in the VPN device
@ making the request should not demand certificates that are not included in the other VPN device's hierarchy.
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F Firewall

F.1 Configuring the firewall with LANconfig

New in LCOS 7.60:
B Object-oriented definition of firewall rules

F.1.1  Definition of firewall objects

When configuring the firewall with LANconfig, various objects can be defined that are used in the firewall rules. This
means that frequently used definitions (such as a particular action) do not need to be re-entered for every rule.
Instead they can be stored once at a central location.

Please note that a change to firewall objects affects all of the firewall rules that use this object. For this
@ reason, all firewall rules that also use these objects are displayed when you make changes to firewall objects.

Existing firewalls (in the % notation) are not automatically converted to the object-orientated form when the
configuration is opened in LANconfig. The LANCOM KnowledgeBase contains the pre-defined firewall set-
tings used by the new objects.

4= New Configuration for LANCOM 1823 ¥o 2=l

Configure: I Firewall QoS hd l

General Rules |DDS IIDS IAppIicationsI

— Firewall rules [Filter/QaS]

*r'ou can filker or prefer packets according to a variety of criteria;
far example, to protect vour system against unauthorized
access of to ensure a minimum amount of bandwidth to specific
services [Huality of Service).

Rules ... I

— Firewall object:

*f'ou can predefing firewall objects to be uzed in one ore more
firewall rules. Changes in a firewall object will apply to all rules
uzing the object.

Action objects ...

Qo5 objects ...

Station objects ...

Service objects ...

Action objects

Here you specify here the firewall action, which is comprised of condition, limit, packet action and other measures
to be used by the firewall rules.
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mylancom.spf - Firewall Action Objects 7| % "
2 Trigger/ Actions Set 2=l
Marme | Actions | = Ok I — el
ACCEPT & Transmit . )
DROP = Drop Cancel | Actian anly [ if not connected
REJECT @ Reject [~ for default route (.. Intermet]
NO-CONNECT & Conditionally reject = i | ™ for backup connections [ for VPN route
MO-IMTERMET Conditionall ject .
© Condtionaly rejec o [~ for Differy-CP: BEE ~
REJECT_AMD_MOTIFY & Reject, notify LI
[ for packets sent ™ for packets received
Add ... | Edit ... | Topy | Painoys | & FPhysical € Logical  transmission direction
4
— Trigger
o kit | fper secord x|
* Persession  { Perstation  Global
| Feset caunter
— Packet action
" Tranzmit " Diop ' Reject
I~ | Taqwith DiffSer-CR: EE =
r— Further meast
™ Send Syslog message ™ Send email message
¥ SMNMP [e.0. LANmonitor) [ Disconnect
™ Lock source address ™ Lock target port
Duratiar: I Duratiar: I
()8 I Cancel |
QoS objects

Here you set the minimum bandwidths that the firewall rules allocate to data packets.

mylancom.spf - Firewall QoS Objects A 3 ouality of Service 2=l

— Condition:

| Actions

Action only

[~ for default route (.. Intermet]

™ for backup connections [ for VPN route
v for DifiSery-CP: EF -

[ for packets sent ™ for packets received

— Action
Add ... Edit ... Copy ... | Remove |

/ & Grank minimum bandwidth
4

ISE‘ kbit j Iper zecond j
 Persession { Perstation ( Global
[ Forced

" Fragmentation of other packets

I&w packet size; I Bytes

© Feduction of PMTL

FrATL: I Bytes
()8 I Cancel

Station objects

This is where the stations are defined that the firewall rules are to use as packet sender or addressee. The station
objects are not restricted to any particular source or destination, but can be used as required by the firewall rules.
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LANCOM 1823 ¥oIP {Annex B) - Firewall Station Objeck

X

2|

[ ol

Cancel

Lk

Mame | Stations
LOCALMET o' All stations in any local network
ANYHOST Any
AN Any
Add ... Edlit ... CORY . Remove |

A4 Mebwork name:

0 Configuring the firewall with LANconfig

—One or more stations

& all stations in local network,

" & specific remate site

& specific local station

& specific MAC address

" an IP address of range of addresses

& complete IP network

IAII local networks 'l

Service objects

.

Cancel |

The IP protocols and the source/destination ports to be used by the firewall rules are defined here.

mylancom.spf - Firewall Service Objects

7| %
A r—

heral  Service |

2|

Scope of object [zervices/protocols]

Loininy 0

W% ¥ Thiz abject applies to all services/protocals
% Special services:

¥ world swide et (HTTIR, HTTRS)
= Wailland Hews (SMTF, POR3, HKTF)

Marme | Services |;| Ok I

ICHP 1 ICMP T

TP L TP Cancel |

LDP 1 UDP

ESP 1 Protocal 50 s |

AH 1 Prokocol 51

IPCOMP | Protocal 108 x| + |
Add ... Edit ... CORY | Remove |

F.1.2  Defining firewall rules

I= | File transfers (FTF)

I~ | Teminal access (TELMET]

™| Layerz turinel (FFTF)

I= | Layer2 turinel (L2TF]
€ Name resolution [DHS]
© yindows network (HEtBIDS vialF)
€ Wirtual Private Metwork [VEN/PSes]

" Custom protocols:

" This object applies to the following services/protocols

Edit custom protacals. .

()8 I Abbrechen

The firewall rules are shown in a clearly laid-out table containing the following information:

B In the left-most column, icons indicate the status of the firewall rule:
0O Green check-mark: Firewall rule is enabled.

Red cross: Firewall rule is disabled.

O

O Lock: Firewall rule is used to create VPN rules manually.
O Two interlinked arrows: If this firewall rule applies, please observe other rules.

Name of firewall rule

Source

Destination

Source and destination service
Action/QoS

Comment
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mylancom.spf - Firewall Rules (Filter/Qos)

Prio | Mame | Source | Source Serwce‘ Destination | Target Service | Actions/QoS Com
o 1 ALLOW_WPN_CLIENT &g LOCALNET all {ZLCS_ETH_OUT, LCS_ETH_OUT 2 TPSEC & Transmit
o 1 ALLOW_BASIC_INTERNET 2'g LOCALNET all any 1 FTP, TELMET, MAIL, WEE, NTF, DS, ... (&) Transmit
& 0 ALLOW_WPN_LCS_MNETEIOS TuARF_LAMI_LCS_WPN ) METBIOS  [QILANCOM_VRN al & Transmit
& 0 ALLOW _WPN_LCS TR ARF_LAML_LCS_WPN Al LILANCOM_YPN 1 RDP, TETR, IPSEC, SYSLOG, SNMP, LD... (&) Transmit
& 0 ALLOW_PING g LOCALMET &l any 1 IEHP & Transmit
& 0 BLACKLIST_OF_SPAMBOTS Cle4.62.243.30 all Any All @ Reject, notify, further messures
& 0 PRIVATE_LAN_ACCESS_FROM_BUSINESS ¢ ARF_LAMI_LCS WP Al 2o ARF_LANZ_PRIVAT al & Transmit
o 0 LAN_ACCESS_FROM_PRIVATE_COMTEXT  o'g ARF_LANZ_PRIVAT all 2w ARF_LANL_LCS PN al & Transmit
& 0 DENY_ALL Ay all Any All & Reject, notify
Add ... Edit 100 COPY e

Adding a new firewall rule

When creating a new firewall rule, the general data is entered first. Objects already defined can be selected directly
from the tabs for Actions, QoS, Stations and Services. New objects that can also be used in other rules can be created
here, as can user-defined entries that are only to be used in the active firewall rule.

Filter rule FIREWALL-RULE 21l New filter rule 21l

General | Actions I Qo5 I Stations I Service I General  Actions | Qo5 I Stations I Services I
—Rule — Action
EE_% Filter rules can be used ta transfer or drop data packets = The actions table describes an arbitrary number of
= according to specified criteria. l’,l_:‘:_l actions which are executed when certain amounts of
data or packets that corespond to the rules are

Mame of this rle: exceeded.

IFIHEW’ALL-HULE Trieeer | Actions [
¥ This rule is active for the firswal @ Object ACCEPT

™ This rule is used to create VPN rules
[~ Observe further rules, after this le matches.

¥ This rule tracks connection states (recommended)

PFricrity: ID

Fiouting tag: ID ilil m Edit... | Delete |

DROP

REJECT

MO-COMMECT
MO-INTERMET
REJECT_AMD_MOTIFY

Caomment: —

()8 I Abbrechen ()8 Abbrechen

Editing firewall rules

When editing an existing firewall rule, the user is shown whether actions, QoS, stations or services have been added
as pre-defined objects. A message is displayed if you try to edit a referenced object that is already used by another
firewall.
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Filter rule FIREWALL-RULE k4 B3| Bl mylancom.spf - Firewall Station Dbjects =
General I Actions I B | Sl | Service I @ The object 'ARF_LANL_LCS_YPN'is already used by the Fallawing rules:
r— Connection source ALLOW _YPMN_LCS_METEIOS

—  This e anlies to packet ALLOW WPN_LCS
= DI EHAD WA FRIVATE_LAMN_ACCESS_FROM_EUSINESS
" connections from all stations LAN_ACCESS_FROM_PRIVATE_COMTEXT
& connections from the follwing stations:
2 Please take into account that any change ko this object has influence
Object AMYHOST on the above mentioned rules,

Add... Exdit.... Delete

— Connection destination
= B This rule applies to packets an
% 7 connections to all stations
' connections to the following stations:

Obiject LOCALNET

fdd.. Edi. || Deee |

ok | Abbrechen |

F.2  Configuring firewall rules with WEBconfig or Telnet

Changes with LCOS 7.6:

B New condition @b for restricting the firewall rule to backup connections
New limit %u for restricting the firewall rule to one station's connections
New limit %i for the specification of a maximum number of connections
New limit %b for the specification of a percentage of bandwidth
Object-oriented definition of firewall rules

F.2.1 Rule table

B WEBconfig: Setup P> IP router B> Firewall > Rules

The rules table links various pieces of information on a firewall rule. The rule contains the protocol to be filtered, the
source, the destination and the firewall action to be executed. For every firewall rule there is also an on/off switch,
a priority, the option to link with other rules, and activation of the rule for VPN connections.

Just as with LANconfig, WEBconfig can be used to configure the firewall with the help of objects. The % notation
described as follows is only necessary for defining objects or actions.

ks

A Setup Wizards LCOS Menu Tree LANCOM
System information [E Logout B
Tonfiguration .

d TCPIP
&2 IP Router
& Firewall/QoS Hame Prot. Source Destination Action Linked
B VPN
gr Aificat 3¢ ALLOW BASIC_INTERMET LOCALNET FTP TELNET MAIL ‘WEB NTP DNS RSTF ANYHOST ACCERT No
Lerimicates
ALLOW_VPN_CLIENT LOCALNET IPSEC LCS_ETH_OUT LCS_ETH_OUT 2 ACCEPT 1o
& COM Poits e = e P
& PSP 3¢ AlLow veN_LCs ARF_LANT_LCS_VPH ALLOW_VPN_LCS0 ALLOW_VPN_LCS ACCERT No
- ALLOW_PING ICMP LOCALNET ANYHOST ACCERT He
ol NetBI0S T
BIOS b, hleds0 %R %6 % No
N BLACKLIST OF_SPAMBOTS ANY %ARAB224330  ANYHOST %LodsD %R %M %
s Public-Spot - - - N %T %HmS
) RADIUS Server | ¢ ppivaTE LAN_ACCESS_FROM_BUSINESS ANY ARF_LANT_LCS_VPN ARF_LANZ_PRIVAT ACCEPT No
ol LANGAPI 9 LAN_ACCESS_FROM_PRIVATE_CONTEXT ANY ARF_LANZ PRIVAT ARF_LANI_LCS VPN ACCEPT No
] 5 Least-Cost-Rout| 98 pEny a1 ANY ANYHOST ANYHOST REJECT_AND_NOTIFY 11s
3= LCOS Menu Tree
3[4 File management
- Extras 4| |
H- [ HTTP-Session Hinzufiigen

B Logout

P it LCOS Menu Tree

44 Wireless LAN P Setup

@ Interfaces <3 |P-Router
() Date & Time 3 Firewall

¥ Log & Trace
. .
& Communication Rules

Existing firewalls in the % notation are not automatically converted to the object-orientated form. However,
@ the LANCOM KnowledgeBase contains the pre-defined firewall settings used by the new objects.

Devices with LCOS version 7.6 or later are automatically pre-defined with the main firewall objects. When
processing older configurations with LANconfig, the firewall's standard objects are added automatically.
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LCOS has a special syntax to define firewall rules. This syntax enables the representation of complex interrelation-
ships for the testing and handling of data packets in the firewall with just a few characters. The rules are defined in
the rules table. Pre-defined objects can be stored in two further tables so that frequently used objects do not have
to be entered into the LCOS syntax every time:

B The firewall actions are stored in the action table

B The object table holds the stations and services

The objects from these tables can be used for rule definition, although this is not compulsory. They merely
@ simplify the use of frequently used objects.

The definition of firewall rules can contain entries in the object table for protocols, services, stations and the action
table for firewall actions, and also direct definitions in the appropriate LCOS syntax (e.g. %P6 for TCP).

For direct input of level parameters in the LCOS syntax, the same rules apply as specified in the following
@ sections for protocols, source/destination and firewall actions.

B Name
Specify here a unique name for this firewall rule.

O Possible values: Max. 32 characters
m Prot.
Specification of the protocol that is to apply for this entry (assuming that protocols have not been defined in
source and destination along with the ports/services).
O Possible values: Max. 10 characters Direct input observing the LCOS syntax as defined in the object table or
references to an entry in the object table.
B Source
Specification of the source objects (one or more networks, stations, protocols and ports) for which this entry is
to apply.
0 Possible values: Max. 40 characters Direct input observing the LCOS syntax as defined in the object table or
references to an entry in the object table.
B Destination
Specification of the destination objects (one or more networks, stations, protocols and ports) for which this entry
is to apply.
O Possible values: Max. 40 characters Direct input observing the LCOS syntax as defined in the object table or
references to an entry in the object table.

If protocols and ports entered in a source or destination object are mixed, these ports apply for all protocols listed in the rule!

Example: Destination = FTP, DNS with the object definitions FTP =TCP, port 21 and NTP = UDP, port 123. The resulting rule releases
ports 21 and 123 for UDP and TCP (UDP port 21 and 123 and TCP port 21 and 123).

For standard values this is rarely a problem, since the well-known ports are mostly defined both for TCP and UDP (see
www.iana.org/assignments/port-numbers).

If this behavior is undesirable for detailed controls, then only objects with the same protocol can be used in a rule, or a rule has
to be defined for each service/protocol object.
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B Action
Action to be run if the firewall rule applies to a packet.
O Possible values: Max. 40 characters. Direct input observing the LCOS syntax as defined in the action table or
references to an entry in the action table.
B Linked
Links the rule to other rules.
0 Possible values: Yes, No
O Default: No
H Prio
Priority of the rule.
0 Possible values: 0 to 255
B Active
Switches the rule on/off.
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0 Possible values: Yes, No

O Default: Yes

VPN rule

Activates the rule for creating VPN rules manually.
[ Possible values: Yes, No

00 Default: No

Stateful

When this option is enabled, a check is performed as to whether a connection is being established correctly. Erro-
neous packets are discarded whilst the connection is being established. If this option is disabled, all packets for
which this rule applies are accepted (simple packet-filter firewall).

By tracking the connection status, whereby each packet is allocated to a certain session, the filter effectively
becomes direction-dependent, so that the commencing session's data traffic can only flow from the specified
source to the destination. Ports for the answer packets of a defined session are opened dynamically.

Furthermore, this option is enabled for the automatic protocol recognition for FTP, IRC, PPTP necessary to be able
to open a port in the firewall for each data connection.

The test for portscans/SYN flooding is also enabled/disabled with this option. This can exclude particular, heavily-
frequented servers from the test, meaning that limits for half-open connections (DOS) or port requests (IDS) do
not have to be set so high that they effectively become useless.

O Possible values: Yes, No

O Default: Yes

Rtg tag

Routing tag for the rule.

Possible values:

O 0to 65535

Default:

o0

Comment

Comment for this entry.

O Possible values: Max. 64 characters

F2.2  Object table

WEBconfig: Setup P> IP router P> Firewall » Objects

Elements/objects that are to be used in the firewall rules table are defined in the objects table. Objects can be:

Individual computers (MAC or IP address , hostname)
Complete networks

Protocols

Services (ports or port areas, e.g. HTTP, Mail&News, FTP, ...)

These elements can be combined and hierarchically structured in any way. For example, objects for the TCP and UDP
protocols can be defined first. Building upon this, objects can subsequently be created, for example, for FTP (= TCP
+ ports 20 and 21), HTTP (= TCP + port 80) and DNS (= TCP, UDP + port 53). These can in turn be combined into one
object that contains all the definitions of the individual objects.

Name

Specify here a unique name for this object.

O Possible values: Max. 32 characters

Description

The stations and services can be defined in the objects table.
Possible values:

0 %L: local network
[0 %H: Remote sites — name must be in DSL/ISDN/PPTP or VPN remote site list
[ %D: Host name — note information on host names

0 %E: MAC address — 00:A0:57:01:02:03

O %A: IP address — %A10.0.0.1, 10.0.0.2; %A0 (all addresses)
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O %M: Network mask — %M255.255.255.0

O %P: Protocol (TCP/UDP/ICMP, etc.) — %P6 (for TCP)

O %S: Service (port) — %S520-25 (for ports 20 to 25)

Special values:

0 Definitions of the same type can be created as comma-separated lists, such as host lists/address lists
(%A10.0.0.1, 10.0.0.2) or with ranges separated by hyphens, such as port lists (%S20-25).

O Specifying '0" or an empty string denotes the Any object.

For configuration from the console (Telnet or terminal application), the combined parameters (port, destina-
@ tion, source) must be enclosed with quotation marks ( ).

Host names can only be used if the LANCOM can resolve the names into IP addresses. To this end, the
LANCOM must have learned the names via DHCP or NetBIOS, or the assignment must be entered statically
in the DNS or IP routing table. One entry in the IP routing table can assign a complete network to a host
name.

F.2.3  Action table

B WEBconfig: Setup P> IP Router P> Firewall B> Actions
A firewall action comprises of a condition, a limit, a packet action and other measures.
As with the elements of the object table, firewall actions can be given a name and be combined with each other in

any way recursively. The maximum recursion depth is limited to 16. They can also be entered into the actions field
of the rules table directly.

B Name
Specify a unique name for this action.

0 Possible values: Max. 32 characters
B Description
In the actions table, firewall actions are combined as any combination of conditions, limits, packet actions and
other measures.
Conditions
Conditions can be used to restrict the effectiveness of a firewall rule.
Possible values for the conditions:

O @c: Connect filter — the filter is active if there is no physical connection to the destination of the packet.

O @d (plus DSCP): DiffServ filter — the filter is active if the packet contains the specified Differentiated Services
Code Point (DSCP).

O @i Internet filter — the filter is active if the packet was received, or is to be sent, via the default route.
@V: VPN filter — the filter is active if the packet was received, or is to be sent, via a VPN connection.

O @b: Backup filter — the filter is active if either the direct remote site is in the backup state or one of the sta-
cked protocols was built-up in a protocol stack (e.g. VPN via PPTP over DSL) over a backup connection. If,
for example, the Internet connection is in the backup state, a VPN connection established over it is classified
by the firewall as a backup connection.

Special values for the conditions:

O

O If no further action is specified for the “Connect” or “Internet” filter, a combination of these filters is implicitly
adopted with the “Reject” action.

Limits

The limit (or trigger) denotes a quantified threshold that must be exceeded on a defined connection before the

filter captures a data packet. A limit comprises the values for the unit (kbit, Kbyte, packets, number of sessions

or % of bandwidth), the amount (data rate or number) and reference value (per second, per minute, per hour or

absolute) and possible other parameters (such as period and size).

It can also be agreed for the limit whether it refers to a logical session/station or to all connections together (exis-
tent between the specified destination and source stations via the related services). This controls whether the
filter takes effect when, for example, the total of all user HTTP connections in the LAN exceeds the limit or whe-
ther it is sufficient when just one parallel HTTP connection exceeds the threshold.

For absolute values, you can define whether the associated counter should be reset in the event that the limit is
exceeded.
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Data is always transferred until the limit is reached. When the amount is “0”, the rule immediately comes
@ into effect if data packets are pending for transmission on the connection.

Possible values for the limits:

O %c: Connection — the limit refers to the individual connection.
O %u: User — the limit refers to all of the user's connections (of the station, identified via the IP address).

O %g: Global — the limit refers to all connections that match the sources/destinations and protocols/services
defined for this firewall rule.

%d: Data — number of kilobytes after which the action is run.

%p: Packet — number of packets after which the action is run.

%i: Interconnection — number of connections (sessions) after which the action is run.

%b: Based — percentage of bandwidth after which the action is run.

%s, %m, %h: second, minute, hour — time in seconds, minutes, hours after which the action is run.
%r: Receive option — restriction of the limit to the receive direction.

%t: Transmit option — restriction of the limit to the transmit direction.

Amount - amount of data, number of packets/connections or percentage of bandwidth after which the
action is run.

Limit objects are generally initiated with %L, followed by a combination of the possible limit parameters.

O0oOoooooao

Special values for the limits:

O Limit %i for the number of connections is only useful with user-related (%u) and global rules (%g).

If a firewall rule is specified without a limit, a packet limit is used that is immediately exceeded on the first
packet.

Packet actions

Packet actions can be combined with one another in any way. For nonsensical or ambiguous actions (such as
Accept + Drop), the more secure one is taken - “Drop” in this example.

Possible values for the packet actions:

O %a: Accept — the packet is accepted

O %r: Reject — the packet is rejected with an appropriate error message

O %d: Drop — the packet is dropped silently

Other measures

The firewall is not only used to discard or allow through filtered data packets. It can also take additional measu-

res when a data packet is captured by the filter. The measures are divided into two functions - “Logging/Notifi-
cation” and “Prevention of further attacks":

Possible values for other measures:

%s: Syslog — provides a detailed message via Syslog

%m: Mail — sends an e-mail to the administrator

%n: SNMP — sends an SNMP trap

%p: Close port — closes the destination port of the packet for a configurable time
%h: Deny host — blocks the sender address of the packet for a configurable time

%t: Disconnect — disconnects the physical connection to the remote site over which the packet was received
or is to be sent.

O %z: Zero-limit — resets the limit counter to 0 if trigger threshold is exceeded.
O %f: Fragmentation — forces the fragmentation of all packets not matching the rule
Possible values for other measures:

Ooo0Ooooao

O When the “Close port” action is run, an entry is made in a block list with which all packets sent to the respec-
tive computer and port are discarded. For the “Close port” object, a block time in seconds, minutes or hours
can be specified. This is noted directly behind the object ID. This time is made up of the identifier for the time
unit (h, m, s for hour, minute, second) as well as the actual time specification. For example, %pm10 blocks
the port for 10 minutes. "Minutes" is used as the unit if no time unit is specified. (%p10 is therefore equi-
valent to %pm10)

O If the "Deny host” action is run, the sender of the packet is entered into a block list. From this moment on,
all packets received from the blocked computer are discarded. The "Deny host” object can also be given a
block time, formed as described for the “Close port” option.
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G Voice over IP

G.1  Configuration of VolP parameters

Changes with LCOS 7.6:
B Entry of the following parameter for SIP, ISDN and analog users:
O CLR
B Entry of the following parameters for SIP providers and SIP-PBX lines:
Local port number
(Re-) registration
Line monitoring
Monitoring interval
Trusted
Privacy method
B Entry of the following parameters for analog lines:
0 Caller-1D signaling
0 Caller-1D transmission requirements

O 0ooogao

G.1.1  Configuration of users
Local users are the terminal equipment/telephones that are connected to the LANCOM VolIP Router. There is a dif-
ference between:

B SIP users: Users who are connected to the LAN by means of a SIP telephone. For the user configuration, it does
not matter whether the LAN is connected directly to LANCOM, or whether it is connected via a VPN (over the
Internet).

B ISDN users: Users who are connected by ISDN. They use the SIP gateway to telephone using the VolIP function.

B Analog users: Users who are connected via analog interfaces. They use the SIP gateway to telephone using the
VolP function.

SIP users

Depending on the model, different numbers of SIP users can be created. You cannot create more than the maximum
number of users permitted; similarly, duplicate names or called numbers are not permitted.

@ The domain that is used by the SIP subscriber is usually configured in the terminal equipment itself.

LANconfig: VoiP Call Manager > Users P> SIP users

SIP users - New Entry ﬂll
[V Entry active
Internal call number: I SIPUSER Cancel |
Comment: I

Login data
Authentication name: I sipuser
Password: ok

Device bype: IPhone = l

@ The rest of the settings {e.g. domain) must be made on the SIP
end device or client.

[T Unconditional CLIR activated

WEBconfig: Setup P> Voice Call Manager B> Users B> SIP users
The following parameters can be used to define a SIP user:
® Number/Name
Telephone number of the SIP telephone or name of the user (SIP URI).

Possible values:

O Maximum 16 alphanumerical characters.
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Default:
O Blank
B Auth-Name

Name for authentication at the SIP proxy, and also to any upstream SIP PBX when the user's domain is the same
as the domain of a SIP PBX line. This name is required if registration is mandatory (e.g. when logging in to an
upstream SIP PBX or when "Force local authentication" is set for local users).

Possible values:
O Maximum 64 alphanumerical characters
Default:
O Blank
B Secret

Password for authentication to the SIP proxy, and also to any upstream SIP PBX, when the user's domain is the
same as the domain of a SIP PBX line. It is possible for users to log in to the local SIP proxy without authentication
("Force local authentication" is deactivated for SIP users) and where applicable to an upstream SIP PBX using a
shared password ("Standard password" on the SIP PBX line).

Possible values:

O Maximum 64 alphanumerical characters.
Default:

O Blank
B Device type
Type of device connected.

Possible values:

0 Telephone
0O Fax

0 Telephone/fax
Default:

0 Telephone
m CLIR
Switches the transmission of the calling-line identifier on/off.

Possible values:

O Yes: Transmission of the calling-line identifier is suppressed whatever the setting in the user's device.

O No: Transmission of the calling-line identifier is not suppressed in the device; the settings in the user's ter-
minal device control the transmission of the calling-line identifier.

Default:

O No
B Active
Activates or deactivates the entry.

Possible values:

o Yes, No
Default:

0 Yes
® Comment
Comment on this entry

Possible values:

O Maximum 64 alphanumerical characters.
Default:

O Blank

ISDN users

LANconfig: VoiP Call Manager » Users B> ISDN users
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ISDN users - New Enkry 2x
[V Entry active
Internal call number: I 10 Cancel |
Display name: I Mame
Comment: I
—ISDM parameters

MSM{DDT: I 12345

ISDMfS0 bus: IISDN 2 'l
En-block detection: IAuto & l

—Authentication data for SIP phone system

This information is only essential if the user registers to an upstream
SIP phone system (PEX).

Domain/realm of PEX: I intern VI
Authentication name: I Auth,-Mame
Password: I Habkk

Device bype: IPhone - l

[T Unconditional CLIR activated

WEBconfig: Setup P> Voice Call Manager » Users P> ISDN users

Number/Name
Internal number of the ISDN telephone or name of the user (SIP URI).

Possible values:

O Maximum 16 alphanumerical characters.
Default:

O Blank

@ By using the # character as a placeholder, entire groups of numbers (e.g. when using extension numbers at

a point-to-point connection) can be addressed via a single entry. With the number '#' and the DDI '#', for
example, extension numbers can be converted into internal telephone numbers without making any chan-
ges. With the call number '3#' and the DDI '#', for example, an incoming call for extension '55" is forwarded
to the internal number '355', and for outgoing calls from the internal number '377', the extension number
77" will be used.

@ User entries that use # characters to map user groups cannot be used for registration at an upstream PBX.

This registration always demands a specific entry for the individual ISDN user.

Ifc
ISDN interface that should be used to establish the connection.

Possible values:

0 One or more of the SO buses available in the device

Default:

O Blank

MSN/DDI

Internal MSN that is used for this user on the internal ISDN bus.

O MSN: Number of the telephone connection if it is a point-to-multipoint connection.

O DDI (Direct Dialing in): Telephone extension number if the connection is configured as a point-to-point line.
Possible values:

[ Maximum 16 characters (numbers and # characters).

Default:

O Blank

can be addressed via a single entry.

@ By using the # character as a placeholder, entire groups of call numbers, e.g. when using extension numbers,
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User entries that use # characters to map user groups cannot be used for registration at an upstream PBX.
@ This registration always demands a specific entry for the individual ISDN user.

B Auth-Name

Name for authentication at any upstream SIP PBX when the user's domain is the same as the domain of a SIP
PBX line.

Possible values:

O Maximum 64 alphanumerical characters.
Default:

O Blank

Display name

Name for display on the telephone being called.
Possible values:

0 Maximum 64 alphanumerical characters
Default:

O Blank

Secret

Password for authentication as a SIP user at any upstream SIP PBX when the user's domain is the same as the
domain of a SIP PBX line. It is possible for ISDN users to log in to an upstream SIP PBX using a shared password
("Standard password" on the SIP PBX line).

Possible values:

0 Maximum 64 alphanumerical characters
Default:

O Blank

Domain

Domain of an upstream SIP PBX when the ISDN user is to be logged in as a SIP user. The domain must be con-
figured for a SIP PBX line in order for upstream login to be performed.

Possible values:

0 Maximum 63 alphanumerical characters
Default:

O Blank

Device type

Type of device connected.
Possible values:

0 Telephone

O Fax

O Telephone/fax
Default:

O Telephone
DialCompl

En-block dial detection.
Possible values:

O Auto: Block dialing is detected automatically (for example, with speed dial or repeat dialing), so that the call
is established more quickly. Suffix dialing is not possible.

0 Manual: No block dialing; the number can be marked as complete with '#' and the call can be initiated.
Default:

O Auto
CLIR
Switches the transmission of the calling-line identifier on/off.

Possible values:

O Yes: Transmission of the calling-line identifier is suppressed whatever the setting in the user's device.
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O No: Transmission of the calling-line identifier is not suppressed in the device; the settings in the user's ter-
minal device control the transmission of the calling-line identifier.

Default:
O No
B Active
Activates or deactivates the entry.
Possible values:
O Yes, No
Default:
O Yes
® Comment
Comment on this entry.
Possible values:
O Maximum 64 alphanumerical characters
Default:
O Blank
Analog users
LANconfig: VoiP Call Manager P Users P> Analog users

Analog users - New Entry ﬂﬂ
I Entry active
Internal call number: I 10 Cancel |
Display name: I Mame
Comment: I

—#Analog parameters

Interface: IAnang-l = l

™ suppress transmission of own phone number ko the remate site
(CLIRY

" Generate metering pulse

—Authentication data for SIP phone system

This information is only essential if the user registers to an upstream
SIP phone system (PEX).

Domain/realm of PEX: I intern vl
Authentication name: I Auth,-Mame
Passward;: I okh]

Device bype: IPhone = l

WEBconfig: Setup P> Voice Call Manager B> Users B> Analog users
B Number/Name
Internal number of the analog telephone or name of the user (SIP URI).

Possible values:

0 Maximum 16 alphanumerical characters
Default:

O Blank
B Auth-Name

Name for authentication at any upstream SIP PBX when the user's domain is the same as the domain of a SIP
PBX line.

Possible values:

0 Maximum 64 alphanumerical characters
Default:

O Blank
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Display name
Name for display on the telephone being called.
Possible values:

O Maximum 64 alphanumerical characters
Default:

O Blank

Secret

Password for authentication as a SIP user to any upstream SIP PBX when the analog user's domain is the same
as the domain of a SIP PBX line. It is possible for ISDN users to log in to an upstream SIP PBX using a shared
password (“Standard password" on the SIP PBX line).

Possible values:

O Maximum 64 alphanumerical characters

Default:

O Blank

Ifc

Analog interface that should be used to establish the connection.
Possible values:

O One of the available analog interfaces in the device.
Default:

O Analog-1
CLIR
Switches the transmission of the calling-line identifier on/off.

Possible values:

O Yes: Transmission of the calling-line identifier is suppressed whatever the setting in the user's device.

O No: Transmission of the calling-line identifier is not suppressed in the device; the settings in the user's ter-
minal device control the transmission of the calling-line identifier.

Default:

O No
Metering pulse

The metering pulse is used in analog telephone networks to inform callers of the costs of their calls. With appro-
priate terminal equipment (e.g. telephone with charge display), the metering pulse is filtered out from the overall
signal and this information is converted to display the call charge.

This option allows the metering pulse to be passed on to the analog user/equipment. It is possible for charge
information from the ISDN telephone network to be transferred to an ISDN line and converted into an analog
metering pulse.

Possible values:

0 Yes, No
Default:

o No
Domain

Domain of an upstream SIP PBX when the analog user is to be logged in as a SIP user. The domain must be con-
figured for a SIP PBX line in order for upstream login to be performed.

Possible values:

O Maximum 63 alphanumerical characters
Default:

O Blank
Device type
Type of device connected.

Possible values:

0 Telephone
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O Fax
O Telephone/fax
Default:

O Telephone

The type determines whether an analog connection should be converted into SIP T.38, where applicable.
Selecting "Fax" or "Telephone/Fax" activates fax signal recognition that could result in an impairment of the
connection quality for telephones. Therefore please select the corresponding type of device connected in
order to ensure optimum quality.

B Active
Activates or deactivates the entry.

Possible values:

0 Yes, No
Default:

0 Yes
m Comment
Comment on this entry

Possible values:

O Maximum 64 alphanumerical characters.
Default:

0 Blank

G.1.2  Line configuration

SIP provider line

The device uses these lines to register with other SIP remote stations (usually SIP providers or remote gateways at
SIP PBXs). The connection is made either over the Internet or a VPN tunnel. Up to 16 SIP lines can be entered.

LANconfig: VolIP Call Manager P> Lines > SIP lines

General | Cadecs | Advanced | General Codecs | Advanced | General| Codecs Advanced |
¥ Enty active - Cades fiter r~Line control
Mode: [Srgeaccomt =] decs on this line: Control method: -
R W ¥ 55717 [n-Law) - B4 kbit's [ G711 [a-Law] - B4 kbit/s Contral interval, IED— secands
V G722 ¥ G723
Commet | ¥ G.725- 16 kbit's ¥ G726 - 24 kbit/s ~ SIP privacy
i W G.725- 32 kbirs ¥ G.726- 40 kbi/s % Trusted Area activated
¥ G728 ¥ G723 -
ey oy F st Transmission method: e =]
Flegistiar [optional): — ¥ allother codecs
Outbound prosy optJ [
Pt F Quali/Bandwich No optimization -
™ Switching at provider active
- Login data
¥ [Re-Registration
SIPADAuser R
Display name [aptional] Mame
Authentication name [ohName
Password: E
- VelP router
SIP prowy port: [
Routing tag [
Call prefis
Intenal dest number
Abbiechen Abbrachen Abbrachen

WEBconfig: Setup P> Voice Call Manager P> Lines P> SIP provider

H Name

Name of the line; may not be identical to another line that is configured in the device.

Possible values:

O Maximum 16 alphanumerical characters
Default:
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O Blank
H Mode

This selection determines the operating mode of the SIP line.

Possible values:

O Single account mode: Externally, the line behaves like a typical SIP account with a single public number. The
number is registered with the service provider, the registration is refreshed at regular intervals (when (re-)
registration has been activated for this SIP provider line). For outgoing calls, the calling-line number is
replaced (masked) by the registered number. Incoming calls are sent to the configured internal target num-
ber. The maximum number of simultaneous connections is either set by the provider or it depends on the
available bandwidth and the codecs being used.

Table for number translation:

Outgoing call “From:” The number registered at the provider (User ID)

Incoming call ‘ "To:" ‘ User ID

O Trunk mode: Externally, the line acts like an extended SIP account with a main external telephone number
and multiple extension numbers. The SIP ID is registered as the main external number with the service pro-
vider and the registration is refreshed at regular intervals (when (re-)registration has been activated for this
SIP provider line). For outgoing calls, the switchboard number acts as a prefix placed in front of each calling
number (sender; SIP: “From:") . For incoming calls, the prefix is removed from the target number (SIP: “To:").
The remaining digits are used as the internal extension number. In case of error (prefix not found, target
equals prefix) the call is forwarded to the internal target number as configured. The maximum number of
connections at any one time is limited only by the available bandwidth.

Table for number translation:

Outgoing call “From:" Switchboard number (User-1D) + “From:”

Incoming call ‘ Switchboard number (User-1D) + “To:" ‘ “To:" As internal extension

0 Gateway mode: Externally the line behaves like a typical SIP account with a single public number, the SIP ID.
The number (SIP ID) is registered with the service provider and the registration is refreshed at reqular inter-
vals (when (re-)registration has been activated for this SIP provider line). For outgoing calls, the calling-line
number (sender) is replaced (masked) by the registered number (SIP ID in SIP: “From:") and transmitted in
a separate field (SIP: “Contact:”) . For incoming calls the dialed number (target) is not modified. The maxi-
mum number of connections at any one time is limited only by the available bandwidth.

Table for number translation:

Outgoing call “From:” The number registered at the provider (User ID)
“From:” "Contact:”
Incoming call “To:" “To:"

O Link mode: Externally, the line behaves like a typical SIP account with a single public number (SIP ID). The
number is registered with the service provider, the registration is refreshed at regular intervals (when (re-
)registration has been activated for this SIP provider line). For outgoing calls, the calling-line number (sen-
der; SIP: "From:") is not “From:") is not modified. For incoming calls, the dialed number (target; SIP: “To:")
is not modified. The maximum number of connections at any one time is limited only by the available band-
width.

Table for number translation:

Outgoing call “From:” “From:”
Incoming call “To:" “To:"
Default:
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O Single account
Domain

SIP domain/realm of the upstream device. Provided the remote device supports DNS service records for SIP, this
setting is sufficient to determine the proxy, outbound proxy, port and registrar automatically. This is generally the
case for typical SIP provider services.

Possible values:

O Maximum 64 alphanumerical characters

Default:

O Blank

Rtg tag

Routing tag for selecting a certain route in the routing table for connections to this SIP provider.
Possible values:

O Maximum 64 characters

Default:

o0

Port

TCP/UDP port that the SIP provider uses as the target port for SIP packets.
Possible values:

O Any available TCP/IP port
Default:

O 5060

@ This port has to be activated in the firewall for the connection to work.

User ID
Telephone number of the SIP account or name of the user (SIP URI).

Possible values:

O Maximum 64 alphanumerical characters
Default:

O Blank

the switchboard number are interpreted as extension numbers (DDI) and these are passed to the call router.

@ For a SIP trunking account, the switchboard number is entered here. For incoming calls, any numerals after

For outgoing calls, DDI numbers received from the call router are combined with the switchboard number.
This access data is used to register the line (single account, trunk, link, gateway), but not the individual local
users with their individual registration details. If individual users (SIP, ISDN, analog) are to register with an
upstream device using the data stored there or on the terminal device, then the line type "SIP PBX line"
should be selected.

B Auth-Name
Name for authentication to the upstream SIP device (provider/SIP PBX).
Possible values:
O Maximum 64 alphanumerical characters
Default:
O Blank
This access data is used to register the line (single account, trunk, link, gateway), but not the individual local
users with their individual registration details. If individual users (SIP, ISDN, analog) are to register with an
upstream device using the data stored there or on the terminal device, then the line type "SIP PBX line"
should be selected.
H Display name

Name for display on the telephone being called.

Possible values:
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0 Maximum 64 alphanumerical characters
Default:

0O Blank

Normally this value should not be set as incoming calls have a display name set by the SIP provider, and
@ outgoing calls are set with the local client or call source (which may be overwritten by the user settings for
display name, if applicable). This settings is often used to transmit additional information (such as the ori-
ginal calling number when calls are forwarded) that may be useful for the person called.
In the case of single-line SIP accounts, some providers require an entry that is identical to the display name
defined in the registration details, or the SIP ID (e.g. T-Online).
This access data is used to register the line (single account, trunk, link, gateway), but not the individual local
users with their individual registration details. If individual users (SIP, ISDN, analog) are to register with an
upstream device using the data stored there or on the terminal device, then the line type "SIP PBX line"
should be selected.

Secret

The password for authentication at the SIP registrar and SIP proxy at the provider. For lines without (re-)regist-
ration, the password may be omitted under certain circumstances.

Possible values:

O Maximum 64 alphanumerical characters
Default:

O Blank

This access data is used to register the line (single account, trunk, link, gateway), but not the individual local
users with their individual registration details. If individual users (SIP, ISDN, analog) are to register with an
upstream device using the data stored there or on the terminal device, then the line type "SIP PBX line"
should be selected.

Registrar

The SIP registrar is the point at the SIP provider that accepts the login with the authentication data for this
account.

Possible values:

0 Maximum 63 alphanumerical characters
Default:

O Blank

This field can remain empty unless the SIP provider specifies otherwise. The registrar is then determined by
sending DNS SRV requests to the configured SIP domain/realm (this is often not the case for SIP services in
a corporate network/VPN, i.e. the value must be explicitly set).

Outb- proxy
The SIP provider's outbound proxy accepts all SIP signaling originating from the LANCOM device for the duration
of the connection.

Possible values:

0 Maximum 64 alphanumerical characters
Default:

O Blank

This field can remain empty unless the SIP provider specifies otherwise. The outbound proxy is then deter-
mined by sending DNS SRV requests to the configured SIP domain/realm (this is often not the case for SIP
services in a corporate network/VPN, i.e. the value must be explicitly set).

m Cln prefix

The call prefix is a number placed in front of the caller number (CLI; SIP "From:") for all incoming calls on this
SIP provider line in order to generate unique telephone numbers for return calls.

For example; a number can be added, which the call router analyzes (and subsequently removes) to select the
line to be used for the return call.

Possible values:
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00 Maximum 9 characters
Default:

O Blank

Number/Name

The effect of this field depends upon the mode set for the line:

0 If the line is set to "Single account" mode, all incoming calls on this line with this number as the target (SIP:
"To:") and transferred to the call router.

O If the mode is set to "Trunk", the target number is determined by removing the trunk's switchboard number.
If an error occurs, the call will be supplemented with the number entered in this field (SIP: "To:") and trans-
ferred to the call router.

O If mode is set to "Gateway" or "Link" the value entered in this field has no effect.
Possible values:

O Maximum 64 alphanumerical characters

Default:

O Blank

Codecs

While the connection is being established, the terminal equipment negotiates the codecs that are to be used for
voice-data compression. Use the codec filter to restrict the codecs that are permitted and to permit only certain
codecs.

Possible values:

00 Select from the list of available codecs.
Default:

o All

@ If no common the codecs can be agreed upon, no connection is made.

Codec order
This parameter influences the order in which the codecs are presented during connection establishment.

Possible values:

O No optimization: Leaves the order of the codecs unchanged
O Best quality: Changes the order of the codecs that are offered to achieve the best voice quality possible.

O Minimum bandwidth: Changes the order of the codecs that are offered to achieve the lowest bandwidth pos-
sible.

Default:

O No optimization
Refer

Call switching (connect call) between two remote subscribers can be handled by the device itself (media proxy)
or it can be passed on to the exchange at the provider if both subscribers can be reached on this SIP provider
line (otherwise the media proxy in the LANCOM device assumes responsibility for switching the media streams,
for example when connecting between two SIP providers).

Possible values:

O Yes: Switching is passed on to the provider
O No: Switching is retained within the device.
Default:

0 No

site.

@ An overview of the main SIP providers supporting this function is available in the Support area of our Internet

Local port number
This is the port used by the LANCOM proxy to communicate with the provider.

Possible values:
O 1to 65536
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Default:

o0
Special values:

O 0: Dynamic port selection; the port is automatically selected from the pool of available port numbers.

If line (re-)registration is deactivated, the local port has to be defined with a fixed value, and this also has
to be entered at the provider end as the destination port (e.g. when using an unregistered trunk in the com-
pany VPN). This ensures that both ends can send SIP signaling.

(Re-) registration

This activates the (repeated) registration of the SIP provider line. Registration can also be used for line monito-
ring.

Possible values:

O Yes, No
Default:

0 Yes

To use (re-) registration, the line monitoring method must correspondingly be set to "Register" or "Auto-
matic". Registration is repeated after the monitoring interval has expired. If the provider's SIP registrar sug-
gests a different interval, the suggested value is used automatically.

Line monitoring

Specifies the line monitoring method. Line monitoring checks if a SIP provider line is available. The Call Router
can make use of the monitoring status to initiate a change to a backup line. The monitoring method sets the way
in which the status is checked.

Possible values:

O Auto: The method is set automatically.

O Disabled: No monitoring; the line is always reported as being available. This setting does not allow the actual
line availability to be monitored.

O Register: Monitoring by means of register requests during the registration process. This setting also requires
"(Re-)registration” to be activated for this line.

O Options: Monitoring via Options Requests. This involves reqular polling of the remote station. Depending on
the response the line is considered to be available or unavailable. This setting is well suited for e. g. lines
without registration.

Default:
O Auto
Monitoring interval

The monitoring interval in seconds. This value affects the line monitoring with register request and also the
option request. The monitoring interval must be set to at least 60 seconds. This defines the time period that pas-
ses before the monitoring method is used again. If (re-) registration is activated, the monitoring interval is also
used as the time interval before the next registration.

Possible values:

O Max. 5 numbers.
Default:

O 60
Special values:

O Values less than 60 seconds are automatically set to 60 seconds.

If the remote station responds to an option request with a different suggested value for the monitoring inter-
@ val, this is accepted and subsequently applied.

B Trusted

Specifies the remote station on this line (provider) as "Trusted Area". In this trusted area, the caller ID is not con-
cealed from the caller, even if this is requested by the settings on the line (CLIR) or in the device. In the event of
a connection over a trusted line, the Caller ID is first transmitted in accordance with the selected privacy policy
and is only removed in the final exchange before the remote subscriber. This means, for example, that Caller ID
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can be used for billing purposes within the trusted area. This function is interesting for providers using a VolP
router to extend their own managed networks all the way to the connection for the VoIP equipment.

Possible values:

0O Yes: Trusted
0 No: Not trusted
Default:

0 Yes

@ Please note that not all providers support this function.

B Privacy method
Specifies the method used for transmitting the caller ID in the separate SIP-header field.

Possible values:

0 None

O RFC3325: Via P-Preferred-1d/P-Asserted-1d
O IETF-Draft-Sip-Privacy-04: Via RPID (Remote Party ID)

Default:

o None
m Active

Activates or deactivates the entry.
Possible values:

O Yes, No
Default:
0 Yes

H Comment

Comment on this entry.

Possible values:

O Maximum 64 alphanumerical characters

Default:
O Blank

SIP PBX line

These lines are used to configure connections to upstream SIP PBXs, which are usually connected via VPN.
LANconfig: VolIP Call Manager P> Lines B SIP PBX lines

General | Cadecs | Advanced | General Codecs | Advanced | General| Codecs Advanced |
¥ Entry active r Codec fiter rLine contral
SIP PBX riame: PEX-MAME Al ol Control methed: -
I ¥ G711 (L] - B4 khib/s
Comment Conirol interval, 50 seconds
¥ G722 ¥ G723
- 5IP PEX data ¥ G.725- 16 kbit's ¥ G.726 - 24 kbit/s ~ SIP privacy
¥ (ReRegistiation W G.725- 32 kbirs ¥ G.726- 40 kbi/s ¥ Trusted Area activated
¥ G.728 ¥ G729 TP I —
v 1ansmission method; one |
SIP demainy el ter 7 ceu " iec
Registrar [optional): ¥ All other codecs
Duthaund proky [opt. ) |
Pot 5 060 Quali/Bandwich Mo sptimization -
Defsult password:
- VelP rautsr
SIP proky prt 0
Rewting tag 0
Call prsfis
Line prefis
Abbiechen Abbrachen Abbrachen

WEBconfig: Setup P> Voice Call Manager P> Lines B> SIP PBX

B Name

Name of the line; may not be identical to another line that is configured in the device.
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Possible values:

O Maximum 16 alphanumerical characters
Default:

O Blank
Domain
SIP domain/realm of the upstream SIP PBX.

Possible values:

O Maximum 64 alphanumerical characters
Default:

O Blank

Rtg tag

Routing tag for selecting a certain route in the routing table for connections to this SIP PBX.
Possible values:

0O Maximum 64 characters
Default:

oo
Port
TCP/UDP port of the upstream SIP PBX to which the LANCOM device sends the SIP packets.

Possible values:

O Any available TCP/IP port.
Default:

O 5060

@ This port has to be activated in the firewall for the connection to work.

Secret

Shared password for registering with the SIP PBX. This password is only required (a) when SIP subscribers have
to log in to the PBX who have not been set up as SIP users with their own access data in the SIP user list or (b)
when local SIP authentication is not forced. This means that SIP users can register with the LANCOM device wit-
hout a password and can log in to the upstream SIP PBX with a shared password if the SIP user's domain is the
same as the domain of a SIP PBX line.

Possible values:

O Maximum 64 alphanumerical characters
Default:

O Blank

Registrar

The SIP registrar is the point that accepts the login with the configured authentication data for this account in
the SIP PBX.

Possible values:

O Maximum 63 alphanumerical characters
Default:

O Blank
Cln prefix

The call prefix is a number placed in front of the caller number (CLI; SIP "From:") for all incoming calls on this
SIP PBX line in order to generate unique telephone numbers for return calls.

For example; a number can be added, which the call router analyzes (and subsequently removes) to select the
line to be used for the return call.

Possible values:

0O Maximum 9 characters
Default:

O Blank
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Line prefix

With outgoing calls using this line, this prefix is placed in front of the calling number to create a complete tele-
phone number that is valid for this line. With incoming calls this prefix is removed, if present.

Possible values:

O Maximum 19 characters
Default:
O Blank
Codecs

While the connection is being established, the terminal equipment concerned negotiate which codecs are to be
used to compress the voice data. Use the codec filter to restrict the codecs that are permitted and to permit only
certain codecs.

Possible values:

0 Select from the list of available codecs.
Default:

o All

@ If no common the codecs can be agreed upon, no connection is made.

Codec order

This parameter influences the order in which the codecs are presented during connection establishment.
Possible values:

0 No optimization: Leaves the order of the codecs unchanged

O Best quality: Changes the order of the codecs that are offered to achieve the best voice quality possible.

O Minimum bandwidth: Changes the order of the codecs that are offered to achieve the lowest bandwidth pos-
sible.

Default:

O No optimization

Local port number

This is the port used by the LANCOM proxy to communicate with the upstream SIP PBX.
Possible values:

0 1to 65536

Default:

oo

Special values:

0 0: Dynamic port selection; the port is automatically selected from the pool of available port numbers.

@ If line (re-)registration is deactivated, the local port has to be defined with a fixed value, and this also has

to be entered into the SIP PBX to ensure that both ends can send SIP signaling.

(Re-) registration
This activates the (repeated) registration of the SIP PBX line. Registration can also be used for line monitoring.
Possible values:

0 Yes, No
Default:

0 Yes

To use (re-) registration, the line monitoring method must correspondingly be set to "Register" or "Auto-
matic". Registration is repeated after the monitoring interval has expired. If the SIP registrar in the SIP PBX
suggests a different interval, the suggested value is used automatically.

Line monitoring

Specifies the line monitoring method. Line monitoring checks if a SIP PBX line is available. The Call Router can
make use of the monitoring status to initiate a change to a backup line. The monitoring method sets the way in
which the status is checked.
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Possible values:

0 Auto: The method is set automatically.

0 Disabled: No monitoring; the line is always reported as being available. This setting does not allow the actual
line availability to be monitored.

O Register: Monitoring by means of register requests during the registration process. This setting also requires
"(Re-)registration” to be activated for this line.

O Options: Monitoring via Options Requests. This involves reqular polling of the remote station. Depending on
the response the line is considered to be available or unavailable. This setting is well suited for e. g. lines
without registration.

Default:
O Auto
Monitoring interval

The monitoring interval in seconds. This value affects the line monitoring with register request and also the
option request. The monitoring interval must be set to at least 60 seconds. This defines the time period that pas-
ses before the monitoring method is used again. If (re-) registration is activated, the monitoring interval is also
used as the time interval before the next registration.

Possible values:

0O Max. 5 numbers.
Default:

O 60
Special values:

O Values less than 60 seconds are automatically set to 60 seconds.

@ If the remote station responds to an option request with a different suggested value for the monitoring inter-

val, this is accepted and subsequently applied.

Trusted

Specifies the remote station on this line (provider) as "Trusted Area". In this trusted area, the caller ID is not con-
cealed from the caller, even if this is requested by the settings on the line (CLIR) or in the device. In the event of
a connection over a trusted line, the Caller ID is first transmitted in accordance with the selected privacy policy
and is only removed in the final exchange before the remote subscriber. This means, for example, that Caller ID
can be used for billing purposes within the trusted area. This function is interesting for providers using a VolP
router to extend their own managed networks all the way to the connection for the VoIP equipment.

Possible values:

0 Yes: Trusted
O No: Not trusted
Default:

0 Yes

@ Please note that not all providers support this function.

Privacy method
Specifies the method used for transmitting the caller information in the separate SIP field.

Possible values:

00 None

[ RFC3325: Via P-Preferred-1d/P-Asserted-1d

O IETF-Draft-Sip-Privacy-04: Via RPID (Remote Party ID)
Default:

O None

Active

Activates or deactivates the entry.

Possible values:

o Yes, No
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Default:

O Yes
Comment
Comment on this entry.

Possible values:
O Maximum 64 alphanumerical characters

Default:
O Blank

Analog line

LANconfig: VoIP Call Manager P> Lines P> Analog lines

Analog lines - ANALOG 2x
[V Entry active

Switching namefiCO:
Comment:

Domain narne:

Call prefix:

Internal dest. number:

ANALOG

|
I analog
l—

10|

Cancel |

WEBconfig: Setup P> Voice Call Manager P> Lines B> Analog

Name

Name of the line; may not be identical to another line that is configured in the device.
Possible values:

0 Maximum 16 alphanumerical characters

Default:

O Blank

Domain

The analog line's domain name used for addressing in SIP.
Possible values:

O Maximum 64 alphanumerical characters

Default:

O analog

Cln prefix

The call prefix is a number placed in front of the caller number (CLI; SIP "From:") for all incoming calls on this
analog line in order to generate unique telephone numbers for return calls.

For example; a number can be added, which the call router analyzes (and subsequently removes) to select the
line to be used for the return call.

Possible values:

O Maximum 9 characters
Default:

O Blank
Number/Name

Internal number/SIP URI that each call on this analog line is given as call destination. This number can differ from
the telco's actual call number for the analog connection (mapping).

Possible values:

O Maximum 64 alphanumerical characters
Default:

O Blank

®

Here you can, for example, enter the telephone number for a group that is to receive incoming calls. This
allows you to flexibly control which telephones ring for incoming calls, or to transfer calls to a mobile phone
number or answering machine after a certain time.
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B Active
Activates or deactivates the entry.

Possible values:

0 Yes, No
Default:

O Yes
m Comment
Comment on this entry.

Possible values:

O Maximum 64 alphanumerical characters
Default:

O Blank
m Caller-ID signaling

Providers of analog telephone connections support various services including Caller ID transmission, i.e. the cal-
ler's number is shown in the display of the telephone being called. This service is also known as Calling Line
Identification Presentation (CLIP). Depending on the country and provider, two different methods of modulation
are used to transfer the caller ID over the analog line (FSK or DTMF).

Possible values:

O Default: This setting causes the standard value for the country where the device is operated to be taken.
O FSK: Transfer of the Caller ID with the Frequency Key Shifting method.

O DTMF: Transfer of the Caller ID with the Dual Tone Multi Frequency method.

Default:

Country-specific default values:

0 The Netherlands: DTMF
0 All other countries: V.23 (FSK)
B Caller-ID transmission requirements

Apart from selecting the modulation method, different countries and providers also have different time delays in
the signaling of the Caller ID over analog lines The telephone being called expects the Caller ID at a certain time,
and so providers should set up their systems accordingly.

Possible values:

00 Default: This setting causes the standard value for the country where the device is operated to be taken.
O During ringing: The Caller ID is transmitted while the phone is ringing, between the first and second ring.

O RP AS: Transmission of the Caller ID is not connected with the ringing but is transferred via a special "alarm
signal”. This alarm signal is a ringing impulse (Ringing Pulse Alerting Signal, RP-AS). The Caller ID can be
transferred after the ringing impulse.

O Line reversal: Transmission of the Caller ID is not connected with the ringing but is transferred via a special
“alarm signal". The alarm signal is sent by a brief reversal of polarity in the line (line reversal). The Caller ID
can be transferred after the line reversal.

Default:

Country-specific default values:

Austria: During-Ringing

Belgium: Ringing Pulse Alerting Signal, RP-AS
France: During-Ringing

Italy: During-Ringing

Switzerland: During-Ringing

The Netherlands: Line reversal

Spain: Ringing Pulse Alerting Signal, RP-AS
United Kingdom: Line reversal

Germany: During-Ringing

O 000 o0oooogao
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H WLAN

H.1  Configuration of WLAN parameters

H.1.1  General WLAN settings

Changes with LCOS 7.6:

B Inter-SSID traffic adjustable for the whole WLAN.
LANconfig: Wireless LAN P> General

LANconfig: Wireless LAN P> Security

Configure: IW Configure: IW
General | Securty | Stations | 802 11iAwER | IEEE 80214 | wic | General Securty | Stations | 802 11iAwER | IEEE 80214 | wic |
— General — General setting:
Thiz iz where you can program common settings for all wireless [rata traffic between 5510 and stations:

LAM interfaces. (& Aliow data traffic between stations in different 5 SI0% of al

Couriy EEE— sccess ps

7 Prevent data traffic between stations in different 55105 of
V' ARP handling the local access point

™ Broken LAM link detection disables WLAN interface 7 Prevent data traffic between stations of the local access
point and clients of other access points

[ Indoor only mode: activated

Email address for WLAN events:l [T Mariitor stations to detect inactive ones

[V Mahile stations can raam between the access points in the
local network.

r~ Interface:

Thiz iz where you can program further settings for your physical r— Filter protocol
wirelezz LAM interface. §
The pratocol filkers can be uzed to control the transfer, drop or
redirect specific protocols between LAN, wireless LAN and

Physical \WLAN settings - | Proint oot ks

Faint-to-Paint partners -
Fratocals ...

Thiz iz where you can program further settings for each logical
wirelezs LAM network [MultiSS10].

Logical '\WLAN settings - |

r— Extended setting

The following physical wireless LAM zettings generally must not
be changed.

Expert 'WLAN settings - |

0k | Abbrechen | OK | Abbrechen

WEBconfig: Setup P> WLAN
m Broken link detection
The wireless LAN interface is deactivated if the LAN connection (link) is lost (Broken link detection)

Possible values:

0 Yes, No
Default:

0 No

@ For WLAN devices with multiple LAN interfaces, this parameter relates to the first LAN interface, LAN-1.

H Spare heap

The heap reserve specifies how many blocks in the LAN heap can be reserved for direct communication (Telnet)
with the device. If the number of blocks in the heap is below the specified value, then received packets are rejec-
ted immediately (except for TCP packets sent directly to the device).

Possible values:

0O Max. 3 numbers
Default:

o 10
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IAPP protocol

Access points use the Access Point Protocol (IAPP) to exchange information about their associated clients. This
information is used in particular when clients roam between different access points. The new access point
informs the former one of the handover, so that the former access point can delete the client from its station
table.

Possible values:

0 Yes, No
Default:

O Yes
IAPP announce interval
This is the interval (in seconds) with which the access points broadcast their SSIDs.

Possible values:

0O Max. 10 numbers.
Default:

0 120
IAPP handover timeout

If the handover is successful, the new access point informs the former access point that a certain client is now
associated with another access point. This information enables the former access point to delete the client from
its station table. This stops packets being (unnecessarily) forwarded to the client. For this time space (in millise-
conds) the new access point waits before contacting the former access point again. After trying five times the
new access point stops these attempts.

Possible values:

0 Max. 10 numbers

Default:

o 1000

Country

The device needs to be set with the country where it is operating in order for the WLAN to use the parameters
approved for the location.

0 Select from the list of countries.

Default:

O Blank

Indoor-only operation

If indoor-only operation is activated, the 5-GHz-band channels are limited to the 5.15 - 5.25 GHz spectrum
(channels 36-48) in ETSI countries. Radar detection (DFS) is switched off and the mandatory interruption after
24 hours is no longer in effect. This mode reduces the risk of interruption due to false radar detections. In the
2.4-GHz band in France, the channels 8 to 13 are also permitted, meaning that more channels are available.

Possible values:

o Yes, No
Default:

o No

Indoor operation may only be activated if the base station and all other stations are operated within an enc-
losed space.

Mail address
This e-mail addressed is used to send information about events in the WLAN.

Possible values:

O Valid e-mail address
Default:

O Blank

@ An SMTP account must be set up to make use of the e-mail function.
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m Card reinit cycle
In this interval (in seconds) the internal WLAN cards in older access points are reinitialized in order for point-to-
point connections to remain active. This function is handled by the "Alive-Test" in newer models.
Possible values:
0 Max. 10 numbers.
Default:
o0
Special values:
0 0: Deactivates this function.
B Noise calibration cycle
WLAN cards fitted with the Atheros chipset measure noise levels on the medium in this interval (in seconds).
Possible values:
0 Max. 10 numbers
Default:
o 10
Special values:
00 0: Deactivates this function.
Please note that deactivating the noise-calibration cycle for these cards means that they cannot react to
changes in noise levels. This measurement is mandatory when DFS is being used (automatic interval of 10
seconds). In these cases a shorter interval may be set, but the function should not be deactivated.
B Therm. recal. cycle

In this interval (in seconds) WLAN cards fitted with the Atheros chipset adjust their transmission power to com-
pensate for thermal variations.

Possible values:

0O Max. 10 numbers
Default:

o 20
Special values:

0O 0: Deactivates this function.

@ Please note that deactivating the thermal recalibration cycle for these cards means that they cannot react to

changes in temperature.

Trace-MAC

The output of trace messages for the WLAN-Data-Trace can be set for a certain client. The corresponding MAC
address is entered here.

Possible values:

O Max. 12 hexadecimal characters

Default:

O 000000000000

Special values:

0 000000000000: Deactivates this function and outputs trace messages for all clients.

Trace level

The output of trace messages for the WLAN-Data-Trace can be limited to contain certain content only. The mes-
sages are entered in the form of a bit mask for this.

Possible values:

O 0to 255.

0 0: Reports that a packet has been received/sent

O 1: Adds the physical parameters for the packets (data rate, signal strength...)
O 2: Adds the MAC header

O 3: Adds the Layer3 header (e.g. IP/IPX)
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O 4: Adds the Layer4 header (TCP, UDP...)

O 5: Adds the TCP/UDP payload

Default:

O 255

Idle timeout

Inactive time (in minutes) after a client is disconnected from the access point. This time is reset when packets are
received from the client (not when packets are sent).

Possible values:

0O 0to 65535 (5 characters)
Default:

O 60
Special values:

0 0: Switches the Timeout off
Supervise stations

In particular for public WLAN access points (public spots), the charging of usage fees requires the recognition of
stations that are no longer active. Monitoring involves the access point regularly sending packets to logged-in
stations. If the stations do not answer these packets, then the charging systems recognizes the station as no
longer active.

Possible values:

0 Yes, No
Default:

o No
ARP handling

A station in the LAN attempting to establish a connection to a WLAN station which is in power-save mode will
often fail or only succeeds after a considerable delay. The reason is that the delivery of broadcasts (such as ARP
requests) to stations in power-save mode cannot be guaranteed by the base station.

If you activate ARP handling, the base station responds to ARP requests on behalf of the stations associated with
it, thus providing greater reliability in these cases.

Possible values:

O Yes, No

Default:

0 Yes

Access mode

A way of limiting data traffic between the wireless LAN and its local network is to exclude certain stations from
transferring data, or you can approve selected stations only.

Possible values:

O Positive: Data from listed stations is filtered out; data from all other stations is transmitted

O Negative: Transfer data from the listed stations, authenticate all others via RADIUS or filter them out.
Inter-SSID traffic

Depending on the application, it may be required that the WLAN clients connected to an access point can—or
expressly cannot—communicate with other clients. Communications between clients in different SSIDs can be
allowed or stopped with this option. For models with multiple WLAN modules, this setting applies globally to all
WLANSs and all modules.

Possible values:

0 Yes, No
Default:

0 Yes

Communications between clients in a logical WLAN is controlled separately by the logical WLAN settings
(Inter-Station-Traffic). If the Inter-SSID-Traffic is activated and the Inter-Station-Traffic deactivated, a client
in one logical WLAN can communicate with clients in another logical WLAN. This option can be prevented
with the VLAN settings or protocol filter.
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H.1.2  Wireless LAN networks
Changes with LCOS 7.6:

Inter-Station-Traffic can be set separately for each logical WLAN.

Every physical WLAN interface can support up to eight different logical wireless networks (Multi-SSID). Parameters
can be defined specifically for each of these networks, without the need of additional access points.

LANconfig: Wireless LAN B> General P> Logical WLAN settings

Logical WLAM settings - WLAN network 1 2=l

Nebwork | Transmission I

¥ wLAN network enabled

Metwark name [S510]: IBLANK

™ Suppress 5510 broadcast
[V MAC filter enabled

M arimum count of clients: ID

Client Bridge Support: Mo =

v Allow data traffic between stations of this 5510

0k | Abbrechen |

WEBconfig: Setup P> Interfaces B WLAN P> Network

| Ifc
Select from the logical WLAN interfaces.
Possible values:
O WLAN-1 to WLAN-1-8, WLAN-2 to WLAN-2-8
B Active
Switches the logical WLAN on or off separately.
Possible values:
o Yes, No
Default:
O Yes
B Network name
Define an unambiguous SSID (the network name) for each of the necessary logical wireless LANs. Only network
cards that have the same SSID can register with this wireless network.
Possible values:
O Max. 32 characters
Default:
O Blank
B MAC filter
The MAC addresses of the clients allowed to associate with a WLAN are stored in the MAC filter list. With the
'MAC filter' switch, use of the MAC filter list can be switched off for individual logical networks.
Use of the MAC filter list is required for logical networks in which the clients register via LEPS with an indi-
vidual passphrase. The passphrase used by LEPS is also entered into the MAC filter list. The MAC filter list is
always consulted for registrations with an individual passphrase, even if this option is deactivated.
Possible values:
O Yes, No
Default:
O No
B RADIUS accounting

Activates RADIUS accounting for this logical WLAN, e.g. to record IP addresses and data volumes used by the
associated clients. RADIUS packets for the accounting are sent to the server that has been specified for RADIUS
accounting.

Possible values:
0 Yes, No
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Default:
0 No
Closed network

You can operate your wireless LAN either in public or private mode. A wireless LAN in public mode can be con-
tacted by any mobile station in the area. Your wireless LAN is put into private mode by activating the closed net-
work function. In this operation mode, mobile stations that do not know the network name (SSID) are excluded
from taking part in the wireless LAN.

Activate the closed network mode if you wish to prevent WLAN clients using the SSID 'ANY" from registering with
your network.

Possible values:

O Yes, No

Default:

0 No

Maximum stations

Here you set the maximum number of clients that may associate with this access point. Additional clients wan-
ting to associate will be rejected.

Possible values:

O Max. 10 characters

Default:

oo

Special values:

0 0: No limitation on the maximum number of associated clients.
Cl.-Brg. support

Whereas address adjustment in client mode allows only the MAC address of the immediately connected devices
to be visible to the access point, client-bridge support provides transparency; all MAC addresses of the LAN sta-
tions behind the client stations are transferred.

Activate this option for the logical WLAN if the clients are to be provided with this operating mode.
Possible values:

0 Yes, No, Exclusive
Default:

O No
Special values:

0 Exclusive: This setting means that only clients that support this operating mode are accepted.

@ Client-bridge mode can only be used between two LANCOM devices.

Inter-station traffic

Depending on the application, it may be required that the WLAN clients connected to an access point can—or
expressly cannot—communicate with other clients. Individual settings can be made for every logical WLAN as
to whether clients in this SSID can exchange data with one another.

Possible values:

0 Yes, No
Default:

0 Yes

@ Communications between clients in different logical WLANS is controlled centrally by the general WLAN set-

tings (Inter-SSID traffic).

H.2  Multi-level certificates for PublicSpots

New with LCOS 7.6:

Multi-level certificates for PublicSpots
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SSL certificate chains can be loaded into the LANCOM as a PKCS#12 container. These certificate chains can be used
for PublicSpot authentication pages by using the HTTPS server implemented in LCOS. Certificates from recognized
trust centers are normally multi-level. Officially signed certificates in the PublicSpot are necessary to avoid certifi-
cate-related error messages from the browser when authenticating at a PublicSpot.

The certificate is loaded into the device for example by using File Management in WEBconfig to upload the individual
files of the root CA certificate or a PKCS#12 container:
B 2 Setup Wizards

@ system information Upload Certificate or File LANCOM
B 9 Configuration Systems
[ P LCOS Menu Tres B Logout ...cennecting your business
Hd Status
HA setup
& Firmnare Upload Certificate or File
A Other
B= [ File management Select which file you want to upload, and its name/location, then click on 'Start Upload'
[ ? Extras In case of PKCS12 files, a passphrase may be necessary.
- [E HTTP-Session §
- B Logout File Type: | 55L - Certficate pem, * ot % cer [BASER]) ~|

File Name/Location: S5L- Certificate (* pem, *.ct. *.cer [BASEG4])

- Private Key (*key [BASEL] unencrypted])
Passphrase (if 1

require ): & Ay, )
Caution: Files are not be -RSA Key (* key [BASES] unencrypted])
performed by the individy 35H - DSA Key (* key [BASEB] unencrypted])
can be seen in the VPN | 35H - accepted public keys

VPN - Root CA Certificate (. pem, *.crt. *.cer [BASEEGA])

VPN - Device Cerificate (“pem, *.crt. *.cer [BASER])

WPM - Device Private Key (* key [BASESD unencrypted])

VPN - Container as PRCS#12-File (“pix. *p12)
RADSZEC - Roat CA Certificate (* pem, *.crt. *.cer [BASEE4])
RADZEC - Device Cerificate (*pem, * ot * cer [BASEE4])
RADSEC - Device Private Key (*key [BASEGR unencrypted])
RADSZEC - Container as PKCS#12-File (“pix. *.p12)
Message Before Login (plain text

Start Upload

e checks are
B elfor messages

Certificates are normally issues for DNS names, so the PublicSpot must specify the certificate's DNS name as the des-
tination and not an internal IP address (LCOS Menu Tree/Setup/Public-Spot-Module/Device-Hostname). This name

has to be resolved by the DNS server to provide the corresponding IP address of the PublicSpot.
B A Setup Wizards

[— &3 System information LCOS Menu Tree L A N B D M
B 9 Configuration Systems
i LC_IOSME"“T'” [ Logout ...connecting your business
Ha Status
42 ‘:-".-alup LCOS Menu Tree
ir; Firmware & Setup
12 Other o Soot ]
B é\la managemert P Public Spot-Module
B . 5
# Exten Device-Hostname
B [E] HTTP-Session
— B Logout & DeviceHostname |mypuhlmapun mylancom com (max. 21 characters)
nd | Docos |

H.3  DFS 2: Non-use of channels for weather radar

With the DFS method (Dynamic Frequency Selection) as required for 5 GHz WLANSs, an unused frequency is auto-
matically selected, for example, to avoid interference from radar systems or to distribute WLAN devices as evenly as
possible over the entire frequency band. Occasionally, however, signals from weather radar stations cannot be iden-
tified reliably.

For this reason the European Commission is extending the demands of standards ETSI EN 301 893 V1.3.1 and ETSI
EN 310 893 V1.4.1 to additionally avoid the use of three channels (120, 124 and 128) in subband 2 of the 5 GHz
band. These are not to be used for automatic channel selection. Methods for detecting weather radar signatures are
currently under development.

H.4  Central firmware and script management

New with LCOS 7.6:
B Internal script storage (script management without an HTTP server)

LANCOM WLAN Controllers allow the configurations of multiple LANCOM Wireless Routers and LANCOM Access
Points to be managed from a central location in a consistent and convenient manner. With central firmware and
script management, uploads of firmware and scripts can be automated for all of the WLAN devices.

To acheive this, the firmware and script files are stored on a Web server (firmware as *.upx files, scripts and *.Ics
files). The WLAN- Controller checks once daily, or on user request, to compare the available files with those on the
devices. Alternatively, this procedure can be handled by a cron job—overnight, for example. If an update can be
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carried out, or if the Access Point is not running the desired firmware version, then the WLAN-Controller downloads
the file from the Web server and uploads it to the appropriate Wireless Routers and Access Points.

The configuration of firmware and script management provides precise control over the distribution of the files. It is
possible, for example, to limit certain firmware versions to certain device types or MAC addresses.

An update can be carried out in two possible states:

B When a connection is established; the Access Point subsequently restarts automatically.

B If the Access Point is already connected, the device does not restart automatically. In this case the Access Point
is manually restarted with the menu action "/Setup/WLAN-Management/Central-Firmware-Management/
Reboot-updated-APs" or by a timed cron job.

B The action "/Setup/WLAN-Management/Central-Firmware-Management/Update-Firmware-and-Script-Infor-
mation" updates the script and firmware directories.

Configure: IWLAN Controller 'l

General I Profiles I AP Corfig. AP Update |Station5 I Options I

r— Fimware and script management

Fimware repository URL: Il'rl'tp:,-",-"\c\'\c\'\c\'.myt:ompany.com
Max. no. of loaded fimwares: |5

Here you may corfigure further settings for fimware
management.

Fimware version management ... |

Script repository URL: Il'rl'tp:,-",-"\c\'\c\'\c\'.myt:ompany.com

Here you may configure further settings for script management.

Script management ... |

@ This field can be left empty to automatically use the
comect source address for the destination network.

Firmware source IP address: I 'l
Script source |P address: I vl

The parameters for configuration can be found under the following paths:
LANconfig: WAN Controller > AP Update
WEBconfig: Setup > WLAN Management »> Central Firmware Management

General settings for firmware management
B Firmware URL
The path to the directory with the firmware files.
[ Possible values: URL in the form Server/Directory or http://Server/Directory
O Default: Blank
B Simultaneously loaded FW
The number of firmware versions loaded simultaneously into the main memory of the WLAN-Controller.

The firmware versions stored here are downloaded from the server just once and then used for all update
processes.

00 Possible values: 1 to 10
O Default: 5
B Firmware sender IP address
This is where you can configure an optional sender address for use instead of the one automatically selected for
the destination address.
Possible values:

O Name of a defined IP network.
O 'INT' for the IP address in the first network with the setting 'Intranet'.
O 'DMZ' for the IP address in the first network with the setting 'DMZ".
0 Name of a loopback address.

O Any other IP address.
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Default:
O Blank

If the list of IP networks or loopback addresses contains an entry named 'INT' or ‘DMZ’, the associated IP
@ address of the IP network or the loopback address named 'INT' or 'DMZ" is used.

Firmware management table
Table with device type, MAC address and firmware version for the precise control of the firmware files in use.
B Device types
Select here the type of device that the firmware version specified here is to be used for.
O Possible values: All, or a selection from the list of available devices.
O Default: All
B MAC address
Select here the device (identified by its MAC address) that the firmware version specified here is to be used for.
O Possible values: Valid MAC address
O Default: Blank
m Version
Firmware version that is to be used for the devices or device types specified here.
[0 Possible values: Firmware version in the form X. XX
0 Default: Blank

General settings for script management
B Script URL
The path to the directory with the script files.
0 Possible values: URL in the form Server/Directory or http://Server/Directory
0 Default: Blank
B Script sender IP address
This is where you can configure an optional sender address for use instead of the one automatically selected for
the destination address.
Possible values:
0 Name of a defined IP network.
O 'INT' for the IP address in the first network with the setting 'Intranet'.
O 'DMZ' for the IP address in the first network with the setting 'DMZ".
0 Name of a loopback address.
0 Any other IP address.
Default:

O Blank

If the list of IP networks or loopback addresses contains an entry named 'INT' or ‘DMZ’, the associated IP
@ address of the IP network or the loopback address named 'INT' or 'DMZ" is used.

Script management table
Table with the name of the script file and a WLAN profile for allocating the script to a WLAN profile.

Configuring a Wireless Router and Access Point in the "Managed" mode is handled via WLAN profiles. A script can
be used for setting those detailed parameters in managed devices that are not handled by the pre-defined parame-
ters in a WLAN profile. Distribution is also handled by WLAN profiles to ensure that the Wireless Routers and Access
Points with the same WLC configuration also use the same script.

As only one script file can be defined per WLAN profile, versioning is not possible here. However, when distributing
a script to a Wireless Router or Access Point, an MD5 checksum of the script file is saved. This checksum allows the
WLAN- Controller to determine whether the script file has to be transmitted again in case a new or altered script has
the same file name.
H Script file name

Name of the script file to be used.

O Possible values: File name in the form *.Ics
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O Default: Blank
B WLAN profile
Select here the WLAN profile that the script file specified here should be used for.

O Possible values: Selection from the list of defined WLAN profiles.
O Default: Blank

Internal script storage (script management without an HTTP server)

In contrast to firmware files, scripts involve only small volumes of data. The WLAN-Controller's internal script storage
allows three scripts of up to 64KB each to be stored. If script requirements do not exceed this volume, an HTTP server
does not need to be configured for this pupose.

Script files are simply loaded from the designated storage location using WEBconfig. After upload the list of available
scripts must be updated with Configure/Wireless LAN/Central Firmware /Update Firmware and Script Information.

The internal scripts can be referenced from the script management table using the relevant names
(WLC_Script_1.Ics, WLC_Script_2.lcs or WLC_Script_3.lcs).

@ Please be careful with upper and lower case letters when entering script names.

A Setup Wizards X 3
i System information Upload Certificate or File L A N c D M
# Configuration Systems

‘? LCOS Menu Tree @, Logout
({4 File management
ﬁ Extras
HTTP-Session
B Logout

.. .cenmnecting your business

Upload Certificate or File

Select which file you want to upload, and its name/lecation, then click on 'Start Upload:

File Type: [ 55L-Certificate *perm, “.cit. *.cer [BASER]) j
File S5L - Certificate (*pem. *crt. * cer [BASEE4]) =
Name/Leocation: SSL - Private Key (*.key [BASEERA unencrypted])
Passphase (if S5L - Root CA Certificate (“pem, *.crt *.cer [BASERA])
required) SEL - Container as PKCE#12-File (*ph *p12 [requires passphrase])
S5H-REA Key * key [BASER unencrypted])
Caution: Files ate ¢ 5oy nga ke  key [BASERY urencrypted]) s are

performed by the ind sy o cce e pubic keys essages
can be seen inthe \, pn - poot CA Certificate (*pem. *crt. " car [BASEB4])
- C r [B

EARSTLS - [BASEGA])
EAP/TLS - Device Certificate (% pam, * crt * cer [BASEBA]) L
EAPSTLS - Device Private Key (*key [BASEE4 unencrypted])

EAP[TLS - Container as PRKCS#12-File (*pfx “.p12 [requires passphrase])
RADSEC-Foot CA Certificate (“pem, *.crt. * cer [BASEEA])
RADSEC-Device Certificate (“pem. *crt. *cer [BASEEA])
RADSEC-Device Private Key (*key [BASEG unencrypted])

RADSEC- Container as PKCS#12-File (* pfx, *p12 [requires passphrase])
| PublicSpot-Welcome Page * himl. * htm)

-
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1.1

Messaging

SNMP traps

New in LCOS 7.60:

1.1.

SNMP traps: Trap version can be configured

1 General SNMP settings

LANconfig: Management P> General

4= New Configuration for LANCOM 1823 ¥o 2=l

Configure: I M anagement = l

General |Admin| Costs I Locationl

Device name: W
'3 Location: W
= Administrator: ladmiri—

6 3 ? Comments: l—

E—
—
E—
WEBconfig: Setup » SNMP
Send traps

When serious errors occur, for example when an unauthorized attempt is made to access the device, it can send
an error message to one or more SNMP managers automatically. For this, activate the option and enter the IP
addresses in the IP trap table of those computers where the SNMP managers are installed.

Possible values:

O Yes, No

Default:

O No

Administrator

Name of the device administrator. For display purposes only.
Possible values:

0 Max. 255 characters

Default:

0 Blank

Location

Location information for this device. For display purposes only.
Possible values:

0 Max. 255 characters

Default:

0 Blank

Register monitor

This allows SNMP agents to log in to the device in order to receive subsequent SNMP traps. The command is
specified together with the IP address, the port and the MAC address of the SNMP agent. Both values can be
replaced with the wildcard *, in which case the device ascertains the values from the packets received from the
SNMP agent.

Possible values:

0O <IP address|*>:<Port|*> <MAC address|*> <W>
Special values:

O <Ws> at the end of the command is necessary if registration is to be effected over a wireless LAN connection.

@ A LANmonitor need not be explicitly logged in to the device. LANmonitor automatically transmits the login

information to the device when scanning for new devices.
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B Delete monitor

This action allows registered SNMP agents to be removed from the monitor list. The command is specified toge-
ther with the IP address and the port of the SNMP agent. All three values can be replaced with the wildcard *,
in which case the device ascertains the values from the packets received from the SNMP agent.

Possible values:

0 <IP address|*>:<Port|*>

B Password required for SNMP read access
This option allows you to specify that a password is required to read SNMP messages using an SNMP agent (e. g.
LANmonitor). If this option is activated, the device password (or username:password) must be used as commu-
nity.
Possible values:

o Yes, No
Default:

O No
B Comment 1
Comment on this device. For display purposes only.

Possible values:

0O Max. 255 characters
Default:

O Blank
® Comment 2
Comment on this device. For display purposes only.

Possible values:

0O Max. 255 characters
Default:

O Blank
® Comment 3
Comment on this device. For display purposes only.

Possible values:

0O Max. 255 characters
Default:

O Blank
B Comment 4
Comment on this device. For display purposes only.

Possible values:

O Max. 255 characters
Default:

0O Blank

1.1.2  The IP traps table
LANconfig: Log & Trace »> SNMP B> SNMP managers

SNMP managers - New Enkry ﬂll
IP address: | 10.0.0.1 oK |
¥ Send SMMPv2-Traps activated Cancel |

@ This field can be left empty ko automatically use the correct source
address for the destination network,

Source IP address: I INTRAMET VI

WEBconfig: Setup » SNMP P> IP traps
m TrapIP
Enter the IP address of the computer where an SNMP manager is installed.
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Possible values:

O Valid IP address
Default:
O Blank
B Loopback address
This is where you can configure an optional sender address for use instead of that automatically selected for the
destination address.
Possible values:

O Name of a defined IP network.

O 'INT' for the IP address in the first network with the setting 'Intranet'.
0 'DMZ" for the IP address in the first network with the setting 'DMZ".
0 Name of a loopback address.

O Any other IP address.

Default:

0O Blank

If the list of IP networks or loopback addresses contains an entry named 'INT' or '‘DMZ', the associated IP
@ address of the IP network or the loopback address named 'INT' or 'DMZ" is used.

m Version
Indicates SNMP version that should be used for the traps sent to this receiver.
Possible values:
O SNMPv1, SNMPv2
Default:
O SNMPv2

I.1.3  The monitor table

The monitor table shows all SNMP agents registered with the device.
H Remote site
Name of the remote station from where an SNMP agent accesses the device.
H IP address
IP address of the remote station from where an SNMP agent accesses the device.
B Loopback address
Loopback address of the remote station from where an SNMP agent accesses the device.
B MAC address
MAC address of the remote station from where an SNMP agent accesses the device.
m Port
Port used by the remote device to access the local device with an SNMP agent.
H Timeout
Timeout in minutes until the remote device is removed from the monitor table.
H VLANID
ID of the VLAN used by the remote device to access the local device with an SNMP agent.
B Ethernet port
Ethernet port used by the remote device to access the local device with an SNMP agent.
H LAN Ifc
LAN Ifc used by the remote device to access the local device with an SNMP agent.
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J  Server functions

)1 RADIUS server

New in LCOS 7.60:
B VLAN ID in the table for RADIUS users
B Masking of calling stations and/or called RADIUS clients (e.g. access points) in the RADIUS-user table

J.1.1  Global settings for the RADIUS server
LANconfig: RADIUS server P> General

Configure: I RADIUS Server =~ l

General | Forwardingl EAP I Dptionsl

—RADIUS service

Authentication port: IE

Accounting port: ID

Accounting interim interval: ID zeconds
—RADSEC service

RADSEL port: ID
— RADIUS/RADSEC client

The data of the clients which shall be communicate with the
zerver can be entered at the following table.

Clients ...

— User database

The data of the ugers which shall be authenticated by the
zerver can be entered at the following table.

User table ..

The zerver will check authentication requests against the
following tables.

[V Use the WLAN station table on MAL address requests

WEBconfig: Setup » RADIUS P> Server
B Authentication port

Specify here the port used by the RADIUS client to communicate with the RADIUS server in the device. Port 1812
is normally used.

Possible values:

O Max. 4 numbers

Default:

m]

Special values:

O 0: Switches the RADIUS server off.
B Accounting Interim Interval

Enter the value that the RADIUS server should output as "Accounting interim interval" after successful authen-
tication. Provided the requesting device supports this attribute, this value determines the intervals (in seconds)
at which an update of the accounting data is sent to the RADIUS server.

Possible values:

0O Max. 4 numbers
Default:

oo
Special values:

O 0: Switches the use of this function off.
B Accounting port
Enter the port used by the RADIUS server to receive accounting information. Port '1813" is normally used.

Possible values:
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00 Max. 4 numbers
Default:

O 1813
Special values:

0 0: Switches the use of this function off.
B Default realm
This realm is used if the user name is supplied with an unknown realm that is not in the list of forwarding servers.

Possible values:

00 Max. 24 characters
Default:

O Blank
B Empty realm
This realm is used when the user name supplied does not contain a realm.

Possible values:

00 Max. 24 characters
Default:

O Blank
B RADSEC port

Enter the (TCP) port used by the server to accept accounting or authentication requests encrypted using RADSEC.
Port 2083 is normally used.

Possible values:

00 Max. 4 numbers
Default:

0 2083
Special values:

00 0: Deactivates RADSEC in the RADIUS server.

J.1.2  Table of RADIUS clients

Clients that can communicate with the RADIUS server are entered in the clients table.

The managed Access Points created by a WLAN-Controller are not explicitly included in the list of RADIUS
@ clients. It is not necessary to make manual entries here:

LANconfig: RADIUS server B> General B> RADIUS clients

Clients - New Entry ed e
IP address: |10.0.0.0 oK |
Metmask: lm e |
Protorols: |rapsEC |
Client secret: Hkk

WEBconfig: Setup > RADIUS P> Server P> Clients
H IP network
IP network (IP address range) of RADIUS clients for which the password defined in this entry applies.

Possible values:

0 Valid IP address
Default:

0 Blank
B IP netmask
IP network mask of the RADIUS client.

Possible values:

0 Valid IP network mask
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Default:

O Blank
B Protocols
Protocol for communication between the internal RADIUS server and the clients.

Possible values:

0 RADSEC, RADIUS, all
Default:

O RADIUS
B Secret
Password required by the client for access to the internal RADIUS server.

Possible values:

0O Max. 32 characters
Default:

O Blank

J.1.3  EAP settings
LANconfig: RADIUS server »> EAP

Configure: I RADIUS Server =~ l

Generall Forwarding  EAP |Dpti0ns|

— Authentication method

The server and the method of authentication can be choosen

here.
Default method: MDE hd
Tunnel server: I

[ EAP-TLS-authentication activated

— Default tunnel method

TTLS default [Mane =l

PEAP default: [Mane =l
— Tirneout

Fieauth period: ID zeconds

Retranzmit imeout: ID seconds

WEBconfig: Setup » RADIUS B> Server B> EAP
B PEAP default tunnel method

Two authentication methods are negotiated when PEAP is used. A secure TLS tunnel is first negotiated using EAP.
Then a second authentication method is negotiated in this tunnel. In each of these negotiating processes the
server offers a method that the client can either accept (ACK) or reject (NAK). The the client rejects it, it sends
the server a proposal for a method that it would like to use. If enabled in the server, the method proposed by the
client is will be used. Otherwise the server breaks off negotiation.

This parameter is used to determine the method that the server offers to clients for authentication in the TLS
tunnel. The value specified here can help to avoid rejected proposals and thus speed up the process of negoti-
ation.

Possible values:
1 None, MD5, GTC, MSCHAPv2
Default:

0 MSCHAPv2
B Reauth period

When the internal RADIUS server responds to a client request with an ACCEPT (negotiation of authentication
method completed successfully), the RADIUS server can inform the authenticator how long it should wait (in
seconds) before triggering repeat authentication of the client.

Possible values:

0 Max. 10 numbers
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Default:

oo
Special values:

O 0: No timeout is sent to the RADIUS client.

@ The function is not supported by all RADIUS clients.

Retransmit timeout

When the internal RADIUS server responds to a client request with a CHALLENGE (negotiation of authentication
method not yet completed), the RADIUS server can inform the authenticator how long it should wait (in seconds)
for a response from the client before issuing a new CHALLENGE.

Possible values:

0 Max. 10 numbers.

Default:

o0

Special values:

0 0: No timeout is sent to the RADIUS client.

@ The function is not supported by all RADIUS clients.

TLS check username

TLS authenticates the client via certificate only. If this option is activated, the RADIUS server additionally checks
if the username in the certificate is contained in the RADIUS user table.

Possible values:

O Yes, No

Default:

O No

TTLS default tunnel method

Two authentication methods are negotiated when TTLS is used. A secure TLS tunnel is first negotiated using EAP.
Then a second authentication method is negotiated in this tunnel. In each of these negotiating processes the
server offers a method that the client can either accept (ACK) or reject (NAK). The the client rejects it, it sends
the server a proposal for a method that it would like to use. If enabled in the server, the method proposed by the
client is will be used. Otherwise the server breaks off negotiation.

This parameter is used to determine the method that the server offers to clients for authentication in the TLS
tunnel. The value specified here can help to avoid rejected proposals and thus speed up the process of negoti-
ation.

Possible values:

0 None, MD5, GTC, MSCHAPv2
Default:

0 MD5

Tunnel server

This realm refers to the entry in the table of the forwarding server that is to be used for tunneled TTLS or PEAP
requests.

Possible values:

0O Max. 24 characters
Default:

O Blank

the local RADIUS server performs internal and external EAP authentication.

@ If the field remains empty the local RADIUS server assumes responsibility for the request. This means that
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B Default method

This value specifies which method the RADIUS server should offer to the client outside of a possible TTLS/PEAP
tunnel.

Possible values:

0 None, MD5, GTC, MSCHAPv2, TLS, TTLS, PEAP
Default:

0 MD5

J.1.4  Table of forwarding servers

The table of forwarding servers contains up to 16 realms with the associated forwarding destinations.
LANconfig: RADIUS server B> Forwarding P> Forwarding server

Forwarding server - New Entry ﬂﬂ
Realm: | mvraDILS| oK |
Server IP address: I 10.0.0.1 Cancel |
Server pork: I 1.234

Shared secret: I ek
Backup server: I 11
Protocal: IRADIUS = l

@ This field can be left empty ko automatically use the correct source
address for the destination network,

Source IP address: I vl

WEBconfig: Setup » RADIUS > Server B> Forward servers
B Realm
Character string identifying the forwarding destination.
Possible values:
O Max. 24 characters
Default:
O Blank
H IP address
IP address of the RADIUS server to which the request is to be forwarded.
Possible values:
0 Valid IP address
Default:
O Blank
H Port
Open port for communications with the forwarding server.
Possible values:
O Max. 4 numbers
Default:
oo
B Secret
Password required for accessing the forwarding server.
Possible values:
0 Max. 32 characters
Default:
O Blank
B Loopback address

This is where you can configure an optional sender address for use instead of that automatically selected for the
destination address.

Possible values:

m
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0 Name of a defined IP network.

O 'INT' for the IP address in the first network with the setting 'Intranet'.
0 'DMZ' for the IP address in the first network with the setting 'DMZ".
O Name of a loopback address.

O Any other IP address.

Default:

O Blank

If the list of IP networks or loopback addresses contains an entry named 'INT' or '‘DMZ’, the associated IP
@ address of the IP network or the loopback address named 'INT' or 'DMZ" is used.

H Protocol
Protocol for communication between the internal RADIUS server and the forwarding server.

Possible values:

0 RADSEC, RADIUS, all
Default:

O RADIUS
B Backup
Alternative forwarding server in case the first forwarding server is not available.

Possible values:

00 Max. 24 characters
Default:

0 Blank

J.1.5  Table of RADIUS users
LANconfig: RADIUS server B> General B> User table

User table - New Entry 2=l
Mame: | usEr oK |
Password: Hkk Cancel |
WLAN ID: I o
—Protocal restriction For authentication

vV pap v cHap
¥ MsCHaR ¥ MsCHARY2
¥ Eap

If here are made no restrictions, all authentication protocols
will be allowed automatically!

— Station mask.

Calling station: I
Called station: I

WEBconfig: Setup P> RADIUS B> Server B> Clients
B User name

User name.

Possible values:

O Max. 48 characters

Default:

O Blank
H Calling Station ID Mask

This mask is used to restrict the validity of the entry to certain IDs that are communicated by the calling station
(wireless LAN client). When authenticating via 802.1x the calling Access Point's MAC address is transmitted in
ASCII format (capital letters only), with a hyphen separating pairs of characters (for example "00-10-A4-23-19-
CO")

Possible values:
0 Max. 48 characters
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Default:

O Blank

Special characters:

O The wildcard * can be used to include whole groups of IDs and define them as mask.
H Called Station ID Mask

This mask is used to restrict the validity of the entry to certain IDs that are communicated by the called station
(access point's BSSID and SSID). When authenticating via 802.1x the called Access Point's MAC addresses
(BSSID) are transmitted in ASCII format (capital letters only), with a hyphen separating pairs of characters. The
SSID is appended using a colon as separator (for example "00-10-A4-23-19-C0:AP1")

Possible values:

O Max. 48 characters
Default:

O Blank

Special values:

O The wildcard * can be used to include whole groups of IDs and define them as mask. The mask "*:0FFICE1",
for example, defines an entry that applies to a client in a radio cell with the name "OFFICE1" irrespective of
the access point that the client uses to log in. This allows the client to switch (roam) from one access point
to the next while always using the same authentication data.

B Limit auth. methods
This option allows you to place limitations on the authentication methods permitted for the user.
Possible values:
[ PAP, CHAP, MS-CHAP, MS-CHAPv2, all
Default:

O Blank
m Password
User password.

Possible values:

0O Max. 32 characters
Default:

O Blank
m VLANID
This option allows a certain VLAN ID to be assigned to the user on successful authorization.

Possible values:

0 0to 4094
Default:

oo
Special values:

0 0: This is used if the SSID has been globally assigned with a VLAN ID.
0 All other values: The user-specific VLAN 1D overwrites a globally defined VLAN ID or SSID.

J.2 Automatic IP address management with DHCP

New in LCOS 7.60:

B BOOTP: Assignment of fixed IP addresses or boot images to specific workstations depending on the IP network
(ARF)

J.2.1 Introduction

DHCP server

All devices in a local area network require a unique IP address in order for a TCP/IP network to function smoothly.
They also require the addresses of DNS and NBNS servers and also of a standard gateway that can route data packets
to addresses not located on the local network.
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In a small network it is still possible to enter these addresses on all the computers in the network "by hand". Howe-
ver, in a large network with many workstations this soon becomes an unmanageable task. This is where the use of
DHCP (dynamic host configuration protocol) comes in. A DHCP server in a TCP/IP-based LAN can use this protocol
to assign the required addresses to the individual workstations dynamically.

LANCOM devices have an integrated DHCP server that can assume the task of assigning IP addresses. This process
involves communicating the following parameters to the workstations:

H |Paddress

Network mask

Broadcast address

Standard gateway

DNS server

NBNS server

Lease (validity period) of the assigned parameters

The DHCP server either takes the IP addresses from a freely defined address pool or determines the addresses inde-
pendently based on its own IP address. A completely unconfigured device in DHCP auto-mode can even specify IP
addresses for itself and for network devices autonomously. Therefore in the most basic scenario you only need to
connect a new out-of-the-box device to a network without a DHCP server and switch it on. The DHCP server will
then manage all further address assignment in the LAN by itself in cooperation with LANconfig using a Wizard.

DHCP settings can be different for each network. It is possible to define several IP networks in the LANCOM
devices in conjunction with advanced routing and forwarding (ARF). DHCP settings therefore apply to a par-
ticular IP network, with the exception of a few general settings.

DHCP relay

If another DHCP server is located in the LAN, the device can obtain the address information it requires from the other
DHCP server if it is in DHCP client mode.

The LANCOM can also operate as a DHCP relay agent and as a DHCP relay server.
B Asa DHCP relay agent the LANCOM forwards DHCP requests to another DHCP server.
B As a DHCP relay server the LANCOM processes DHCP requests forwarded from DHCP relay agents.

BOOTP

The bootstrap protocol (BOOTP) can be used to send a certain IP address and other parameters to a workstation
when it boots up. Workstations without hard drives can use BOOTP to load a boot image, i.e. a complete operating
system, from a boot server.

J2.2  Configuring DHCP parametersLANconfig

Activating/deactivating a DHCP server for specific logical interfaces

The DHCP server can be activated or deactivated separately for each logical interface (e. g. LAN-1, WLAN-1, P2P-1-
1 etc.). To do this, select the appropriate logical interface from the port list and switch the DHCP server on or off for
this interface. You can find the parameters for activating the ports in LANconfig in the configuration area "TCP/IP"
on the "DHCP" tab.

Configure: I TCRAP i l

General | Addresses DHEP | BOOTP | DS | ONS Fiter |

— DHCF client/server

The interfaces which should be applied ta the DHCP zerver
zettings iz selected in this table.

| Part table -

In thiz table you !

Port table - LAN-1: Local area network 1 2=l
network they a 5 WLAN-1: Wireless Network 1 (On)

%~ P2P-1-1: Point-to-Point 1 - 1 (On) ¥ DHCP server enabled For this interface
T P2P-1-2: Point-to-Paoint 1 - 2 (On)

DHCF request ¥ PZP-1-3: Foint-to-Paint 1 - 3 (On) e |

T P2P-1-4: Point-to-Paoint 1 - 4 (On)
(User class D . — . [T T
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Configuring DHCP networks

The appropriate DHCP settings can be specified separately for any IP network defined in the device. You can find the
parameters for defining DHCP networks in LANconfig in the configuration area "TCP/IP" on the "DHCP" tab.

When configuring DHCP networks, the addresses are defined that can be assigned to the DHCP clients (address
pool). When a client is activated in the network and requests an IP address via DHCP, the device with an activated
DHCP server will offer to issue an address. This address is selected from the pool of valid IP addresses. A computer
which received an IP address in the past requests this address again and, assuming the DHCP server has not assigned
this number to another computer in the meantime, it will attempt to issue this address again.

The DHCP server also checks the LAN to confirm that the selected address is free. Once the address is confirmed as
unique, it is assigned to the requesting computer.

The device factory settings include the IP networks ‘Intranet' and 'DMZ', although there are no settings for
IP addresses and netmasks. The device is in a special operating mode. It then uses the IP address
'172.23.56.254" and the address pool '172.23.56.x' for assigning IP addresses to the network.

Multiple networks on one interface: With the configuration of IP and DHCP networks, multiple networks with
different DHCP settings can be active at a logical interface. In this case, the DHCP settings for the first sui-
table network are applied. A prioritization of networks may be necessary here.

DHCP networks - New Entry 21l
Metwork name: [INTRAN j oK I
DHCP server enabled: I.-'-\uto VI e |

[™ Evaluate broadcast bit

r— Addresses for DHCF dients

First address: W
Last address: W
Metmask: W
Broadcast: W
Default gateway: W

r~Mame server addresses

Primary DMS: W
Secondary DMS: W
Primary MEBMS: W
Secondary NBNS: W

—Forwarding of DHCP queries

Server address:

I | Place server replies injintermediate storage
I | idapt server replies bo the local network

m Selecting the IP network

Select the IP network which the subsequent DHCP settings should apply to. You can find the parameters for defining
DHCP networks in LANconfig in the configuration area "TCP/IP" on the "General" tab.

B Enabling the DHCP server
The DHCP server can be configured to run in the following modes:

B 'Yes': DHCP server is permanently switched on. When this value is entered the server configuration (validity of
the address pool) is checked.
O If the configuration is correct then the device starts operating as a DHCP server in the network.
O Errors in the configuration (e.g. invalid pool limits) will cause the DHCP server to be disabled.

@ Only use this setting if you are certain that no other DHCP server is active in the LAN.

B 'No': DHCP server is permanently switched off.

B 'Auto’: With this setting, the device regularly searches the local network for other DHCP servers. The LAN-Rx/Tx
LED flashes briefly when this search is in progress.

O If another DHCP server is discovered the device switches its own DHCP server off. If the LANCOM Router is
not configured with an IP address, then it switches into DHCP client mode and queries the LAN DHCP server
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for an IP address. This prevents unconfigured devices introduced to the network from assigning addresses
unintentionally.
0 If no other DHCP server is discovered the device switches its own DHCP server on. If another DHCP server is
activated later, then the DHCP server in the LANCOM Router will be disabled.
B 'Client mode': The DHCP server is disabled, the device behaves as a DHCP client and obtains its address from
another DHCP server in the LAN.

@ Only use this setting if you are certain that another DHCP server is in the LAN and actively assigning IP
addresses.

B 'Queries forwarded': The DHCP server is active and receives requests from DHCP clients in the LAN. The device
does not respond to requests itself, but forwards them to a central DHCP server in a different network segment.

The DHCP statistics show whether the DHCP server is enabled or not.

The default setting for this parameter is 'Auto’.

B Assigning IP addresses

The DHCP server must first know which IP addresses it can use to assign before it can actually assign them to work-

stations in the network There are three different methods for selecting possible addresses:

B An [P address can be taken from the defined address pool (First address: to Last address:). Any address can be
entered provided it is valid for the IP network segment.

B 1f'0.0.0.0" is entered, the DHCP server determines the relevant first and last addresses itself using the settings
for the IP network (network address and netmask).

B The device will be in a special operating mode if no IP network has yet been defined. It then uses the IP address
'172.23.56.254" and the address pool '172.23.56.x' for assigning IP addresses to the network.

When a client is activated in the network and requests an IP address via DHCP, the device with an activated DHCP

server will offer to assign an address. This address is selected from the pool of valid IP addresses. A computer which

received an IP address in the past requests this address again and, assuming the DHCP server has not assigned this

number to another computer in the meantime, it will attempt to issue this address again.

The DHCP server also checks the LAN to confirm that the selected address is free. Once the address is confirmed as

unique, it is assigned to the requesting computer.

B Assigning the netmask

The netmask is assigned in a similar way to assigning addresses. If a netmask has been entered in the DHCP settings,
it will be used when assignment is made. Otherwise the IP network's netmask will be used.

B Assigning the broadcast address

As a rule, broadcast packets in a local network have an address which results from the valid IP addresses and the
netmask. In special cases (e.g. when using subnets for a selection of workstations) it may be necessary to use a dif-
ferent broadcast address. In this case the broadcast address to be used is entered in the DHCP settings.

We recommend that only experienced network specialists change the pre-setting for the broadcast address.
@ Errors in the configuration here can lead to costly connections being established!

B Assigning the standard gateway

As standard, the LANCOM issues its own IP address as the gateway address to computers making requests. If neces-
sary, the IP address of another gateway can be transmitted if a corresponding address is entered here.

B Assigning DNS and NBNS servers
IP address of the DNS and NBNS name servers to which DNS and NBNS requests should be forwarded.

If no server is defined in the relevant fields, the router will forward its own IP network address as DNS or NBNS
address if the DNS server has been enabled for the network in question. If the DNS server is not active for this net-
work, then the IP address in the global TCP/IP settings is communicated as the DNS server.

Configuring the assignment of fixed IP addresses to specific clients

You can find the parameters for configuring BOOTP in LANconfig in the configuration area "TCP/IP" on the "BOOTP"
tab.
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Configure: I TCRAP i l

General | Addresses | DHCP BOOTP | oMg | ONS Fier |

— Fixed addresses and BOOTF settings

Fized addreszes may be assigned to individual stations. [t is
poszzible to specify the boot image to be used for stations that
uze the BOOTP protocol.

Stations .. I

Specify the server and file name of the boat image that you
have assigned ta the stations in this list.

Boot images ... |

Optionally: You can define a boot image in the list of boot images that you wish to assign to a client.

Boot images - New Enkry. ﬂﬂ

Designation: SO0 TIMAGE
Server address: I 10.1.1.1 e |
File name: I bootimage

Enter the MAC address of the client that you wish to assign a fixed IP address to in the list of stations. You may also
select a boot image that is to be assigned to this client. If this address assignment is only to be used if the client is
in a particular IP network, enter the appropriate IP network.

Stations - Edit Entry ed e

Station MAC address: I 123456ABCDEF [8]4 I
Metwork name: I INTRAMNET hd l Cancel |

IF address: | 192.168.0.99

Station name: I My Station
Book image: I BOOTIMAGE vl

J.2.3  Configuring DHCP parameters with telnet or WEBconfig

General DHCP settings
B User class identifier
O Path: Setup/DHCP

The DHCP client in the LANCOM can insert additional information in the DHCP request sent, which simplify
request recognition within the network. The vendor class identifier (DHCP option 60) shows the device type, e.g.
'LANCOM L-54ag". The vendor class ID is always transmitted. The user class ID (DHCP option 77) specifies a user-
defined string. The user class ID is only transmitted when the user has configured a value.

Possible values:

00 Max. 63 characters
Default:

0 Blank
B Default lease minutes
O Path: Setup/DHCP

When a client requests an address without asking for a specific lease, the address will be assigned the value set
here as lease.

Possible values:

0O Max. 5 characters
Default:

O 500

117



M Server functions

0 Automatic IP address management with DHCP

118

Max. lease minutes
O Path: Setup/DHCP

When a client requests an IP address from a DHCP server, it can also ask for a lease for the address. This values
governs the maximum length of lease that the client may request.

Possible values:

00 Max. 5 characters
Default:

O 6000

Alias list

The alias list defines the names for the boot images that are used to reference the images in the hosts table.

O Path: Setup/DHCP/Alias list
Image alias

Enter any name you wish for this boot image. This name is used when you assign a boot image to a particular
client in the station list.

Possible values:

00 Max. 16 characters
Default:

O Blank
Image server
Enter the IP address of the server that provides the boot image.

Possible values:

0 Valid IP address
Default:

o 0.0.0.0
Image file
Enter the name of the file on the server containing the boot image.

Possible values:

00 Max. 60 characters
Default:

0 Blank

DHCP table

The DHCP table provides an overview of the IP addresses used in the IP networks. The DHCP table is purely a status
table where no parameters can be configured.

O Path: Setup/DHCP/DHCP table

IP address

IP address used by the client.

MAC address

The client's MAC address.

Timeout

Period of validity (lease) for the address assignment in minutes.

Client name

Name of the client, if it was possible to determine this.

Type

The Type' field indicates how the address was assigned. This field may contain the following values:

O New: The client made the request for the first time. The DHCP checks that the address to be assigned to the
client is unique.

0 Unknown: When the server checked if the address was unique, it was found that the address had already
been assigned to another client. Unfortunately, the DHCP doe not have any possibility of obtaining further
information about this client.
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0 Stat: A client has informed the DHCP server that it has a fixed IP address. This address may not be used for
any other clients in the network.

O Dyn.: The DHCP server has assigned an address to the client.
LAN Ifc

Logical interface connecting the client to the device.

Ethernet port

Physical interface connecting the client to the device.

VLAN ID

The VLAN ID used by the client.

Network name

Name of the IP network where the client is located.

Hosts table

The bootstrap protocol (BOOTP) can be used to communicate a certain IP address and other parameters to a work-
station when it boots up. For this, the workstation's MAC address is entered into the hosts table.

O Path: Setup/DHCP

MAC address

Enter the MAC address of the workstation to which an IP address is to be assigned.
Possible values:

O Valid MAC address

Default:

0 Blank

Network name

Enter the name of a configured IP network here. Only if a requesting client is located in this IP network will it be
assigned the relevant IP address defined for the MAC address.

Possible values:

0 Max. 16 characters
Default:

0 Blank

Special values:

O Blank: The IP address will be assigned if the IP address defined in this field belongs to the range of addresses
for the IP network where the requesting client is located.

@ If the requesting client is located in an IP network for which there is no corresponding entry in the hosts

table, the client will be assigned an IP address from the address pool of the appropriate IP network.

IP address

Enter the client IP address that is to be assigned to the client.
Possible values:

O Valid IP address

Default:

o 0.0.0.0

Client name

Enter the name that is to be used to identify the client. If the client does not communicate its name, the device
will use the name entered here..

Possible values:

0 Max. 30 characters
Default:

O Blank

Image alias

If the client uses the BOOTP protocol, you can select a boot image that the client should use to load its operating
system from.
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Possible values:

|

Max. 16 characters

Default:

|

Blank

®

You must enter the server providing the boot image and the name of the file on the server in the boot image
table.

Network list

DHCP settings for the IP networks are defined in this table.

O

Path: Setup/DHCP/Network list

B Network name
The name of the network which the DHCP server settings apply to.

Possible values:

O

Name of a defined IP network, max. 16 characters

Default:

O

Blank

B DHCP server enabled

DHCP server operating mode in this network. Depending on the operating mode, the DHCP server can enable or
disable itself. You can see whether the DHCP server is enabled from the DHCP statistics.

Possible values:

O No: DHCP server is permanently switched off.

O Automatic: With this setting, the device regularly searches the local network for other DHCP servers. The
LAN-Rx/Tx LED flashes briefly when this search is in progress.

If another DHCP server is discovered the device switches its own DHCP server off. If the LANCOM Router is
not configured with an IP address, then it switches into DHCP client mode and queries the LAN DHCP server
for an IP address. This prevents unconfigured devices introduced to the network from assigning addresses
unintentionally.

If no other DHCP server is discovered the device switches its own DHCP server on. If another DHCP server is
activated later, then the DHCP server in the LANCOM Router will be disabled.

O 'Yes': DHCP server is permanently switched on. When this value is entered the server configuration (validity
of the address pool) is checked.

If the configuration is correct then the device starts operating as a DHCP server in the network.
Errors in the configuration (e.g. invalid pool limits) will cause the DHCP server to be deactivated.

O 'Client mode': The DHCP server is disabled, the device behaves as a DHCP client and obtains its address from
another DHCP server in the LAN.

O 'Relay requests': The DHCP server is active and receives requests from DHCP clients in the LAN. The device
does not respond to requests, but forwards them to a central DHCP server elsewhere in the network (DHCP
relay agent mode).

Default:

O Automatic

®

Only use the setting "Yes" if you are certain that no other DHCP server is active in the LAN.

®

Only use the "client mode" setting if you are certain that another DHCP server is in the LAN and actively
assigning IP addresses.

B Broadcast bit check

This setting decides whether the broadcast bit from clients is to be checked. If the bit is not checked then all
DHCP messages are sent as broadcasts.

Possible values:

O

Yes, No

Default:
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O No

Start address

The first IP address in the pool available to the clients. If no address is entered here the DHCP takes the first
available IP address from the network (as determined by network address and netmask).

Possible values:

O Valid IP address

Default:

o 0.0.0.0

End address

The last IP address in the pool available to the clients. If no address is entered here the DHCP takes the last avai-
lable IP address from the network (as determined by network address and netmask).

Possible values:

O Valid IP address

Default:

o 0.0.0.0

Network mask

Corresponding netmask for the address pool available to the clients. If no address is entered here the DHCP ser-
ver uses the netmask from the corresponding network.

Possible values:

0 Valid IP network mask

Default:

o 0.0.0.0

Broadcast

As a rule, broadcast packets in a local network have an address which results from the valid IP addresses and
the netmask. In special cases (e.g. when using subnets for a selection of workstations) it may be necessary to
use a different broadcast address. In this case the broadcast address is entered into the DHCP module.

Possible values:

0 Valid IP address
Default:

0 0.0.0.0
Special values:

0 0.0.0.0: broadcast address is determined automatically.

We recommend that only experienced network specialists change the pre-setting for the broadcast address.
@ Errors in the configuration here can lead to costly connections being established!

Standard gateway

As standard, the LANCOM issues its own IP address as the gateway address to computers making requests. If
necessary, the IP address of another gateway can be transmitted if a corresponding address is entered here.

Possible values:

O Valid IP address
Default:

o 0.0.0.0

Special values:

O 0.0.0.0: the IP address of the LANCOM in this network communicated as the gateway.
DNS default
IP address of the DNS name server for the forwarding of DNS requests.

Possible values:

0 Valid IP address
Default:

o 0.0.0.0
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Special values:

O 0.0.0.0: The IP address of the LANCOM in this network is communicated as the DNS server if the DNS server
is activated for this network. If the DNS server is not active for this network, then the IP address in the global
TCP/IP settings is communicated as the DNS server.

H DNS backup

122

IP address of the backup DNS name server for the forwarding of DNS requests, in the event that the first name
server fails.

Possible values:

O Valid IP address

Default:

o 0.0.0.0

Special values:

0 0.0.0.0: The IP address from the global TCP/IP settings is communicated as the backup DNS server.
NBNS default

IP address of the NetBIOS name server for the forwarding of NetBIOS requests.

Possible values:

0 Valid IP address

Default:

o 0.0.0.0

Special values:

0 0.0.0.0: The IP address of the LANCOM in this network is communicated as the NBNS server if the NetBIOS

proxy is activated for this network. If the NetBIOS proxy is not active for this network, then the IP address in
the global TCP/IP settings is communicated as the NBNS server.

NBNS backup

IP address of the backup NBNS name server for the forwarding of NBNS requests, in the event that the first name
server fails.

Possible values:

O Valid IP address

Default:

O 0.0.0.0

Special values:

0 0.0.0.0: The IP address from the global TCP/IP settings is communicated as the backup NBNS server.
Server address

This is where the IP address for the superordinate DHCP server is entered when the mode 'Relay requests' is
selected.

Possible values:

0 Valid IP address
Default:

o 0.0.0.0
Caching of server responses

This option allows the responses from the superordinate DHCP server to be stored in the LANCOM Router. Sub-
sequent requests can then be answered by the LANCOM Router itself. This option is useful if the superordinate
DHCP server can only be reached via a connection which incurs costs.

Possible values:

o Yes, No
Default:

O No
Adapting server responses to the local network

This option allows the responses from the superordinate DHCP server to be adapted to the local network. When
activated, the LANCOM adapts the responses from the superordinate DHCP server by replacing the following
entries with its own address (or locally configured addresses):
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Gateway

Network mask
Broadcast address
DNS server

NBNS server
Server ID

This option is worthwhile if the superordinate DHCP server does not permit the separate configuration for DHCP
clients in another network.

Ooo0Oooogao

Possible values:

0 Yes, No
Default:

0 No

Port table
The port table is where the DHCP server is enabled for the appropriate logical interface of the device.

O Path: Setup/DHCP/Ports

Port

Select the logical interface for which the DHCP server should be enabled or disabled.
Possible values:

O Select from the list of logical devices in this device, e. g. LAN-1, WLAN-1, P2P-1-1 etc.
Default:

O N/A
Enable DHCP
Enables or disables the DHCP server for the selected logical interface.

Possible values:

0 Yes, No
Default:

O Yes

Additional options

DHCP options can be used to send additional configuration parameters to the clients. The vendor class ID (DHCP
option 60) shows e. g. the type of device. This table allows additional options for DHCP operations to be defined.

O Path: Setup/DHCP/Additional options
Option number

Number of the option that should be sent to the DHCP client. The option number describes the transmitted infor-
mation. For example "17" (root path) is the path to a boot image that a PC without its own hard disk uses to
obtains its operating system via BOOTP. You can find a complete list of all DHCP options in RFC 2132 — "DHCP
Options and BOOTP Vendor Extensions” of the Internet Engineering Task Force (IETF).

Possible values:

0O Max. 3 characters
Default:

O Blank
Network name
Name of the IP network where this DHCP option is to be used.

Possible values:

0 Selection from the list of defined IP networks (max. 16 characters).
Default:

O Blank
Special values:

O Blank: If no network name is specified the DHCP option defined in this entry will be used in all IP networks.
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H Option value

This field defines the contents of the DHCP option. For the option "17", for example, the path is entered for a
boot image that a PC without its own hard disk uses to obtains its operating system via BOOTP.

Possible values:

O String of max. 128 characters
Default:

O Blank

The maximum possible length value depends on the selected option number. RFC 2132 lists the maximum
length allowed for each option.

10.2.4 DHCP relay server

A LANCOM is not limited to forwarding DHCP requests to superordinate DHCP servers; it can also function as a cen-
tral DHCP server (DHCP relay server).

In order for a LANCOM to be provided as a DHCP relay server to other networks, the relay agent IP address (Gl
address) is entered as the network name in the table of IP networks.

If the same network is being used by several relay agents (e.g. multiple access points are forwarding requests to a
central DHCP server) then the Gl address can also be abbreviated with a "*". If for example clients in the remote
network '10.1.1.0/255.255.255.0" are to be assigned with addresses and several relay agents are available in this
network, all of which use the LANCOM as superordinate DHCP server, then the assignment of IP addresses and stan-
dard gateway to the clients can take place as follows:

DHCP networks - New Entry 21|
Network name: I 10.1.1.* j oK I
DHCP server enabled: es - e |

[™ Evaluate broadcast bit

r— Addresses for DHCF dients

First address: IW
Last address: W
Metmask: IW
Broadcast: W
Default gateway: ||10111—

@ To operate as DHCP relay server, it is imperative that the address pool and the netmask are given.

DNS resolution of names learned via DHCP

The DNS server considers the interface tags when resolving names learned via DHCP, i.e. the only names to be resol-
ved are those which were learned from a network with the same interface tag as the requesting computer. If the
request arrives from an untagged network, then all names are resolved, including those that were learned via tagged
networks. Similarly, all names that were learned from untagged networks are visible for tagged networks.

Names learned from relay agents are handled as though they were learned from an untagged network, i.e. these
names are visible to all networks.

J.2.5  Configuring clients

It is standard in a Windows network environment for nearly all settings to be configured in such a way that required
parameters can be requested via DHCP. You can check your Windows settings by clicking on Start » Settings »
Control Panel > Network. Select the entry for TCP/IP on your network adapter and open Properties. You can
now see on the various tabs whether there are special entries for e.g. the IP address or the standard gateway. If you
wish to have all the values assigned by the DHCP server, just delete the corresponding entries.

If a client is to use a different parameter from the one assigned (e.g. for a standard gateway), this parameter must
be configured at the workstation itself. The client will then ignore the corresponding parameter(s) in those assigned
by the DHCP server.. Under Windows this can be effected for example via the properties of the network environment.
Click on Start P> Settings P> Control Panel > Network. Select the entry for 'TCP/IP' on your network adapter
and open Properties. You can now enter the desired values on the various tabs.
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J.2.6  Checking IP addresses in the LAN

You can view a summary of the LAN IP addresses in the DHCP table (WEBconfig: Setup/DHCP/DHCP Table). It shows
the assigned and used IP address, the MAC address, the lease, the client's name (if available) as well as the type of
address assignment.

A Setup Wizards

B System information
P Configutation

LCOS Menu Tree

LANGCOM

Systems

P LEOS Menu Tree B Logout ...conmnecting your business
[ File management
P Extias LCOS Menu Tree
S HTTP-Session < Setup
[E Logout P DHCP
DHCP-Table
IP-Address MAC-Address Timecut Hostname Type LAN-fc Ethernet-Port VLAN-ID Network-name
x 182.168.2.23 00188badcdob 285 BRI-NE-04 dyn. LAN-1 ETH-1 1] INTRANET
x 152.168.2.28 0021709d5224 443 BRI-NE-08 dyn. LaN-1 ETH-1 0 INTRANET
x 192, 168.2.20 000ce238093 2875 unkn. LAN-1 0 INTRANET
x 182.168.2.36 00eldcdd %e25 104 BRI-PC-02 dyn. LAN-1 ETH-1 0 INTRANET
x 182.168.2.42 000085e765c6 429 dyn. LAN-1 ETH-1 0 INTRANET
x 192.168.2.45 001b782317(6 401 NPI2a17F& dyn. LaN-1 ETH-1 0 INTRANET
x 182.168.2.45 001fc620ec02 281 pci dyn. LAN-1 ETH-1 0 INTRANET
13 Other changes
J4  Access lists with routing tags
J4.1  Introduction

LANCOM devices use various access lists to restrict access for certain functions to a specific group of workstations
or networks. These access lists are used for the following modules:

B TCP/IP: Configuration access to the device via TCP/IP
B LANCAPI: Use of the LANCAPI function
B Printer: Use of the printer attached to the device

Authorization for a range of workstations is specified in the relevant access list using an IP address and a network
mask.

An optional routing tag can also be specified that restricts access for the function to those workstations in the cor-
responding IP network (please refer to Advanced Routing and Forwarding). Specifying routing tags in the access list
can be useful when, for example, several IP networks exist in a network structure with the same IP address range
but which are separated by routing tables.

J4.2

LANconfig: Management B> Admin P> Access stations
LANconfig: CAPI B> Options P> Access list
LANconfig: Printer D> General P> Access list

Configuring the access lists

Access stations - New Enktry ﬂﬂ
IP address: | 10.0.0.1 oK |
Metmask: I 255,255.255,255 el |
Routing Eag: I u]

WEBconfig: Setup P TCP-IP B> Access list
WEBconfig: Setup > LANCAPI B> Access list
WEBconfig: Setup P> Printer B> Access list
B IP address
Enter the IP of the workstation that is to be given access to the function.
Possible values:
O Valid IP address
Default:
o 0.0.0.0
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B IP netmask

Enter the IP mask of the network that is to be given access to the function. Enter 255.255.255.255 here if you
wish to authorize just a single workstation with the specified IP address. If you wish to authorize a whole IP net-
work, enter the corresponding netmask.

Possible values:
O Valid IP network mask
Default:
o 0.0.0.0
E Routing tag
Enter the routing tag of the network that is to be given access to the function.
Possible values:
O 0to 65535
Default:
oo
Special values:
O 0: Allows access to this function for all routing tags; access checking is performed on the IP address only.
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