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LCOS 9.10 RC1 
The new highlight features 

The LANCOM firmware LCOS and the respective managements tools (LCMS) 

regularly provide new functionalities for current LANCOM routers, access points, 

and gateways ï free of charge. 

LANCOM sets a milestone for security! 

LCOS 9.10 is a true power release with more than 100 features for maximum VPN 

security as well as a comfortable management for networks of any scale!  

Benefit from Smart Certificate on your LANCOM device for securely encrypted VPN 

connections due to a comfortable creation of certificates, from High Availability 

Clustering for highly available device groups, as well as more than 100 further 

features. 
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Smart Certificate 
LANCOM sets a milestone for security  

Maximum security for VPN accesses: As of now, all users benefit from the user-friendly functionality to 

create digital certificates - an external certificate authority (CA) is no longer necessary. VPN 

connections can be set up and securely encrypted with self-produced certificates. This maximum of 

security is included in all LANCOM central site VPN gateways, WLAN controllers, and all current 

LANCOM routers with the LANCOM VPN 25 Option. 

High Availability Clustering 
Grouping and central management of multiple WLAN controllers and central site VPN gateways 

Group several WLAN controllers or central site VPN gateways to a high-availability cluster! With the 

LANCOM High Availability Clustering Options you can combine several devices to one cluster. As a 

consequence, there are many advantages like the central management and convenient configuration 

alignment (Config Sync) of all cluster devices. This is particularly beneficial for setting up intelligent 

backup scenarios since only one WLAN controller or central site VPN gateway has to be configured ï 

an enormous time saver for administrators. Furthermore, you benefit from an automatic load balancing 

and the enrollment of cluster certificates. 

LCOS 9.10 RC1 
The new highlight features 
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More than 100 further features 
More security, more management, more virtualization 

Benefit from the many new possibilities to further professionalize your network management: As of LCOS 

9.10 you can choose to encrypt your configuration, flexibly connect external networks via GRE tunnel as 

a ñvirtual Ethernet cableò, you grant all an equal bandwidth for WLAN users per SSID, or you set up high-

performance point-to-point connections via Gigabit wireless LAN with up to 1.3 Gbps. 

LCOS 9.10 RC1 
The new highlight features 
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LANCOM Smart Certificate  
Sounds familiar? 

The trouble with passwords:  

Â Only complex passwords are safe passwords 

Â Complex passwords are hard to remember and are 

often written down 

Â Password allocation is often carried out via an unsafe 

medium (e.g. telephone, e-mail, papers, etc.) 

 

 The usersó handling with passwords has an 

extreme influence on the security! 

 

 

 

Source: 

*http://www.m-magazin.net/2014/01/das-sind-die-meistgenutzten-passwoerter-2013-36121.html 
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Worst passwords in 2014* 
1. 123456  

2. password  

3. 12345678  

4. qwerty  

5. abc123 

6. 123456789  

7. 111111 

8. 1234567  

! 

9.   iloveyou 

10. adobe 123 

11. 123123  

12. sunshine 

13. 1234567890 

14. letmein 

15. photoshop 

http://www.pcwelt.de/ratgeber/Datendiebstahl_-_so_unsicher_sind_Ihre_Passwoerter-Sicherheit-8428601.html
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LANCOM Smart Certificate  
The extremely safe alternative 

Advantages of digital certificates: 

Â Due to a key-lock-system certificates are way more 

secure than passwords (pre-shared keys) 

Â Certificates can be explicitly allocated per device 

Â Delivered certificates can be revoked 

 

Disadvantages of digital certificates: 

Â External certificate authority (CA), which provides 

confidential certificates, is necessary, mostly via third 

parties 

Â Very extensive development process and therefore 

deep know-how of the administrator necessary 
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LANCOM Smart Certificate 
Maximum security for VPN connections! 

LANCOM provides for the first time: 

Â The comfortable generation of digital certificates ï 

without an external certificate authority! 

 

Advantages: 

Â VPN connections can be set up and encrypted 

securely with self-produced digital certificates 

Â LANCOM allows all users the creation of highly 

secure certificates in just a few steps 
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LANCOM Smart Certificate  
Maximum security 

Â With Smart Certificate, the router becomes a certificate 

authority and can generate and verify digital certificates 

for identity verification, e.g. for VPN connections 

Â Integrated in all LANCOM central site VPN gateways, 

WLAN controllers, and all current LANCOM routers with 

LANCOM VPN 25 Option 

 

 

LCOS 9.10 RC1 
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Quick and easy! 

Highly secure VPN connections 

with digital certificates 

Note for routers: 

Only in combination with the 

LANCOM VPN 25 Option 
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LANCOM Smart Certificate 
 

Â Due to a comfortable certificate 

wizard, certificates can be manually 

created by the administrator  

 

 

 

 

 

1781x with integrated CA 

Generate certificate 1 

Save certificate 2 

Ready! 3 

LCOS 9.10 RC1  
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LANCOM Smart Certificate: Example of use 

 
Certificate A 

Certificate B 

Will be created 

Router  

VPN 

VPN Client  

VPN 

client 

Router  
Router  

import 

Certificate A 

Certificate B  

import 

The created certificates for establishing a VPN 

connection can now be imported to the desired 

clients, via USB for example 

LCOS 9.10 RC1 
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LANCOM Smart Certificate: Example of use 

Â Via SCEP (Simple Certificate Enrollment Protocol) 

router certificates can be enrolled automatically, even 

before a VPN tunnel has been established 

 

LCOS 9.10 RC1 
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LANCOM High Availability Clustering 

Â Create a group of several WLAN controllers and 

central site VPN gateways to a high-availability 

cluster 

Â This group can be centrally configured and 

administered  

Â LANCOM High Availability Clustering: 

Configuration changes are synchronized 

automatically (Config Sync) 

 

Administer several WLAN 

controllers or central site 

VPN gateways just like one 

device! 

LCOS 9.10 RC1 
The new highlight features 
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LANCOM High Availability Clustering Option 
Central management and comfortable configuration 

synchronization of several WLAN controllers or central site VPN 

gateways 

Â Comfortable administration of highly available device clusters 

just like one device ï even for cross-site networks 

Â Enables the grouping of up to 10 WLAN controllers and 

central site VPN gateways to a high-availability device cluster 

Â Available as LANCOM WLC High Availability Clustering XL 

Option and as LANCOM VPN High Availability Clustering XL 

Option for central site VPN gateways 

Â As of LCOS version 9.10 RC1: Available as 30 days trial 

version 

 

LCOS 9.10 RC1 
The new highlight features 

Available for following devices 

 

WLAN controller 

- LANCOM WLC-4025+  

- LANCOM WLC-4100 

 

Central site VPN gateways 

-LANCOM VPN 7100+ 

-LANCOM VPN 9100+ 
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LANCOM High Availability Clustering Option 
Application 1: Config Sync 

Â Central configuration of WLAN controllers  

or central site VPN gateways 

Â Automatic configuration alignment 

Definition of a common 

cluster configuration 

 

Configuration of 

individual parameters  

(e.g. IP address) 

 

1 

2 
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LANCOM High Availability Clustering Option 
Application 1a: VPN Clustering 

Â Config Sync enables the configuration synchronization of all cluster devices ï 

ideal for high-availability scenarios 

VPN Config Sync 

Central Site VPN Gateway 

Central Site VPN Gateway 

Internet 

VPN Client 

Backup 

LCOS 9.10 RC1 
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LANCOM High Availability Clustering Option 
Application 1b: WLC Clustering 

Â Config Sync enables the configuration synchronization of all cluster 

devices ï ideal for high-availability scenarios 

 

Server 

LCOS 9.10 RC1 
The new highlight features 

WLC Config Sync 

WLAN controller 

WLAN controller 

Access point 

Access point 

Access point 

Backup 
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LANCOM High Availability Clustering  
Application 2: WLC Backup 

 

Â In case of WLC failure or if the capacity of a higher prioritized WLC is exceeded,  

access points are automatically distributed to lower prioritized WLCs 

Â Automatic redistribution to the re-available,  

higher prioritized WLC 

High availability due to 

reliable backups 

WLAN controller WLAN controller WLAN controller 

2 1 

Priority 

1 

Priority Priority 
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LANCOM High Availability Clustering 
Application 3: WLC Load Balancing 

Â Optimal load balancing due to an equal distribution of access points to the WLCs 

Â Equal distribution of access points after failure of one WLC 

Â Redistribution can be conducted during maintenance  

periods or during times of little traffic 

WLAN controller WLAN controller WLAN controller 

LCOS 9.10 RC1  
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LANCOM High Availability Clustering  
Application 4a: WLC CA Hierarchization 

 

 

 

 

 

 

 

Â Trusted chain between the CAs (Certificate Authorities)  

on connected WLAN controllers 

WLAN controller WLAN controller 

CA (root) 

CA (sub) 

Certificate 
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LANCOM High Availability Clustering  
Application 4b: WLC CA Hierarchization 

 

 

 

 

 

 

Â WLCs exchange information about withdrawn certificates  

(Certificate Revocation List), so a certificate is not usable for another WLC 

 

 

WLAN controller WLAN controller 

CA (root) 

CA (sub) 

Certificate 

CRL 

CRL information 

CRL 

Certificate 
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P2P support and client mode for the L-13xx series 

Â Point-to-point functionality for the 11ac access points of the L-13xx series for high-performance 

radio links with up to 1.300 Mbps (up to 6 P2P links with a range of up to 1km) 

Â Support of client mode 

 

 

 

 

 

 

 

 

  

1.300 Mbps 

LCOS 9.10 RC1 
Futher features 
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Management of client bandwidth per SSID 

Â The usable bandwidth per SSID (download and upload)  

can be granted to each client equally 

Â Advantage: Gain more control over the available bandwidth per WLAN client 

 

 

 

 

 

 

 

Maintain a consistent 

bandwidth for all wireless users 

Internal network 

Router Access point 

Guest network 

 

10 
Mbps  

10 

Mbps  

5 

Mbps  

Guest network: Each client gets 5 Mbps 

Internal network: Each client gets 10 Mbps 
5 

Mbps  

5 

Mbps 
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GRE tunneling 

Â With Generic Routing Encapsulation (GRE) packages are embedded  

and transported between two end points via a tunnel 

Â Easy and flexible connection of networks 
 

  

 

 

 

 

 

 

  

Optional IPSec tunnel 
Network 1 

Network 2 

Router 1 Router 2 

Network 1 

Network 2 

Maximum flexibility for 

the connection of distant 

networks 

GRE tunnel 1 

GRE tunnel 2 

LCOS 9.10 RC1 
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Ethernet over GRE tunnel 

Â The òvirtual Ethernet cableñ ï ideal for the connection of two networks via 

layer-2 tunnel e.g. with encrypted IPSec VPN 

 

 

 

 

 

 

 

EoGRE tunnel 

Router 1 Router 2 

virtual Ethernet cable / 

transparent Ethernet bridge 

Network 1 Network 1 
Optional IPSec tunnel 
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