3

=
P VIR SR

CERL W
R, TS PN M)
s N »

LCOS 9.10 RC1

Feature Notes

LCOSoio

[LANCOM OPERATING SYSTEM] Page 1
www.lancom.de LANCOM

Systems




LCOS 9.10 RC1

The new highlight features

LCOS oo

[LANCOM OPERATING SYSTEM]

The LANCOM firmware LCOS and the respective managements tools (LCMS)
regularly provide new functionalities for current LANCOM routers, access points,
and gateways — free of charge.

LANCOM sets a milestone for security!

LCOS 9.10 is a true power release with more than 100 features for maximum VPN
security as well as a comfortable management for networks of any scale!

Benefit from Smart Certificate on your LANCOM device for securely encrypted VPN

connections due to a comfortable creation of certificates, from High Availability

Clustering for highly available device groups, as well as more than 100 further

features. Page 2
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LCOS 9.10 RC1

The new highlight features

Smart Certificate

LANCOM sets a milestone for security

Maximum security for VPN accesses: As of now, all users benefit from the user-friendly functionality to
create digital certificates - an external certificate authority (CA) is no longer necessary. VPN
connections can be set up and securely encrypted with self-produced certificates. This maximum of
security is included in all LANCOM central site VPN gateways, WLAN controllers, and all current
LANCOM routers with the LANCOM VPN 25 Option.

High Availability Clustering

Grouping and central management of multiple WLAN controllers and central site VPN gateways

Group several WLAN controllers or central site VPN gateways to a high-availability cluster! With the
LANCOM High Availability Clustering Options you can combine several devices to one cluster. As a
consequence, there are many advantages like the central management and convenient configuration
alignment (Config Sync) of all cluster devices. This is particularly beneficial for setting up intelligent
backup scenarios since only one WLAN controller or central site VPN gateway has to be configured —
an enormous time saver for administrators. Furthermore, you benefit from an automatic load balancing
and the enrollment of cluster certificates.
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LCOS 9.10 RC1

The new highlight features

100+ FEATURES

More than 100 further features

More security, more management, more virtualization
Benefit from the many new possibilities to further professionalize your network management: As of LCOS

9.10 you can choose to encrypt your configuration, flexibly connect external networks via GRE tunnel as
a “virtual Ethernet cable”, you grant all an equal bandwidth for WLAN users per SSID, or you set up high-
performance point-to-point connections via Gigabit wireless LAN with up to 1.3 Gbps.
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The new highlight features

LANCOM Smart Certificate Worst passwords in 2014*

Sounds familiar? . 123456 9. iloveyou

. password 10. adobe 123

. 12345678 11. 123123

. qwerty 12. sunshine
abc123 13. 1234567890
. 123456789 14. letmein
.111111 15. photoshop

. 1234567

The trouble with passwords:
B Only complex passwords are safe passwords

B Complex passwords are hard to remember and are
often written down

©O~NOUAWNPR

B Password allocation is often carried out via an unsafe
medium (e.g. telephone, e-mail, papers, etc.)

The users‘ handling with passwords has an
extreme influence on the security!

Source:

*http://www.m-magazin.net/2014/01/das-sind-die-meistgenutzten-passwoerter-2013-36121.html



http://www.pcwelt.de/ratgeber/Datendiebstahl_-_so_unsicher_sind_Ihre_Passwoerter-Sicherheit-8428601.html

LCOS 9.10 RC1
The new highlight features

LANCOM Smart Certificate
The extremely safe alternative

Advantages of digital certificates:

B Due to a key-lock-system certificates are way more
secure than passwords (pre-shared keys)

B Certificates can be explicitly allocated per device
B Delivered certificates can be revoked

Disadvantages of digital certificates:

B External certificate authority (CA), which provides
confidential certificates, is necessary, mostly via third
parties

B Very extensive development process and therefore
deep know-how of the administrator necessary
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The new highlight features '
” LANCOM

LANCOM Smart Certificate s_ets a true-a r
Maximum security for VPN connections! milestone in —
LANCOM provides for the first time: the field of

B The comfortable generation of digital certificates — security!
without an external certificate authority!

Advantages:

B VPN connections can be set up and encrypted
securely with self-produced digital certificates

B LANCOM allows all users the creation of highly
secure certificates in just a few steps
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The new highlight features

LANCOM Smart Certificate Quick and easy!
Maximum security Highly secure VPN connections
®  With Smart Certificate, the router becomes a certificate with digital certificates
authority and can generate and verify digital certificates
for identity verification, e.g. for VPN connections

B Integrated in all LANCOM central site VPN gateways,
WLAN controllers, and all current LANCOM routers with
LANCOM VPN 25 Option

A/ =J\\l Note for routers:
ﬁ Only in combination with the
B | ANCOM VPN 25 Option
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The new highlight features

LANCOM Smart Certificate

B Due to a comfortable certificate
wizard, certificates can be manually
created by the administrator

0 Generate certificate
9 Save certificate

1781x with integrated CA

e\\%)u 2 https//10.98.. O ~ @ Ce.. C ‘em.‘)ﬂi.B-EmoH certificates x‘ |

10.98.3.33 - Enroll certificates

nnnnnnnnnnnnn

Config

Profile-name:
Common-name:
Sumame I
Organization-name:
QOrganization-unit-name:
ocstyame. ||

E—
Postal-code: 52146

aldiy porod
Passvo

| Backto Main-Page || Enroli{Pkes12) |

Do you want te open or save pkes122014_10_28-10_34_05.p12 from 10.98.3.337 2
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The new highlight features

LANCOM Smart Certificate: Example of use

Certificate A
Certificate B
Will be created

S S RO
[T e—— LANCOM ]
- B =

VPN

Certificate A

= - |

Router

IR

The created certificates for establishing a VPN

connection can now be imported to the desired
clients, via USB for example

import

VPN Client

Certificate B

Router

LANCOM

Systems




LCOS 9.10 RC1

The new highlight features

LANCOM Smart Certificate: Example of use

B Via SCEP (Simple Certificate Enrollment Protocol)
router certificates can be enrolled automatically, even
before a VPN tunnel has been established

o Certificate Request | 5= r

g Certificate generated automatically

e Automatic Certificate Enrollment ? R
Headquarters Branch

e Configure and establish VPN tunnel

s - — &

(egrated (o) ANCOM 1781x LANCOM 1781x Page 11
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The new highlight features

LANCOM High Availability Clustering Administer several WLAN

controllers or central site
Create a group of several WLAN controllers and

central site VPN gateways to a high-availability
cluster

VPN gateways just like one
device!

This group can be centrally configured and , N >

.. I = oo - - -
admInIStered WLAN clﬁﬁh : AI\'I controller
LANCOM High Availability Clustering: © — —
Configuration changes are synchronized WLAN controller WLAN controller
automatically (Config Sync) = |.|’ — ‘|J

CLUSTERING WLAN controller

Page 12
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The new highlight features

LANCOM High Availability Clustering Option

Central management and comfortable configuration
synchronization of several WLAN controllers or central site VPN
gateways

B Comfortable administration of highly available device clusters
just like one device — even for cross-site networks

B Enables the grouping of up to 10 WLAN controllers and
central site VPN gateways to a high-availability device cluster

B Available as LANCOM WLC High Availability Clustering XL
Option and as LANCOM VPN High Availability Clustering XL
Option for central site VPN gateways

B Asof LCOS version 9.10 RC1: Available as 30 days trial
version

"HIGH AVAILABILITY

CLUSTERING

Available for following devices

WLAN controller
— LANCOM WLC-4025+
— LANCOM WLC-4100

Central site VPN gateways
—LANCOM VPN 7100+

-LANCOM VPN 9100+
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The new highlight features

LANCQM ngh Avallablllty Clustering Option Definition of a COMMON  “rer AUNLABIITY
Application 1: Config Sync cluster configuration CLUSTERING
B Central configuration of WLAN controllers Configuration of

or central site VPN gateways individual parameters

(e.g. IP address)

B Automatic configuration alignment

Common parameters

o0 v




LCOS 9.10 RC1

The new highlight features

LANCOM High Availability Clustering Option T
Application 1a: VPN Clustering CLUSTERING

B Config Sync enables the configuration synchronization of all cluster devices —
ideal for high-availability scenarios

Central Site VPN Gateway

VPN Client

CLUSTERING
=
=
=

VPN Config Sync

.
.
.
®

CLUSTERING

[——]
=

.
.
.
.
.
.
.
.

=" Backup R
z —_— o\
Q Page 15
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The new highlight features

LANCOM High Availability Clustering Option R ———
Application 1b: WLC Clustering CLUSTERING

B Config Sync enables the configuration synchronization of all cluster
devices — ideal for high-availability scenarios

>
WLAN controller Q —
|
| |
— —
Access point |
A | |
| w-—
“ |
Access point _ )
Backup =
] \ ‘
-— Page 16
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The new highlight features

LANCOM High Availability Clustering High availability due to
Application 2: WLC Backup reliable backups
Prigrity

Priority

WLA ntroller

Vg controller

27
/

B In case of WLC failure or if the capacity of a higher prioritized WLC is exceeded,
access points are automatically distributed to lower prioritized WLCs

B Automatic redistribution to the re-available,
higher prioritized WLC Page 17
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The new highlight features

LANCOM High Availability Clustering
Application 3: WLC Load Balancing

B Optimal load balancing due to an equal distribution of access points to the WLCs
B Equal distribution of access points after failure of one WLC

B Redistribution can be conducted during maintenance Page 18
periods or during times of little traffic LANCOM

Systems
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The new highlight features

LANCOM High Availability Clustering
Application 4a: WLC CA Hierarchization

% .
Certificat
CA (ro QQ ~ e rence
) | — - 1

CA (sub)

Certificate

B Trusted chain between the CAs (Certificate Authorities)
on connected WLAN controllers

Page 19
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The new highlight features

LANCOM High Availability Clustering
Application 4b: WLC CA Hierarchization

. CRL information
Cerjs;
CA (root) Ificate |,
eference
= CA (sub =
— =i=n=nof l ==c || —
crLA WLANYcontroller WLA ntroller crLN

v\ 3

Certificate |§‘ E‘ Certificate
L— 1

B WLCs exchange information about withdrawn certificates
(Certificate Revocation List), so a certificate is not usable for another WLC

Page 20
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Futher features

P2P support and client mode for the L-13xx series

B Point-to-point functionality for the 11ac access points of the L-13xx series for high-performance
radio links with up to 1.300 Mbps (up to 6 P2P links with a range of up to 1km)

B Support of client mode
(

Page 21
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Futher features

Management of client bandwidth per SSID Maintain a consistent

B The usable bandwidth per SSID (download and upload)
can be granted to each client equally

B Advantage: Gain more control over the available bandwidth per WLAN client

Guest network: Each client gets 5 Mbps
Internal network: Each client gets 10 Mbps

Access point Router
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Futher features

GRE tunneling
B With Generic Routing Encapsulation (GRE) packages are embedded : —
and transported between two end points via a tunnel Maximum flexibility for
the connection of distant

» Easy and flexible connection of networks networks

@ Optional IPSec tunnel
GRE tunnel 1
GRE tunnel 2

W Router 1 :z ::

Page 23
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Futher features

Ethernet over GRE tunnel
B The "virtual Ethernet cable® — ideal for the connection of two networks via
layer-2 tunnel e.g. with encrypted IPSec VPN

@ Optional IPSec tunnel @
[ } EoGRE tunnel { }
—— - transparent Ethernet bridge — —r
Router 1 Router 2

Page 24
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Futher features

16 SSIDs
B As of now, 16 individual SSIDs can be configured per WLAN radio module

» More simultaneous WLAN services
» More virtual networks are available

WLAN1 . WLAN 2

/SSID 1

: e SSID 1
For dual-radio access points with two

. WLAN radio modules even up to 32

S
§ ' -
S0 ) S0
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Futher features

Display of used Public Spot licenses

B The current and maximum number of Public Spot users is displayed in the
LANmonitor with an additional notification at 90 % used capacity.

-
LANmonitor - temporary (1] Elﬂu

File Device View Tools Help

: : LANCOM
4 QSEarch... Systems
f-i, 1780ew3g

[ --"l" Mobile network: Telekom.de
» =2 WAN connections: 1

:]:] Wireless LAN

» 4% Public spot (61/64) |

o @ Certificates

L.y IPVG firewall: Active

B <7 IPvd firewall: 01/03,/1900 05:32:37 intruder detection - Packet 3
& =2 Local networks

ﬁ DHCP server: Inactive
b AR SMS messages

b Ef"’ Budget

b €D System information
... GPS: Disabled
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Futher features

LANCOM Load Balancer Client Binding
B Inload balancing scenarios with several WAN lines, new sessions can
be established on the same line
B The web server can assign the sessions to an addressor so the client can be correctly

identified In demanding applications such as online banking,

related sessions of a WAN connection are recognized
Sescion 2 and maintained

Session 1

Addressor
Online 1.0.0.1

banking § : o

Line B
) Page27
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Futher features

Without LANCOM Load Balancer Client Binding

B Due to the use of multiple lines, the HTTPS server thinks that it receives
requests from different clients

B Consequence: For safety reasons, a new registration is required

Session 1

1.0.0.1
Line A Addressor
Online N

. , R 1.0.0.1 , )
banking & Y — X T Different addressors!
' ' W // Sessions will be rejected!
. /4 Adressor
' 1.0.0.2

Session 2

y Page 28
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Futher features

Encrypted configuration storage in LANconfig Do not allow unauthorized

B In LANconfig you can securely save your configuration data persons access to your
with a password configuration!

Speichem ., Data (D) ~@ ¥ @ l
(Konfiguration von ‘Steff-L45lagn' vem 19.02.2018)
SRECYCLEBIN . Virtual Machines 2 (9.10.0230) (0x00004010,10n14,e,2b)0x0c000002) (1SERIALI400233371010
L WORK &vns‘em‘m 3 [LANCOM L-48iagn Wireless] v9.10,0230 / 14.02.2018 14.02.18
= = {  (TYPE: LCF; VERSION: 1,00; ENCODINGI (TYPE: base6d; SIZEi 328661 AL BOADSE410D
s A‘-"‘? Steff-L451agn - V9.10 D2015-02-19 S EYSCTIkMGONLEGHbRGTcholelQ/ J/Apg stV EnOOTXAd 4nXK) CWBLTDO4 38 0A
. Betriebssysteme § QGATEXT+aNYIT4 Lol Luan/wnOving SAYLEXSTOVANPGIABNGARIUL (N TQKOYRDA
Bilder : yelolay) amy+LkUICEDk/ 7D BeM3
L Musik O YISVIGEW221TO«0Epivid/ Yy 16/0buldeClny
i Musi ) OMIIQTOWU/XDATIRJICVEOWNGI ALY SNBmLRLYNI#Q0tAN T/ SadCWORGLhecACR
4. P98_N60SSMIBH3_EU_NT ’ - — | vZHKaYSdIUz 9aBSI06qYPT ILPIRLErRLEAX T XL 60UO
| SKoerber-DT EncryptionPassword W Uy M2 1000/ 1 pHFPNTHVX ZnCus bt 6y4pLoos EELAR/ X
S . i e DmwbQUALTy Iy EHBuEZNALIET EFQARVE I VdqUu/ Wik
en Volume Information ) Please enter the encryption password for the following WEEBa/ v1AKYBOdIXDEqUORT 6L TRAXL 04 axOuFpEc) o
4 Temp /" configuraton fle: A KTUBh Yy e UHCQIKYATI Ay SuYAR T IETE X yrabQntisk
i T £ LD TVAVBYDSLCZ KR A VAL GWFCTRECCKGIP/ #dud
| LANCOM L-451agn Wireless PwRPO. v
o & X MLYSwvakELs 3 G110nTP/aadUL/F/nO0
Dateipame:  Steff-L451agn - V8,10 D2015-02-19 i N;:::u o i '\.’:"«"u‘ma
assword: K2
0 G 30RFTET£0vS 12UIUNT (DR ribORT soNEFKI GRHITY
Dateityp: [Ouw Fles UROX 9y eqXTAOUWCUZT T LOGAL VXA £+ LLOOYC QI INEN
e J GhNSIWTyOLqE rKELXANS OPNBD
Password: | [ o ] [ Cancel ] Asqql 3
PTHD. ry tBinGn/BL
[ ‘41‘ JENIgPICIIDESAFL/ XACT +JtbaVVODg)
I 06YTINGrVVEIPDLOEISev/ FkhaaCakgeTEQ/ /ATNTEPIRNANE AT a4 NAS THyTank )
Device type:  LANCOM L-451agn Wireless with fimware version 9.10.0230 R XCe AT NSETLEAkDunax deAach ERNEARL
37 XAYBNYESCKATARQOLDN/ 21w DqT 2 ANACE +4 CYRMBWLE4Q4 X0/ Tv5 Ut saMnvXY

40 pAMECICGAzsitiydsaVl Ye
3 14/2exninet nASGR+15GAXIAGIZ+Mm/ #df 20Nz b émkqodY

_ eghdat N Page 29
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Futher features

B |LANCOM Content Filter e-mail notification
At Content Filter incidents you can receive a notification via e-mail
either immediately or on a daily basis

B Extended number of characters .
The possible number of characters for assigning device names has
been extended to 64

® New SCEP algorithms : | .
More security for using certificates: The SCEP algorithms w

AES192 and AES256 for encryption and SHA256, SHA384, flj

and SHA512 for signature control are supported

100+ FEATURES

B New DynDNS providers in the setup wizard
The providers “Strato” and “feste-ip.net” have been added to the
DynDNS wizard

Page 30
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Futher features

B Deactivatable WLC configuration assignment
More security against rogue APs: The automatic
assignment of configurations by a WLAN controller to new
access points via a WAN connection can be configured

B LEDs can be deactivated via WLC r”
The LEDs of administrated WLAN devices can be
centrally deactivated via the WLAN controller

o . ; e SN
B Monitoring of configuration changes w flj

100+ FEATURES

Easy monitoring of configuration changes thanks to the
display of hash data, time stamps, and change counters in :
the status menu [

Page 31
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Futher features

Improved control of Public Spot volume budgets

As of now, you can set more than 4 GB data volume limit in the
Public Spot volume budget and additionally print the defined
budget per user on the voucher.

Direct access to the voucher generation in the Public Spot e ”
Vastly simplified access for the generation of Public Spot
vouchers due to an automatic forwarding to the respective

interface — ideal for untrained staff! w flj \

100+ FEATURES

TR-069 support

"Zero-touch management" — in provider environments the ,
protocol TR-069 allows an automatic provisioning and a [
securely encrypted remote management of a router

Page 32
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Thank you for your attention!

Further information...

See for more informationen for products, solutions and services at

www.lancom.eu

LANCOM Systems GmbH
Adenauerstral3e 20/B2
52146 Wuerselen
Germany

info@lancom.eu
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