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The LANCOM operating system LCOS and the corresponding management
tools regularly provide free new functions to all current LANCOM routers,
access points and gateways.

These are the main new functions and improvements:

= VDSL support — Now the wizard for Internet access allows to set up
VDSL for triple and double play with VLAN settings and activation of
IGMP Snooping

= VPN hardware acceleration — With LCOS 7.7 all VPN routers of
1700 and 1800 series get the hardware acceleration for VPN for
free. The significant increase in encryption performance relieves the
CPU and lets professional routers meet the multiple demands of

most current networks
Feature Notes LCOS 7.7

" Public Spot — Public Spot operators benefit from a new budget Page 2
management that offers increased flexibility of traffis. The Public
Spot wizard is optimized for enhanced efficiency in day-to-day LANCOM
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= TACACS+ — Comprehensive implementation of TACACS+ for
authentication, authorization and accounting allowing to login with
LANconfig, WEBconfig or Telnet/SSH. The centralized access
control provides efficient management of large installations

= BFWA - Broadband Fixed Wireless Access for LANCOM Access
Points offers WISPs to subdue rural areas with point-to-point
wireless links in 5.8 GHz band at up to 4 Watts over long distances*

Feature Notes LCOS 7.7
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* The use of BFWA is subject to country specific regulation



Other improvements

= |EEE 802.11n — Enhanced WLAN performance and stability for clients and point-to-

point links LGDS77

[LANCOM OPERATING SYSTEM]

= LANmonitor — Performance monitor with graphs for throughput, CPU usage,
memory consumption. DHCP table with view of current leases

= U-APSD - Better standby time with Automatic Power Save Delivery for Voice over
Wireless
=  IGMP snooping — Directed switching of multicasts in LAN and WAN

" Draeger validation — Suitability of LANCOM Access Points for wireless patient
data transmission

= RADIUS accounting — Accounting with time and traffic budgets

= RADIUS server — Extension of user accounts with switchable multi-login, expiration
at relative or absolute date, time and traffic budgets as well as restriction to service

type

= Extended temperature range — L-305/310 with broader field of application due to
temperature dependent interface speed limit

= UMTS/LANconfig — Upload of UMTS module firmwares for LANCOM 1751 UMTS  Feature Notes LCOS 7.7
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VDSL support

s Setup Wizard for LANCOM 1711 VPN - V7.6x D2009-06-16 T1603.1cf  [X]

Setup Wizard for LANCOM 1711 VPN - ¥7_6x D20039-06-16 T1603.1cf ¢:__?

Set up Internet access

Select your praduct.

Call & Suuf [alzo WD5L) j

Call & Suuf [alzo WDSL
Entertain [alzo YDSL)
D51 Business [also YDSL)
ComparyConnect
Business Access [P

other D5L connection [e.g. T-Online, Surf DSL. etc.)

om, please select 'other

< Zuriick, | Wfeitar > | Abbrechen

s Setup Wizard for LANCOM 1711 VPN - ¥7.6x D2009-06-16 T1603. lcf

Setup Wizard for LANCOM 1711 ¥PN - ¥7_6x D2009-06-16 T1603.Icf
Set up Intemet access

of ADSL or WDSL line here pou can activate the uzage of a'vLAM tag far this
connection,

™ ADSL line or external ADSL modem - Ho YLAN tag will be used.

+ VDSL line or external YD'SL modem - The fallowing %LAN tag will be used:
Used VLAN tag: 7

X

43

Some provider use especially for VDSL connections a separate WLAN tag. By selection

< Zuriick | Wwieiter > | Abbrechen |

= Updated Internet setup wizard for new
highspeed access”

= Automatic activation of IGMP
Snooping at lines with Triple Play
(IPTV)

* lllustrated with ‘Deutsche Telekom’ as example

= Support of VDSL with external modems

in a separate dialog

= Option for VDSL even for generic line

access (when provider is not listed)

= The VLAN tag for prioritized can be set

individually

LCOS;.7
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Feature Notes LCOS 7.7
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VPN hardware acceleration

= Automatic activation of VPN hardware acceleration for free

LCOS;.7
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50
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0
VPNin LANCOM 1721+ VPN LANCOM 1811n Wireless
Mbit/s LANCOM 1711+ VPN LANCOM 1821n Wireless Feature Notes LCOS 7.7
LANCOM 1711 DSL LANCOM 1722 VoIP Page 6
LANCOM 1721 VPN LANCOM 1723 VoIP
LANCOM 1811 Wireless DSL LANCOM 1724 VoIP
LANCOM 1821 Wireless ADSL LANCOM 1823 VoIP LANCOM

LANCOM 1821+ Wireless ADSL Systems



Public Spot

= Optimized layout for more
efficiency in day-to-day business

LCOS;.7
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® Flexible budget definition for
broader choice of tariff options

Access Data Public-Spot
10.1.1.15 - Create Public Spot Account LiserMlame  userdglad
Faz sesord jgEEd
Accourt ends: DECIDFEO0E [ 1:12°52

Step 10f 2

Flease setthe time the account shall remain valid for.

Duration |24 Hourls) "I
Starting time for account Ifirstlogin v|

“alidity period: woucher expires after
Caomment {optional) Guest Room 206
¥ Print comment on voucher

Feature Notes LCOS 7.7

Previouz Page | ﬂem | Beszet I Terminate thiz Wizard | Page 7
1 User(s) configured
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TACACS+

= Reliable, encrypted protocol for authentication, authorization and

accounting (AAA) LC<0377

= Centralized management of access rights for parameter changes,
paths and functions as well as logging

= TACACS+ login with LANconfig, WEBconfig and Telnet/SSH

e TACACS+

q;? LFR o L e
B b Sl e COTEEE DT @, o et
i b i,

Login X?

Login OK

Change Y?

Admin X i Change OK

Feature Notes LCOS 7.7
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BFWA — Broadband Fixed Wireless Access

= Broadband provisioning without admission with
WLAN point-to-point for WISPs* LC OS 7.7

[LANCOM OPERATING SYSTEM]

m Utilization of 5.8 GHz band with up to 4 Watts
transmitter power for extended range*

* The use of BFWA
is subject to country
specific regulation



LANmonitor — performance monitor

® Jcon in LANmonitor as 4051 chanmet 1 T
indication for graphic view

LCOS;.7
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4 L
Seitings T
¥ Eandng] | Dmnpeprar | Tkl runtie | Ferind |
Forerra: 0:11:1 [ RE]
% LANmonitor - temporany (1 ) ¥ Ao
File Device Wiew Tools Help Cerm s 10 ke [
Firnirurs ar a By
w0 0y 0 B i & = C% ’ ﬂ Lo 6‘%\ | :: wﬂ & iz Hicdrur 10 keatn ThEdgh
8 Awaga: 204 Bt 5L By
i LANCOM A
=T WAN connections: 1 E:_"‘:":"‘ - —
—|-0s ADSL charnel 1: Connected to T-OMLIME Finirer L1 a e
+- % Protocal: PPP Fladrar = kin 4 ke
€ Connection time: 00:24:52 fmgn: Aol 2k

e Sending 19,5 H
+ QoS
[ ISDM-1 channel 1: Mok ready
[ ISDM-1 channel 2: Mot ready
[ ISDM-2 channel 1: Mok ready
[ ISDM-2 channel 2: Mot ready
[ D5L channel 1: Mot ready

=¥ voIP Call Manager

i %ge::ﬁjoguser:ll@mtern(Registeredlocal) u Graph With timeline for Sent and

+- 8 analog user: 21@intern (Registered local)

= 8 P et (et reon) received data, received and link

+-F Lines: 5
€9 Calls: Nore

& Loct s e signal strength, CPU usage, free

+ ﬁ ireless LAN

+ iremall: :47:14 intruder detection - Pacl roppes *
B el 12205 20474 e Gttt corped memory and temperature

=& Device: LANCOM 1823 YoIP {Annex B)

eceiving

Refresh

+1-4 Network list Feature Notes LCOS 7.7
€ Firmware: 7.70.0072
€ Serial number: 059900600155 Page 10

€ MAC address: 00:a0:57:12:30:74
€ Location: Office
€ Administrator: admin

€ Date and time: 21,06,2009 20:56:10 I A N E D M
o Syskem up kime: 00:25:21

£ CPU type: Incel P25 Stepping B0 ad * Temperature display depends on device type Systems




LANmMonitor — DHCP table

% LANmonitor - temporary ( 1 ) = Additional view for DHCP table
Fle Device Yiew Iools Help in device's context menu LCOS;7
-ﬁ_\._.?_l O‘d .\ml %E| §E| g a@ @ [LANCOM OPERATING SYSTEM]
S5y Refresh ® |ist of current DHCP leases with
| . 11
; g manual refresh via ,DHCP
' ) ; )
i View Accounting Inbormakion menu
B iew Firewall Event Log t\!\
. Wiew Syslog
+]-- O ) !
= G Wy =
+-4  view Device Actidities
+-F cities Logging. ..
: Zharge and Time Limits. ..
& F Fida k
f_ Traces...

@& L ANCOM - DHCP =13
el Yiew
| MAC-Address Timeouk Hostnare Type Metworknarne |
g - 00:a0:57:12:78:37  07:05:00 YP-100-00A0571 27837 Dynamic INTRANET
Lose ! 00:a0:57:12:78:3d  07:48:00 YP-100-0040571 27830 Drynamic INTRANET
192,168.253.130 00041323867 07:06:00 Drynamic INTRANET
‘ 192.165.253.180  00:11:25:d7:fbebb 06:05:00 REurlaga-ME Drvnamic INTRARET Feature Notes LCOS 7.7
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U-APSD / WMM Power Save

= Extension of power saving according to IEEE 802.11e by Unscheduled
Automatic Power Save Delivery (equivalent to WMM Power Save) LC COS 7.7

= Negotiation of service categories in WLAN and sleep mode between
predicted packet transmissions to save power

= Better battery standby time for
terminal devices, especially Voice
over WLAN

Feature Notes LCOS 7.7

T1LIRLL) Seite 12
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IGMP Snooping*

m Selective switching of multicasts between SSIDs and interfaces

LC 03 7.7
[LANCOM OPERATING SYSTEM]

® Support for IGMP registration, groups and routerports

= Enhanced performance and protection for WLANSs in case of multicast
connections (e. g. IPTV)

WLAN g No recipient,

SSID no multicast
saucl delivery!

IPTV multicast

Internet
Feature Notes LCOS 7.7

Page 13
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Draeger validation

m Suitability of LANCOM Access Points for wireless patient data transmission
LCOS7;

= Utilization of multicast connections in combination with IGMP snooping




More — RADIUS, CLI, UMTS

= RADIUS accounting: All counters for accounts can be reset with one
command allowing for exact billing, e. g. with CRON job LC£S77

= RADIUS server: Multiple login, relative or absolute expiration, time and
traffic budgets, restriction to a service type

= Telnet/SSH (CLI): Extension of "mailto" allowing to execute commands
and send the CLI output as e-mail attachments

= UMTS/LANconfig: Upload of firmwares (upx file type) for UMTS modules
of LANCOM 1751 UMTS from within LANconfig

Feature Notes LCOS 7.7
Page 15
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Service and Support

We wish you every success with your new LANCOM product! LC OS 7.7

[LANCOM OPERATING SYSTEM]

We look forward to your praise and criticism, suggestions or questions to
info@lancom.de.

The latest information about Service and Support can be found on our Support flyer,
our Internet site or from our Knowledge Base under
www.lancom-systems.de/eu/support.

If the manual and our current support themes in the Internet are of no help to you,
then our Support Hotline is available to you in Germany on work days from
9:00 — 17:00h under

0900-1-LANCOM (= 0900-1-526266)

(1.24 € / min. from German landlines).

Your LANCOM Systems Team
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