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The LANCOM operating system LCOS and the corresponding management
tools regularly provide free new functions to all current LANCOM routers,
access points and gateways.

These are the main new functions and improvements:

= Firewall — Firewall re-design with a new graphical user interface for
object-orientated configuration in LANconfig, backup trigger, new
QoS settings (session limits, relative bandwidth settings)

= WEBconfig — Fully overhauled Web interface in LANconfig style for
configuring LANCOM routers and access points

= COM-port server and COM-port forwarding — Devices connected to the
serial port can be remotely controlled over any IP connection
(RFC221 7) Feature Notes LCOS 7.6
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Highlights (2/2)

LCOS:s

[LANCOM OPERATING SYSTEM]

= L ANconfig — Exchange of configuration files between similar devices,
e.g. for migrating configurations from devices that are due to be
replaced.

= LL2M — LANCOM Layer 2 Management: Rescue mechanism that allows
the secure execution of commands via encrypted layer-2 packets

= iPhone VPN access — XAUTH client and server for VPN access to local
networks via UMTS using the iPhone as of software version 2.0

LC OS 7.6
[LANCOM OPERATING SYSTEM]

Feature Notes LCOS 7.6
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Other improvements

= LANmonitor — Export of support files with sysinfo, bootlog & configuration

LC OS7s

= HTTPS client — For downloading firmware and configuration files ILANCOM OPERATING SYSTEN)

= |PSec VPN backup — Backup of VPN connections across hierarchy levels, e.g. in
case of failure of a central VPN concentrator

= Certificates — New OpenSSL implementation with FIPS-140-certified algorithms

= WLAN Controller — Combined monitoring view of WLAN Controller clusters,
internal storage of up to three script files (max. 64K)

= Public Spot — Support of public certificates and certificate chains

= SIP proxy — Configurable registration, monitoring and privacy method ("CLIR" in
SIP) per line, "CLIR" for SIP user

®  Routing — Routing tags learned from the routing table for ARF, and support of
RIP sources with wildcards in names

= PPP - Choice of protocol for authentication

Feature Notes LCOS 7.6
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Firewall — New graphical user interface

LCS-DEMO-D2008-12-18. Icf - Firewall Rules (Filter/QoS)

Ptio Marne Source Source Service | Destination Targek Service Lcas

o 1 ALLOW ¥PN_CLIENT ' LOCALMET Al EJLCS_ETH_OUT, LCS_ETH.OUT 2 1 IPSE 7 .6
ALLOW_BASIC_INTERNET «'x LOCALNET L FTF, [LANCOM OPERATING SYSTEM]

o 0 ALLOW_WPN_LCS METEIOS A g9 ARF_LANI_LCS YPM | NETEIOS  EGLANCOM_YPN Al

o 0 ALLOW _WPN_LCS JuARF_LANI LCS VPN Al ILANCOM_YPN L ROP

o 0 ALLOW PING % LOCALNET Al Ay L ICME

o 0 BLACKLIST_OF_SPAMBOTS Ll 6h62.243.30 Al Ariy ] q

o 0 PRIVATE_LAM_ACCESS FROM BUSINESS ¢4 ARF_LANL LCS VPN Al % ARF_LANZ_PRIVAT Al [ Sym bols for ObJeCtS

o 0 LaM_ACCESS_FROM_PRIVATE CONTEST g4 ARF LANZ PRIVAT Al 9% ARF_LANT_LCS_WPN Al . .

70 oaw AL s al s Ml depending on type (action,

A . .
QoS, station, service) and

form (e.g. single station,
subnet, collection of MAC
addresses...)

Line display with grid lines,

alternating background color,
or a combination of both

MName Skations Ok . .
m L TR Y B « Tip: Templates for object-
LCS_ETH_OUT 2 g% 213.217.69,75 - 213.217.69,78 Cancel oriented firewall rules can be

LCS-DEMO-D2008-12-18. lcf - Firewall 5tation Dbjects

LCS_INTRARET o 10.0.0,0 255.0.0.0 downloaded from the
LCS_ETH_OUT 217.6.21.90
ARF_LANZ_PRIVAT ;r%192.158.200.0r255.255.24a.n Support KnowledgeBase on
ARF_LANL_LCS VPN o 192.168.100.0 255.255.252.0 the LANCOM Web site
LANCOM_YPH QLS —_
WPN_CSCHALLE I 10.95.100.9 . Feature Notes LCOS 7.6
Page 5
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Firewall — Object-orientated configuration

| Actions

<= LCS-DEMO-D2008-12-18. lcf  Transmit

Canfigure: IFirewaIIa"E!oS 'I

General Rules |D05 IIDS |Applicati0ns

— Firewall rulez [Filter/Qo5)

“'ou can filker or prefer packets according to 2
for example, to protect your system against &g

&CCess of Lo ensure & minimum amourt of b ¢ LCS-DEMO-D200B-12-18.Icf - Firewall QoS Objects
services [Quality of Service),

DROP = Drop

REJECT @ Reject
MNO-CONNECT @ Conditionally reject
MO-INTERMET @ Conditionally reject

|

REJECT_AMD_MOTIFY €@ Reject, notify

Add .. | Edit ... | Copy ... | Remove |

= Action objects for entire
sets of limits, rejections and

| Ackions

R

¥ (cond.) Guarantee bandwidth (30 kbfs)

— Firewall objects

ou cah predefine firewall objects to’e

firevwall rules. Changes in a fireveall obj
uzing the object.

APPSHARING Q {cond.} Guarantee bandwidth {1024 glob.
TERMINALSESSIONS Q Guarantes bandwidth (180 kbyst, js)

acceptances of connections

< B— " QoS objects collect rules for

Aoy o [ e | oo ] bandwidths and priorities
oS abiects . I
R < DEMO-D2008-12-1.Icf - Firewall Station Objects = Station objects as wildcards

Stations for source/target definitions

Remove |

LCS_ETH_OUT_ 2 ﬁ213.217.69.757213.21?.69‘78

e T B " Service objects with rules
ARF_LANZ_PRIVAT g%192.168.200.0,!’255.255.248.0 v for prOtOCOIS and ports
including pre-defined service
objects for many typical
network applications

LANCOM

Systens

1 TCP
1pp 1 Uop
E3P 1 Protocol 50

1 Protocal 51

Add ... Edit ... Copy ... Remove |

LC OS7s
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Firewall — New functions for backup & QoS

® Firewall rules depending on backup
status (new condition)

=» This makes it possible to activate a
different set of rules when the backup line
is being used, for example to minimize
demands on bandwidth

® Allocation of relative bandwidths in
percent

=» Useful if the actual bandwidth of the line
is unknown when carrying out the
configuration

= | imitation of bandwidth for connections
per station

® Limitation of the number of sessions per
station or globally

=» For example, to slow file sharing or to
limit server services

TriggerfActions Set

— Conditiohs

Action only

[ for default route [e.q. Intermet]

v for backup conmections [ for YPN route
[ faor DiffSere-CF: BE =~

[ for packets sent [~ for packets received

£ Fhysical € Logical  transmizsion direction

Trigger
ﬂk/@ bandwidth LI Ial:usu:ulute ;I

" Perzeszsion % Per station " Global
[T Feset counter
L
— Trigger
|'| I?:; bandwidth ;I Ial:usu:ulute ;I
* Per station " Global
[T Feset counter

Trigger

zEsEions I abzolute - I

£ Fer zession ¥ Per station " Global

I Eeszet counter

LC OS7s
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WEBconfig — Login page with security notice

LANCOM

Systems
LANCOM 1722 VoIP (Annex B)

= Login page in new design with a LCOS s

picture of the device and its name LANCOM OPERATING SYSTEM)
in a separate login area

1722VolP-PM

T T ® Device type in the page header

-y v
nnnnnn T e ® Security notice when accessing

’ | = via an unsecured access with a
link to an encrypted page

LANCOM

Systems

LANCOM 1722 VoIP (Annex B)

1722VolP-PM
= Passwiord eessss
Feature Notes LCOS 7.6
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WEBconfig — New graphical user interface

©) 1722VoIP-PM - Connected as root. - Mozilla Firefox

Datei  Bearbeiten  Ansicht  Chronmik  Lesezeichen  Extras  Hilfe

6 - 2y ul= l htbps:{ /192,168,253, 1jconfigz/ 15/5{?CONFSID=50843acbddd 7 3cdca7ed 306585 1 7047 CE83146

T‘F '| |'|G00g|e ).'f;

Meistbesuchte Seiten |5 | Akkuelle Machrichten -... |j ‘Weltzeit, Zeitzonenka...

| L LANCOM Systems GmbH: Startseite =] | L 1722¥oIP-PM - Connected as root [ |

B ¥ Setup Wizards >
I iy Basic Settings
— [ Check Security Settings

VolP Call Manager

— @ Set up Internet connection B Logout
— @ Selection of Intermet Provider
— &= Setup a RAS Account B Lines

— m Gonnect Two Local Area Netwark
— "8 Configure dynamic DNS

Call Router

— &7 Configure Yoize-over-IP Call-Man
— ﬁ System information

Country specific profile for

- 2 Configuration

SIP par
hao cancelling fram SIP to ISDN

e Management
Z” Interfaces

() Date & Time
& Log & Trace

ﬁ Comrunication
o TCPAP
= [P Router

EF a0
- ¥ Setup Wizards

— igh Basic Settings

— W Check Security Settings

— & Set up Internet connection
— i) Selection of Intemet Provider
— @ Setup a RAS Account

= Connect Two Local Area Metworks

— "aConfigure dynamic OMS
— 97 Configure Yoice-over-IP Call-Manager

< — W errinformatioh

ber display of inc

Menu tree for navigation
with symbols and
expanding/contracting
folders

Side tabs that collect
related configuration
pages, similar to
LANconfig

Parameter setting as in
LANconfig: Division,
grouping and fields

Setup Wizards for the
fast setup even of
complex scenarios, e.g.
when setting up VPN

hd

192.168.253.1 |}

LC OS7s
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WEBconfig — New "System information” area

) 1722VoIP-PM - Connected|as root - Mozilla Firefox

O -c

Datei  Bearbeiten  Ansicht  Chronik  Lesezeichen  Extras  Hilfe

ot ll:l https:{f192, 165,253, 1 /frames/Status html? CONFSID=0ac5425d1251 922877 3cbefcdS4a7fcdbal 7ae70

@ Meistbesuchte Seiten 5 | Aktuelle Machrichten -... |j ‘welkzeit, Zeitzonenka. ..

| l: LAMCOM Systems GmbH: Startseite

1£3) | L 1722¥oIP-PM - Connected as root 3 |

= 9 configuration

& Interfaces

- ¥ Setup Wizards

— i Basic Settings

— @ Check Security Settings

— @ Set up Internet connection

— @ Selection of Internet Provider

— d& Setup a RAS Account

— Eg Connect Two Local Area Metwoarks
— ¥ Configure dynamic DNS

— &7 Configure Voice-overIP Call-Manager
— & System information

P Management
() Date & Tiffie

a Log & Trace
28 Communication

System information

B Logout

Device status

Interface/Port

System information

B Logout

ldx. Time Source

LANCOM

Systems

s..coennecting ¥y our business

Syslog

Level Message

11/05/2008 09:04:23 LOCALZ
11/05/2008 09:04:23 LOCALZ
11/05/2008 09:04.23 LOCALZ
11/05/2008 09:04.23 LOCALZ

MNatice Interface INTRANET added, with IP address 192,168.263.1 and netmask 255,255 265.0 an
kotice Interface DWZ added, with IP address 0.0.0.0 and netmask 2562552550 on WLAN O, inter
Notice IP router enabled
Notice IP router enabled

11/05/2008 02:02:30 AUTHPRIY Motice YWebconfiy: user logout from 192.168.253.180

11/05/2008 09:34:25 LOCAL1

11/05/2008 09:34:26 LOCALI
9 11/05/2008 09:34:25 LOCAL
10 11/05/2008 02:34:25 LOCALT
11 11/05/2008 10:04:25 LOCALT
12 11/05/2008 10:04:25 LOCAL1
13 11/05/2008 10:04:25 LOCALT

1
2
8
4
5 11/05/2008 02:08:27 AUTHPRIV Motice YWebconfig: login via HTTP from 192.168.253.180
8
7
g

Motice Accounting list start

Notice User: rburlaga-nb R(kE): 1473 TuikB) 284 Time(s) 266 Conn:
Notice User: wp-100-00a05712783d Ru(kB) 9 TukB): 7 Timel(s) 86 Con
Motice Accounting list end
Motice Accounting list start
Notice User: rburlaga-nb Re(kE: 43 Tu(kB) 111 Time(s): 71 Conn: €
Motice User: vp-100-00a057 127834 Ru(kB) 9 Tx(kB): 7 Time(s) 85 Con

State/Mode

%cms

Update

Fertig

New: Device status
displaying the
interfaces for an
overview at a glance

New: Syslog that
displays the events
stored recently to
the main memory

New: As of LCOS
7.6, each LANCOM
device has factory

settings for Syslog
for diagnostic
purposes

Tip: Existing
devices can be
loaded with the
same settings for
Syslog by means of
script (in the
KnowledgeBase for
download)

LC OS7s

[LANCOM OPERATING SYSTEM]

Feature Notes LCOS 7.6
Page 10

LANCOM

Systems



WEBconfig — Online help in the LCOS menu tree

€3 1722VoIP-PM - Connected as root - Mozilla Firefox

EBX

Datei  Eearbeiten  Ansicht

O -c x

Lesezeichen

Extras Hife

Gar LN hietpsiij192, 166,253, fronfinl2/19/7CONFSID=0F2F3daSFa16F1 a6 ad5eb4F71334355de 33 Nan Online help {o]§

@ Meistbesuchte Seiten |5 | Akkuelle Machrichten - |j Weltzeit, Zeitzonenka...

Sall Firefox dieses Passwort speichern?

entries in the LCOS
menu tree via the

- A Setup Wizards
— &3 System information
H- < Configuration

- LZOS Menu Tree
ﬁ Status

Setup

&P Firmware
Other

- B4 File management
F Eutras

[ HTTP-Session
B Logout

question-mark
symbol (if an Internet
connection is

LCOS Menu Tree

® Logout Sconnec :
WF L M EIN-FREENE O+ & |Feel or- e, CALTETIEL avallable)
i B Agorade-IKE-Group-Default 2

IKE_PRESH_KEY Tip: The source

o path to the help files
can also be directed
toalocal HTTP
server under "Setup/

& M Aggrode-Proposal-List-Default

Alow-Rernote-Metwork-Selection

) LANCOM Webconfig Help - Mozilla Firefox

| L |http:,I’J‘www.Iancomfsystems.de,iwebconfig,l’he\p.php? H

2 1 I
& B Mai VPN: Allow-Remote-Netw

@ B AT o i i ot HTTP/ Document
simplified dial-in with certifica

€ ¥ Ogerat device at headguarters, then th I’OOt"

& [ Quickio network to be used for the conng

in phase 2 This network s enterSENg armple,
the WPMN connection on the remote router. The LANCOM  at
headguarters accepts the suggested network when the option
‘Allow remote site to select the remote network' is activated.
Moreover, the parameters used by the client during dial in must
agree with the default values in the YPN router,

& B Quickiod
& M QuickMode
& [ Simple-Cart-F

Default: off

£ |

https:/i192, 168,253, 1jconfig)2) 19/ ?CONFSID=9F2f 9da5f9 1 6F 1 7 a6 Bd5Eb4F7 1 334

Fettig

LC OS7s
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COM-port forwarding

® Serial communication over an IP connection, e.g. via WLAN or VPN

= When connected to the COM port (or USB port) of a LANCOM device, the serial port LC<0876
is virtually extended to a target PC ILANCOM OPERATING SYSTEN)

= A virtual COM-port driver (freely configurable under Windows) emulates the serial
connector on the PC

= Compliant with RFC2217 (Telnet Com Port Control Option)

= Applications: Automated building management, machine control, remote
maintenance of older PBX systems with serial port

=

1821+
Wireless ADSL

b
g
v
Wireless LAN

—>
-

Feature Notes LCOS 7.6
Page 12
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LANconfig — Exchange of configurations

= Exchange of configurations between different devices and software versions,

e.g. LANCOM 1821+ Wireless ADSL to LANCOM 1823 VolP LC(DS7 6
= All that is required for the exchange is the normal configuration file (".Icf"), e.g. a IO
backup file

® This allows existing configurations to be migrated easily to new devices (e.g.
when replacing discontinued LANCOM products)

= Where configurations are standardized at multiple sites, but different devices are
being used (e.g due to different interfaces), a master configuration can be
distributed betweenthe different systems.

L
LANCOM 1821+

b—

LANCOM 1821+ Wireless ADSL (Ann.B) - V7.6x D2008-09-12 T1147.Icf Feature Notes LCOS 7.6

LANCOM 1823  page s
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http://www.lancom-systems.de/LANCOM-1823-VoIP.515+M53a8eb32d1e.0.html

LL2M — LANCOM Layer -2 management:

= LANCOM Layer-2 Management Protocol: Encrypted Layer-2 packet that transmits
executable script commands as payload to a LANCOM device LC<087 6

[LANCOM OPERATING SYSTEM]

= With LL2M, rescue & recovery is possible for erroneously configured devices (e.g.
VLAN errors), even if the error prevent admin access

= Devices can be found with lI2Zmdetect in the local segment (LAN, WLAN) and
multicast or broadcast

" [I2mexec allows to execute commands at specific devices

® Security is equivalent to TLS-PSK with device passwords, making man-in-the-middle
attacks impossible; to prevent a brute-force attack on the password (dictionary
attack), we recommend that you use secure device passwords

® The IPS mechanism takes effect with a temporary lock in case of encryption with a
wrong password, so preventing DoS attacks

Management via IP over VLAN/WLAN

Feature Notes LCOS 7.6

Page 14
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do other/
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IPhone VPN Support

Extended IKE Authentication (XAUTH)

= XAUTH is an extended authentication protocol can be used to provide LC<0876
additional username/password protection with IPSec connections (HANCON CRERATING SYSTEw

What is new in the LANCOM?
= XAUTH client and server in the LANCOM
®  XAUTH can additionally be used for each VPN connection

How secure is XAUTH?

= Not supported by LANCOM are multiple VPN connections with the same
keys (PSK or certificate) that rely on different XAUTH
usernames/passwords only (this is a known security problem with
XAUTH)

= A corresponding VPN entry is required for each XAUTH connection

What are the new possibilities with VPN?
® VPN connection with the Apple iPhone
= LANCOM as XAUTH client against rogue routers

= L ANCOM as XAUTH server against rogue clients
(e.g. Cisco Anyconnect)

Feature Notes LCOS 7.6
Page 15
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VPN backup across multiple hierarchy levels

® |In backup events, the connection is to be established directly between the branch
office and main office, and not via the switching node

" The SAs are updated for the new connection accordingly
® Return to the standard connection when available

VPN backup
Main office

8011 VPN

Switching
nodes

7111 VPN

VPN backup

Branch
offices

LC OS7s

[LANCOM OPERATING SYSTEM]
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WLAN Controller — Cluster monitoring

= Controller cluster status is displayed in LANmonitor

= Status information for the cluster is summarized in a single WLANmonitor LCOS s
Wi ndoW. [LANCOM OPERATING SYSTEM]

® The data from all devices belonging to the cluster are automatically collected in
LANmonitor and shown consolidated

File Device Yiew Tools Help

SR - & 2R T P gy ay X EANCOM

File Group Access Point WLAN Controller Wiew Tools 7 EHED
oy LC_WLC-4025
w0 Oy [IIl E & }{ = oy Wirsless LAN
| Groups | Contraller ‘ Metwork Profiles H :Z;w;;l;?:;:zs
|11 WLANmanitor Mame Mew ... | Missi... | Activ... | IP-Address | Mame + Missing APs: 2
{23 WLAN-Cortroller (2) ¢ WLC-40z 0 2 q 10.1.1.15 WISITOR-H + Active APs: 18
= D Rogue AP Detection Qj C_BKP_WLC-4025_ 0 2 q 10.1.1.16 WPAZ-802 = WLC connections: 1
23 all aps (250) pr—— kS )
D Eigene APs (12} e oo M T WAN connections: 1 k
(21 Meue APs (180) < =Y E + R Certficates
(0 hew s (53 |Access Paints [ Active Radios * ? YRRP
D Rogue APs + @@ Firewall: 12f1&/2008 11:17 44 intruder detection - Packet dropped
(23 Unknown APs | Name | Interface | Clients | Eand | Cha... | IP Address | Background Scal ) @ System informatian
{2 Known APs @ L305m-MPlL,.,  WLAN-1 a S5GHz 140 10,95.1.35 2005 gy LC_BKP_WLC-4025_
[0 Own AP (5) ) L315-Alies wlANZ 0 5GHz 140 10,96,100,.., 2005 =13y Wireless Lan
=1 Rogue Client Detection  |&8 LS4-MPm-... WLAN-1 O 5GHz 100 1098137  180s + 3y Network profiles
(23 Al Clients (380) &9 l-1821-5Al.. WLAN-1 D Z4.. 0 10,98.100,... 1805 Mew APs: Hone
(1 Meue Clierks (233)  |&3 Ic-ez0z-3550  wlAN-1 D 24.. 0 10110186 36005 +1- 3k Missing APs: 2
[0 Mew Clients (147) |3} c-szoz-3ssn wian-z 0 - 0 10,110,186 36005 * Active APs: 18
[ Rague Clients B l-e203L310  WLAN 1 SGHz 100 10.1.10,190  No scan - i %ﬁng&“Egmzs
£ tnknown Clients &3 20354, WLAND O 24, D 10,110,195 3600 9 WAN comnections: 1
g g:::gﬁg:gts % !c-3203-L54... WLAN-Z O SGHz 0 10,110,195 36005 41§} Certficates
...... e - s . it amami e - VRRP
£ ] 2:; Firewall: 12/18/2008 11:17:43 intruder detection - Packet dropped
|C||Eﬂt5 + @ System information
| MAC Address Identification | Signal | Contraller Access Point
.]]] 00:0b:6b:b0:04:6d  Martin PCI 602,110 44 % LC_WLC-4025 COAP310agn-.. . o
.]]I 00:0e:35:cc:87:687  AFries IBM S4bg S0 %  LC_WLC-4025 le-e360-L54ag WPAZ-HAUSMETZ
.]]] 00:13:e8:47:37:23  CSchalle Intel 4965agn 22 % LC_BKP_WLC... lc-e213-24P WPAZ-HAUSMETZ Featu re N otes L COS 7 ) 6
.]]I 00:13:e8:47:c31e7  UBrocker Toshiba AGH 60 % LC_BKP_WLC... lc-e203-L310 WPAZ-80211M-HALUS
% 00:16:6F:8d:25:6c  RAbe Centrino S4bg - LC_BKP_WLC... lc-e213-xaP WPRAZ-HAUSMETZ Page 1 7
.]]] 00:1F:3b:26:7hi6F  TKirschke 4965AGH 11 % LC_BKP_WLC.. lc-e213-XAP WPRAZ-HAUSMETZ
.]]] 00:30:48:3a:4d:ab  QS-OKowalew ? 47 % LC_BKP_WLC... lc-e303b-lS4ag ‘WPAZ-HALSKMETZ
. . LANCOM
‘WLAMmanitor System s




SIP proxy — "CLIR" in SIP

SIP privacy/screening for call number suppression/display ("CLIR")

Filtering at the border to untrusted networks Lc (Ds 7.6
Support for different methods (RFC3325, IETF draft SIP privacy 04) e
CLIR for analog, ISDN or SIP subscribers

"trusted" "untrusted"

@ é E provider
SIP client 1823 VolP 1724 VolP
SIP INVITE SIP INVITE SIP INVITE
FROM anonymous FROM anonymous ‘(g FROM anonymous
¢

P-Asserted-ldentity: .l”’;;’, Feature Notes LCOS 7.6

,Max Muster* f age
mr.nuster.@lancom.de =[”f’;’ e
Privacy: id nit/ LANCOM

Systems




LANconfig — Automatic backup

Options HE " Automatic backup of device
General | Startup | Communication | Application Backup | Extras | ?i?r:]:,lvgaur;atfhnasn\gizznt#g lc?:r?flig%ration fLCE(QsSw 7.6
pevies configuratn or when executing a script (all active
r;*lﬂanl?;zljrr;t?;?matlc backup of the current device by default)

I+ ‘before uploading a firmware

v before changing the configuration

= Backup as configuration file or
v before applying a script Q

script
Backup options
= v Save az configuration file

® Generic file names (configurable)
with wildcards (e.g. for date, time,

[ Save as configuration script

F ,': device name, type and firmware) and
I a standard backup path
Backup path:

|E:"~F'ru:ugramme"-.L.-'-‘-.N COMALAMN confighCo Browse. ..

Backup filename [without extenzion):

\Ey_%min_ %dnhEN_G_%F[1-4] %hh-Srm-s

Feature Notes LCOS 7.6
Page 19
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LANconfig — Multiple backups

= Backup multiple configuration files for various devices in one step
® |deal for backups for project installations with different devices
= Generic file names (configurable) and standardized backup path

nfig

anch Offices
:adguarters

e Offices

MName =~ I Address | Device Stakus | Progress | Device Ty
EAADLERSHOF 10.1.204.99 ik, LaMCoM D
B ANGERMUEMDE 10.1.204.101 ik,

DEM
2 ERFURT

ERGOETTINGEN

EHALLE

E K OETHEN

FE@LANCOM ES-2126
| ANCOM ES-2126

e | R R m—ma e

£

10.1.204.102

10 1 204 a7
Configure
Setup Wizard
Check

CtrH+-0O
CErl+
CErl+HFS

Configuration Management

Check for Eirmwware Updates
Firrmware Upload

Save Script as File.
Chrishiftey | oY% =P

Restore Script From File, .
Upload Certificate from File. ..

Multi device configuration backup

LANCOM D

LAk 10
LANCOM D
LANCOM D
LANCOM D
LANCOM D

—Backup options

| Tire:

| Mamne | Addre

L20os  190z:45  ¥P-100-0...

10.1.2

Cpen Telnet Sessions
Cpen 55H Sessions

] Backup path:

Backup filename {without extension):

J \ProgrammetlLANCOMILANConfighConfig) R Browse, ., |

VS _Srmin_Shdn|Sel_%G_%F[1-4]_Shh-%emm-%as

El

Cancel |

LC OS7s
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LANmonitor — New to traces/support file

® SSL-encrypted access for executing traces on devices

= Continual backup with settings for maximum file sizes LCOS s
= Time set for devices without a valid system time e

= Export a support file containing sysinfo, bootlog and configuration
=» This greatly improves response times and quality of support

- Traces - temporary [

Load trace config

Save trace config Miscellaneous settings

Load trace data Trace preferences  Supportfile

|=
Save trace data
The support file containg the cument configuration az well as additional information .
about the device. Becausze the file 12 meant to be zent to the technical support you can Secu r|ty-re|ated
choase to stip sensitive data from it Be aware, though, that this data might be crucial | . )
Close far troubleshoaoting pour problem! |nformat|on 13
| T excluded from

v Hide passwards suppOrt files

v Hide sensitive WolP settings

[ Hide senzitive WLAN[-management]/public spat settings
Feature Notes LCOS 7.6
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[™ Hide sensitive Radius settings
[ Hide email addreszes/sensitive SMTP settings

[ Hide miscellaneous settings that might be critical %

ak. I Abbrechen

LANCOM

Systems




Service and Support

We wish you every success with your new LANCOM product! LC<0876

[LANCOM OPERATING SYSTEM]

We look forward to your praise and criticism, suggestions or questions to
info@lancom.de.

The latest information about Service and Support can be found on our Support flyer,
our Internet site or from our Knowledge Base under
www.lancom-systems.de/eu/support.

If the manual and our current support themes in the Internet are of no help to you,
then our Support Hotline is available to you in Germany on work days from
9:00 — 17:00h under
0900-1-LANCOM (= 0900-1-526266)

(1.24 € / Min. from German landlines).

Your LANCOM Systems Team
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