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Contents

On the following pages we would like to give an overview of the
new features and enhancements of this new LANCOM software.

In particular, the following items will be covered:
» New LCOS version 3.32 - highlights
» New LANtools Features

» Service and Support

Regarding previous LCOS versions you will find information on the LANCOM CD: ,documentation®
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New LCOS Version 3.32

LCOS:3>

[LANCOM OPERATING SYSTEM]

Supported
LANCOM models:
800, 1000, 1100,
2000, DSL/10,

DSL/I-1611, 821,
1621, 4000 series,
6000 series,
Wireless L-11/IL-11,
7011 VPN, L-54
Wireless, 3050 and
3550 Wireless,
LANCOM 1511
Wireless DSL,
LANCOM 1811
Wireless DSL

also for ELSA
LANCOM and
Telecom T-Octopus
LAN

DSL/I-10, DSL/1610,

Highlights:

» VPN-Upgrade

» New LANconfig and new LANmonitor
» Extended Quality-of-Service features
» VLAN support

» N:N IP mapping

» New LANCOM Reference Manual
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New LANtools Features

Extension for VPN gateway functions: 5 VPN channels integrated
(instead of 2 channels)

VPN 5: five
simultaneously,
25 configurable

VPN tunnel Integrated 5 channels VPN licence by LCOS 3.32 Update:

d 25
{J,F;g,\ﬂacheafnels » LANCOM 1621 ADSL/ISDN
EQ?QWQ » LANCOM 1811 Wireless DSL
accelerator for » LANCOM 1821 Wireless ADSL

1811/1821)
Free of charge and retroactive for all products of listed series!
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New LANconfig

'-"r'i LaNconfig - Branch_offices =10f x|

LANconfig

File  Edit

Device View Tools Help

lals alBlE 26| Slb Hwls gale @

D_ Lakconfig Tame I Address I Device Status I Progress I
/23 Branch_offices 101,202,192 Uploading firmwsare . [WENEENE — 53% (68963 Bytes(s)
{3 Cliento1 101,202,193 Uploading firmwsare . WENEENE  55% [A2240 Ruracic)
Multitasking — 10,1,202.194 Uploading Firmeare . WONNERE 58%) . .
. 10.1.202.198 Uploading firmware .  WENINEN 579 MUItItaSklng
pr0jeCt 10.1.202.199 Uploading firmware . WEDOOED 53%
management and 10.1.202.210 Uploading fitrmwsare . WONDNED 599% CHE!
. . 10,1.202.211 Uploading fitrmweate . WONENDD 7 Brtes|s)
monitoring Proiect 10.1.202.213 Uploading firmware . EREEEN /4 (53007 Bytes/s)
J 10.1.202.217 Uploading firrnware . (WENNEEN S6%: (52525 Bytes/s)
10.1.202.218 Uploading firrmware . [WERE 32% (21644 Bytes(s)
hardwa re 10.1.202.219 Uploading fitrmweate . MONEED 469% (53706 Bytes/s)
10.1.202.220 Uploading firrrweare . MONNEED 559% (50486 Bytes/s)
integ ration and 10.1.205.137 Uploading frmesare . WEREE  42% (66901 Bytes/s)
f| urat|on 10.1.208.211 Uploading firrmware . [WENENEE  54% (62541 Bytes(s)
con g I Date Time Mame I Address I Message I
(i) 27.01.2004 103800 LEIFZIG 10.1.202.218 Firmware upload starked
. . (i) 27.01.2004 10:38:00  TEMPELHOF 101,202,219 Firmware upload starked
reglstratlon of ([} 27.01.2004 10:3:00 MERSEBURG 10.1,202,220 Firmware upload started
. (i) 27.01.2004 10:38:00 WITTEMBERG 10.1,208.137 Firmware upload starked
Change hIStOI"y @ 27012004 10:35:00  AMNGERMUEMDE 101,206,211 Firmware upload starked
i) 27.01.2004 103800  CHEMMITZ 10,1.206,212 Firmware upload started
i) 27.01.2004 10:38:00  ADLERSHOF 10,1.206/13 Firmware upload started
| 4

Logging
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-i0ix

File | Device View Tools Help
Refresh Chrl+F5 ;I

. c View YPN Connections
LANmon ltor " Yiew Accounting Information - Packet drapped

View Firewal Event Log

activity

e L
.
Rea | 'tl me IE Options... Space p rOtOCOI
remote monitoring CCaDlol lneiReady _
&8 Firewall: 32,2004 12:21:12 DoS protection - Packet deornad

per SNMP tra p ) wPN connections El RAVENSBURG - Device Activities - o] x|
(-4 System information File View Tools ChOise Of
i LC_YPN_M_LCSTEST | | o | 2 |
£l DSL Line: Cormected to INTERNET 1o, _ | [DEIEE lime SUEE G5 =(3
. . 3 Protocol: Transparent & 18 32{2004 Ti46:2.,.  YPN Cannected to MAGDEBURG (via INTERMET) S N M P-Tra p
Monitori ng of all @) VPN connections: 17 & 19 3j2f2004 762, PN Cannected to MERSEBLIRG (via INTERNET)
. € Connection time: 5 haurs and 32 minutes <a 20 3fzfz2004 VPN Connected to MUERNBERG {via INTERNET)
relevant technical -4 Sending 624 bytefs, receiving 1013 bytey | g 21 3z(2004 PN Connected to OSNABRUECK (via INTERMET)
t 5 [3DMLine L: Incompatible destination [0:005 | (g 22 3j2fz004 VPN Connected to ROLITER4 (via INTERNE T
events = IS Line 2: Ready ) < 23 3fzfz004 YPN Connected ko ROUTER42 {via INTERNE" aabbi el LU 2 T 2lx
g@g Cg;"iaolllmiﬁﬁgsm 19:5H00 intruder detectio | v, 24 3jzjz004 VPN Connected to ROLITER43 (via INTERE - Rizcard |
5 @ Systeminformation & 25 3fzf2004 PN Cannected ta ROUTER44 (via INTERNE _
. m c & 26 3j2j2004 VPN Connected to ROLUTER4S (via INTERNET | [ Entu Fiter
Recordlng of all 5-C DSL Line: Connected to TNTERNET <5 27 3jzjz2004 PN Connected ta ROLTER46 (via INTERNE 2, [ LogDevice evenis
Changes -~ Protocol: Tra.nsparent <a 26 3fzfz2004 VPN Connected ko ROUTER47 {via INTERME® W Log'WaN conrections
& PN connections: 31 & 29 3fzf2004 PN Cannected ta ROUTER4E (via INTERNE 9 LogWLAN cannscions
4@ Connection tine: 8 hours and 50 minutes | (g 30 3jzjz004 YPH Connected to ROUTER49 (via INTERNE i
iy g[)ji‘::;”lg arj;tgr::;?sj receiving 3763 bytt | 31 3j2j2004 PN Connected to ROUTERSO {via INTERME :; t°g \L‘f::;::"necmmt
=5 150N Line 2 Nt ready 8 32 3fz/2004 YR Connected ko TEMPELHOF (via INTERME og C””"EC_‘D”S
&2 Frewall active & 33 3fzf2004 PN Cannected ta WITTENBERS (via INTER! ' Log afb-poits connections
=&y %M connections 1| ¥ Log actions of Firswall
<45 Connected to ADLERSHOF (via INTERMEY
-z Connected to ANGERMUEMDE (via INTERNET) -
dEm T anmackad Fa CHERRITTT iz TMTFDRIFTY Cancel |
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Extended Quality-of-Service features

Optimum Voice-over-IP for voice quality via VPN connections.
Also available to the already integrated (send-side) bandwidth
management:

» Receive-site QoS mechanisms
» Dynamic download ,,slow down*

» Automatically packages adaption
» setting PMTU or fragmentation
» Jitter reduction

» new DiffServ-Trigger in IP Router and Firewall
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Quality-of-Service (QoS)

—_—
-

Voice...

VolP package

Data package

Range of
application

* Crosslinkink

of VolP ) )
telephone without no voice quality!
system incl. .

VPN location QoS

coupling

» Securingof |
optimum voice .
q?ality despite regular voice
o

. quality!
tr_ansmls(,_jswcr; :
baL Intermet LANCOM

links
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Dynamic download ,,slow down*

Reservation of
minimum
bandwidth

only towards
transmitter

only towards
reception

towards
transmitter and
reception (default)

Receive-site minimum bandwidth S——

. [ Action anly for default route [i.e. intermet]
|nCOm|ng data paCkageS (e.g- [ &ction orly for WP route
downloads from the Internet) could be ﬁ*’“‘m e L

. Achion only for zend packets
dalyed dynamlca”y nOW. (|7 Action only for received packet&)
. . —&ction
Thus real-time connections e.g. VolP & Grant wirimu banidth
telephony will not longer be affected by ) Jpersccond |
. " Per connection © Global
data Ilnks- " Fragmentation of other packets
[daw Facketsize; I Butes
" Reduction of PMTLI
FRTL: IU Bites
ITI Cancel |
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,chop up” great data packages

Jitter
Reducing of Jitter — for connections

An ADSL line with . . el B
128 kBit upstream  With low bandwidth Condiions
will be OCCUpied for ] ] [ Action only for default route [i.e. intemet]
93 ms by a With VolP telephony on connections I~ ction orlyfor VPN route

i ” t . ction only for DiffSer-CP: -
g::::aaclfa%reea based on |OW transmltter Speed (e'g' ;z;nnnn:j ;or Se[r: pacckpets]EE
(1500 Byte) ADSL) it is possible that transmission Of =~ T #ston onifor receives paskes
o great data packages will source the fcton

Durlng this time a . = Grant minimum bandwidth
VolP package could  route for such a large period, that 5 = o o]
be send speech cutouts become audible. L SR C

ragmentation of other packets

This additional With PMTU reducing and automatically - :dpt“fpml— e
d | ,Jtt ¢ Id . - EdUCIOn O
dolay (Jiter) could  fragmentation great data packages can [ R aytes]
ms by reducing be cut up so far, that they will block no [ ok | concel |
maximum package . . . e
{0 256 Bytes longer transmission route significant.
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,DiffServ® Trigger (1/2)

DiffServ

% RAYENSBURG Configuration 2=

Mkarking °.fﬂ'f For the prefered transmission of Corfiowe: [Frower =]
packages wi . .
Certain prioriy packages with DiffServ- Geners | Rouig| Mesa.| e Mepping|

attributes Markierungen via IP Router [ovicekn

™ Usze Prosy ARP to tie remote stations into the Lk

Iv Fonward packets within the local network

Normal, not [~ Transfer ICMP packets secured

prioritise ¥ Pass on TCP S and.AE}.Q pa-c:kets preferentially
[~ Mote the Type-Of-Service field in IP packets

packages > Highest priority: DiffServ EF (¥ nterpret the DiffSery field n IP packets |

processes

automatically ,Expedited Forwarding‘ _::PP?:;:HS P2 =]
marking BE (’BeSt . . . . RIP-1 ma.nsk: Iclass j
Effort) » Medium priority : DiffServ AF
,Assured Forwarding*

These
packages are inaritv: Di
Feioctod with data » Normal pr!orlty. DiffServ BE
back-up as first ,Best Effort LANCOM oK | Coaneel |
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,DiffServ® Trigger (2/2)

DiffServ
21|

— Condition

[~ Action only if not connected

Terminals e.g.
VolIP phones
could mark data
correspondingly

[~ Action only for default route [i.e. internet]
[~ Action only for VPN route

[|7 Action only far DiffS erv-CF: [« =[[« =]

[~ Action only for send packets

Evaluation of DiffServ priorities in
Firewall and QoS rules, for
example:

[~ Action only for received packets

% Physical ransmission direction

| Logical transmission direction Quality of Service 2=l

r~ Conditior

— Trigger

» secured transmission of the VolP = =5

I~ Action oy for default route (i . intemet]
[~ &ction only for PN nute

¥ Action only for DiffSery-CP: IEF 'l ]

™ Feset counter €% Per connectio

signaling (,AF")

»dynamic reservation of
bandwidth for VoIP (,EF’)

— Packet Action
" Tranzmit " Diop

— Further Measures

™ Send Syslog message I Sa
¥ SHMP [ie. LANmoritor] [~ Dis
[ Lock source address [ Lo

Diuiratior: I (11

o

I Action only for send packets

I~ Action anly for received packets

—&ction

(& Grant minimum bandwidth
Ikbil j |B4| Iper second j
\ @ Per connection ¢ Glabal

" Fragmentation of other packets

[ &y Packetsize I Eytes

" Reduction of PMTU

FRTL I Eytes

Cancel |
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Virtual LANs (VLANS)

VLAN Common infrastructur, separate networks

LVirtuals LANs”
Separate
networks use

common @;
infrastructur

VLAN-ID — >4

connecting
segments

Normal ethernet
(LAN / WLAN) in

LAN © WLAN &
the segments VLAN-ID 5 VLAN-ID 3
VLAN-Prio
enabled Quality-
of-Service
ID5 < ID 3 LANCOM

Port 1 & Port 4

Systems
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VLAN

»VLAN-
Switches® couples
only fixed VLAN
IDs from the
common net

Normal ethernet
behind the VLAN
able Switches

All LANCOM
products equiped
with WLAN now
do support VLAN

» Existing Ethernet cabling can be used
by several companies

» Separation of the user data from the
devise management in WLAN
installations

» Common use of Wireless radio link

LANCOM
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N:N IP Mapping

N:N-Mapping

For all
LANCOM
products with
VPN features

For whole
networks

For several IP
addresses

For well-defined
management
addresses
(,Loopback)

VPN network coupling also with identic IP networks

Adddress mapping
to well-defined
IP addresses

(™ 192.168.2.)>
(L : <92.168.1.x
—

= N

IR iy 7

LI | --

LANCOM

Systems
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Central Network Management

N:N address mapping

Central SNMP on well-defined IP
management addresses

All locations are Location A
connected via
VPN

Location B

Real time state
monitoring via
SNMP-Traps

Location D
Location C
Well-defined IP

addresses
through N:N

mapping

2
'"“‘Illl\l

LANCOM

Systems

Central SNMP network
management
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Wireless LAN Enhancements

Rangemanagement and 802.11g compatibity mode

Enhanced algorithms in LCOS 3.30 give you a longer
range in the radio standards 802.11a und 802.11g, as
well as in 802.11g compatibility mode a higher

performance.

Quality-of-Service for Wireless LAN radio links

The WLAN module priorizes data streams considering the
VLAN priority field. Due to this radio links can access 8
send queues.

LANCOM
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Reference Manual

LANCOM Reference Manual — new edition

» 270 pages of background information, tips for your
realisation and detailed description of all functions

» New chapters:

» Management, VLAN, QoS, Systemdesign, ...

» Reworked firewall chapter

» Feature chronology, SNMP Trap lists, RFC lists, ...
» As PDF in and on

» Now also available as printed book!

LANCOM
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Other Highlights

You can find a complete and detailed history of changes here:

» LANCOM CD in folder ,Firmware*
>

» LANCM CD in folder ,LANtools”
>

Furthermore all these documents and LCOS versions are available on
our website:

>

LANCOM
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Service and Support

We wish you all the best with your new LANCOM product!

We would be glad to receive your feedback — either positive or
negative, as well as feature suggestions via email to

Please find actual support information in the enclosed support leaflet,
on our Internet support site, or in our Support database
(KnowledgeBase) under

In case your were not able to resolve your questions by reading our
manuals, please contact your local distributor for further assistance.

Your LANCOM Systems Team. LANCOM

Systems
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