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Contents

... connecting your business

On the following pages we would like to give an overview of the 
new features and enhancements of this new LANCOM software.  

In particular, the following items will be covered:

New LCOS version 3.32 - highlights

New LANtools Features

Service and Support

Regarding previous LCOS versions you will find information on the LANCOM CD: ‚documentation‘



LANCOM Systems - 3

Highlights:

VPN-Upgrade 

New LANconfig and new LANmonitor

Extended Quality-of-Service features

VLAN support

N:N IP mapping 

New LANCOM Reference Manual 

LANCOM Systems

New LCOS Version 3.32

... connecting your business

Supported
LANCOM models: 
800, 1000, 1100, 
2000, DSL/10, 
DSL/I-10, DSL/1610, 
DSL/I-1611, 821, 
1621, 4000 series, 
6000 series, 
Wireless L-11/IL-11, 
7011 VPN, L-54 
Wireless, 3050 and 
3550 Wireless, 
LANCOM 1511 
Wireless DSL, 
LANCOM 1811 
Wireless DSL

also for ELSA 
LANCOM and 
Telecom T-Octopus
LAN
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Extension for VPN gateway functions:  5 VPN channels integrated  
(instead of 2 channels)

Integrated 5 channels VPN licence by LCOS 3.32 Update:
LANCOM DSL/I-1611 Office
LANCOM 1621 ADSL/ISDN
LANCOM 1811 Wireless DSL
LANCOM 1821 Wireless ADSL

Free of charge and retroactive for all products of listed series!

LANCOM Systems

New LANtools Features

... connecting your business

VPN 5: five
simultaneously, 
25 configurable
VPN tunnel

Optional: 
upgrade to  25 
VPN channels
(incl. VPN 
hardware
accelerator for  
1811/1821)
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New LANconfig

LANconfig

Multitasking –
project
management and 
monitoring

hardware
integration and 
configuration 

registration of 
change history 

LoggingLogging

Project viewProject view

MultitaskingMultitasking

... connecting your business
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New LANmonitor

LANmonitor

Real-time 
remote monitoring
per SNMP trap

Monitoring of all  
relevant technical
events 

Recording of all 
changes

... connecting your business

activity
protocol
activity
protocol

choise of 
SNMP-Trap
choise of 

SNMP-Trap
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Optimum Voice-over-IP for voice quality via VPN connections. 
Also available to the already integrated (send-side) bandwidth
management:

Receive-site QoS mechanisms
Dynamic download „slow down“

Automatically packages adaption 
setting PMTU or fragmentation
Jitter reduction

new DiffServ-Trigger in IP Router and Firewall

LANCOM Systems

Extended Quality-of-Service features

... connecting your business
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Quality-of-Service (QoS)

... connecting your business

Data package

VoIP package

Voice...

... plus Data

Incl. 
QoS:

regular voice
quality!

without
QoS:

no voice quality!

- Only one connections?Range of 
application

• Crosslinkink
of VoIP
telephone
system incl.  
VPN location
coupling

• Securing of 
optimum voice
quality despite
of 
transmission
via standard
DSL Internet 
links
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Dynamic download „slow down“

Receive-site minimum bandwidth

Incoming data packages (e.g. 
downloads from the Internet) could be
dalyed dynamically now. 

Thus real-time connections e.g. VoIP
telephony will not longer be affected by
data links.

Reservation of 
minimum
bandwidth

only towards
transmitter

only towards
reception

towards
transmitter and  
reception (default)

... connecting your business
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„chop up“ great data packages

Reducing of Jitter – for connections
with low bandwidth

With VoIP telephony on connections
based on low transmitter speed (e.g. 
ADSL) it is possible that transmission of 
great data packages will source the 
route for such a large period, that 
speech cutouts become audible. 

With PMTU reducing and automatically
fragmentation great data packages can
be cut up so far, that they will block no 
longer transmission route significant.

Jitter

An ADSL line with 
128 kBit upstream
will be occupied for
93 ms by a 
maximally great
data package  
(1500 Byte)

During this time a 
VoIP package could
be send

This additional 
delay (‚Jitter‘) could
be reduced to 16 
ms by reducing
maximum  package
to 256 Bytes

... connecting your business
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„DiffServ“ Trigger (1/2)

For the prefered transmission of 
packages with DiffServ-
Markierungen via IP Router

Highest priority: DiffServ EF 
‚Expedited Forwarding‘

Medium priority : DiffServ AF 
‚Assured Forwarding‘

Normal priority: DiffServ BE   
‚Best Effort ‘

DiffServ

Marking of IP 
packages with  
certain priority
attributes

Normal, not
prioritise
packages
processes
automatically
marking BE (‚Best 
Effort‘)

These 
packages are 
rejected with data 
back-up as first

... connecting your business
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„DiffServ“ Trigger (2/2)

Evaluation of DiffServ priorities in 
Firewall and QoS rules, for 
example:

secured transmission of the VoIP
signaling (‚AF‘) 

dynamic reservation of 
bandwidth for VoIP (‚EF‘)

DiffServ

Terminals e.g. 
VoIP phones
could mark data 
correspondingly

... connecting your business
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Virtual LANs (VLANs)

VLAN

„Virtuals LANs“

Separate 
networks use
common
infrastructur

VLAN-ID
connecting  
segments 

Normal ethernet
(LAN / WLAN) in 
the segments

VLAN-Prio
enabled Quality-
of-Service

Common infrastructur, separate networks

marketingmarketing salessales

VLAN-ID 5 VLAN-ID 3
LAN

VLAN-ID 5

LAN
VLAN-ID 5

WLAN
VLAN-ID 3

WLAN
VLAN-ID 3

ID 5 ID 3
Port 1 Port 4

ID 5 ID 3
Port 1 Port 4
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VLAN – application examples

VLAN

„VLAN-
Switches“ couples
only fixed VLAN 
IDs from the 
common net 

Normal ethernet
behind the VLAN 
able Switches

All LANCOM 
products equiped
with WLAN now
do support VLAN

Existing Ethernet cabling can be used 
by several companies

Separation of the user data from the 
devise management in WLAN 
installations 

Common use of Wireless radio link
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10.1.1.x10.1.1.x 10.1.1.x10.1.1.x

LANCOM Systems

N:N IP Mapping

N:N-Mapping

For all 
LANCOM 
products with  
VPN features

For whole
networks

For several IP 
addresses

For well-defined
management
addresses
(‚Loopback)

VPN network coupling also with identic IP networks

Adddress mapping
to well-defined
IP addresses

Adddress mapping
to well-defined
IP addresses

VPN Tunnel

192.168.2.x

192.168.1.x
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Central SNMP network
management

Central SNMP network
management

LANCOM Systems

Central Network Management

Central SNMP 
management

All locations are
connected via
VPN

Real time state
monitoring via 
SNMP-Traps

Well-defined IP 
addresses
through N:N 
mapping

N:N address mapping
on well-defined IP 

addresses

N:N address mapping
on well-defined IP 

addresses

Location A

Location C

Location B

Location D



LANCOM Systems - 17

LANCOM Systems

Wireless LAN Enhancements

Rangemanagement and 802.11g compatibity mode

Enhanced algorithms in LCOS 3.30 give you a longer
range in the radio standards 802.11a und 802.11g, as
well as in 802.11g compatibility mode a higher
performance.

Quality-of-Service for Wireless LAN radio links

The WLAN module priorizes data streams considering the  
VLAN priority field. Due to this radio links can access 8 
send queues.

... connecting your business
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LANCOM Reference Manual – new edition

270 pages of background information, tips for your
realisation and detailed description of all functions

New chapters: 

Management, VLAN, QoS, Systemdesign, …

Reworked firewall chapter

Feature chronology, SNMP Trap lists, RFC lists, …

As PDF in download area and on LANCOM CD 

Now also available as printed book!

LANCOM Systems

Reference Manual

... connecting your business
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You can find a complete and detailed history of changes here:

LANCOM CD in folder „Firmware“

LCOS_332_DE.pdf
LANCM CD in folder „LANtools“ 

LANTOOLS_332_DE.pdf

Furthermore all these documents and LCOS versions are available on 
our website:

www.lancom.de/download

LANCOM Systems

Other Highlights

... connecting your business
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Service and Support

... connecting your business

We wish you all the best with your new LANCOM product!

We would be glad to receive your feedback – either positive or
negative, as well as feature suggestions via email to 
info@lancom.de.

Please find actual support information in the enclosed support leaflet, 
on our Internet support site, or in our Support database
(KnowledgeBase) under www.lancom.de/support.

In case your were not able to resolve your questions by reading our
manuals, please contact your local distributor for further assistance.

Your LANCOM Systems Team.
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