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LANCOM Systems

Business Networking Solutions

The Firewall Upgrade.

Supported
LANCOM devices:
800, 1000, 1100, 2000,
DSL/10, DSL/I-10,
DSL/1610, DSL/I-
1611, 821, 1621, 4000
Series, 6000 Series,
Wireless L-11/IL-11,
3050 Wireless, 7011
VPN

Also for ELSA
LANCOM and
Deutsche Telekom T-
Octopus LAN R800, T-
Octopus LAN R1600
VPN and T-Octopus
LAN W3050

On the following pages we would like to give an overview of the new features of the LANCOM

Software on this CD.

Firewall Upgrade

2.80
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Stateful Inspection Firewall

Stateful Inspection

» Adds detailed state
tracking for all
connections to the
LANCOM port filter
firewall

»Many new action and
trigger objects

> Integrated DoS
protection, Intrusion
Detection, IP Quality of
Service and Traffic
Shaping

» Ports are openend and
closed dynamically on
demand

» Firewall filter rules
become direction-
aware

Stateful Inspection Firewall

The security check for all connections. All packets, which do not
belong to a well-known session, are rejected. The firewall opens
and closes ports dynamically on the application‘s demand (e.g.
for FTP, Netmeeting / H.323 or IRC).

Furthermore, the firewall rules become direction-aware:
Connections can established only from a filter's source to its
destination, but not vice versa.

Denial of Service Protection (DoS)

Recognitition, alerting, logging and countermeasures against
known hacker attacks such as SYN flooding, Smurf, LAND, Ping
of Death, Teardrop, Bonk and fragment-related attacks such as
Fragrouter.

Intrusion Detection (IDS)
Recognition of port scans and IP spoofing. Hide the device by
PING blocking and TCP Stealth mode.

For further details, please refer to the firewall chapter 2.2 in the
LANCOM reference manual..

LC1621.Internet Configuration llil

Configure: I Firewall/Qo5 hd I

General | Rules | Dos | DS |

— General settings
To the email address of the administratar the rule defined
messages will be sent.
Adrniriztrator email Iit-admin@lancom.de

— Precautions
Fragments: IHe-assembIe j
Session recovery: IDenied far default routej
Fing Blocking: IWAN only j
Stealth mode: IAIwa_l,Js j
v Always mask authentication port, too

LaNCOM ok I Cameel
Systens
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Firewall Highlights (1)

New LANconfig Firewall and Security Assistants

Easy set-up A customized firewall setting is supported by the new Fireall Assistant with its pre-configured objects.

» Our Setup Wizards The Assistant ,Check Security Settings® helps to find common security holes.
guide you when
configuring a
customized Firewall

Setup Wizard for LC1621.Internet x| Setup Wizard for LC1621.Internet x|

H Add Firewall Rule +3
>N Fi Il SEtup Wizard for Which data packet does the new firewall rule apply to?
ew rirewall . LC1621.Internet
configuration dialogs in
LANCOHfIg This wiizard lets pou configure pour device for specific Shiould thiz rule apply to all zervices/protocolz or anly to certain services/protocals?

applications quickly and easily.

f hiz rule applies to all services/pratocolz
. ?
| 2 Comfortable I |reWa” What do you want to do

& Thiz rule applies to the following servicesdprotocals:

LmAOr{l“torm_tg with ‘ﬁ\ Check security settings % Special services:
monitor :;3 Setup Intemet access IV ‘world wide Web [HTTP. HTTPS) ¥ Teminal access [TELNET]
& Provide remote access [RAS, alsoVPN] ¥ Mai and Mews (SMMP, FOP3, NNTF] ¥ Layer2 Tunnel [FETF)

‘ﬁ\ Connect two local area netwarks (also WPHN)

»More than 40 pages
background-
information in the
updated reference
manual

¥ File bransters [FTF)
" Mame rezolution [DM5]
 windows network [MetBIDS via IP)
7 irtual Privat Network, (VPN APSec]

.‘ Configure firevsall

= Custom protocols: Edit custom pratocols... I

< Back I MNexst > I Cancel < Back I Mexst > I Cancel

For effective firewall and security strategies, please refer to the according chapter 2.2.4 of the LANCOM
reference manual.
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Firewall Highlights (2)

Flexible Firewall settings for professionals

LANCconfig offers powerful Firewall configuration options through many new triggers, actions, source and
destination and protocol objects.

LC1621.Internet Configuration 2= Trigger/Actions Set x| Filter rule ALLOW_BASIC_INTERNET 2lx
Configure: Firewall/Qo5 'l r~ Condition: Ganerall [HaS I Stations  Service |VF'N I _ x|
General Fules | DoS I D5 | I Action anly for send packets r~ Scope of rule [services/protocols) —One or more stations

¥ Action only for recveived packets b oy
W

. . . i i
P Thiz rule applies to all services/protocals plezioloalano

—Firewall Rules [Filter/Q05] I™ Action only if connected

“Y'ou can filker ar prefer packets according to a variety of criteria [V iction oniy for defauit route [Le. internett & This rule sppies to the fallowing services/protacols:

to protect your system against unauthorized access or to assure « Special services: [arie: I wayager

a minimal bandwidth to specific services [Quality of Service), for 2
example. r Trigger I w/orld wide 'w/eb (HTTP. HTTPS) ' a specfic MAC address
V' Mai and Mews (SHMP, POP3, NMTF)

- i i . I
Rules: Ikblt ﬂ I Iabsnlut ﬂ ¥ File transfers [FTF] Bhysical address: | ADDDS7320067

Marne |

“a specific station or remote site

LW BASIC_INTERNET " Resetcounter ¢ Perconnection € Global ¥ Temminal access (TELNET) " An IP address or range of addresses
CONTROL_NETBIOS_CONNECTIOS et At |24 L= e From IF sddressi [[192.268,100.0
DEMY_ALL H = Mame resolution [DNS)

GUARANTEE_128_KEFS_vOIP

" Tranamit & Drop " Reject  windows netwark [MetB105 via IP) T IP address: I 192, 168,100,127

© Virtual Privat Netwark MPNAPSec) % A complete IP netwark
—Further Maast ’

£ Custom protocals:
ity Edt. Delet ™ Send Syslog message [~ Send emal message 1P address: I 10.0.0.0
. ) . Edit custom pratocals |
¥ SMMP ie LaMmonitar] [~ Disconnect s |255.|j.|1|j

¥ Lock source addriess ¥ Lock target port

Duration: W Divuation IW
-OK Cancel |
LANCOM 0K Cancel Cancel

All items provide a detailed context-sensitive Help function.
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Firewall Highlights (3)

Alerting and logging

ﬁ',_' LANmonitor

»Write Firewall Log Device  View | Tools Help

Comfortable Firewall Monitoring and Event Logging with LANmonitor

=10l %]

files via ,Device /

Properties® in ea LC_WPN_M_ WPM Connections
LANmonitor on a e LC_WPN_M_ Accounting Information
regular basis =Pl Firewall Event Log

""" Lg ISDM LI wiew Saved Accounting Information ...

»LED security alerts | L. Cgp 15DN LirerZ Femmoe T TEspOTTnTg
vg&:ﬁﬁ%%'\f/zga'l [—]&Iﬁ Firewall: 2/5/2003 9:02:11 intruder detection -

Packet dropped

»SYSLOG -y ¥PN connections
[+ 4P System information
ep LC1621 . Internet

g 1621AnnexE

5 LC_RAS

» SNMP
» Email

» Logging within the
LANCOM under
~status/ip-router-
statistics/log-table“

(upon model year L@ 21S5/2003 0:0z2:11: intruder detection - Packet of protocol 50 From 10,98, 100,25:0 to 10,1.1,10:0 - Packet dropped
2003 i e @ 2/4/2003 11:45:37; intruder detection - Packet of protocol UDP from 139,762, 17:1026 to 255,255, 255,255:69 - Packet dropped

Further levels of detail can be expanded easily just by double-clicking the entries.
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Firewall Highlights (4)

Features and IP QoS and IP Traffic Shaping

Applications A traffic shaping with dynamic minimum and maximum bandwidths helps to balance several subnets, critical
_ applications (such as VolP or videoconferences) and web server accesses on a shared line.
> Trigger: Transferred
data Volume or Filter rule GUARANTEE_128_| 2] Filter rule LIMIT_SUBNET _ONE 21l
th roughput rates Gereral 003 |Stat|nns| Sewvice | WPH | General |DUS | Stations | Service | vPN |

r— Quality of Servic — Rul

> restrictions and
guarantees per user
connection or global

» Notifications or
limits on exceeding
of certain transfer
amounts

» Limitation of the per
user available FTP
bandwidth

» Guranteed
bandwidths for VolP
or video
conferencing

» QoS for
applications, which
on their part do not
provide such
mechanisms
themselves

The Quality-0Ff-Service table descrbes an arbitrany

l’Q amount of minimal bandwidths, which assure, that wile
matching packets are routed preferred az long, as the
bandwidth iz not exceeded.

Wirimal bandwidth [

128 glob. kb/s

Granted Minimum Bandwidth [only for send Packets]

j IT 28 Iper zecond j

" Per cornection ' Global

Quality of Service x|

Cancel

Filter nules can be used to transfer or drop data packets
=

according to specified criteria.

Name of this rule:
ILIMIT_SUBNET_DNE

V' Observe further rules, after this rule matches.

= Actioh

The fiter-actions table describes an arbitrary amount of
actionz, which will be executed, if the amount of rule
N matching packets or bytes grows abowve their
cormesponding limits.

| Aclions |
Transfer; SHMP
Cirop; E-Mail

Add Edi. | Deme |

oK | Cancel |

oK | Cancel |

In case the requested guaranteed bandwidth is no longer required, it is automatically at the disposal of other
applications again.

See LANCOM reference manual chapter 3, ,,Quality of Service*.
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VPN Highlights

»yAggressive Mode“ support for enhanced VPN
interoperability

LANCOM VPN gateways now support mixed installations
with 3 party VPN gateways or VPN clients, especially in
conjunction with dynamic IP addresses (IKE Aggressive
mode).

New: VPN Client Setup

This can be accomplished easily by the extended LANconfig
Setup Wizard ,Provide remote access (RAS, also VPN)* —
either pre-configured for the LANCOM VPN Client, orin a
generic form for 3rd party VPN Clients.

Furthermore: More VPN channels!

The Firewall Upgrade automatically enlarges existing 5
channel VPN options to the 25 concurrent connections of
the LANCOM VPN-25 Option.

The number of configurable remote sites is enlarged to 50
(VPN-25) resp. 25 (VPN-1).

Note: VPN requires a LANCOM VPN Option or integrated
VPN (LANCOM 6000 and 7000 series)

Connection list - Edit Entry d |
Mame of connection: I WPMN_CLIEMT O I
Shart hold Hime: I 0 seconds Fom— |
Extranet address: | 0.0.0.0
Remote gateway: I 0.0.0.0

Connection parameter; IﬂGGRESSIVE_MODE j

Drynamic ¥PH connection {only with compatible remaote stations):
Mo dynamic ¥PH
™ Dynamic YPN {a connection is created o kransmit IP addresses)

" Dynamic VPN (IP addresses are transmitked without establishing a
connection if possible)

" Dynamic YPM (an ICMP packet will be sent to transmit IP addresses)
™ Dynamic WP {an UDP packet will be sent ta transmit IP addresses)
IKE Exchange {only in conjunction with "Mo dynamic P

" Main Mode

 Pogressive Mode:
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The LANCOM VPN Client

Features

» VPN access with
or without
simulataneous
Internet

»Dynamic DNS-
Access to central
sites with dynamic
IP addresses (for
external dynDNS
clients, see
LANCOM
reference manual
,2Dynamic DNS*)

> P address
assignment: clients
gets an local
Intranet address
via ,|IPSec over
PPTP*

»Binding of the VPN
connection to
certain dial-up
Internet
connections

> 168 Bit 3-DES
encryption

LANCOM ¥PN Client Configuration Wizard

PPTP Configuration
WPM gateway address configuration

Please enter the public [Internet] address of the remc
connect with,

Remoate VPN Gateway address:

© The addiess is given in form of an IP address

& The addiess s given in form of a name (FODN,

|MyLocat\on@dynDNS.org

LANCOM ¥PN Client Configuration Wizard

Configuration Selection

Configuration aptions

Enter a Configuration Profile Name that will be associated with the Seftings of the YN |

Connection that is set up now
Name of the new Configuration Profile:
|My Mobile WPH-Access via GPRS|

Connection Options for this profile:

* Configure ¥PN Remate Access [|PSec aver PPTF]
¥ Configure Intemet Acoess
¥ allow simultaneous Intemet access [Unsecured]
" Configure IPSec over WLAN Access

< Back I Next 3

Edit

Delete |

Mot connected.

Connect

......

» Profiles for ,VPN Remote Access” and ,IPSec over WLAN®
» For Windows 2000 and XP — free of charge!

» Comfortable, Wizards-based Installation
» LANCOM VPN Client Setup Wizard
» LANconfig Setup-Wizard ,Provide Remote Access ( RAS, also VPN)*

Please find further information and concrete application examples in the LANCOM VPN Client

user's manual
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Other Highlights

Email notifications
E.g. on DoS attacks, intrusion attempts, on exceeding of transferred volumes and in general for user-
definable Firewall events.

Configure your LANCOM's email account with LANconfig on ,Log & Trace / SMTP Account “. Enable the
notification for DoS, IDS and per each Firewall rule.

New WEBconfig
The enhanced WEBconfig features new the well-known LANconfig-style comfortable configuration dialogs
(feature not for all products available).

NAT / Masquerading enhancements

> H.323 Supports video conferencing and Microsoft Netmeeting
> IRC Supports DCC connections

> IPSec Multiple VPN tunnels per client PC

Wireless LAN Security with 802.1x
Secure Wireless LANs with 802.1x for dynamic key exhange of the WEP keys (LANCOM 3050 Wireless
only)
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Network Time Protocol

NTP-Client Time Server for the local network
Timeserver via LANCconfig features a drop-down list with preset, public accessible NTP server domain names.
DSL Thus all PCs within the local network can be provided with an accurate date and time.

LC1621.Internet Configuration ﬂil

NTP Server with Corfigure:  [Date & Time |
”Op'en ACC?SS pOIICy General  Synchranization |Time Sewver |
aVa"abIe via Internet Time Server 1'1'

Select the adjustment method for the implemented realtime clock:

= Mo regular adiustment of the device time Domain Mame or IP Address | O

SNTP server for the  Adiustment whenever a connection is made to ISDN swisstime eth.ch
ptbtimel.pth.de Cancel

Iocal network ¢ Synchronize to a time server using MTP at regular intervals tempo. csty to. cnr it

ntp0.nl.net
LANCOM serves as ~NTF setling
central timebase for | Time Server . ]
the WorkStatlonS Request Interval: |88,4DD zeconds add . Edit ... Remove |

Iiliui

— Power-On ISDM Time Synchronization

Windows XP has a

If you want the device to set up a connection in order to set the

built-in NTP client time whenever it is switched on, enter the relevant telephone
rurnber here.
Phone number: I
NTP Clients are Dialing attempts: |3
available for all
operatmg systems L AmMCOM o | cocal |
via Internet (e.g. AL

.NetTime*)
Bugfix: Starting with this release, the built-in NTP client of Windows XP is supported directly.
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Software Roadmap

Feature Updates (planned Q2/2002)

Complete Dynamic DNS Integration
Integration of an Dynamic DNS Client
DNS-resolvable name as VPN remote site
DNS-resolvable name as device address in LANconfig and LANmonitor

Volume-based Budgets
Support of volume-limited flat rate tariffs

Scheduled Events
Execution of Command Line Interface commands at regular, predefined times

VLAN support

Separated VLAN Ethernet segments, e.g. for separation of Access Point administration
from user traffic.
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We wish you all the best with your new LANCOM product.

We'd be happy to receive your feedback — either positive or negative, as well
as feature suggestions via email to

Please find actual support information on our Internet support site, or in the
enclosed support leaflet.

In case your were not able to resolve your questions by reading our manuls,
please contact your local distributor for further assistance.

Your LANCOM Systems Team.
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